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Status of This Menp

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Thi s docunent defines the Protocol for Carrying Authentication for
Net wor k Access (PANA), a network-1layer transport for Extensible

Aut henti cation Protocol (EAP) to enable network access authentication
between clients and access networks. In EAP terns, PANA is a

UDP- based EAP | ower |ayer that runs between the EAP peer and the EAP
aut henti cat or.
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1. Introduction

Provi di ng secure network access service requires access control based

on

the authentication and authorization of the clients and the access

networks. dient-to-network authentication provides paraneters that
are needed to police the traffic flow through the enforcenent points.
A protocol is needed to carry authentication nethods between the
client and the access networKk.

The scope of this work is identified as designing a network-I|ayer
transport for network access authentication nethods. The Extensible
Aut henti cation Protocol (EAP) [ RFC3748] provides such authentication
met hods. I n other words, PANA carries EAP, which can carry various
aut henti cation nethods. By the virtue of enabling the transport of
EAP above | P, any authentication nmethod that can be carried as an EAP
nmethod is made avail able to PANA and hence to any link-Iayer

technol ogy. There is a clear division of |abor between PANA (an EAP
| ower |ayer), EAP, and EAP net hods as described in [ RFC3748].

Various environnents and usage nodels for PANA are identified in
Appendi x A of [RFC4058]. Potential security threats for

net wor k- | ayer access aut hentication protocol are discussed in

[ RFC4016] . These have been essential in defining the requirenents

[ RFC4058] of the PANA protocol. Note that sone of these requirenents
are inposed by the chosen payl oad, EAP [ RFC3748].
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There are conponents that are part of a conplete secure network
access solution but are outside of the PANA protocol specification,
i ncl udi ng PANA Aut hentication Agent (PAA) discovery, authentication
met hod choi ce, PANA Aut henti cati on Agent-Enforcenent Point (PAA-EP)
protocol, access control filter creation, and data traffic
protection. These conponents are described in separate docunents
(see [ RFC5193] and [ RFC5192]).

1.1. Specification of Requirements

In this docunment, several words are used to signhify the requirenents
of the specification. These words are often capitalized. The key
words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT", " SHOULD'
"SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [ RFC2119].

2. Term nol ogy
PANA dient (PaC:

The client side of the protocol that resides in the access device
(e.g., laptop, PDA, etc.). It is responsible for providing the
credentials in order to prove its identity (authentication) for
net wor k access authorization. The PaC and the EAP peer are
colocated in the sane access devi ce.

PANA Aut henticati on Agent (PAA):

The protocol entity in the access network whose responsibility it
is to verify the credentials provided by a PANA client (PaC) and
aut hori ze network access to the access device. The PAA and the
EAP aut henticator (and optionally the EAP server) are colocated in
the sane node. Note the authentication and authorization
procedure can, according to the EAP nodel, also be offloaded to

t he back end Authentication, Authorization, and Accounting (AAA)
infrastructure.
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PANA Sessi on:

A PANA session is established between the PANA Client (PaC) and
the PANA Aut hentication Agent (PAA), and it terminates as a result
of an authentication and authorization or liveness test failure, a
nessage delivery failure after retransni ssions reach nmaxi num

val ues, session lifetime expiration, an explicit termnation
nessage or any event that causes discontinuation of the access
service. A fixed session identifier is maintained throughout a
session. A session cannot be shared across nultiple network

i nterfaces.

Session Lifetine:

A duration that is associated with a PANA session. For an

est abl i shed PANA session, the session lifetinme is bound to the
lifetinme of the current authorization given to the PaC. The
session lifetinme can be extended by a new round of EAP
authentication before it expires. Until a PANA session is
established, the lifetine SHOULD be set to a value that allows the
PaC to detect a failed session in a reasonable anmobunt of tinme.

Session ldentifier

This identifier is used to uniquely identify a PANA session on the
PaC and the PAA. It is included in PANA nessages to bind the
nessage to a specific PANA session. This bidirectional identifier
is allocated by the PAAin the initial request nessage and freed
when the session terminates. The session identifier is assigned
by the PAA and is unique within the PAA

PANA Security Association (PANA SA):

A PANA security association is fornmed between the PaC and the PAA
by sharing cryptographic keying naterial and associ ated context.
The forned dupl ex security association is used to protect the

bi directional PANA signaling traffic between the PaC and PAA

Enf or cement Poi nt (EP):

A node on the access network where per-packet enforcenent policies
(i.e., filters) are applied on the inbound and outbound traffic of
access devices. The EP and the PAA may be colocated. EPs should
prevent data traffic fromand to any unauthorized client, unless
that data traffic is either PANA or one of the other allowed
traffic types (e.g., Address Resolution Protocol (ARP), |Pv6

nei ghbor di scovery, DHCP, etc.).
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Mast er Session Key (MSK):

A key derived by the EAP peer and the EAP server and transported
to the EAP aut henticator [RFC3748].

For additional term nology definitions, see the PANA framework
docunment [RFC5193].

3. Protocol Overvi ew

The PANA protocol is run between a client (PaC) and a server (PAA) in
order to perform authentication and authorization for the network
access service.

The protocol nessaging consists of a series of requests and answers,
sone of which may be initiated by either end. Each nessage can carry
zero or nore AVPs (Attribute-Value Pairs) within the payload. The
mai n payl oad of PANA is EAP, which perfornms authentication. PANA
hel ps the PaC and PAA establish an EAP session.

PANA is a UDP-based protocol. It has its own retransm ssion
mechanismto reliably deliver nessages.

PANA nessages are sent between the PaC and PAA as part of a PANA
session. A PANA session consists of distinct phases:

0 Authentication and authorization phase: This is the phase that
initiates a new PANA session and executes EAP between the PAA and
PaC. The PANA session can be initiated by both the PaC and the
PAA. The EAP payl oad (which carries an EAP nethod inside) is what
is used for authentication. The PAA conveys the result of
aut hentication and authorization to the PaC at the end of this
phase.

0 Access phase: After successful authentication and authorizati on,
the access device gains access to the network and can send and
receive IP traffic through the EP(s). At any tinme during this
phase, the PaC and PAA nay optionally send PANA notification
nmessages to test |liveness of the PANA session on the peer
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0 Re-authentication phase: During the access phase, the PAA nay, and
the PaC should, initiate re-authentication if they want to update
the PANA session lifetime before the PANA session lifetine
expires. EAP is carried by PANA to performre-authentication.

This phase may be optionally triggered by both the PaC and the PAA
wi thout any respect to the session lifetinme. The

re-aut hentication phase is a sub-phase of the access phase. The
session noves to this sub-phase fromthe access phase when
re-authentication starts, and returns back there upon successful
re-aut henti cati on.

0 Ternmination phase: The PaC or PAA nay choose to discontinue the
access service at any tinme. An explicit disconnect nessage can be
sent by either end. |If either the PaC or the PAA disconnects
wi t hout engaging in termnation nessaging, it is expected that
either the expiration of a finite session lifetine or failed
liveness tests would clean up the session at the other end.

Crypt ographi c protection of nmessages between the PaC and PAA is
possi bl e as soon as EAP in conjunction with the EAP nethod exports a
shared key. That shared key is used to create a PANA SA. The PANA
SA hel ps generate per-nmessage authentication codes that provide
integrity protection and authenticati on.

4. Protocol Details

The followi ng sections explain in detail the various phases of a PANA
sessi on.

4.1. Authentication and Authori zati on Phase

The main task of the authentication and authorization phase is to
establi sh a PANA session and carry EAP nessages between the PaC and
the PAA. The PANA session can be initiated by either the PaC or the
PAA.

PaC-initi ated Sessi on:

When the PaC initiates a PANA session, it sends a
PANA-Client-Initiation nessage to the PAA. \When the PaC is not
configured with an I P address of the PAA before initiating the
PANA session, DHCP [ RFC5192] is used as the default method for
dynamically configuring the | P address of the PAA. Alternative
net hods for dynamically discovering the | P address of the PAA may
be used for PaC-initiated sessions, but they are outside the scope
of this specification. The PAA that receives the
PANA-Client-Initiation message MJST respond to the PaC with a
PANA- Aut h- Request nessage.
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PAA-initi ated Sessi on:

When the PAA knows the I P address of the PaC, it MAY send an
unsol i cited PANA- Aut h- Request to the PaC. The details of how PAA
can learn the I P address of the PaC are outside the scope of this
speci ficati on.

A session identifier for the session is assigned by the PAA and
carried in the initial PANA-Aut h- Request nessage. The sanme session
identifier MJST be carried in the subsequent nessages exchanged

bet ween t he PAA and PaC t hroughout the session.

Wien the PaC receives the initial PANA-Aut h- Request nessage from a
PAA, it responds with a PANA- Aut h- Answer nessage, if it wishes to
conti nue the PANA session. Oherwise, it silently discards the
PANA- Aut h- Request mnessage.

The initial PANA-Aut h-Request and PANA- Aut h- Answer messages MJST have
the 'S (Start) bit set, regardl ess of whether the session is
initiated by the PaC or the PAA. Non-initial PANA-Auth-Request and
PANA- Aut h- Answer nessages as well as any ot her nessages MJST NOT have
the 'S (Start) bit set.

It is recomended that the PAAlinit the rate at which it processes
i nconing PANA-Client-Initiation nmessages to provide robustness

agai nst deni al of service (DoS) attacks. The details of rate
limting are outside the scope of this specification.

If a PANA SA needs to be established with use of a key-generating EAP
nmet hod, the Pseudo- Random Function (PRF) and integrity algorithns to
be used for PANA_AUTH KEY derivation (see Section 5.3) and AUTH AVP
cal cul ation (see Section 5.4) are negotiated as follows: the PAA
sends the initial PANA-Aut h- Request carrying one or nore

PRF- Al gorithm AVPs and one or nore Integrity-Al gorithm AVvPs for the
PRF and integrity algorithms supported by it, respectively. The PaC
then selects one PRF algorithmand one integrity algorithmfromthese
AVPs carried in the initial PANA-Auth-Request, and it responds with
the initial PANA-Auth- Answer carrying one PRF- Al gorithm AVP and one
Integrity-AlgorithmAVP for the selected algorithms. The negotiation
is protected after the MSK is avail able, as described in Section 5. 3.

If the PAA wants to stay stateless in response to a
PANA-Client-Initiation nessage, it doesn’t include an EAP-Payl oad AVP
in the initial PANA-Aut h- Request nessage, and it shoul d not
retransmit the message on a tinmer. For this reason, the PaC MJST
retransmit the PANA-Client-Initiation nessage until it receives the
second PANA- Aut h- Request nessage (not a retransmission of the initial
one) fromthe PAA
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It is possible that both the PAA and the PaC initiate the PANA
session at the same tine, i.e., the PAA sends the initial PANA-Auth-
Request nessage w thout solicitation while the PaC sends a
PANA-Client-Initiation nessage. To resolve the race condition, the
PAA MUST silently discard the PANA-Client-Initiation nmessage received
fromthe PaC after it has sent the initial PANA-Aut h- Request nessage.
The PAA uses the source | P address and the source port nunber of the
PANA-Client-Initiation nessage to identify the PaC anong nultiple
PANA-Client-Initiation nessages sent fromdifferent PaCs.

EAP nmessages are carried i n PANA- Aut h- Request nessages.

PANA- Aut h- Answer nessages are sinply used to acknow edge recei pt of
the requests. As an optim zation, a PANA- Aut h- Answer nessage sent
fromthe PaC MAY include the EAP nessage. This optimzation SHOULD
NOT be used when it takes tine to generate the EAP nessage (due to,
e.g., intervention of human input), in which case returning an
PANA- Aut h- Answer nessage Wit hout piggybacki ng an EAP nessage can
avoi d unnecessary retransm ssion of the PANA-Aut h- Request nessage.

A Nonce AVP MJST be included in the first PANA- Aut h- Request and

PANA- Aut h- Answer nessages following the initial PANA-Aut h- Request and
PANA- Aut h- Answer nessages (i.e., with the 'S (Start) bit set), and
MUST NOT be included in any other nessage, except during

re-aut hentication procedures (see Section 4.3).

The result of PANA authentication is carried in the |ast

PANA- Aut h- Request nessage sent fromthe PAA to the PaC. This nessage
carries the EAP authentication result and the result of PANA

aut hentication. The |ast PANA- Aut h- Request nessage MJST be

acknowl edged wi th a PANA- Aut h- Answer nessage. The | ast

PANA- Aut h- Request and PANA- Aut h- Answer nessages MJST have the ' C
(Conplete) bit set, and any ot her nmessage MJST NOT have the 'C
(Conplete) bit set. Figure 1 shows an exanpl e sequence in the

aut hentication and authorizati on phase for a PaC-initiated session.

Forsberg, et al. St andar ds Track [ Page 9]



RFC 5191 PANA May 2008

PaC PAA Message(sequence nunber) [ AVPs]
----- > PANA-Client-Initiation(0)
<--m-- PANA- Aut h- Request (x) [ PRF- Al gorithm Integrity-Al gorithni
/[l The 'S (Start) bit set
----- > PANA- Aut h- Answer (x) [ PRF- Al gorithm Integrity-Al gorithni
/[l The 'S (Start) bit set
<----- PANA- Aut h- Request (x+1) [ Nonce, EAP- Payl oad]
----- > PANA- Aut h- Answer (x+1) [ Nonce] // No pi ggybacki ng EAP
----- > PANA- Aut h- Request (y) [ EAP- Payl oad]
<----- PANA- Aut h- Answer (y)
<----- PANA- Aut h- Request ( x+2) [ EAP- Payl oad]
----- > PANA- Aut h- Answer ( x+2) [ EAP- Payl oad]
/1 Piggybacki ng EAP
<----- PANA- Aut h- Request (x+3) [ Resul t - Code, EAP- Payl oad,

Key-1d, Session-Lifetinme, AUTH|
/1 The 'C (Conplete) bit set
----- > PANA- Aut h- Answer ( x+3) [ Key-1d, AUTH]
/1 The 'C (Conplete) bit set

Figure 1: Exanple sequence for the authentication and authorization
phase for a PaC-initiated session ("Piggybacking EAP" is
the case in which an EAP-Payl oad AVP is carried in PAN)

If a PANA SA needs to be established with use of a key-generating EAP
nmet hod and an MsK i s successfully generated, the | ast

PANA- Aut h- Request nmessage with the 'C (Conplete) bit set MJST
contain a Key-1d AVP and an AUTH AVP for the first derivation of keys
in the session, and any subsequent nessage MJST contain an AUTH AVP.

EAP authentication can fail at a pass-through authenticator w thout
sendi ng an EAP Failure nmessage [ RFC4137]. \When this occurs, the PAA
SHOULD silently ternminate the session, expecting that a session
timeout on the PaC will clean up the state on the PaC.

There is a case where EAP authenticati on succeeds with producing an
EAP Success nessage, but network access authorization fails due to,
e.g., authorization rejected by a AAA server or authorization locally
rejected by the PAA. \When this occurs, the PAA MUST send the | ast
PANA- Aut h- Request with a result code PANA_AUTHORI ZATI ON_REJECTED. |If
an MSK is avail able, the | ast PANA- Aut h- Request and PANA- Aut h- Answer
nmessages with the 'C (Conplete) bit set MJST be protected with an
AUTH AVP and carry a Key-l1d AVP. The PANA session MJST be term nated
i medi ately after the | ast PANA- Auth nmessage exchange.

For reasons described in Section 3 of [RFC5193], the PaC may need to

reconfigure the I P address after a successful authentication and
aut hori zati on phase to obtain an I P address that is usable for
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exchangi ng data traffic through EP. 1In this case, the PAA sets the
"I (1P Reconfiguration) bit of PANA-Aut h- Request nessages in the
aut hentication and authorizati on phase to indicate to the PaC the
need for | P address reconfiguration. How |IP address reconfiguration
is performed is outside the scope of this docunent.

4.2. Access Phase

Once the authentication and authorization phase successfully

conpl etes, the PaC gains access to the network and can send and
receive IP data traffic through the EP(s), and the PANA session
enters the access phase. In this phase, PANA-Notification-Request
and PANA- Notification- Answer nessages with the 'P (Ping) bit set
(pi ng request and pi ng answer nessages, respectively) can be used for
testing the liveness of the PANA session on the PANA peer. Both the
PaC and the PAA are allowed to send a ping request to the

comuni cati ng peer whenever they need to ensure the availability of
the session on the peer, and they expect the peer to return a ping
answer nessage. The ping request and answer nessages MJST be
protected with an AUTH AVP when a PANA SA is available. A ping
request MJST NOT be sent in the authentication and authorization
phase, re-authentication phase, and term nation phase.

I mpl enentations MJUST linmit the rate of performing this test. The PaC
and the PAA can handle rate limtation on their own, they do not have
to performany coordination with each other. There is no negotiation
of timers for this purpose. Additionally, an inplenentation MAY rate
limt processing the inconing ping requests. It should be noted that
if a PAA or PaC that considers its connectivity lost after a
relatively small nunber of unresponsive pings is coupled with a peer
that is aggressively rate limting the ping request and answer
nmessages, then false-positives could result. Therefore, a PAA or PaC
shoul d not rely on frequent ping operation to quickly determ ne |oss
of connectivity.

4.3. Re-Authentication Phase

The PANA session in the access phase can enter the re-authentication
phase to extend the current session lifetinme by re-executing EAP
Once the re-authentication phase successfully conpletes, the session
re-enters the access phase. Qherw se, the session is term nated.

Wien the PaC initiates re-authentication, it sends a

PANA- Noti fi cati on- Request nessage with the *A (re-Authentication)
bit set (a re-authentication request nessage) to the PAA. This
message MUST contain the session identifier assigned to the session
bei ng re-authenticated. |f the PAA already has an established PANA
session for the PaC with the matching session identifier, it MJST
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first respond with a PANA-Notification-Answer nessage with the A
(re-Authentication) bit set (a re-authentication answer nessage),
foll owed by a PANA- Aut h- Request nessage that starts a new EAP
authentication. |f the PAA cannot identify the session, it MJST
silently discard the nmessage. The first PANA- Aut h- Request and
PANA- Aut h- Answer nessages in the re-authentication phase MJUST have
the 'S (Start) bit cleared and carry a Nonce AVP

The PaC may recei ve a PANA- Aut h- Request before receiving the answer
to its outstanding re-authentication request nessage. This condition
can arise due to packet re-ordering or a race condition between the
PaC and PAA when they both attenpt to engage in re-authentication.
The PaC MJUST keep di scarding the received PANA- Aut h- Requests until it
receives the answer to its request.

When the PAA initiates re-authentication, it sends a
PANA- Aut h- Request nessage contai ning the session identifier for the
PaC. The PAA MUST initiate EAP re-authentication before the current
session lifetime expires.

Re- aut henti cation of an ongoi ng PANA sessi on MJST NOT reset the
sequence nunbers.

For any re-authentication, if there is an established PANA SA,
re-aut hentication request and answer nessages and subsequent
PANA- Aut h- Request and PANA- Aut h- Answer nessages MJUST be protected
with an AUTH AVP. The final PANA- Aut h- Request and PANA- Aut h- Answer
nmessages and any subsequent PANA nessage MJUST be protected by using
the key generated fromthe | atest EAP aut henticati on.
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4.

5.

5.

PaC PAA Message(sequence nunber) [ AVPs]
----- > PANA- Not i fi cati on- Request (q) [ AUTH]|
/1 The "A (re-Authentication) bit set
<mmme - PANA- Not i fi cati on-Answer (q) [ AUTH|
/1 The "A (re-Authentication) bit set
<mmme - PANA- Aut h- Request ( p) [ EAP- Payl oad, Nonce, AUTH|
----- > PANA- Aut h- Answer (p) [ AUTH, Nonce]
----- > PANA- Aut h- Request (g+1) [ EAP- Payl oad, AUTH]
<----- PANA- Aut h- Answer (gq+1) [ AUTH]|
<----- PANA- Aut h- Request ( p+1) [ EAP- Payl oad, AUTH]
----- > PANA- Aut h- Answer ( p+1) [ EAP- Payl oad, AUTH]
<----- PANA- Aut h- Request ( p+2) [ Resul t - Code, EAP- Payl oad,

Key-1d, Session-Lifetinme, AUTH|

[l The 'C (Conplete) bit set
----- > PANA- Aut h- Answer (p+2) [ Key-1d, AUTH]

[l The 'C (Conplete) bit set

Fi gure 2: Exanpl e sequence for the re-authentication phase initiated
by PaC

4. Term nati on Phase

A procedure for explicitly term nating a PANA session can be
initiated either fromthe PaC (i.e., disconnect indication) or from
the PAA (i.e., session revocation). The PANA- Term nati on- Request and
PANA- Ter mi nati on- Answer nessage exchanges are used for

di sconnect-indi cati on and sessi on-revocati on procedures.

The reason for ternmination is indicated in the Term nation-Cause AVP.
When there is an established PANA SA between the PaC and the PAA, all
nmessages exchanged during the term nati on phase MJUST be protected
with an AUTH AVP. When the sender of the PANA-Term nati on- Request
nmessage receives a valid acknow edgnent, all states nmaintained for

t he PANA session MJST be term nated i rmedi ately.

Processi ng Rul es
1. Fragnentation
PANA does not provide fragnentati on of PANA nessages. Instead, it

relies on fragnentation provi ded by EAP nethods and | P [ ayer when
needed.
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5.2. Sequence Nunber and Retransm ssion

PANA uses sequence nunbers to provide ordered and reliable delivery
of nessages.

The PaC and PAA maintain two sequence nunbers: one is for setting the
sequence nunber of the next outgoing request; the other is for

mat chi ng the sequence nunber of the next incoming request. These
sequence nunbers are 32-bit unsigned nunbers. They are nonotonically
incremented by 1 as new requests are generated and received, and
wrapped to zero on the next nessage after 2732-1. Answers al ways
contain the same sequence nunber as the correspondi ng request.
Retransmi ssi ons reuse the sequence nunber contained in the original
packet .

The initial sequence nunbers (ISN) are randomy picked by the PaC and
PAA as they send their very first request nessages.
PANA-Client-Initiation nessage carries sequence numnber 0.

When a request nessage is received, it is considered valid in terns
of sequence nunbers if and only if its sequence nunber matches the
expected value. This check does not apply to the
PANA-Client-Initiation nessage and the initial PANA-Aut h- Request
nessage.

When an answer nessage is received, it is considered valid in terns
of sequence nunbers if and only if its sequence nunber matches that
of the currently outstandi ng request. A peer can only have one

out standi ng request at a tine.

PANA request nessages are retransnmitted based on a tiner until an
answer is received (in which case the retransmission tiner is
stopped) or the nunber of retransnission reaches the maxi mum val ue
(in which case the PANA session MJST be term nated i nmedi ately).

The retransm ssion tinmers SHOULD be cal cul ated as described in
Section 9, unless a given deploynment chooses to use its own
retransm ssion tiners optimzed for the underlying |ink-Iayer
characteristics.

Unl ess dropped due to rate limting, the PaC and PAA MJST respond to
all duplicate request nessages received. The last transmtted answer
MAY be cached in case it is not received by the peer, which generates
a retransm ssion of the last request. Wen avail able, the cached
answer can be used instead of fully processing the retransmtted
request and form ng a new answer from scratch
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5.3. PANA Security Association

A PANA SA is created as an attribute of a PANA session when EAP

aut henti cation succeeds with a creation of an MSK. A PANA SA is not
created when the PANA authentication fails or no MSK i s produced by

t he EAP authentication nethod. Wen a new MSK is derived in the PANA
re-aut henticati on phase, any key derived fromthe old MSK MJST be
updated to a new one that is derived fromthe new MSK. |In order to
di stingui sh the new MSK fromold ones, one Key-Id AVP MJUST be carried
in the last PANA- Aut h- Request and PANA- Aut h- Answer nessages with the
"C (Conplete) bit set at the end of the EAP authentication, which
resulted in deriving a new MSK. The Key-1d AVP is of type Unsigned32
and MJST contain a value that uniquely identifies the MSK within the
PANA session. The | ast PANA- Aut h- Answer nessage with the 'C
(Conplete) bit set in response to the | ast PANA- Aut h- Request nessage
with the 'C (Conplete) bit set MIST contain a Key-1d AVP with the
same MsK identifier carried in the request. The |ast
PANA- Aut h- Request and PANA- Aut h- Answer messages with a Key-1d AVP
MUST al so carry an AUTH AVP whose val ue is conmputed by using the new
PANA_AUTH_KEY derived fromthe new MSK. Al though the specification
does not nmandate a particular nmethod for cal culation of the Key-1d
AVP value, a sinple nethod is to use nonotonically increasing
nunbers.

The PANA session lifetime is bounded by the authorization lifetine
granted by the authentication server (sanme as the MSK lifetinme). The
lifetinme of the PANA SA (hence the PANA AUTH KEY) is the sane as the
lifetinme of the PANA session. The created PANA SA is del eted when
the correspondi ng PANA session is terninated.

PANA SA attributes as well as PANA session attributes are |isted
bel ow

PANA Session attri butes:
* Session ldentifier
* | P address and UDP port nunber of the PaC
* | P address and UDP port nunber of the PAA
* Sequence nunber for the next outgoing request
* Sequence nunber for the next incomi ng request
* Last transmitted nessage payl oad

* Retransm ssion interval
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* Session lifetinme

* PANA SA attributes
PANA SA attri butes:

* Nonce generated by PaC (PaC_nonce)

* Nonce generated by PAA (PAA nonce)

*  MBK

* MBK Identifier

*  PANA_AUTH_KEY

* Pseudo-random function

* Integrity algorithm
The PANA AUTH KEY is derived fromthe available MSK, and it is used
to integrity protect PANA nessages. The PANA AUTH KEY is conputed in

the foll owi ng way:

PANA AUTH KEY = prf+(MSK, "IETF PANA"| I _PAR| | _PAN|
PaC_nonce| PAA _nonce| Key_I D)

wher e:

- The prf+ function is defined in | KEv2 [ RFC4306]. The pseudo-random
function to be used for the prf+ function is negotiated using
PRF- Al gorithm AVP in the initial PANA-Auth-Request and
PANA- Aut h- Answer exchange with 'S (Start) bit set.

- MSK is the master session key generated by the EAP net hod.

- "I ETF PANA" is the ASCI| code representation of the non-NULL
terminated string (excluding the double quotes around it).

- | _PAR and | _PAN are the initial PANA-Auth-Request and
PANA- Aut h- Answer nessages (the PANA header and the foll owi ng PANA
AVPs) with 'S (Start) bit set, respectively.

- PaC _nonce and PAA nonce are val ues of the Nonce AVP carried in the
first non-initial PANA-Auth- Answer and PANA- Aut h- Request nessages
in the authentication and authorizati on phase or the first
PANA- Aut h- Answer and PANA- Aut h- Request mnessages in the
re-aut henticati on phase, respectively.

Forsberg, et al. St andar ds Track [ Page 16]



RFC 5191 PANA May 2008

- Key_IDis the value of the Key-I1d AVP.

The Il ength of PANA AUTH KEY depends on the integrity algorithmin
use. See Section 5.4 for the detail ed usage of the PANA AUTH KEY.

5.4. Message Authentication

A PANA nessage can contain an AUTH AVP for cryptographically
protecting the nmessage.

When an AUTH AVP is included in a PANA nessage, the Value field of
the AUTH AVP is cal cul ated by using the PANA_AUTH KEY in the
foll ow ng way:

AUTH AVP val ue = PANA AUTH HASH( PANA AUTH KEY, PANA PDU)

where PANA PDU is the PANA nessage including the PANA header, with
the AUTH AVP Value field first initialized to 0. PANA AUTH HASH
represents the integrity al gorithm negotiated using
Integrity-AlgorithmAVP in the initial PANA-Auth-Request and
PANA- Aut h- Answer exchange with 'S (Start) bit set. The PaC and PAA
MJST use the sane integrity algorithmto cal cul ate an AUTH AVP t hey
originate and receive.

5.5. Message Validity Check

When a PANA nessage is received, the nessage is considered to be
invalid, at |east when one of the follow ng conditions are not net:

o Each field in the nmessage header contains a valid val ue including
sequence nunber, message | ength, nessage type, flags, session
identifier, etc.

0 The nessage type is one of the expected types in the current
state. Specifically, the foll owi ng nessages are unexpected and
i nval i d:

* |In the authentication and authorization phase:

+ PANA-Client-lnitiation after conpletion of the initial
PANA- Aut h- Request and PANA- Aut h- Answer exchange with 'S
(Start) bit set.

+ Re-authentication request.

+ Ping request.
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+ The | ast PANA- Aut h- Request with 'C (Conplete) bit set
before conpl etion of the initial PANA-Auth-Request and
PANA- Aut h- Answer exchange with 'S (Start) bit set.
+ The initial PANA-Auth-Request with 'S (Start) bit set after
a PaC receives a valid non-initial PANA-Auth-Request with
'S (Start) bit cleared.
+ PANA- Ter mi nati on- Request .
* In the re-authentication phase:

+ PANA-Client-Ilnitiation.

+ The initial PANA-Aut h- Request.
* In the access phase:

+ PANA- Aut h- Request .

+ PANA-Client-lnitiation.
* |In the term nation phase:

+ PANA-Client-lnitiation.

+ Al requests but PANA-Term nati on- Request and ping request.

0 The nessage payload contains a valid set of AVPs allowed for the
nessage type. There is no missing AVP that needs to be included
in the payload, and no AVP, which needs to be at a fixed position,
is included in a position different fromthis fixed position.

o Each AVP is recogni zed and decoded correctly.

0 Once the PANA authentication succeeds in using a key-generating
EAP net hod, the PANA- Aut h- Request nessage that carries the EAP
Success and any subsequent nessage in that session contains an
AUTH AVP. The AVP val ue matches the hash val ue conmput ed agai nst

the recei ved nessage.

I nval i d messages MJST be discarded in order to provide robustness
agai nst DoS attacks.
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5.6. PaC Updating Its |IP Address

A PaC s | P address used for PANA can change in certain situations,
e.g., when |IP address reconfiguration is needed for the PaC to obtain
an | P address after successful PANA authentication (see Section 3 of

[ RFC5193]) or when the PaC noves fromone IP link to another within
the same PAA's realm In order to mmintain the PANA session, the PAA
needs to be notified about the change of PaC address.

After the PaC has changed its | P address used for PANA it MJST send
any valid PANA nessage. |If the nmessage that carries the new PaC I P
address in the Source Address field of the IP header is valid, the
PAA MUST updat e the PANA session with the new PaC address. |If there
is an established PANA SA the nessage MJST be protected with an AUTH
AVP.

5.7. Session Lifetine

The aut hentication and authorizati on phase determi nes the PANA
session lifetime, and the lifetime is indicated to the PaC when the
networ k access authorization succeeds. For this purpose, when the
| ast PANA- Aut h- Request nessage (i.e., with the "C (Conplete) bit
set) in authentication and authorization phase or re-authentication
phase carries a Result-Code AVP with a value of PANA_SUCCESS, a
Session-Lifetine AVP MIUST al so be carried in the nessage. A
Session-Lifetime AVP MIUST be ignored when included in other PANA
nessages.

The lifetime is a non-negotiabl e paraneter that can be used by the
PaC to manage PANA-rel ated state. The PaC MJST initiate the

re-aut hentication phase before the current session lifetine expires,
if it wants to extend the session

The PaC and the PAA MAY use information obtained outside PANA (e.qg.,

| ower-layer indications) to expedite the detection of a disconnected
peer. Availability and reliability of such indications MAY depend on
a specific link-layer or network topology and are therefore only
hints. A PANA peer SHOULD use the ping request and answer exchange
to verify that a peer is, in fact, no longer alive, unless

i nformati on obtai ned outside PANA is being used to expedite the
detection of a disconnected peer.

The session lifetinme parameter is not related to the transnission of
pi ng request mnmessages. These nmessages can be used for asynchronously
verifying the liveness of the peer. The decision to send a ping
request nessage is nade locally and does not require coordination

bet ween the peers.

Forsberg, et al. St andar ds Track [ Page 19]



RFC 5191 PANA May 2008

6. Message For mat

This section defines nmessage formats for PANA protocol
6.1. |P and UDP Headers

Any PANA nessage is unicast between the PaC and the PAA

For any PANA nessage sent fromthe peer that has initiated the PANA
session, the UDP source port is set to any nunber on which the peer
can receive inconing PANA nessages, and the destination port is set
to the assigned PANA port nunber (716). For any PANA nessage sent
fromthe other peer, the source port is set to the assigned PANA port
nunber (716), and the destination port is copied fromthe source port
of the last received nessage. In case both the PaC and PAA initiate
the session (i.e., PANA-Client-Initiation and unsolicited PANA-Aut h-
Request nessages cross each other), then the PaCis identified as the
initiator. Al PANA peers MJST listen on the assigned PANA port
nunber (716).

6.2. PANA Message Header

A summary of the PANA nessage header format is shown below. The
fields are transnmitted in network byte order.

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Reserved | Message Length |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Fl ags | Message Type |

T o i T S o T s T S e e i S S i St S S S
| Session ldentifier |
T o i T S o T s T S e e i S S i St S S S
| Sequence Nunber |
T o i T S o T s T S e e i S S i St S S S
| AVPs ...

s S S S g ol I

Reserved

This 16-bit field is reserved for future use. |t MJIST be set to
zero and ignored by the receiver.
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Message Length

The Message Length field is two octets and indicates the length of
the PANA nessage including the header fields.

Fl ags
The Flags field is two octets. The following bits are assigned:

0 1

0123456789012345
I I i s S I S S
IRSCAPI rrrrrrrrrr]
I I i s S I S S

R (Request)

If set, the nmessage is a request. |If cleared, the nessage is an
answer .

S (Start)
If set, the nessage is the first PANA- Aut h- Request or

PANA- Aut h- Answer in authentication and authorization phase. For
ot her nmessages, this bit MJST be cl eared.

C (Conpl ete)
If set, the nmessage is the | ast PANA- Aut h- Request or
PANA- Aut h- Answer in authentication and authorization phase. For
ot her nmessages, this bit MJST be cl eared.
A (re-Authentication)
If set, the nmessage is a PANA-Notification-Request or
PANA- Noti fication-Answer to initiate re-authentication. For other
nessages, this bit MJST be cl eared.
P (Ping)
If set, the nmessage is a PANA-Notification-Request or

PANA- Noti fication-Answer for liveness test. For other nessages,
this bit MJST be cl eared.
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| (I'P Reconfiguration)

If set, it indicates that the PaCis required to performlIP
address reconfiguration after successful authentication and

aut hori zati on phase to configure an IP address that is usable for
exchangi ng data traffic across EP. This bit is set by the PAA
only for PANA- Aut h- Request nessages in the authentication and

aut hori zati on phase. For other nessages, this bit MJST be

cl ear ed.

r (reserved)

These flag bits are reserved for future use. They MJST be set to
zero and ignored by the receiver.

Message Type

The Message Type field is two octets, and it is used in order to
communi cate the nessage type with the nessage. Message Type
al l ocation is managed by | ANA [ | ANAVEB] .

Session ldentifier

This field contains a 32-bit session identifier.

Sequence Numnber

This field contains a 32-bit sequence nunber.

AVPs

AVPs are a nethod of encapsulating information relevant to the
PANA nessage. See Section 6.3 for nore infornmation on AVPs.

6.3. AVP Fornnat

Each AVP of type CctetString MJUST be padded to align on a 32-bit
boundary, while other AVP types align naturally. A nunber of
zero-val ued bytes are added to the end of the AVP Value field until a
word boundary is reached. The length of the padding is not reflected
in the AVP Length field [ RFC3588].
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The fields in the AVP are sent in network byte order. The AVP format
is:

0 1 2 3

01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| AVP Code | AVP Fl ags |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| AVP Length | Reserved |

T T S i T S S i S S U S S U S S S
| Vendor-1d (opt) |
+-+-+-+-+-+- - - F+-+-+- - - - -+ - - - - - - - - - - - - - - -+
| Val ue ...

I

AVP Code

The AVP Code, together with the optional Vendor-ld field,
identifies an attribute that follows. |If the V-bit is not set,
then the Vendor-1d is not present and the AVP Code refers to an
| ETF attri bute.

AVP Fl ags
The AVP Flags field is two octets. The following bits are
assi gned:
0 1

0123456789012345
I I i s S I S S
IVr rrrrrrrrrrrrrr]
I I i s S I S S

V (Vendor)
The V' (Vendor) bit indicates whether the optional Vendor-Id
field is present in the AVP header. When set, the AVP Code
bel ongs to the specific vendor code address space. Al AVPs
defined in this docunent MJST have the 'V (Vendor) bit cleared.
r (reserved)

These flag bits are reserved for future use. They MJST be set to
zero and ignored by the receiver.
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AVP Length

The AVP Length field is two octets, and indicates the nunber of
octets in the Value field. The Ilength of the AVP Code, AVP
Length, AVP Fl ags, Reserved and Vendor-1d fields are not counted
in the AVP Length val ue.

Reserved

This two-octet field is reserved for future use. |t MJST be set
to zero and ignored by the receiver

Vendor-1d

Val

The Vendor-1d field is present if the 'V (Vendor) bit is set in
the AVP Flags field. The optional four-octet Vendor-1d field
contains the | ANA assigned "SM Network Managenent Private
Enterpri se Codes" [| ANAVEB] val ue, encoded in network byte order.
Any vendor wi shing to inplenent a vendor-specific PANA AVP MJST
use their own Vendor-1d along with their privately managed AVP
address space, guaranteeing that they will not collide with any
ot her vendor’s vendor-specific AVP(s) nor with future | ETF

appli cations.

ue

The Value field is zero or nore octets and contains information
specific to the Attribute. The fornat of the Value field is
determ ned by the AVP Code and Vendor-1d fields. The length of
the Value field is determ ned by the AVP Length field.

PANA Messages

Each Request/ Answer mnessage pair is assigned a sequence nunber, and
the sub-type (i.e., request or answer) is identified via the 'R
(Request) bit in the Message Flags field of the PANA nessage header.
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Every PANA nessage MJST contain a nessage type in its header’s
Message Type field, which is used to determine the action that is to
be taken for a particular nmessage. Figure 3 lists all PANA nessages
defined in this docunent:

Message Nane Abbrev. Message PaC<->PAA Ref.
Type
PANA-Client-Initiation PCl i > 7.1
PANA- Aut h- Request PAR 2 <------- > 7.2
PANA- Aut h- Answer PAN 2 <------- > 7.3
PANA- Ter mi nat i on- Request PTR 3 <------- > 7.4
PANA- Ter m nat i on- Answer PTA 3 Semmmmm- > 7.5
PANA- Noti fication-Request PNR 4 Cemmmm-- > 7.6
PANA- Not i fi cati on- Answer PNA 4 Semmmmm- > 7.7

Figure 3: Table of PANA Messages

The | anguage used for PANA nessage definitions (i.e., AVPs valid for
that PANA nessage type), in Section 7.1 through Section 7.7, is
defi ned usi ng ABNF [ RFC5234] as foll ows:

nmessage- def = Message- Nane LWSP "::=" LWSP PANA- nessage
Message- Nane = PANA- nane
PANA- nane = ALPHA *(ALPHA / DIGT / "-")

header LWSP *fixed LWSP *required
LWEP *optional LWSP *fi xed

PANA- nessage

header = "<" LWSP " PANA- Header:" LWSP Message- Type
[r-bit] [s-bit] [c-bit] [a-bit] [p-bit] [i-bit]
L\mp m >Il

1*DIAT
; The Message Type assigned to the nmessage

Message- Type

r-bit =", REQ'
; If present, the 'R (Request) bit in the Message
; Flags is set, indicating that the nessage
; is a request, as opposed to an answer.
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s-bit =", STA"
; If present, the 'S (Start) bit in the Message
; Flags is set, indicating that the nessage
:is the initial PAR or PAN in authentication
; and aut horizati on phase.

c-bit =", cou
; If present, the 'C bit in the Message
; Flags is set, indicating that the nessage
. is the final PAR and PAN i n aut hentication
; and aut horization phase or re-authentication
; phase.

a-bit = ", REA"
; If present, the "A (re-Authentication) bit
; in the Message Flags is set, indicating that
; the nessage is a re-authentication request or
; answer.

p- bi t =", PIN
; If present, the "P (Ping) bit in the Message
; Flags is set, indicating that the nessage
; is a ping request or answer.

i-bit =", IPR
; If present, the "I’ (IP Reconfiguration) bit
; in the Message Flags is set, indicating that
; the PaC requires | P address reconfiguration
; after successful authentication and
; authorization phase.

fixed = [qual] "<" LWSBP avp-spec LWsP ">"
; Defines the fixed position of an AVP

required = [qual] "{" LWBP avp-spec LWsP "}"
; The AVP MJUST be present and can appear
; anywhere in the nessage.

opti onal = [qual] "[" LWBP avp-nanme LWSP "]"
; The avp-name in the ’'optional’ rule cannot
; evaluate any AVP Nane that is included
; in a fixed or required rule. The AVP can
; appear anywhere in the nessage.
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qual = [mn] "*" [max]

See ABNF conventions, RFC 5234 Section 3.6.
The absence of any qualifiers depends on whet her
it precedes a fixed, required, or optional

rule. |If a fixed or required rule has no
qualifier, then exactly one such AVP MUST
be present. |If an optional rule has no

qualifier, then 0 or 1 such AVP nmay be
present.

NOTE: "[" and "]" have a different neaning
than in ABNF (see the optional rule, above).
These braces cannot be used to express
optional fixed rules (such as an optiona
AUTH at the end). To do this, the convention
is ' 0*1fi xed’ .

m n = 1*DIA T

The mi ni mum nunber of tines the el enent may
be present. The default value is zero.

max = 1*DIA T

The maxi mum nunber of tines the el enent may

be present. The default value is infinity. A
val ue of zero inplies the AVP MUST NOT be
present.

avp- spec = PANA- nane

The avp-spec has to be an AVP Nane, defined
in the base or extended PANA protoco
speci fications.

avp- nane = avp-spec / "AVP"

The string "AVP' stands for *any* arbitrary
AVP Narme, which does not conflict with the
required or fixed position AVPs defined in
the nmessage definition

7.1. PANA-Client-Initiation (PCl)

The PANA-Client-Initiation (PCl) nmessage is used for PaC-initiated
session. The Sequence Number and Session ldentifier fields in this
nmessage MUST be set to zero (0).

PANA-Client-Initiation ::= < PANA-Header: 1 >
*[ AVP ]
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7.2. PANA- Aut h- Request ( PAR)

The PANA- Aut h- Request (PAR) nessage is either sent by the PAA or the
PaC.

The message MJST NOT have both the 'S
bits set.

(Start) and ' C (Conpl ete)

< PANA- Header:
EAP- Payl oad ]
Nonce ]

PRF- Al gorithm ]
Integrity-Algorithm]
Resul t - Code ]
Session-Lifetinme ]
Key-1d ]

AVP ]

0*1< AUTH >

PANA- Aut h- Request 2, REQ, STA|I[,COM [, I PR >

[
[
*
*
[
[
N

7.3. PANA- Aut h- Answer ( PAN)

The PANA- Aut h- Answer (PAN) nessage is sent by either the PaC or the
PAA in response to a PANA- Aut h- Request nessage.

The message MJST NOT have both the 'S
bits set.

(Start) and ' C (Conpl ete)

< PANA- Header: 2[,STA][,COM >
Nonce ]
PRF- Al gorithm ]
Integrity-Al gorithm]
EAP- Payl oad ]

PANA- Aut h- Answer :: =

— — — — —

[
0*1<

Key-1d ]
AVP ]
AUTH >

7.4. PANA-Term nati on- Request (PTR)
The PANA- Ter mi nati on- Request (PTR) nessage is sent either by the PaC
or the PAAto terminate a PANA session.

PANA- Ter mi nat i on- Request ::= < PANA- Header:
< Term nati on- Cause >
*[ AVP ]
0*1< AUTH >

3, REQ >
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7.5. PANA-Term nati on- Answer (PTA)

The PANA- Ter i nati on- Answer (PTA) nessage is sent either by the PaC
or the PAA in response to PANA- Term nati on- Request.

PANA- Ter m nati on- Answer ::= < PANA-Header: 3 >
*[ AVP ]
0*1< AUTH >

7.6. PANA-Notification-Request (PNR)

The PANA- Notification-Request (PNR) nessage is used for signaling
re-authentication and performing |liveness test. See Section 4.3 and
Section 4.2 for details on re-authentication and |iveness test,
respectively.

The message MJUST have one of the A (re-Authentication) and 'P
(Ping) bits exclusively set.

PANA- Noti fi cati on- Request ::= < PANA-Header: 4,REQ,REA][,PIN >
*[ AVP ]
0*1< AUTH >

7.7. PANA-Notification-Answer (PNA)
The PANA- Notification-Answer (PNA) nessage is sent by the PAA (PaC)
to the PaC (PAA) in response to a PANA-Notification-Request fromthe
PaC ( PAA).

The message MJUST have one of the A (re-Authentication) and 'P
(Ping) bits exclusively set.

PANA- Noti fication-Answer ::= < PANA-Header: 4[,REA][,PIN >
*[ AVP ]
0*1< AUTH >
8. AVPs in PANA

Thi s docunent uses AVP Val ue Format such as 'CctetString’ and
"Unsi gned32’ as defined in Section 4.2 of [RFC3588]. The definitions
of these data formats are not repeated in this docunent.

The following table lists the AVPs used in this docunent, and
specifies in which PANA nessages they MAY or MAY NOT be present.
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The tabl e uses the follow ng synbol s:
0 The AVP MUST NOT be present in the nessage.

0-1 Zero or one instance of the AVP MAY be present in the nessage.
It is considered an error if there is nore than one instance of

the AVP.
1 One instance of the AVP MUST be present in the nessage.
0+ Zero or nore instances of the AVP MAY be present in the
nessage.

| Message Type |
S T S e
Attribute Nane | PCI | PAR| PAN| PTR| PTA| PNR| PNA|
---------------------- S T S e

AUTH | 0 |0-1]0-1]0-1]0-1]0-1]0-1]|
EAP- Payl oad | 0]0-1/0-1] 0] 0] O] O
Integrity-Algorithm | O |0+ |O0-1] O] O] O| O
Key- 1 d | 00-1/0-1] 0] O] O] O |
Nonce | 00-1/0-1] 0] O] O] O |
PRF- Al gori t hm | 0|0+ |0-1] O] O] O] O
Resul t - Code | 0]0-1] O] O] O] O] O
Session-Lifetine | 0]0-1] O] O] O] O] O
Terni nati on- Cause | O] 0] O] 2] 0] O] O
---------------------- S T S e

Figure 4: AVP Cccurrence Table

8.1. AUTH AVP
The AUTH AVP (AVP Code 1) is used to integrity protect PANA nessages.
The AVP data payl oad contains the Message Authentication Code encoded
in network byte order. The AVP |l ength varies depending on the
integrity algorithmused. The AVP data is of type Cctet String.

8.2. EAP-Payl oad AVP
The EAP-Payl oad AVP (AVP Code 2) is used for encapsul ating the actual

EAP nessage that is being exchanged between the EAP peer and the EAP
aut henticator. The AVP data is of type COctetString.
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8.3. Integrity-A gorithm AVP

The Integrity-Al gorithm AVP (AVP Code 3) is used for conveying the
integrity algorithmto conpute an AUTH AVP. The AVP data is of type
Unsi gned32. The AVP data contains an Internet Key Exchange Protoco
version 2 (I KEv2) Transform|D of Transform Type 3 [ RFC4306] for the
integrity algorithm Al PANA inpl enmentati ons MJST support

AUTH HVAC SHA1_160 (7) [RFCA595].

8.4. Key-ld AP

The Key-1d AVP (AVP Code 4) is of type Integer32 and contains an MSK
identifier. The MSK identifier is assigned by PAA and MJST be uni que
within the PANA session

8. 5. Nonce AVP

The Nonce AVP (AVP Code 5) carries a randomy chosen value that is
used in cryptographic key conputations. The recommendations in

[ RFC4086] apply with regard to generation of random val ues. The AVP
data is of type CctetString, and it contains a randonly generated
val ue in opaque format. The data |ength MJST be between 8 and 256
octets, inclusive.

The | ength of the nonces are determ ned based on the avail abl e
pseudo-random functi ons (PRFs) and the degree of trust placed into
the PaC and the PAA to compute random values. The length of the
random val ue for the nonce is determ ned in one of two ways,
dependi ng on whet her:

1. The PaC and the PAA each are likely to be able to conmpute a
random nonce (according to [ RFC4086]). The length of the nonce
has to be 1/2 the length of the PRF key (e.g., 10 octets in the
case of HVAC- SHAl).

2. The PaC and the PAA each are not trusted with regard to the
conputati on of a random nonce (according to [ RFC4086]). The
Il ength of the nonce has to have the full length of the PRF key
(e.g., 20 octets in the case of HVAC SHAL).

Furthernmore, the strongest avail able PRF for PANA has to be
considered in this conputation. Currently, only a single PRF (nanely
HVAC- SHA1) is available and therefore the maxi mum output length is 20
octets. Therefore, the maxi mumlength of the nonce val ue SHOULD be
20 octets.
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8.6. PRF-Algorithm AVP

The PRF-Al gorithm AVP (AVP Code 6) is used for conveying the
pseudo-random function to derive PANA AUTH KEY. The AVP data is of
type Unsigned32. The AVP data contains an | KEv2 Transform I D of
Transform Type 2 [RFC4306]. All PANA i npl enentati ons MJUST support
PRF_HMVAC SHAL (2) [RFC2104].

8.7. Result-Code AVP

The Result-Code AVP (AVP Code 7) is of type Unsigned32 and indicates
whet her an EAP aut henticati on was conpl eted successfully.
Resul t - Code AVP val ues are described bel ow.

PANA_SUCCESS 0

Bot h aut hentication and aut hori zati on processes are successful.

PANA_AUTHENTI CATI ON_REJECTED 1

Aut hentication has failed. Wen authentication fails,
aut horization is al so considered to have fail ed.

PANA_AUTHORI ZATI ON_REJECTED 2

The aut horization process has failed. This error could occur when
aut horization is rejected by a AAA server or rejected locally by a
PAA, even if the authentication procedure has succeeded.

8.8. Session-Lifetinme AVP

The Session-Lifetinme AVP (AVP Code 8) contains the nunber of seconds
remai ning before the current session is considered expired. The AVP
data is of type Unsigned32.
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8.9. Term nati on-Cause AVP

The Terni nati on- Cause AVP (AVP Code 9) is used for indicating the
reason why a session is term nated by the requester. The AVP data is
of type Enunerated. The follow ng Term nation-Cause data val ues are
used wi th PANA

LOGOUT 1 (PaC -> PAA)
The client initiated a di sconnect.
ADM NI STRATI VE 4 (PAA -> PaQ)

The client was not granted access or was di sconnected due to
admi ni strative reasons.

SESSI ON_TI MEQUT 8 (PAA -> Pa(Q)
The session has tinmed out, and service has been term nat ed.
9. Retransnmission Tiners

The PANA protocol provides retransm ssions for the
PANA-Client-Initiation nessage and all request nessages.

PANA retransm ssion tinmers are based on the nodel used in DHCPv6

[ RFC3315]. Variables used here are also borrowed fromthis
specification. PANA is a request/response-based protocol. The
nmessage exchange term nates when the requester successfully receives
the answer, or the nessage exchange is considered to have failed
according to the retransm ssi on nmechani sm descri bed bel ow

The retransm ssion behavior is controlled and described by the
foll ow ng vari abl es:

RT Ret ransmi ssion tineout fromthe previous (re)transm ssion
| RT Base value for RT for the initial retransmn ssion

MRC Maxi mum r et ransni ssi on count

VRT Maxi mum retransni ssion tinme

MRD Maxi mum retransni ssi on duration

RAND Random zati on factor
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Wth each nmessage transm ssion or retransnission, the sender sets RT

according to the rules given below. If RT expires before the nessage
exchange term nates, the sender reconputes RT and retransmts the
nessage.

Each of the conputations of a new RT include a random zation factor
(RAND), which is a random nunber chosen with a uniformdistribution
between -0.1 and +0.1. The randomi zation factor is included to

m ni m ze the synchroni zati on of nessages.

The al gorithm for choosing a random nunber does not need to be
cryptographically sound. The al gorithm SHOULD produce a different
sequence of random nunbers from each invocation

RT for the first nessage retransnission is based on |RT:
RT = IRT + RAND*I RT

RT for each subsequent nessage retransm ssion is based on the
previ ous val ue of RT:

RT = 2*RTprev + RAND*RTprev

MRT specifies an upper bound on the value of RT (disregarding the
random zati on added by the use of RAND). |If MRT has a value of O,
there is no upper limt on the value of RT. Qherw se:

if (RT > MRT)
RT = MRT + RAND*MRT

MRC speci fies an upper bound on the nunber of times a sender may
retransmit a nmessage. Unless MRC is zero, the nmessage exchange fails
once the sender has transnmitted the nmessage MRC ti nes.

MRD specifies an upper bound on the Ilength of tinme a sender may
retransmit a nmessage. Unless MRD is zero, the nmessage exchange fails
once MRD seconds have el apsed since the client first transmtted the
nessage.

If both MRC and MRD are non-zero, the nessage exchange fails whenever
either of the conditions specified in the previous two paragraphs are
met .

|f both MRC and MRD are zero, the client continues to transmt the
message until it receives a response.
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9.

10.

Fo

1. Transm ssion and Retransni ssi on Paraneters

This section presents a table of values used to describe the nmessage
retransm ssi on behavi or of PANA requests (REQ *) and PANA-Cient -
Initiation nessage (PCl_*). The table shows default val ues.

Par anet er Def aul t Descri ption

PCl _I RT 1 sec Initial PCl tinmeout.

PCl _MRT 120 secs Max PCl tinmeout val ue.

PCl _MRC 0 Max PCl retransm ssion attenpts.

PCI _MRD 0 Max PCl retransni ssion duration.
REQ | RT 1 sec Initial Request tineout.

REQ_MRT 30 secs Max Request tineout val ue.

REQ MRC 10 Max Request retransm ssion attenpts.
REQ_MRD 0 Max Request retransm ssion duration.

So, for exanple, the first RT for the PANA- Aut h- Request (PAR) nessage
is calculated using REQ IRT as the IRT:

RT = REQ | RT + RAND*REQ | RT
| ANA Consi der ati ons

This section provides guidance to the Internet Assigned Nunbers
Authority (1 ANA) regarding the registration of values related to the
PANA protocol, in accordance with BCP 26 [I ANA]. The follow ng
policies are used here with the neanings defined in BCP 26: "Private
Use", "First Cone First Served", "Expert Review', "Specification
Required", "IETF Consensus", and "Standards Action".

This section explains the criteria to be used by the | ANA for
assi gnnment of nunbers within nanmespaces defined within this docunent.

For registration requests where a Designated Expert shoul d be
consulted, the responsible | ESG Area Director should appoint the

Desi gnat ed Expert. For Designated Expert with Specification
Required, the request is posted to the PANA W nailing list (or, if
it has been di sbhanded, a successor designated by the Area Director)
for comment and review, and MJUST include a pointer to a public
specification. Before a period of 30 days has passed, the Designated
Expert will either approve or deny the registration request and
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10.

10.

10.

10.

10.

publish a notice of the decision to the PANA Wc mailing list or its
successor. A denial notice nust be justified by an explanation and,
in the cases where it is possible, concrete suggestions on how the
request can be nodified so as to becone acceptabl e.

| ANA has created a registry for PANA
1. PANA UDP Port Nunber

PANA uses one wel | -known UDP port number (see Section 6.1), which has
been assigned by the | ANA (716).

2. PANA Message Header

As defined in Section 6.2, the PANA nessage header contains two
fields that require | ANA nanmespace nanagenent; the Message Type and
Fl ags fields.

2.1. Message Type

The Message Type nanespace is used to identify PANA nessages.

Message Type O is not used and is not assigned by | ANA. The range of
values 1 - 65,519 are for permanent, standard nessage types,

all ocated by | ETF Consensus [I ANA]. This docunent defines the range
of values 1 - 4. The sane Message Type is used for both the request

and the answer nessages, except for type 1. The Request bit

di sti ngui shes requests from answers. See Section 7 for the

assi gnnment of the nanespace in this specification

The range of val ues 65,520 - 65,535 (hexadeci mal val ues OxfffO -
Oxffff) are reserved for experinental nmessages. As these codes are
only for experinmental and testing purposes, no guarantee is made for
i nteroperability between the conmmunicating PaC and PAA usi ng
experimental conmmands, as outlined in [I ANA-EXP].

2.2. Flags

There are 16 bits in the Flags field of the PANA nessage header.
Thi s docunment assigns bit 0 "R), 1 ('S), 2 ('C), 3 ("A), 4
("P), and 5 ("1’) in Section 6.2. The renmining bits MJST only be
assigned via a Standards Action [|ANA].

3. AVP Header

As defined in Section 6.3, the AVP header contains three fields that
requi re | ANA nanmespace nanagenent; the AVP Code, AVP Fl ags, and
Vendor-1d fields, where only the AVP Code and AVP Fl ags created new
namespaces.
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10.3.1. AVP Code

10.

10.

10.

The 16-bit AVP code nanespace is used to identify attributes. There
are nmul tiple nanespaces. Vendors can have their own AVP codes
nanespace, which will be identified by their Vendor-Id (also known as
Ent erpri se-Nunber), and they control the assignnents of their
vendor - specific AVP codes within their own nanespace. The absence of
a Vendor-1d identifies the IETF | ANA control |l ed AVP codes nanespace.
The AVP codes, and sonetines al so possible values in an AVP, are
control |l ed and nai ntai ned by | ANA

AVP Code 0 is not used and is not assigned by I ANA. This docunent
defines the AVP Codes 1-9. See Section 8.1 through Section 8.9 for
the assignnment of the nanespace in this specification

AVPs nmay be all ocated follow ng Designated Expert Review with
Specification Required [I ANA] or Standards Action.

Not e that PANA defines a mechani smfor Vendor-Specific AVPs, where
the Vendor-Id field in the AVP header is set to a non-zero val ue.
Vendor - Speci fic AVP codes are for Private Use and shoul d be

encour aged instead of allocation of global attribute types, for
functions specific only to one vendor’s inplenentation of PANA where
no interoperability is deemed useful. Where a Vendor-Specific AVP is
i npl emrented by nore than one vendor, allocation of global AVPs shoul d
be encouraged i nst ead.

3.2. Flags

There are 16 bits in the AVP Flags field of the AVP header, defined
in Section 6.3. This docunment assigns bit 0 (V). The renaining
bits should only be assigned via a Standards Action .

4. AVP Val ues

Certain AVPs in PANA define a list of values with various mneani ngs.
For attributes other than those specified in this section, adding
addi tional values to the list can be done on a First Come, First
Served basis by | ANA [| ANA].

4.1. Result-Code AVP Val ues

As defined in Section 8.7, the Result-Code AVP (AVP Code 7) defines
t he val ues 0-2.

Al'l reraining values are avail able for assignnent via | ETF Consensus
[1 ANA] .
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11.

11.

4.2. Term nati on-Cause AVP Val ues

As defined in Section 8.9, the Term nation-Cause AVP (AVP Code 9)
defines the values 1, 4, and 8.

Al'l reraining values are avail able for assignnent via | ETF Consensus
[1 ANA] .

Security Considerations

The PANA protocol defines a UDP-based EAP encapsul ation that runs
between two | P-enabl ed nodes. Various security threats that are
relevant to a protocol of this nature are outlined in [ RFC4016].
Security considerations stenming fromthe use of EAP and EAP net hods
are discussed in [RFC3748] [EAP-KEYING . This section provides a

di scussion on the security-related issues that are related to PANA
framewor k and protocol design

An inmportant elenment in assessing the security of PANA design and
deploynment in a network is the presence of |ower-layer security. In
the context of this docunent, |lower layers are said to be secure if
the environnent provi des adequate protection agai nst spoofing and
confidentiality based on its operational needs. For exanple, DSL and
cdma2000 networks’ |ower-layer security is enabled even before
running the first PANA-based authentication. 1In the absence of such
a preestablished secure channel prior to running PANA, one can be
created after the successful PANA authentication using a |ink-Iayer
or network-1layer cryptographic nechanism(e.g., |Psec).

1. General Security Measures
PANA provides nultiple nechanisnms to secure a PANA session

PANA nessages carry sequence nunbers, which are nonotonically
incremented by 1 with every new request nessage. These nunbers are
randomy initialized at the beginning of the session, and they are
verified agai nst expected nunbers upon receipt. A nessage whose
sequence nunber is different than the expected one is silently

di scarded. In addition to acconplishing orderly delivery of EAP
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nmessages and duplicate elimnation, this schene also hel ps prevent an
adversary from spoofing nessages to disturb ongoi ng PANA and EAP
sessions unless it can al so eavesdrop to synchronize with the
expected sequence nunber. Furthernore, inpact of replay attacks is
reduced as any stale nessage (i.e., a request or answer with an
unexpect ed sequence nunmber and/or a session identifier for a
non- exi sting session) and any duplicate answer are imedi ately

di scarded, and a duplicate request can trigger transnission of the
cached answer (i.e., no need to process the request and generate a
new answer).

The PANA framework defines EP, which is ideally | ocated on a network
device that can filter traffic fromthe PaCs before the traffic
enters the Internet/intranet. A set of filters can be used to

di scard unaut hori zed packets, such as the initial PANA-Auth-Request
nmessage that is received fromthe segnent of the access network,
where only the PaCs are supposed to be connected (i.e., preventing
PAA i nper sonati on).

The protocol al so provides authentication and integrity protection to
PANA nessages when the used EAP nethod can generate cryptographic
session keys. A PANA SA is generated based on the MSK exported by
the EAP nmethod. This SA is used for generating an AUTH AVP to
protect the PANA nmessage header and payl oad (including the conplete
EAP nessage).

The cryptographic protection prevents an adversary fromacting as a
man-i n-the-middl e, injecting nessages, replaying nessages and

nmodi fyi ng the content of the exchanged nessages. Any packet that
fails to pass the AUTH verification is silently discarded. The
earliest this protection can be enabled is when the PANA- Aut h- Request
nmessage that signals a successful authentication (EAP Success) is
generated. Starting with these nessages, any subsequent PANA nessage
can be cryptographically protected until the session gets torn down.

The lifetime of the PANA SAis set to the PANA session lifetine,

whi ch is bounded by the authorization lifetime granted by the

aut hentication server. An inplenmentation MAY add a grace period to
that value. Unless the PANA session is extended by executing anot her
EAP aut hentication, the PANA SA is renoved when the current session
expi res.
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11.

11.

The ability to use cryptographic protection within PANA is determ ned
by the used EAP nethod, which is generally dictated by the depl oynent
environnent. Insecure | ower |ayers necessitate the use of
key-generati ng EAP nmethods. In networks where | ower |ayers are

al ready secured, cryptographic protection of PANA nessages i s not
necessary.

2. Initial Exchange

The initial PANA-Aut h- Request and PANA- Aut h- Answer exchange is

vul nerabl e to spoofing attacks as these nessages are not
authenticated and integrity protected. |In order to prevent very
basi ¢ DoS attacks, an adversary should not be able to cause state
creation by sending PANA-Client-Initiation nessages to the PAA. This
protection is achieved by allowi ng the responder (PAA) to create as
little state as possible in the initial nessage exchange. However,

it is difficult to prevent all spoofing attacks in the initial
nmessage exchange entirely.

3. EAP Met hods

Eavesdr oppi ng EAP nessages m ght cause probl ens when the EAP net hod
is weak and enables dictionary or replay attacks or even allows an
adversary to learn the long-term password directly. Furthernore, if
the optional EAP Response/ldentity payload is used, then it allows
the adversary to learn the identity of the PaC. In such a case, a
privacy problemis preval ent.

To prevent these threats, [RFC5193] suggests using proper EAP net hods
for particular environnents. Depending on the depl oynent

envi ronnent, an EAP authentication nethod that supports user-identity
confidentiality, protection against dictionary attacks, and
sessi on- key establishment nust be used. It is therefore the
responsibility of the network operators and users to choose a proper
EAP net hod.

4. Cryptographic Keys

When t he EAP nethod exports an MSK, this key is used to produce a
PANA SA with PANA AUTH KEY with a distinct key ID. The PANA AUTH KEY
is unique to the PANA session, and it takes PANA-based nonce val ues
into conmputation to cryptographically separate itself fromthe MK

The PANA AUTH KEY is solely used for the authentication and integrity
protection of the PANA nessages within the designated session
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The PANA SA lifetine is bounded by the MSK |ifetinme. Another
execution of the EAP nethod yields a new MSK, and it updates the PANA
SA, PANA_AUTH KEY, and key ID.

5. Per-Packet G phering

Net wor ks that are not secured at the |lower |ayers prior to running
PANA can rely on enabling per-packet data-traffic ciphering upon
successful PANA SA establishnent. The PANA franmework all ows
generation of cryptographic keys fromthe PANA SA and uses the keys
with a secure association protocol to enabl e per-packet cryptographic
protection, such as |ink-layer or |Psec-based ciphering [ PANA-1PSEC .
These nmechani sns ultimately establish a cryptographi c bindi ng between
the data traffic generated by and for a client and the authenticated
identity of the client. Data traffic can be data origin
authenticated, replay and integrity protected, and optionally
encrypted using the cryptographic keys. How these keys are generated
fromthe PANA SA and used with a secure association protocol is
outsi de the scope of this docunent.

6. PAA-to-EP Conmuni cati on

The PANA framework all ows separation of PAA from EP. The protoco
exchange between the PAA and EP for provisioning authorized PaC

i nformati on on the EP nust be protected for authentication,
integrity, and replay protection.

7. Li veness Test

A PANA session is associated with a session lifetine. The session is
termnated unless it is refreshed by a new round of EAP
authentication before it expires. Therefore, the latest a

di sconnected client can be detected is when its session expires. A
di sconnect may al so be detected earlier by using PANA pi hg nmessages.
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12.

13.

13.

A request nessage can be generated by either PaC or PAA at any tine
in access phase with the expectation that the peer responds with an
answer nessage. A successful round-trip of this exchange is a sinple
verification that the peer is alive.

This test can be engaged when there is a possibility that the peer

m ght have di sconnected (e.g., after the discontinuation of data
traffic for an extended period of tinme). Periodic use of this
exchange as a keep-alive requires additional care, as it mght result
i n congestion and hence fal se al arns.

Thi s exchange is cryptographically protected when a PANA SA is
available in order to prevent threats associated with the abuse of
this functionality.

Any valid PANA answer nessage received in response to a recently sent
request nessage can be taken as an indication of a peer’s liveness.
The PaC or PAA MAY forgo sending an explicit ping request nessage if
a recent exchange has already confirmed that the peer is alive.

8. Early Term nation of a Session

The PANA protocol supports the ability for both the PaC and t he PAA
to transmt a tear-down nessage before the session lifetime expires.
Thi s nessage causes state renoval, a stop of the accounting procedure
and renmpoves the installed per-PaC state on the EP(s). This nmessage
is cryptographically protected when PANA SA is present.
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