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Status of This Meno

This meno provides information for the Internet conmmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

| ESG Not e

This RFC is a product of the Internet Research Task Force and is not
a candidate for any level of Internet Standard. The |IRTF publishes
the results of Internet-related research and devel opnent activities.
These results mght not be suitable for deploynent.

Abstract

The Host Identity Protocol (H P) changes the way in which two
Internet hosts communi cate. One key advantage over other schenes is
that H P does not require nodifications to the traditional network-

| ayer functionality of the Internet, i.e., its routers. 1In the
current Internet, however, nmany devices other than routers nodify the
traditional network-Iayer behavior of the Internet. These

"m ddl eboxes" are intermedi ary devices that performfunctions other
than the standard functions of an IP router on the datagram path

bet ween source and destination hosts. Wereas sone types of

m ddl eboxes may not interfere with HIP at all, others can affect sone
aspects of HI P comuni cation, and others can render H P comruni cati on
i npossi ble. This docurment discusses the problens associated with H P
conmuni cati on across network paths that include specific types of

m ddl eboxes, namely, network address translators and firewalls. It
identifies and di scusses issues in the current H P specifications
that affect communi cation across these types of niddl eboxes. This
docunent is a product of the IRTF H P Research G oup
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1.

| nt roducti on

The current specification of the Host lIdentity Protocol (H P)

[ RFC4423] assunes sinple Internet paths, where routers forward
globally routable | P packets based on their destination address
al one.

In the current Internet, such pure paths are becom ng increasingly
rare. For a nunber of reasons, several types of devices nodify or
extend the pure forwarding functionality the Internet’s network |ayer
used to deliver. [RFC3234] coins the term ni ddl eboxes for such
devices: "A middlebox is (...) any intermnediary device performng
functions other than the normal, standard functions of an IP router
on the datagram path between a source host and destination host".

M ddl eboxes affect communication in a nunber of ways. For exanple,
they may inspect the flows of some transport protocols, such as TCP,
and sel ectively drop, insert, or nodify packets. |[If such devices
encounter a higher-|layer protocol they do not support, or even a
variant of a supported protocol that they do not know how to handl e,
comuni cati on across the mi ddl ebox nay becone inpossible for these
ki nds of traffic.

There are many different variants of m ddl eboxes. The npbst conmon
ones are network address translators and firewalls. [RFC3234]
identifies many other types of m ddl eboxes. One broad way of
classifying themis by behavior. The first group operates on
packets, does not nodify application-layer payloads, and does not

i nsert additional packets. This group includes NAT, NAT-PT, SOCKS
gateways, | P tunnel endpoints, packet classifiers, markers,

schedul ers, transport relays, IP firewalls, application firewalls,
i nvoluntary packet redirectors, and anonym zers.

O her m ddl eboxes exist (such as TCP performance-enhanci ng proxi es,
application-Ievel gateways, gatekeepers, session control boxes,
transcoders, proxies, caches, nodified DNS servers, content and
applications distribution boxes, and | oad bal ancers) that divert or
nodi fy URLs, application-level interceptors, and application-I|evel

mul ticast systenms. However, NATs and firewalls are the nost frequent
m ddl eboxes that H P traffic can encounter in the Internet.
Consequently, this nmeno focuses on how NAT and firewall m ddl eboxes
can interfere with HP traffic.

M ddl eboxes can cause two different kinds of communication probl ens
for HHP. They can interfere with the transm ssion of H P contro
traffic or with the transm ssion of the H P data traffic carried
within the Encapsul ating Security Payl oad (ESP) [ RFC4303].
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Thi s docunent serves mainly as a probl em description that solution
proposals can reference. But it also discusses known approaches to
solving the problem and gives recommendati ons for certain approaches
dependi ng on the specific scenario. |t does not pronote the use of
any of the discussed types of m ddl eboxes.

This nenp was di scussed and nodified in the Host Identity Protocol
Research Group, was reviewed by the Internet Research Steering G oup
(IRSG, and represents a consensus view of the research group at the
time of its subm ssion for publication

2. H P across NATs

This section focuses on the traversal of H P across network address
transl ator (NAT) m ddl eboxes. This docunment uses the term NAT for a
basic translation of |P addresses, whereas it uses the term NAPT for
NATs that additionally performport translation [ RFC2663], if a
differentiati on between the two is inportant.

H P operates in two phases. It first perforns a H P "base exchange"
handshake before starting to exchange application data in the second
phase. This section describes the problens that occur in each of the
two phases when NATs are present along the path fromthe H P
initiator to the responder

2.1. Phase 1. H P Base Exchange

The HI P base exchange uses different transport nechanisnms for |Pv6
and IPv4. Wth IPv6, it uses a H P-specific |Pv6 extension header,
whereas it uses the IP payload with | Pv4 [ RFC5201].

2.1.1. 1Pv4 H P Base Exchange

The HI P protocol specification [RFC5201] suggests encapsul ating the
| Pv4 H P base exchange in a new | P payl oad type. The chances of NAT
traversal for this traffic are different, depending on the type of
NAT in the path. The |IPv4 H P base exchange traverses basic NATs
(that translate |IP addresses only) without problens, if the NAT only
interprets and nodifies the IP header, i.e., it does not inspect the
| P payl oad.

However, basic NATs are rare. NAPT devices that inspect and

transl ate transport-Ilayer port numbers are nuch nore comopn. Because
the | P payl oad used for the | Pv4 base exchange does not contain port
nunbers or other demultiplexing fields, NAPTs cannot relay it.
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A second issue is the well-known "data receiver behind a NAT"
problem H P nodes behind a NAT are not reachable unless they
initiate the comuni cation thensel ves, because the necessary
translation state is otherwi se not present at the NAT.

2.1.2. 1Pv6 H P Base Exchange

The I Pv6 H P base exchange uses enpty | Pv6 packets (wthout a
payl oad). New HI P extension headers carry the base exchange

i nformation. This approach can cause problens if NAT mi ddl eboxes
translate or nultiplex |IP addresses.

At this tine, IPv6 NATs are rare. However, when they exist, |Pv6
NATs operate simlarly to | Pv4 NATs. Consequently, they will likely
bl ock I P payl oads other than the "well-known" transport protocols.
This includes the IPv6 H P base exchange, which does not contain any
| P payl oad.

2.2. Phase 2: ESP Data Exchange

H P uses ESP to secure the data transm ssion between two H P nodes
after the base exchange conpletes. Thus, H P faces the sane
chal l enges as IPsec with regard to NAT traversal. [RFC3715]

di scusses these issues for | Psec and describes three distinct problem
categories: NAT-intrinsic issues, NAT inplenmentation issues, and

hel per inconpatibilities.

This section focuses on the first category, i.e., NAT-intrinsic

i ssues. The two other problem categories are out of this docunent’s
scope. They are addressed in the BEHAVE working group or in

[ RFC3489] .

Wth ESP-encrypted data traffic, all upper-layer headers are
invisible to a NAT. Thus, changes of the I P header during NAT
traversal can invalidate upper-layer checksunms contained within the
ESP- protected payload. H P hosts already avoid this probl em by
substituting Host Identity Tags (H Ts) for |P addresses during
checksum cal cul ati ons [ RFC5201] .

Al t hough the traversal of ESP-encrypted packets across NATs is
possi bl e, [ RFC3715] notes that the Security Paraneter |ndex (SPl)

val ues of such traffic have only one-way significance. NATs can use
SPI values to demultiplex different |Psec flows, simlar to how they
use port nunber pairs to denultiplex unencrypted transport flows.
Furthernmore, NATs may nodify the SPIs, simlar to how they nodify
port nunbers, when nmultiple | Psec nodes behind them happen to choose
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3.

3.

3.

1.

1.

1.

identical SPI's. However, NATs can only observe the SPIs of outgoing
| Psec flows and cannot determne the SPIs of the corresponding return
traffic.

H P Across Firewal | s

This section focuses on the traversal of H P across IP firewalls and
packet filters. These types of niddl eboxes inspect individual
packets and deci de whether to forward, discard, or process themin
some special way, based on a set of filter rules and associ ated

acti ons.

Firewalls are not inherently problematic for HP, as long as their
policy rules permt H P base exchange and | Psec traffic to traverse.
The next sections discuss specific issues for HP in typical firewall
confi gurations.

Phase 1. H P Base Exchange
1. [|1Pv4 H P Base Exchange

A common and recomended configuration for IPv4 firewalls is to bl ock
all unknown traffic by default and to allow well-known transport
protocols only and often just on specific ports and with specific
characteristics ("scrubbed" traffic). This conmon configuration

bl ocks the HI P base exchange.

2. 1Pv6 H P Base Exchange
The configuration of IPv6 firewalls is sinilar to IPv4 firewalls.

Many | Pv4 firewalls discard any | P packet that includes an |IP option.
Wth I Pv6, the expectation is that firewalls will block IPv6

extensi on headers in general or will at |east block unknown extension
headers. Furthernore, payl oads other than specific, well-known
transport protocols are likely to be blocked as well. Like |IPv4,

thi s behavior bl ocks the H P base exchange.

A problemsimlar to the "data receiver behind a NAT" issue (see
Section 2.1.1) applies to both IPv4 and IPv6 firewalls. Typically,
firewalls block all traffic into the protected network that is not
identifiable return traffic of a prior outbound comrunication. This
nmeans that H P peers are not reachabl e outside the protected network,
because firewal |l s bl ock base exchange attenpts from outsi de peers.
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3.2. Phase 2: ESP Data Exchange

Firewalls are less problematic than NATs with regard to passing ESP
traffic. The largest concern is comonly used firewall
configurations that block ESP traffic, because it is not a well-known
transport protocol and ports cannot be used to identify return flows.
However, firewalls could use nmechanisns simlar to Security Paraneter
Index (SPI) multiplexed NAT (SPINAT) to use SPIs as flow identifiers
[ YLI TALQ .

4. H P Extensions

This section identifies possible changes to H P that attenpt to

i nprove NAT and firewal |l traversal, specifically, the reachability of
H P peers behind those m ddl eboxes and traversal of the H P base
exchange. Sections 2 and 3 describe several problens related to
encapsul ati on schenes for the H P base exchange in |IPv4 and | Pv6.

UDP may inprove HI P operation in the presence of NATs and firewalls.
It may also aid traversal of other m ddl eboxes. For exanple, |oad
bal ancers that use IP- and transport-layer information can correctly
operate with UDP-encapsul ated H P traffic.

H P nodes | ocated behind a NAT nust notify their conmunication peers
about the contact information. The contact information is the NAT s
public I P address and a specific UDP port nunber. This measure
enabl es the peers to send return traffic to H P nodes behind the NAT
This woul d require a new H P nechani sm

To be reachabl e behind a NAT, a rendezvous point is required that

Il ets H P nodes behind a NAT register an I P address and port numnber
that can be used to contact them Depending on the type of NAT, use
of this rendezvous point may be required only during the base
exchange or throughout the duration of a comrunication instance. A
rendezvous point is also useful for H P nodes behind firewalls,
because they suffer from an anal ogous problem as described in
Section 3.

The proposed nobility managenent packet exchange [ RFC5206] [ NI KANDER]
can support this method of NAT traversal. The original intention of
this extension is to support host nmobility and nulti hom ng. This
mechanismis sinmlar to the Alternate Network Address Types (ANAT)
described in [ RFC4091]. However, HI P peers use nobility managenent
nmessages to notify peers about rendezvous points, simlar to

[ RFC4091]. HI P peers nust deternine their contact address before
they can announce it to their peers.
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5.

NAT EXxt ensi ons

| Psec SPI's have only one-way significance, as described in

Section 2.2. Consequently, NATs and firewalls can observe the SP
val ues of outgoing packets, but they cannot |earn the SPI val ues of
the correspondi ng i nbound return traffic in the same way. Two

met hods exi st:

First, NATs can observe the H P base exchange and learn the SP
val ues that H P peers agree to use. Afterwards, NATs can nap
outgoi ng and inconing | Psec flows accordingly. This approach is
call ed architectured NAT, or SPINAT [YLITALQ, and can be used by
firewalls as well. It requires H P-specific NAT nodifications.

Second, HI P peers can use a generic NAT or firewall signaling
protocol to explicitly signal appropriate SPI values to their NATs
and firewalls. This approach does not require H P-specific changes
at the m ddl ebox, but does require integration of HHP with the
signaling protocol at the end systens.

Possi bl e solutions for signaling SPI val ues are the mechani sns
proposed in the I ETF NSIS W5 (NATFW NSLP) and M DCOM M B nodul e

[ RFC5190]. Using M DCOMin the context of H P requires additiona
know edge about network topol ogy. For exanple, in nultihomed
environnents with different border NATs or firewalls, a host nust
know which of the nmultiple NATs/firewalls to signal. Therefore, this
sol ution can be problematic.

By using the NSIS NAT/ FWtraversal (NATFW NSLP) nechani sm H P nodes
can signal the used SPI values for both directions. NATFW NSLP
ensures that signaling nmessages will reach all NATs and firewalls
al ong the data path (path-coupled signaling). Although NSIS is
general ly supported at both peers, the NATFW NSLP offers a "proxy
node" for scenarios where only one end supports NSIS. This has
depl oynent advant ages.

Legacy NAT and Firewal |l Traversal

The solutions outlined in Section 5 require that NATs and firewalls
are updated to support new functions, such as HHP itself or NSIS
NATFW si gnaling. NATs and firewalls are already w dely deployed. It
will be inpossible to upgrade or replace all such mi ddl eboxes with

H P support. This section explores how H P operates in the presence
of legacy NATs and firewalls that are not H P-aware. Because the
vast nmajority of deployed NATs currently support IPv4 only, this
section focuses on them
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For HI P over |Pv4, UDP encapsul ation of H P traffic already solves
some NAT traversal issues. Usually, UDP packets can traverse NATs
and firewal I s when comunication was initiated fromthe inside.
However, traffic initiated outside a NAT is typically dropped,
because it cannot be denultiplexed to the final destination (for
NATs) or is prohibited by policy (for firewalls).

Even when UDP encapsul ati on enables the H P base exchange to succeed,
ESP still causes problens [ RFC3715]. Sone NAT inplenmentations offer
"VPN pass-through", where the NAT | earns about IPsec flows and tries
to correlate outgoing and incom ng SPI values. This often works
reliably only for a small nunber of nodes behind a single NAT, due to
the possibility of SPI collisions.

A better solution may be to use UDP encapsul ation for ESP [ RFC3948],
enabl ed through a new paraneter in the base exchange. It is for
further study whether to mandate UDP encapsul ation for all H P
traffic to reduce the conplexity of the protocol

H P may al so consider other NAT/firewall traversal nechanisms, such
as the widely deployed Universal Plug and Play (UPNP) [ UPNP]. UPNP
can be used to configure m ddl eboxes on the sane link as a H P node.

7. H P across O her M ddl eboxes

Thi s docunment focuses on NAT and firewall mi ddl eboxes and does not

di scuss other types identified in [RFC3234]. NATs and firewalls are
the nost frequently depl oyed mni ddl eboxes at the tinme of witing.
However, future versions of this docunment may descri be how H P
interacts with other types of niddl eboxes.

8. Security Considerations

Opening pinholes in firewalls (i.e., loading firewall rules allow ng
packets to traverse) and creating NAT bindings are highly security-
sensitive actions. Any nechanismthat does so in order to support

H P traversal across m ddl eboxes should be well protected. Detailed
di scussion of the related security issues can be found in the
security considerations sections of the correspondi ng standards
docunents, such as [RFC3715] and [ RFC5190].

Thi s docunent has not consi dered whether sone of the options |isted
above pose additional threats to security of the H P protocol itself.

Stiemerling, et al. I nf or mat i onal [ Page 9]



RFC 5207 H P NAT/ Firewal | Traversa

9. Acknow edgnents

| ssues

April 2008

The foll owi ng people have hel ped to inprove this docunent through

t hought ful suggesti ons and feedback: Pekka Ni kander,
and the H P research group
final reviewers, Kevin Fall, Mark All man, and

Lars Eggert and Martin Stienmerling are partly
Net wor ks, a research project supported by the
under its Sixth Framework Program The views
contai ned herein are those of the authors and

interpreted as necessarily representing the official

endor senents, either expressed or inplied, of

proj ect or the European Commi ssion.

Tom Hender son

The authors would like to thank the

Karen Sollins.

funded by Anbi ent
Eur opean Commi ssi on
and concl usi ons
shoul d not be
policies or

t he Ambi ent Net wor ks

10. References
10.1. Nornative References
[ RFC2663] Srisuresh, P. and M Hol drege, "IP Network Address
Transl ator (NAT) Terni nol ogy and Consi derations"”,
RFC 2663, August 1999.
[ RFC3948] Huttunen, A., Swander, B., Volpe, V., D Burro, L., and M
St enberg, "UDP Encapsul ati on of |Psec ESP Packets",
RFC 3948, January 2005.
[ RFC4423] Moskowi tz, R and P. Ni kander, "Host ldentity Protoco
(HIP) Architecture", RFC 4423, May 2006
[ RFC5201] Moskowitz, R, Ni kander, P., Jokela, P., Ed., and T.
Hender son, "Host ldentity Protocol", RFC 5201
April 2008.
10. 2. Informative References
[ Nl KANDER] N kander, P., Ylitalo, J., and J. Wall, "Integrating
Security, Mbility, and Multi-Hom ng in a H P Way", Proc.
Net work and Distributed Systenms Security Synposium
(NDSS) 2003, February 2003.
[ RFC3234] Carpenter, B. and S. Brim "M ddl eboxes: Taxonomny and
| ssues", RFC 3234, February 2002.
[ RFC3489] Rosenberg, J., Winberger, J., Huitema, C., and R Mahy,
"STUN - Sinple Traversal of User Datagram Protocol (UDP)
Through Network Address Translators (NATs)", RFC 3489,
Mar ch 2003.
Stienmerling, et al. | nf or mat i onal [ Page 10]



RFC 5207

[ RFC3715]

[ RFC4091]

[ RFC4303]

[ RFC5190]

[ RFC5206]

[ UPNP]

[ YLI TALO

Stienmerling,

H P NAT/Firewal | Traversal |ssues April 2008

Aboba, B. and W Dixon, "I Psec-Network Address
Transl ation (NAT) Conpatibility Requirenents", RFC 3715,
March 2004.

Camarillo, G and J. Rosenberg, "The Alternative Network
Address Types (ANAT) Semantics for the Session
Description Protocol (SDP) G ouping Framework", RFC 4091,
June 2005.

Kent, S., "IP Encapsul ating Security Payload (ESP)",
RFC 4303, Decenber 2005.

Quittek, J., Stiemerling, M, and P. Srisuresh,
"Definitions of Managed Objects for M ddl ebox
Conmuni cation", RFC 5190, March 2008.

Henderson, T., Ed., "End-Host Mdbility and Ml tihom ng
with the Host ldentity Protocol"”, RFC 5206, April 2008.

UPNP Wb Site, "Universal Plug and Play Wb Site", Wb
Site http://ww. upnp.org/, July 2005.

Yiitalo, J., Melen, J., Nikander, P., and V. Torvinen,
"Re-Thi nking Security in | P-Based Mcro-Mbility", Proc.
7th Information Security Conference (ISC) 2004,

Sept enber 2004.

et al. | nf or mat i onal [ Page 11]



RFC 5207 H P NAT/Firewal | Traversal |ssues April 2008

Aut hor s’ Addresses

Martin Stienerling
NEC Europe Ltd.

Kur f uer st en- Anl age 36
Hei del berg 69115

Ger many

Phone: +49 6221 4342 113
Fax: +49 6221 4342 155
EMai | . stienerling@w. neclab. eu
URI : http: // ww. nw. necl ab. eu/

Juergen Quittek

NEC Europe Ltd.

Kur f uer st en- Anl age 36
Hei del berg 69115

Ger many

Phone: +49 6221 4342 115

Fax: +49 6221 4342 155

EMai | : quittek@w. necl ab. eu

URI : http://ww. nw. necl ab. eu/

Lars Eggert

Noki a Research Center
P. 0. Box 407

Noki a Group 00045

Fi nl and

Phone: +358 50 48 24461

EMai | : | ars. eggert @oki a.com
URI : htt p://research. noki a. conf peopl e/l ars_eggert/

Stienmerling, et al. | nf or mat i onal [ Page 12]



RFC 5207 H P NAT/Firewal | Traversal |ssues April 2008

Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2008).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78 and at http://ww. rfc-editor.org/copyright.htni,
and except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.

Stienmerling, et al. | nf or mat i onal [ Page 13]






