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Abstract

Thi s docunent describes how to use Forward Error Correction (FEC
codes to efficiently provide and/or augnent reliability for bulk data
transfer over IP nmulticast. This docunment defines a franmework for
the definition of the information that needs to be comrunicated in
order to use an FEC code for bulk data transfer, in addition to the
encoded data itself, and for definition of fornmats and codes for
comuni cation of that information. Both information comuni cated
with the encoded data itself and information that needs to be
comuni cated 'out-of-band are considered. The procedures for

speci fyi ng new FEC codes, defining the informati on communi cation
requi rements associated with those codes and registering themwth
the I nternet Assigned Nunbers Authority (1 ANA) are al so descri bed.
The requirements on Content Delivery Protocols that wish to use FEC
codes defined within this framework are al so defined. The conpani on
docunent titled "The Use of Forward Error Correction (FEC) in

Rel iable Multicast" describes sone applications of FEC codes for
delivering content. This docunent obsol etes RFC 3452.
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1. Introduction

Thi s docunent describes how to use Forward Error Correction (FEC
codes to provide support for reliable delivery of content within the
context of a Content Delivery Protocol (CDP). This docunent
describes a building block as defined in [10], specifically Section
4.2 of that docunment, and foll ows the general guidelines provided in

[5].

The purpose of this building block is to define a framework for
forward error correction such that:

1. CDPs can be designed to operate with a range of different FEC
codes/ schenes, w thout needing to know details of the specific
FEC code/ schene that may be used.

2. FEC schenes can be designed to operate with a range of different
CDPs, wi thout needing to know details of the specific CDPs.

Note that a "CDP' in the context of this docunent may consi st of
several distinct protocol nechanisnms and may support any kind of
application requiring reliable transport -- for exanple, object
delivery and streaning applications.

Thi s docunent al so provides detail ed guidelines on howto wite an
RFC for an FEC schene corresponding to a new FEC Encoding ID (for
both Ful | y-Specified and Under- Specified FEC Schenmes -- see Section
4) .

RFC 3452 [3], which is obsoleted by this docunent, contained a

previ ous version, which was published in the "Experinental" category.
RFC 3452 was published as an Experinmental RFC in part due to the |ack
at that tinme of specified congestion control strategies suitable for
use with Reliable Milticast protocols.

This Proposed Standard specification is thus based on RFC 3452 [ 3]
updat ed according to accunul ated experi ence and grow ng protocol
maturity since the publication of RFC 3452 [3]. Said experience
applies both to this specification itself and to congestion control
strategies related to the use of this specification

The differences between RFC 3452 [3] and this docunent are listed in
Section 13.
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2. Definitions and Abbreviations

bj ect: An ordered sequence of octets to be transferred by the
transport protocol. For exanple, a file or stream

Synbol: A unit of data processed by the Forward Error Correction
code. A synbol is always considered as a unit, i.e., it is either
compl etely received or conpletely Iost.

Source symbol: A synbol containing information fromthe original
obj ect .

Repair synbol: A synbol containing information generated by the FEC
code which can be used to recover |ost source synbols.

Encodi ng synbol: A source synbol or a repair synbol.

Encoder: The FEC schene specific functions required to transforma
object into FEC encoded data. That is, the functions that produce
repair symnbol s using source synbol s.

Decoder: The FEC schene-specific functions required to transform
recei ved FEC-encoded data into a copy of the original object.

Receiver: A system supporting the receiving functions of a CDP and
FEC schene according to this specification

Sender: A system supporting the sending functions of a CDP and FEC
schene according to this specification

Source Block: A part of the object formed froma subset of the
obj ect’ s source synbol s.

CDP: Content Delivery Protocol
FEC. Forward Error Correction
3. Requirenents Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [1].
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4.

Rati onal e

An FEC code, in the general sense, is a valuabl e basic conmponent of
any CDP that is to provide reliable delivery of an object. Using FEC
codes is effective in the context of IP nmulticast and reliable
delivery because FEC encodi ng synbols can be useful to all receivers
for reconstructing an object even when the receivers have received

di fferent encoding synbols. Furthernore, FEC codes can aneliorate or
even elimnate the need for feedback fromreceivers to senders to
request retransm ssion of |ost packets.

Central to this docunment is the concept of an ' FEC Schene’, which we
di stingui sh fromthe concept of an ' FEC code’ or 'FEC algorithm. An
FEC schene defines the ancillary information and procedures which,
conbi ned with an FEC code or al gorithm specification, fully define
how t he FEC code can be used with CDPs. An FEC schenme nay be
associated with a single standardi zed FEC code (A ' Fully-Specified
FEC schene) or nay be applicable to nmany FEC codes (An ’Under -
Specified” FEC schene).

Thi s docunent describes a framework for the definition of FEC
schenmes. Definition of actual FEC schenes is outside the scope of
this docunent. This docunment al so defines requirenments for reliable
CDPs that nmake use of FEC schenmes. Any CDP that is conpliant to the
requirements specified in this docunent can nake use of any FEC
schenme that is defined within the franework described here. Note
that FEC schenes nmay place restrictions on the types of CDP they are
intended to be used with. For exanple, sone FEC schenes nay be
specific to particular types of application, such as file delivery or
stream ng.

The goal of the FEC building block is to describe functionality
directly related to FEC codes that is common to all reliable CDPs and
to all FEC schenes, and to |l eave out any additional functionality
that is specific to particular CDPs or particular FEC schenes. The
primary functionality described in this docunent that is comon to
all such CDPs that use FEC codes is the definition and transport of
three kinds of information from sender to receiver(s):

1) encodi ng synbol s thensel ves,

2) ancillary information associated with encodi ng synbols (or
groups of such synbols, such as the group of synbols in a
singl e packet, or the group of synbols related to a single
source bl ock), and

3) ancillary information associated with the whol e obj ect being
transferred.
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It is inportant to note that this infornmation is only required by the
receiver if one or nore of the encoding synbols to which it relates
are received.

Thi s docunent does not describe how receivers may request

transni ssion of particular encoding synmbols for an object. This is
because al t hough there are CDPs where requests for transm ssion are
of use, there are also CDPs that do not require such requests.

The conpani on docunent [4] should be consulted for a full explanation
of the benefits of using FEC codes for reliable content delivery
using IP multicast. FEC codes are also useful in the context of

uni cast, and thus the scope and applicability of this document is not
[imted to IP nulticast.

5. Applicability Statenent

The FEC buil di ng bl ock does not provide any support for congestion
control. Any conplete multicast CDP MJST provi de congestion contro
that conforns to [6], in particular, Section 3.2 of that docunent.
Thus, congestion control MJST be provided by another buil ding bl ock
when the FEC building block is used in a CDP

A nmore conpl ete description of the applicability of FEC codes can be
found in the conpani on docunent [4].

6. Functionality

This section describes FEC information that is to be sent either in
packets al so contai ning FEC encodi ng synbols or 'out-of-band . The
FEC information is associated with transni ssion of encodi ng synbol s
related to a particular object. There are three classes of packets
that nmay contain FEC infornation: data packets, session-contro
packets, and feedback packets. They generally contain different
kinds of FEC information. Note that some CDPs may not use session-
control or feedback packets.

Dat a packets nay sonetines serve as session-control packets as well;
bot h data and session-control packets generally travel downstream
fromthe sender towards receivers and are sent to a nulticast channel
or to a specific receiver using unicast. Session-control packets may
additionally travel upstreamfromreceivers to senders.

As a general rule, feedback packets travel upstreamfromreceivers to
the sender. Sonetinmes, however, they mght be sent to a nulticast
channel or to another receiver or to sone internedi ate node or

nei ghboring router that provides recovery services.
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Thi s docunment specifies both the FEC i nformation that nust be carried
in data packets and the FEC information that nust be conmuni cated
fromsender to receiver(s) either out-of-band or in data packets.
Speci fication of protocol mechanisns for transporting this

i nformation, for exanple, field and packet fornmats, is out of scope
of this docunment. |Instead, this document specifies at a higher |evel
the information that nust be communi cated and provi des detail ed
requirements for FEC Schenme and Content Delivery Protocol

speci fications, which are where the detailed field and packet formats
shoul d be defi ned.

FEC information is classified as foll ows:
1. FEC information associated with an object

This is information that is essential for the FEC decoder to
decode a specific object. An exanple of this information is the
identity of the FEC scheme that is being used to encode the
object, in the formof the FEC Encoding ID. The FEC Encoding ID
is described further below. This information may al so include
FEC schene-specific paraneters for the FEC decoder

2. FEC information associated with specific encoding synbols for an
obj ect

This is information that is associated with one or nmore encodi ng
synbol s and is thus needed by the decoder whenever one or nore of
t hose encodi ng synbol s have been received. Depending on the FEC
schene, information may be associated with individual synbols
and/or with groups of synmbols. One common such grouping is the
group of synmbols included within a single packet. Many FEC
schenmes al so segnent the object being encoded into multiple
"source bl ocks’, each of which is processed independently for FEC
purposes. Information about each source block is another type of
i nformati on associated with a group of encoding synbols -- in
this case, the group of synbols which are related to a given

sour ce bl ock

Two 'containers’ are provided for conmunicating the FEC i nformation
descri bed above, but there is not necessarily a one-to-one
correspondence between the class of FEC i nformati on and t he nechani sm
used. The two mechani sns are:

a. FEC oject Transm ssion |Infornmation
CDPs nust provide a reliable nechanismfor comunicating certain

FEC i nformation fromsender to receiver(s). This information is
known as ' FEC Obj ect Transmission Information’ and its contents
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depend on the particular FEC schene. It includes all information
of the first class above and may include information of the
second class. The FEC hject Transnission Infornmation can be
sent to a receiver within the data packet headers, within session
control packets, or by sone other neans.

b. FEC Payload ID

CDPs nust provide a nechani smfor comunicating information which
identifies (for FEC purposes) the encoding synbols carried by a
packet. This information is known as the FEC Payload ID, and its
contents depend on the FEC schene. It includes only information
of the second class above. A data packet that carries encoding
synbol s MJST i nclude an FEC Payl oad | D.

6.1. FEC Schenes

Two types of FEC schene are defined by this docunment: 'Fully-

Speci fied FEC schenmes and ' Under- Specified FEC schenmes. An FEC
schenme is a Fully-Specified FEC schene if the encoding schene is
formally and Fully-Specified, in a way that independent inplenentors
can i npl ement both encoder and decoder from a specification that is
an | ETF RFC.

It is possible that an FEC schenme may not be a Fully-Specified FEC
schene, because either a specification is sinply not available or a
party exists that owns the encoding schene and is not willing to

di scl ose the algorithmor specification. W refer to such an FEC
encodi ng schenme as an Under- Specifi ed FEC schene.

FEC schenes are identified by an FEC Encoding I D, which is an integer
identifier assigned by IANA. The FEC Encoding ID allows receivers to
sel ect the appropriate FEC decoder. The value of the FEC Encoding ID
MJUST be the sanme for all transnission of encoding synbols related to
a particular object, but MAY vary across different transni ssions of
encodi ng synbol s about different objects, even if transnmitted to the
sane set of multicast channels and/or using a single upper-|ayer

sessi on.

The FEC Instance IDis an integer value that identifies a specific

i nstance of an Under-Specified FEC schene. This value is not used
for Fully-Specified FEC schemes. The FEC Instance ID is scoped by
the FEC Encoding I D, and FEC Instance |ID values are subject to | ANA
regi stration.
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The FEC Encoding ID for Fully-Specified FEC Schenmes and both the FEC
Encoding I D and FEC Instance ID for Under-Specified FEC Schenes are
essential for the decoder to decode an object. Thus, they are part
of the FEC Object Transmi ssion |Information.

The followi ng requirenents apply to all FEC schenes, whether Fully-
Specified or Under- Specified:

0 The type, semantics, and an encoding format for the FEC Payload ID
and the FEC Object Transm ssion |Informati on MJST be defi ned.

0o A value for the FEC Encoding | D MJST be reserved and associ at ed
with the types, senmantics, and encoding format of the FEC Payl oad
I D and the FEC Qbj ect Transmi ssion |nformation.

The specification for an Under-Specified FEC Schenme MAY all ocate a
sub-field within the Schene-specific FEC Cbject Transm ssion
Information el enent which is for instance-specific infornmation. Each
specific instance of the Under-Specified FEC Schene nay then use this
field in an instance-specific way. The FEC schenme shoul d define the
scheme-speci fic FEC Object Transmi ssion Information elenment in such a
way that receivers that do not support the received FEC I nstance ID
can still parse and interpret the schene-specific FEC Object

Transni ssion Information el enent with the exception of the instance-
specific field.

An al ready defined Under-Specified FEC Schenme (i.e., FEC Encoding ID
val ue) MJIST be reused if the associ ated FEC Payl oad I D and FEC bj ect
Transm ssion Informati on have the required fields and encodi ng
formats for a new Under- Specified FEC schene instance.

An instance of an Under- Specified FEC schenme is fully identified by
the tuple (FEC Encoding ID, FEC Instance ID). The tuple MJST
identify a single schene instance that has at |east one

i npl ementation. The party that owns this tuple MJUST be able to
provide information on how to obtain the Under-Specified FEC schene
i nstance identified by the tuple, e.g., a pointer to a publicly
avai |l abl e reference-inpl enentation or the nanme and contacts of a
conmpany that sells it, either separately or enbedded i n anot her
product .

This specification reserves the range 0-127 for the values of FEC

Encoding I Ds for Fully-Specified FEC schenmes and the range 128-255
for the val ues of Under- Specified FEC schenes.
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6.2. FEC Object Transm ssion Information

The FEC bj ect Transnission Information contains infornmation which is
essential to the decoder in order to decode the encoded object. It
may al so contain information which is required to decode certain
groups of encodi ng synbol s, for exanple, individual Source Bl ocks
within the object. This information is comrunicated reliably by the
CDP to the receiver(s) as described in Section 8.

The FEC Qbj ect Transm ssion Information may consist of several
el ements and each el ement may be one of three types, as follows:

Mandat ory: These el enents are defined in this specification and are
each mandatory for at |east one of the two types of FEC Schene.
Each FEC schene specifies how the val ues of the Mandatory FEC
bj ect Transnission Information el enents are determ ned and each
CDP specifies how this information is encoded and reliably
comuni cated to the receiver(s). The Mandatory FEC Obj ect
Transni ssion Infornmation includes the identification of the FEC
Scheme, which is needed by the receiver to determ ne whether it
supports the FEC Schene.

Conmmon: These el enents are defined in this specification and are
optional to be used by an FEC scheme. Each FEC schene specifies
whi ch of the Conmon FEC Obj ect Transmi ssion Information el enments
it uses and how the val ues of these elenments are determ ned.

Schene-specific: An FEC schenme may specify a single Schene-specific
FEC Obj ect Transmission Information elenment. The FEC schene
specifies the type, semantics, and encoding format of the Schemne-
specific FEC Object Transmission Information elenent. The
resulting octet string is known as the "encoded Schemne-specific

FEC Obj ect Transmi ssion Information”. Each CDP specifies how the
encoded Schene-specific FEC Object Transni ssion is conmuni cated
reliably to the receiver(s), i.e., exactly where it shall be

carried within packets of the CDP. Note that although fromthe
poi nt of view of this specification and of CDPs, there is only a
si ngl e Schene-specific FEC bject Transmi ssion |Infornmation

el enent, the FEC schenme may specify this elenment to contain

nmul tiple distinct pieces of informtion.

Each FEC schenme specifies an encoding format for the Commopn and
Schene-speci fic FEC Obj ect Transmi ssion Information. Each CDP nust
specify at |east one of the foll ow ng:

1. A neans to reliably comunicate the Common FEC Obj ect

Transm ssion Information elements to the receiver(s) using the
encodi ng format defined by the FEC schene.
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2. An alternative, CDP-specific, encoding format for each of the
Common FEC bj ect Transni ssion Information el enents.

The Mandatory and Conmon FEC bj ect Transmi ssion Infornation el enents
are defined in the sections bel ow.

6.2.1. Transport of FEC Object Transmi ssion Information

It is the responsibility of the COP to reliably transport the FEC
Qoj ect Transmi ssion Information to the receiver(s).

It is inportant to note that the encoding fornmat of the Mandatory FEC
Qoj ect Transm ssion Information el enments (the FEC Encoding ID) is
defined by the CDP. This is so that the receiver can identify the
FEC Schenme to be used for interpreting the remaining FEC Obj ect
Transm ssion Information elements. Al CDPs nust define encoding
formats for the Mandatory FEC Obj ect Transmi ssion |Information

el ement .

Conmmon FEC Obj ect Transni ssion Information el enents can be
transported in two different ways: (a) the FEC Schene defines an
encoding format for the Common FEC (bject Transm ssion |nformation

el enents that it uses, and the CDP transports this encoded data

bl ock, or (b) the CDP defines an encoding format for each Common FEC
bj ect Transm ssion Information el ement and transports the
information in this format.

An FEC Schene MJST define an encoding format for the Common FEC

Qoj ect Transmi ssion Information elenents that it uses. The resulting
octet string is known as the "encoded Common FEC Obj ect Transm ssion
Information". A CDP MAY define individual encoding formats for each
of the Comon FEC Obj ect Transmi ssion Information elenments. The

choi ce of which way the Common FEC Object Transm ssion |nformation

el enents shall be transported, (a) or (b), is nade by the Content
Delivery Protocol, and a particular method SHOULD be defined in the
Content Delivery Protocol specification. Note that a CDP may provide
support for one or both options.

In the case that the CDP uses the encoding format specified by the
FEC schene, it nmay sinply concatenate the encoded Cormon FEC (bj ect
Transni ssion Information and the encoded Schene-specific FEC bj ect
Transm ssion Information, or it may carry each in a separate field or
wrapper within the COP. |In the forner case, the concatenated octet
string is known as the encoded FEC Obj ect Transm ssion | nformtion.
The FEC schene nust define the encoding format for the Cormon FEC

Qoj ect Transmi ssion Information elenents that it uses in such a way
that the |l ength of each elenment is either fixed or can be determn ned
fromthe encoded data itself.
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The encoding format of the Scheme-specific FEC Cbject Transm ssion
Information el enent is defined by the FEC schenme. CDPs specify only
how the resulting octet sequence is conmunicated. As with the
encoding format for the Common FEC (bject Transm ssion |nformation

el enents, the length of the Scheme-specific FEC Object Transm ssion
Information nmust either be fixed or be possible to deternine fromthe
encoded data itself.

6.2.2. Opacity of FEC Object Transm ssion |nformation

The Schene-specific FEC Object Transmi ssion Information elenment is
opaque to the CDP in the sense that inspecting the contents of this
el ement can only be done if FEC schene-specific logic is included in
t he CDP

Any encodi ng formats defined by the FEC schene for the Common FEC
oj ect Transmi ssion Information el enents are al so opaque to the CDP
in the same sense.

Any encoding formats defined by the COP for the Commobn FEC bj ect
Transni ssion Information el enents are not opaque in this sense,

al though it nust be considered that different FEC Schenes may use
di fferent conbinations of the Cormbn FEC Cbject Transm ssion

I nformati on el enents.

6.2.3. Mandatory FEC Object Transmi ssion Information El enments
The Mandatory FEC Object Transm ssion Infornmation el enment is:

FEC Encoding ID: an integer between 0 and 255 inclusive identifying
a specific FEC schenme (Fully-Specified or Under-Specified.)

6.2.4. Common FEC Object Transmi ssion Information El enents

The Common FEC Cbj ect Transmi ssion Information el enents are descri bed
below. Note that with the exception of the FEC Instance ID, this
speci ficati on does not provide conplete definitions of these fields.

I nstead, only aspects of the abstract type are defined. The precise
type and senmantics are defined for each FEC schene in the FEC schene
speci ficati on.

FEC Instance ID: an integer between 0 and 65535 i ncl usive
identifying an instance of an Under- Specified FEC schene

Transfer-Length: a non-negative integer indicating the Iength of the
object in octets
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Encodi ng- Synbol - Lengt h: a non-negative integer indicating the length
of each encodi ng synbol in octets

Maxi mum Sour ce- Bl ock- Length: a non-negative integer indicating the
maxi mum nunber of source synbols in a source bl ock

Max- Nunber - of - Encodi ng- Synbol s: a non-negative integer indicating
t he maxi mum nunber of encodi ng synbols (i.e., source plus repair
synbols in the case of a systematic code)

The FEC Instance | D MJST be used by all Under-Specified FEC schenes
and MJST NOT be used by Fully-Specified FEC Schenes.

FEC Schenes define the precise type of those of the above el enents
that they use and in particular may restrict the value range of each
el enent. FEC Schenes al so define an encoding format for the subset
of the above elenents that they use. CDPs may al so provide an
encoding format for each elenent; in which case, this encoding format
MUST be capabl e of representing values up to (2*"16)-1 in the case of
the FEC I nstance ID, (2""48)-1 in the case of the Transfer-Length,
and up to (27"32)-1 for the other elenents. CDPs nay additionally or
alternatively provide a mechanismto transport the encoded Common FEC
bj ect Transnission information defined by the FEC schenme. For
exanpl e, FLUTE [8] specifies an XM.-based encoding format for these
el enents, but can also transport FEC schene-specific encoding formats
within the EXT-FTI LCT header extension

6.2.5. Scheme-Specific FEC Object Transm ssion Information El enent

The Schene-specific FEC Object Transmi ssion |Information el ement may
be used by an FEC Schenme to communi cate information that is essenti al
to the decoder and that cannot adequately be represented within the
Mandat ory or Conmon FEC (bj ect Transnission Information el enents.

From the point of view of a CDP, the Schene-specific FEC Obj ect
Transni ssion Information el enent is an opaque, variable | ength, octet
string. The FEC Schene defines the structure of this octet string,
which may contain multiple distinct el ements.

6.3. FEC Payload |ID

The FEC Payl oad I D contains information that indicates to the FEC
decoder the rel ationshi ps between the encoding synbols carried by a
particul ar packet and the FEC encoding transformation. For exanple,
if the packet carries source synbols, then the FEC Payl oad ID

i ndi cat es whi ch source synbols of the object are carried by the
packet. |If the packet carries repair synbols, then the FEC Payl oad
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I D indicates how those repair synbols were constructed fromthe
obj ect .

The FEC Payload ID may al so contain infornmation about |arger groups
of encodi ng synbol s of which those contained in the packet are part.
For exanmpl e, the FEC Payl oad I D nay contain infornati on about the
source bl ock the synbols are related to.

The FEC Payload 1D for a given packet is essential to the decoder if
and only if the packet itself is received. Thus, it nust be possible
to obtain the FEC Payload ID fromthe received packet. Usually, the
FEC Payload IDis sinply carried explicitly as a separate field

wi thin each packet. In this case, the size of the FEC Payload |ID
field SHOULD be a small fraction of the packet size. Sone FEC
schemes may specify neans for deriving the relationship between the
carried encodi ng synbols and the object inplicitly from other
information within the packet, such as protocol headers already
present. Such FEC schenes coul d obviously only be used with CDPs

whi ch provided the appropriate information fromwhich the FEC Payl oad
I D could be derived.

The encoding format of the FEC Payload ID, including its size, is
defined by the FEC Scheme. CDPs specify how the FEC Payload ID is
carried within data packets, i.e., the position of the FEC Payload ID
within the CDP packet format and the howit is associated with
encodi ng synbol s.

FEC schenes for systematic FEC codes (that is, those codes in which
the original source data is included within the encoded data) MAY
specify two FEC Payload ID formats, one for packets carrying only
source synbols and another for packets carrying at |east one repair
synbol . CDPs nust include an indication of which of the two FEC
Payload ID formats is included in each packet if they wish to support
such FEC Schenes.

7. FEC Schene Specifications

A specification for a new FEC scheme MJST include the follow ng
t hi ngs:

1. The FEC Encoding ID value that uniquely identifies the FEC
schenme. This value MJST be registered with I ANA as described in
Section 12.

2. The type, semantics, and encoding format of one or two FEC
Payl oad I Ds. Where two FEC Payload ID formats are specified,
then the FEC schene MJST be a systemati c FEC code and one FEC
Payl oad I D format MJUST be designated for use with packets
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carrying only source synbols, and the other FEC Payload ID fornmat
MUST be designated for use with packets carrying at |east one
repair symbol

3. The type and semantics of the FEC Cbject Transni ssion
Information. The FEC Schene MAY define additional restrictions
on the type (including value range) of the Commobn FEC Obj ect
Transni ssion Information el enents.

4. An encoding format for the Conmon FEC Obj ect Transm ssion
Information el enents used by the FEC Schene.

Ful | y- Speci fi ed FEC schenmes MJST further specify:
1. A full specification of the FEC code.

This specification MJIST precisely define the valid FEC Object
Transni ssion Information values, the valid FEC Payl oad | D val ues,
and the valid packet payload sizes for any given object (where
packet payload refers to the space -- not necessarily contiguous
-- within a packet dedicated to carrying encodi ng synbol octets).

Furthernore, given an object, valid values for each of the FEC
bj ect Transnission Information el enents used by the FEC Schene,
a valid FEC Payload ID value, and a valid packet payl oad size,
the specification MJST uniquely define the values of the encoding
synmbol octets to be included in the packet payl oad of a packet
with the given FEC Payl oad | D val ue.

A common and sinple way to specify the FEC code to the required
| evel of detail is to provide a precise specification of an
encodi ng al gorithm whi ch, given an object, valid values for each
of the FEC Obj ect Transm ssion Information elements used by the
FEC Schene for the object, a valid FEC Payl oad I D, and packet
payl oad | ength as input produces the exact val ue of the encoding
synbol octets as output.

2. A description of practical encoding and decodi ng al gorithns.
Thi s description need not be to the sane | evel of detail as for
(1) above; however, it nust be sufficient to denonstrate that
encodi ng and decodi ng of the code is both possible and practical.

FEC schene specifications MAY additionally define the foll ow ng:

1. Type, semantics, and encoding format of a Scheme-specific FEC
bj ect Transni ssion Information el enent.
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Note that if an FEC schene does not define a Schene-specific FEC
bj ect Transnission Information el enent, then such an el enent MJST
NOT be introduced in future versions of the FEC Schenme. This
requirement is included to ensure backwards-conpatibility of CDPs
desi gned to support only FEC Schenes that do not use the Schemne-
specific FEC Object Transmi ssion Information el enent.

Wienever an FEC schene specification defines an ’'encoding format’ for
an elenment, this nmust be defined in terns of a sequence of octets
that can be enbedded within a protocol. The Iength of the encoding
format MJUST either be fixed, or it nmust be possible to derive the

I ength from exam ning the encoded octets thensel ves. For exanpl e,
the initial octets may include sonme kind of |ength indication.

FEC schenmes SHOULD neke use of the Commobn FEC Cbj ect Transm ssion
Information el enents in preference to including information in a
Schene-specific FEC Cbject Transnission Information el enent.

FEC schene specifications SHOULD use the termi nol ogy defined in this
docunment and SHOULD foll ow the followi ng format:

1. Introduction <define whether the scheme is Fully-Specified or
Under - Speci fi ed>

<descri be the use-cases addressed by this FEC schene>
2. Formats and Codes

2.1 FEC Payload ID(s) <define the type and format of one or two
FEC Payl oad | Ds>

2.2 FEC Object Transmission Information

2.2.1 Mandatory <define the value of the FEC Encoding ID for
this FEC schenme>

2.2.2 Conmon <descri be which Commbn FEC Cbj ect Transni ssion
Information el enents are used by this FEC schene, define
their value ranges, and define an encoding format for
t henw

2.2.3 Schene-Specific <define the Scheme-specific FEC Qbj ect
Transm ssion Information, including an encoding format, if
required>

3. Procedures <describe any procedures that are specific to this FEC

schene, in particular derivation and interpretation of the fields
in the FEC Payl oad I D and FEC bj ect Transm ssion |Infornation. >
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4. FEC code specification (for Fully-Specified FEC schenmes only)
<provide a conplete specification of the FEC Code>

Speci fications MAY include additional sections such as those
cont ai ni ng exanpl es.

Each FEC schene MJUST be specified independently of all other FEC
schenes; for exanple, in a separate specification or a conpletely
i ndependent section of a |arger specification.

8. CDP Specifications

A specification for a CDP that uses this building block MIUST incl ude
the follow ng things:

1. Definitions of an encoding fornat for the Mandatory FEC Obj ect
Transni ssion I nfornmation el enent.

2. A neans to reliably comuni cate the Mandatory FEC Obj ect
Transm ssion Information el ement from sender to receiver(s) using
the encoding format defined in (1).

3. Means to reliably comunicate the Common FEC Obj ect Transm ssion
Information el enent from sender to receiver(s) using either or
both of (a) the encoding format defined by the FEC Schene or (b)
encodi ng formats defined by the CDP

4. A nmeans to reliably conmunicate the Schene-specific FEC Qbj ect
Transm ssion Information el ement from sender to receiver(s) using
the encoding format of the Scheme-specific FEC Obj ect
Transni ssion Information el enent defined by the FEC schene.

5. A nmeans to comuni cate the FEC Payload ID in association with a
data packet. Note that the encoding format of the FEC Payload ID
is defined by the FEC Schene.

If option (b) of (3) above is used, then the CDP MJUST specify an
encoding format for the Common FEC Qbject Transm ssion |nformation
el ement s.

CDPs MAY additionally specify the follow ng things:
1. A neans to indicate whether the FEC Payload ID within a packet is
encoded according to the format for packets including only source

synbol s or according to the format for packets including at |east
one repair synbol
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9.

9.

9.

Common Al gori t hirs

This section describes certain algorithns that are expected to be

commonly required by FEC schenes or by CDPs. FEC Schenes and CDPs
SHOULD use these algorithns in preference to scheme- or protocol -

specific al gorithnms, where appropriate.

1. Block Partitioning Al gorithm

This algorithm conputes a partitioning of an object into source

bl ocks so that all source blocks are as close to being equal |ength
as possible. A first nunber of source blocks are of the sane |arger
| ength, and the remaini ng second nunber of source bl ocks are of the
sane smaller | ength.

This algorithmis described in tw steps, the second of which may be
useful in itself as an independent algorithmin sone cases. In the
first step, the nunber of source synbols (T) and the nunber of source
bl ocks (N) are derived fromthe Object transfer length (L), Maxinmm
Source Block Length (B), and Synbol Length (E).

In the second step, the partitioning of the object is derived from
t he nunber of source synbols (T) and the nunber of source bl ocks (N)
The partitioning is defined in ternms of a first nunber of source
bl ocks (1), a second nunber of source blocks (N-1), the length of
each of the first source blocks (A large), and the Iength of each of
t he second source blocks (A_small).
The followi ng notation is used in the description bel ow

ceil[x] denotes x rounded up to the nearest integer.

floor[x] denotes x rounded down to the nearest integer.

1.1. First Step

| nput :

B -- Maximum Source Bl ock Length, i.e., the maxi num nunber of source
synbol s per source bl ock

L -- Transfer Length in octets

E -- Encoding Synbol Length in octets
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Qut put :
T -- the nunber of source synbols in the object.
N -- the nunber of source blocks into which the object shall be

partitioned.
Al gorit hm

1. The nunber of source synbols in the transport object is conputed
as T = ceil[L/F].

2. The transport object shall be partitioned into N = ceil [T/ B]
source bl ocks.

9.1.2. Second step
| nput :
T -- the nunber of source synbols in the object.

N -- the nunber of source blocks into which the object is
partitioned.

Qut put :

| -- the nunber of |arger source bl ocks.

A large -- the length of each of the larger source blocks in
synbol s.

A small -- the length of each of the snaller source bl ocks in
synbol s.

Al gorit hm

1. Alarge = ceil [T/ N

2. Asmall = floor[T/N

3. I =T- Asmll * N

Each of the first | source bl ocks then consists of A large source
synbol s; each source synbol is E octets in length. Each of the
remai ning NI source blocks consist of A snall source synbols; each
source synbol is E octets in length, except that the |last source
synbol of the last source block is L-((L-1)/E) rounded down to the
nearest integer)*E octets in |ength.
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10. Requirements from QG her Buil ding Bl ocks

The FEC buil di ng bl ock does not provide any support for congestion
control. Any conplete CDP MJUST provi de congestion control that
conforms to [6], and thus this MJST be provided by anot her buil di ng
bl ock when the FEC building block is used in a CDP.

There are no other specific requirenments from other building bl ocks
for the use of this FEC building block. However, any CDP that uses

t he FEC buil ding bl ock nmay use other building bl ocks, for exanple, to
provi de support for sending higher |evel session information wthin
data packets containi ng FEC encodi ng synbol s.

11. Security Considerations

Data delivery can be subject to denial-of-service attacks by
attackers which send corrupted packets that are accepted as
legitimate by receivers. This is particularly a concern for
mul ti cast delivery because a corrupted packet nay be injected into
the session close to the root of the nulticast tree, in which case,
the corrupted packet will arrive at many receivers. This is
particularly a concern for the FEC buil ding bl ock because the use of
even one corrupted packet containing encoding data may result in the
decodi ng of an object that is conpletely corrupted and unusable. It
is thus RECOMVENDED t hat source authentication and integrity checking
are applied to decoded objects before delivering objects to an
application. For exanple, a SHA-1 hash [7] of an object may be
appended before transmi ssion, and the SHA-1 hash is conputed and
checked after the object is decoded, but before it is delivered to an
application. Source authentication SHOULD be provided, for exanple,
by including a digital signature verifiable by the receiver and
conmputed on top of the hash value. It is also RECOMVENDED that a
packet authentication protocol such as Tinmed Efficient Stream Loss-
Tol erant Aut hentication (TESLA) [9] be used to detect and discard
corrupted packets upon arrival. Furthernore, it is RECOVENDED t hat
Reverse Path Forwardi ng checks be enabled in all network routers and
switches along the path fromthe sender to receivers to limt the
possibility of a bad agent successfully injecting a corrupted packet
into the nmulticast tree data path.

Anot her security concern is that some FEC i nformati on may be obtai ned
by receivers out-of-band in a session description, and if the session
description is forged or corrupted, then the receivers will not use
the correct protocol for decoding content fromreceived packets. To
avoi d these problens, it is RECOMWENDED t hat neasures be taken to
prevent receivers fromaccepting incorrect session descriptions,

e.g., by using source authentication to ensure that receivers only
accept legitimte session descriptions from authorized senders.
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12. | ANA Consi der ati ons

Val ues of FEC Encoding IDs and FEC Instance |IDs are subject to | ANA
registration. They are in the registry named "Reliable Milticast
Transport (RMI) FEC Encoding I Ds and FEC Instance | Ds" |ocated at
time of publication at:

http://ww. i ana. or g/ assi gnnents/rnt-fec-paraneters

FEC Encoding I Ds and FEC I nstance | Ds are hierarchical: FEC Encodi ng
| Ds scope i ndependent ranges of FEC Instance IDs. Only FEC Encodi ng
| Ds that correspond to Under-Specified FEC schenes scope a
correspondi ng set of FEC I nstance | Ds.

The FEC Encoding I D and FEC Instance | Ds are non-negative integers.
In this docunent, the range of values for FEC Encoding IDs is O to
255. Values fromO to 127 are reserved for Fully-Specified FEC
schenmes, and Values from 128 to 255 are reserved for Under- Specified
FEC schenes, as described in nore detail in Section 6. 1.

12.1. Explicit | ANA Assignment Guidelines

Thi s docunent defines a nane-space for FEC Encodi ng | Ds naned:
ietf:rnt:fec:encoding

The val ues that can be assigned within the "ietf:rnt:fec:encoding"
nane- space are numeric indexes in the range [0, 255], boundaries

i ncluded. Assignnment requests are granted on a "I ETF Consensus"
basis as defined in [2]. Section 7 defines explicit requirenents
t hat docunents defining new FEC Encodi ng | Ds shoul d neet.

Thi s docunent al so defines a nanme-space for FEC I nstance | Ds naned:
ietf:rnt:fec:encoding:instance

The "ietf:rnt:fec:encoding:instance" nane-space is a sub-name-space
associated with the "ietf:rnmt:fec:encodi ng" name-space. Each val ue
of "ietf:rnt:fec:encoding" assigned in the range [128, 255] has a
separate "ietf:rnt:fec:encodi ng:instance" sub-nane-space that it
scopes. Values of "ietf:rm:fec:encoding” in the range [0, 127] do
not scope a "ietf:rnt:fec:encoding:instance" sub-name-space.

The val ues that can be assigned within each "ietf:rnt:fec:encodi ng:

i nstance" sub-nane-space are non-negative integers | ess than 65536.
Assi gnment requests are granted on a "First Come First Served" basis
as defined in [2]. The sanme value of "ietf:rm:fec:encoding:

i nstance" can be assigned within nultiple distinct sub-nane-spaces,
i.e., the sane value of "ietf:rnt:fec:encoding:instance" can be used
for nultiple values of "ietf:rnt:fec:encoding".
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Requestors of "ietf:rnt:fec:encoding:instance" assignnents MJST
provide the follow ng information

o The value of "ietf:rnt:fec:encoding" that scopes the "ietf:rnt
fec: encodi ng: i nstance" sub-name-space. This nust be in the range
[ 128, 255].

o Point of contact information

0o A pointer to publicly accessible docunentation describing the
Under - Speci fi ed FEC schenme, associated with the value of "ietf:
rm: fec: encoding:instance" assigned, and a way to obtain it (e.g.,
a pointer to a publicly available reference-inplenentation or the
name and contacts of a conpany that sells it, either separately or
enbedded in a product).

It is the responsibility of the requestor to keep all the above
i nformation up to date.

13. Changes from RFC 3452

This section lists the changes between the Experinental version of
this specification, [3], and this version:

o The requirenments for definition of a new FEC Schene and the
requi rements for specification of new Content Delivery Protocols
that use FEC Schenes are made nore explicit to permt independent
definition of FEC Schenmes and Content Delivery Protocols.

o The definitions of basic FEC Schenes have been renpved with the
i ntention of publishing these separately.

o The FEC Object Transm ssion Information (OTl) is nore explicitly
defined, and in particular, three classes of FEC OIl (Mndatory,
Common, and Schene-specific) are introduced to permt reusable
definition of explicit fields in Content Delivery Protocols to
carry these elenents

0 FEC Schenes are required to specify a conplete encoding for the
FEC Obj ect Transmi ssion, which can be carried transparently by
Content Delivery protocols (instead of defining explicit
el ements) .

0 The possibility for FEC Schenes to define two FEC Payl oad 1D

formats for use with source and repair packets, respectively, in
the case of systematic FEC codes is introduced.
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14.

15.

15.

15.

o The file blocking algorithmfrom FLUTE is included here as a
common algorithmthat is reconmended to be reused by FEC Schenes
when appropri ate.
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