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A Uni form Resource Narme (URN) for
Energency and O her Wel|-Known Services

Status of This Menop

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

The content of many conmuni cation services depends on the context,
such as the user’s location. W describe a "service’ URN that allows
wel | - known cont ext - dependent services that can be resolved in a

di stributed manner to be identified. Exanples include energency
services, directory assistance, and call-before-you-dig hot |ines.
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1. Introduction

In existing tel ecommuni cations systens, there are many wel | - known
conmruni cation and information services that are offered by | oosely
coordinated entities across a |arge geographic region, with well -
known identifiers. Some of the services are operated by governnents
or regul ated nonopolies, others by conpeting comercial enterprises.
Exanpl es include energency services (reached by dialing 9-1-1 in
North America, 1-1-2 in Europe), conmunity services and vol unteer
opportunities (2-1-1 in sone regions of the United States), tel ephone
directory and repair services (4-1-1 and 6-1-1 in the United States
and Canada), government infornmation services (3-1-1 in sone cities in
the United States), |lawer referral services (1-800-LAWER), car
roadsi de assi stance (autonobile clubs), and pizza delivery services.
Unfortunately, alnost all of themare I[imted in scope to a single
country or possibly a group of countries, such as those belonging to
the North American Nunbering Plan or the European Union. The sane
identifiers are often used for other purposes outside that region,
maki ng access to such services difficult when users travel or use
devi ces produced outside their hone country.

These services are characterized by long-termstability of user-
visible identifiers, decentralized adm nistration of the underlying
service, and a well-defined resolution or mappi ng mechani sm For
exanpl e, there is no national coordination or call center for "9-1-1"
inthe United States; rather, various |ocal government organizations
cooperate to provide this service based on jurisdictions.

In this docunment, we propose a URN nanespace that, together with
resolution protocols beyond the scope of this docunent, allows us to
define such global, well-known services, while distributing the
actual inplenmentation across a |arge nunber of service-providing
entities. There are many ways to divide provision of such services,
such as dividing responsibility by geographic region or by the
service provider a user chooses. In addition, users can choose

di fferent mapping service providers that in turn manage how
geographi c |l ocations are nmapped to service providers.

Avail ability of such service identifiers allows end systens to convey
i nformati on about the desired service to other network entities. For
exanmpl e, an | P phone could have a special set of short cuts, address
book entries, or buttons that invoke energency services. Wen such a
service identifier is put into the outgoing Session Initiation
Protocol (SIP) [RFC3261] nessage, it allows SIP proxies to

unanbi guously take actions, as it would not be practical to configure
themwi th dial strings and energency nunbers used throughout the
worl d. Hence, such service identifiers make it possible to del egate
routing decisions to third parties and to nark certain requests as
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havi ng speci al characteristics while preventing these characteristics
from being accidental |l y invoked.

This URN identifies services i ndependent of the particul ar protocol
that is used to request or deliver the service. The URN may appear
in protocols that allow general URI's, such as the SIP [ RFC3261]
request URI's, web pages, or mappi ng protocols.

The service URN is a protocol elenent and is generally not expected
to be visible to humans. For exanple, it is expected that callers
will still dial the energency nunber '9-1-1" in the United States to
reach enmergency services. |In sonme other cases, speed dial buttons

m ght identify the service, as is conmon practice on hotel phones
today. (Speed dial buttons for summoni ng energency help are

consi dered i nappropriate by nost emergency services professionals, at
| east for nobile devices, as they are too prone to being triggered
accidental ly.)

The transl ation of service dial strings or service nunbers to service
URNs in the end host is beyond the scope of this docunent. These
translations |likely depend on the | ocation of the caller and may be
many-to-one, i.e., several service nunbers may nmap to one service
URN. For exanple, a phone for a traveler could recognize the
emergency service nunber for both the traveler’s hone | ocation and
the traveler’s visited location, mapping both to the sanme universal
service URN, urn:service: sos.

Since service URNs are not routable, a SIP proxy or user agent has to
translate the service URN into a routable URI for a | ocation-
appropriate service provider, such as a SIP URL. A Location-to-
Service Translation Protocol (LoST) [LOST] is expected to be used as
a resolution systemfor mapping service URNs to URLs based on
geographic location. In the future, there may be several such
protocols, possibly different ones for different services.

Services are described by top-level service type, and may contain a
hi erarchy of sub-services that further describe the service, as
outlined in Section 3.

We discuss alternative approaches for creating service identifiers,
and why they are unsatisfactory, in Appendix A
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2.

Ter ni nol ogy
In this docunment, the key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " MNAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119
[ RFC2119] .
Terni nol ogy specific to enmergency services is defined in [ RFC5012].
Regi strati on Tenpl ate

Bel ow, we include the registration tenplate for the URN schene
according to RFC 3406 [ RFC3406] .

Nanespace I D: service

Regi stration |Information:
Regi stration version: 1
Regi stration date: 2006-04-02

Decl ared regi strant of the nanmespace:
Regi stering organi zation: |ETF
Desi gnated contact: Henning Schul zri nne
Desi gnat ed contact emmil: hgs@s. col unbi a. edu

Decl aration of syntactic structure: The URN consists of a
hi erarchical service identifier, with a sequence of |abels
separated by periods. The left-nost |abel is the nost significant
one and is called '"top-level service’', while nanes to the right
are called 'sub-services’. The set of allowable characters is the

same as that for domain nanmes [ RFC1123] and a subset of the | abels
all owed in [RFC3958]. Labels are case-insensitive, but MJST be

specified in all |lower-case. For any given service URN, service-
identifiers can be renoved right-to-left; the resulting URN is
still valid, referring to a nore generic service. In other words,

if a service 'x.y.z exists, the URNs 'x’ and 'x.y are also valid
service URNs. The ABNF [ RFC4234] is shown bel ow.
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servi ce- URN "URN: service:" service

service = top-level *("." sub-service)

t op-1 evel =let-dig [ *25let-dig-hyp let-dig ]
sub-service = let-dig [ *let-dig-hyp let-dig ]
let-dig-hyp =1let-dig/ "-"

let-dig = ALPHA / DIAT

ALPHA = U41-5A /| %61-7A y AAZ | a-z
DAT = %30-39 ; 0-9

Rel evant ancillary docunentation: None

Conmuni ty considerations: The service URNis believed to be rel evant
to a large cross-section of Internet users, including both
techni cal and non-technical users, on a variety of devices, but
particularly for nobile and nomadi ¢ users. The service URN will
all ow I nternet users needing services to identify the service by
ki nd, wi thout having to determ ne nmanual ly who provi des the
particular service in the user’s current context, e.g., at the
user’'s current location. For exanple, travelers will be able to
use their nobile devices to request emergency services w thout
having to know the emergency dial string of the visited country.
The assignnment of identifiers is described in the | ANA
Consi derations (Section 4). The service URN does not prescribe a
particul ar resolution mechanism but it is assunmed that a nunber
of different entities could operate and offer such nmechani sns.

Nanespace considerations: There do not appear to be other URN
nanmespaces that serve the sanme need of uniquely identifying
wi del y-avai | abl e comruni cati on and i nformation services. Unlike
nost other currently registered URN nanespaces, the service URN
does not identify docunents and protocol objects (e.g., [RFC3044],
[ RFC3187], [RFC4179], and [RFC4195]), types of tel econmunications
equi pnent [ RFC4152], people, or organizations [RFC3043]. tel URIs
[ RFC3966] identify tel ephone nunbers, but nunbers comonly
identifying services (such as 911 or 112) are specific to a
particul ar region or country.

| dentifier uniqueness considerations: A service URNidentifies a
| ogi cal service, specified in the service registration (see | ANA
Consi derations (Section 4)). Resolution of the URN, if
successful, will return a particular instance of the service, and
this instance may be different even for two users naking the sane
request in the sane place at the sane tine; the |ogical service
identified by the URN, however, is persistent and uni que. Service
URNs MJUST be uni que for each uni que service; this is guaranteed
through the registration of each service within this nanmespace,
described in Section 4.

Schul zri nne St andar ds Track [ Page 5]



RFC 5031 Servi ce URN January 2008

I dentifier persistence considerations: The ’'service’ URN for the
same service is expected to be persistent, although there
natural ly cannot be a guarantee that a particular service wll
continue to be available globally or at all tines.

Process of identifier assignment: The process of identifier
assignment is described in the | ANA Considerations (Section 4).

Process for identifier resolution: There is no single globa
resolution service for 'service’ URNs. However, each top-Ievel
service can provide a set of mapping protocols to be used with
"service’ URNs of that service.

Rul es for |exical equivalence: ’'service identifiers are conpared
according to case-insensitive string equality.

Conformance with URN syntax: The BNF in the 'Declaration of
syntactic structure’ above constrains the syntax for this URN
schene.

Val i dati on mechanism Validation determ nes whether a given string
is currently a validly-assigned URN [ RFC3406]. Due to the

di stributed nature of the mappi ng mechani sm and since not al
services are avail abl e everywhere and not all mappi ng servers nmay
be configured with all current service registrations, validation
in this sense is not possible. Al so, the discovery nechanismfor
t he mappi ng nechani sm may not be configured with all current top-
| evel services.

Scope: The scope for this URN is public and gl obal.
4. | ANA Consi derations

This section registers a new URN scheme with the registration
tenpl ate provided in Section 3.

Bel ow, Section 4.1 details how to regi ster new service-identifying

| abel s. Descriptions of sub-services for the first two services to
be registered, sos and counseling, are given in Section 4.2 and
Section 4.3, respectively. Finally, Section 4.4 contains the initial
regi stration table.

4.1. New Service-ldentifying Labels
Servi ces and sub-services are identified by |abels managed by | ANA,
according to the processes outlined in [RFC2434] in a new registry

called "Service URN Label s". Thus, creating a new service requires
| ANA action. The policy for adding top-level service |labels is
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"Standards Action’. (This docunent defines the top-Ilevel services
"sos’ and 'counseling’.) The policy for assigning |abels to sub-
services may differ for each top-Ilevel service designation and MJST
be defined by the docunment describing the top-I|evel service.

Entries in the registration table have the follow ng format:

Service Reference Description
foo RFCxyz Brief description of the 'foo’ top-level service
foo. bar RFCabc Description of the 'foo.bar’ service

To allow use within the constraints of S-NAPTR [ RFC3958], all top-
| evel service names MJST NOT exceed 27 characters.

4.2. Sub-Services for the 'sos’ Service

This section defines the first service registration within the | ANA
registry defined in Section 4.1, using the top-Ievel service |abel
'sos’.

The 'sos’ service type describes energency services requiring an

i mredi ate response, typically offered by various branches of the
government or other public institutions. Additional sub-services can
be added after expert review and nust be of general public interest
and have a simlar energency nature. The expert is designated by the
ECRI T working group, its successor, or, in their absence, the |IESG
The expert review should only approve energency services that are
offered widely and in different countries, with approximtely the
sane cal l er expectation in ternms of services rendered. The 'sos’
service is not nmeant to invoke general governnment, public

i nformati on, counseling, or social services.

urn: service:sos The generic ’'sos’ service reaches a public safety
answering point (PSAP), which in turn dispatches aid appropriate
to the enmergency. It enconpasses all of the services |listed
bel ow.

urn: service: sos. anbul ance This service identifier reaches an
anbul ance service that provides energency nedi cal assistance and
transportation

urn: service: sos. ani mal -control Animal control typically enforces
| aws and ordi nances pertaining to animal control and nanagenent,
i nvesti gates cases of aninal abuse, educates the conmunity in
responsi bl e pet ownership and wildlife care, and provides for the
housi ng and care of honel ess ani mals, anong ot her aninmal-rel ated
servi ces.
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urn:service:sos.fire The 'fire’ service identifier sumons the fire
service, also known as the fire brigade or fire departmnent.

urn:service:sos.gas The 'gas’ service allows the reporting of
natural gas (and other flamuabl e gas) |eaks or other natural gas
ener genci es.

urn:service:sos.marine The 'marine’ service refers to maritine
search and rescue services such as those offered by the coast
guard, lifeboat, or surf |ifesavers.

urn: service:sos.nountain The "nountain service refers to nountain
rescue services (i.e., search and rescue activities that occur in
a nmount ai nous environnment), although the termis sonetines al so
used to apply to search and rescue in other wl derness
envi ronnment s.

urn: service: sos. physician The ’physician’ enmergency service connects
the caller to a physician referral service.

urn: service: sos. poi son The ’'poison’ service refers to special
information centers set up to informcitizens about how to respond
to potential poisoning. These poison control centers maintain a
dat abase of poisons and appropriate energency treatnent.

urn: service:sos.police The '"police’ service refers to the police
departnment or other |aw enforcenent authorities.

4.3. Sub-Services for the 'counseling Service

The ’'counseling’ service type describes services where callers can
recei ve advi ce and support, often anonynous, but not requiring an
energency response. (Naturally, such services may transfer callers
to an energency service or sumopn such services if the situation
warrants.) Additional sub-services can be added after expert review
and shoul d be of general public interest. The expert is chosen in

t he same manner as described for the 'sos’ service. The expert
revi ew shoul d take into account whether these services are offered
widely and in different countries, with approxinately the sane caller
expectation in terns of services rendered.

urn: service:counseling The generic 'counseling service reaches a

call center that transfers the caller based on his or her specific
needs.
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urn: service:counseling.children The 'children’ service refers to
counseling and support services that are specifically tailored to
the needs of children. Such services may, for exanple, provide
advice to run-aways or victinms of child abuse.

urn: service:counseling.nmental -health The 'nental -health” service
refers to the "diagnostic, treatnent, and preventive care that
hel ps i nprove how persons with nental illness feel both physically
and enmotionally as well as how they interact with other persons".
(U.S. Departnent of Health and Human Servi ces)

urn: service:counseling.suicide The '"suicide service refers to the
sui ci de prevention hotli ne.

4.4. Initial 1 ANA Registration

The following table contains the initial I ANA registration for
ener gency and counsel i ng services.

Servi ce Ref erence Description
counsel i ng RFC 5031 Counsel i ng services
counsel i ng. chil dren RFC 5031 Counseling for children
counsel i ng. mental -health RFC 5031 Mental heal th counseling
counsel i ng. sui ci de RFC 5031 Sui ci de prevention hotline
S0s RFC 5031 Enmer gency services
sos. anbul ance RFC 5031 Ambul ance servi ce
sos. ani mal - cont r ol RFC 5031 Ani mal contro
sos.fire RFC 5031 Fire service
S0Ss. gas RFC 5031 Gas | eaks and gas emergenci es
S0S. mari ne RFC 5031 Maritime search and rescue
S0S. nmount ai n RFC 5031 Mount ai n rescue
so0s. physi ci an RFC 5031 Physi cian referral service
S0S. poi son RFC 5031 Poi son control center
sos. police RFC 5031 Pol i ce, | aw enforcenent

5. Internationalization Considerations

The service |l abels are protocol elenents [ RFC3536] and are not
normal Iy seen by users. Thus, the character set for these el enents
is restricted, as described in Section 3.
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6.

7.

7.

Security Considerations

As an identifier, the service URN does not appear to raise any
particul ar security issues. The services described by the URN are
meant to be well-known, even if the particular service instance is
access-control l ed, so privacy considerations do not apply to the URN.

There are likely no specific privacy issues when including a service
URN on a web page, for exanple. On the other hand, ferrying the URN
in a signaling protocol can give attackers information on the kind of
service desired by the caller. For exanple, this nakes it easier for
the attacker to automatically find all calls for emergency services
or directory assistance. Appropriate, protocol-specific security
nmechani sns need to be inplenented for protocols carrying service
URNs. The mappi ng protocol needs to address a nunber of threats, as
detailed in [ RFC5069]. That docunent al so discusses the security
considerations related to the use of the service URN for emergency
servi ces.
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Appendi x A.  Alternative Approaches Consi dered

The discussions of ways to identify enmergency calls has yielded a
nunber of proposals. Since these are occasionally brought up during
di scussions, we briefly sumrari ze why this docunment chose not to
pursue these sol utions.

t el

t el

: NNN; cont ext =+C Thi s approach uses tel URIs [ RFC3966]. Here, NNN
is the national energency nunber, where the country is identified
by the context C. This approach is easy for user agents to

i mpl ement, but hard for proxies and other SIP elenents to
recogni ze, as it would have to know about all nunber-context

conbi nations in the world and track occasi onal changes. In
addition, nmany of these nunbers are being used for other services.
For exanpl e, the emergency nunber in Paraguay (00) is also used to
call the international operator in the United States. As another
exanpl e, a nunber of countries, such as Italy, use 118 as an
energency nunber, but it also connects to directory assistance in
Fi nl and.

:sos This solution avoids nane conflicts, but requires extending
the "tel”" URI "tel" [RFC3966]. It also only works if every

out bound proxy knows how to route requests to a proxy that can
reach emergency services since tel URIs do not identify the
destination server.

sip:sos@onmain Earlier work had defined a special user identifier,

sos, within the caller’s honme domain in a SIP URI, for exanple,

si p: sos@xanpl e.com Such a user identifier follows the
convention of RFC 2142 [RFC2142] and the "postnaster" convention
docunmented in RFC 2822 [ RFC2822]. This approach had the advant age
that dial plans in existing user agents could probably be
converted to generate such a URI and that only the home proxy for
the domain has to understand the user nami ng convention. However,
it overloads the user part of the URI with specific semantics

rat her than bei ng opaque, mnmakes routing by the outbound proxy a
speci al case that does not conformto normal SIP request-URI
handling rules and is SIP-specific. The nmechani sm al so does not
extend readily to other services.

SIP URI user paraneter: One could create a special URI, such as

"aor-domai n; user=so0s". This avoids the nanme conflict problem but
requi res mechani smaware user agents that are capable of emitting

this special URI. Also, the 'user’ paraneter is nmeant to describe
the format of the user part of the SIP URI, which this usage does

not do. Adding other parameters still |eaves unclear what, if
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any, conventions should be used for the user and domain part of
the URL. Neither solution is likely to be backward-conpati bl e
with existing clients.

Speci al donamin: A special domain, such as "sip:fire@os.int" could
be used to identify energency calls. This has sinilar properties
as the "tel:sos" URI, except that it is indeed a valid URI. To
make this usable, the special domain would have to be operational
and point to an appropriate energency services proxy. Having a
single, if logical, energency services proxy for the whole world
seens to have undesirable scaling and adm nistrative properties.
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on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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