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A Tel ephone Number Mapping (ENUM Service Registration for
Instant Messaging (IM Services

Status of This Menop

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Thi s docunent registers a Tel ephone Nunmber Mapping (ENUM service for
I nstant Messaging (IM. Specifically, this docunent focuses on
provisioning 'im’' URIs (Uniform Resource lIdentifiers) in ENUM

1. Introduction

ENUM (E. 164 Nunmber Mapping, RFC 3761 [1]) is a systemthat uses DNS
(Domai n Nane Service, RFC 1034 [2]) to transl ate tel ephone nunbers,
such as ' +12025550100', into URIs (Uniform Resource Identifiers, RFC
3986 [3]), such as 'imuser@xanple.com. ENUMexists primarily to
facilitate the interconnection of systens that rely on tel ephone
nunbers with those that use URIs to identify resources.

I nstant Messaging (IM is a service defined in RFC 2778 [6] that

all ows users to send and receive typically short, often textual
nmessages in near real-tinme. The |ETF has defined a generic URI used
to identify an IMservice for a particular resource: the "im’ UR
schenme (defined in RFC 3861 [4]). RFC 3861 [4] also defines rules
for discovering service running specific protocols, such as SIP (the
Session Initiation Protocol, RFC 3261 [8]) and XMPP (the eXtensible
Messagi ng and Presence Protocol, RFC 3921 [9]) froma specific 'im’
URI .

RFC 3953 [10] already defines an enunservice for presence services,
which returns "pres:’ URIs (also defined in RFC 3861 [4]). This
docunent registers an enunservice for advertising IMinformation
associated with an E. 164 nunber.
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2.

ENUM Servi ce Registration - im

As defined in RFC 3761 [1], the following is a tenplate covering
i nformati on needed for the registration of the enunservice specified
in this docunent:

Enunservi ce Nane:
Iliml

Enunservi ce Type:
Iliml

Enunservi ce Subtypes:
N A

URI schene(s):
Ilimll

Functi onal Specification:
This Enunservice indicates that the resource identified is an
"im’ URI. The "im’ URI schenme does not identify any particular
protocol that will be used to handl e instant nessagi ng receipt or
delivery, rather the nmechanismin RFC 3861 [4] is used to discover
whet her an | M protocol supported by the party querying ENUMi s
al so supported by the target resource.

Security considerations:
See section 3.

I nt ended usage:
COVMON

Aut hor :
Rohan Mahy (rohan@kabal . com)

Security Considerations

The Dormai n Nane System (DNS) does not make policy decisions about
which records it provides to a DNS resolver. Al DNS records nust be

assuned to be available to all inquirers at all tines. The
i nformati on provided within an ENUM record set nust therefore be
consi dered open to the public -- which is a cause for sone privacy

consi der ati ons.

Revealing an "im’ URl by itself is unlikely to introduce many
privacy concerns, although, depending on the structure of the URI, it
m ght reveal the full name or enployer of the target. The use of
anonynous URIs mitigates this risk.

As ENUM uses DNS, which in its current formis an insecure protocol,
there is no mechani smfor ensuring that the answer returned to a
query is authentic. An analysis of threats specific to the
dependence of ENUM on the DNS is provided in RFC 3761, and a thorough
analysis of threats to the DNS itself is covered in RFC 3833 [11].
Many of these problens are prevented when the resolver verifies the
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5.

5.

authenticity of answers to its ENUM queries via DNSSEC [5] in zones
where it is avail able.

More serious security concerns are associated with potential attacks
agai nst an underlying Instant Messagi ng system (for exanple, nessage
forgery and tanpering). For this reason, |IMprotocols have a nunber
of security requirenents (detailed in RFC 2779 [7]) that call for

aut hentication, integrity and confidentiality properties, and simlar
nmeasures to prevent such attacks. Any instant nessagi ng protocol
used in conjunction with the "im’ UR schene is required to neet

t hese requirenents.

Unlike a traditional telephone nunber, the resource identified by an
"im’ URI nmay require that callers provide cryptographic credentials
for authentication and authorization before instant nessages are
exchanged. 1In concert with instant messagi ng protocols, ENUM can
actually provide far greater protection fromunwanted callers than
does the existing PSTN, despite the public availability of ENUM
records.

| ANA Consi der ati ons

Thi s docunent requests registration of the "inml' Enunservice accordi ng
to the definitions in this document and RFC 3761 [1].
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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