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Sieve Email Filtering: Environnment Extension
Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Thi s docunent describes the "environnment" extension to the Sieve
emai| filtering | anguage. The "environnent"” extension gives a Sieve
script access to information about the Sieve interpreter itself,
where it is running, and about any transport connection currently
involved in transferring the nessage.

1. Introduction

Si eve [RFC5228] is a language for filtering emai|l nessages at or
around the time of final delivery. It is designed to be

i npl enentable on either a mail client or mail server. It is suitable
for running on a mail server where users may not be allowed to
execute arbitrary progranms, such as on black box Internet Message
Access Protocol [RFC3501] servers, as it has no user-controlled | oops
or the ability to run external prograns.

Al though Sieve is intended to be i ndependent of access protocol, mnai
architecture, and operating system in sone cases it is useful to
allow scripts to access informati on about their execution context.
The "environnment" extension provides a new environnent test that can
be used to inplenent scripts that behave differently when noved from
one systemto another, when nessages arrive fromdifferent renote
sources or when otherw se operated in different contexts.

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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The terns used to describe the various conponents of the Sieve
| anguage are taken from Section 1.1 of [RFC5228].

This docunent refers to the ABNF productions |Pv4-address-literal
| Pv6-address-literal, and CGeneral -address-literal defined in Section
4.1.3 of [RFC2821].

The | ocation item makes use of standard terns for emmil service
conponents. Additional information and background on these ternms can
be found in [ EMAI L- ARCH|

3. Capability ldentifiers

The capability string associated with the extension defined in this
docunent is "environnent".

4. Envi ronnment Test

Usage: envi ronment [ COWARATOR] [ MATCH- TYPE]
<name: string>
<key-list: string-list>

The environnent test retrieves the itemof environment infornmation
specified by the name string and natches it to the val ues specified
in the key-list argunent. The test succeeds if a match occurs. The
type of match defaults to ":is" and the default conparator is
"i;ascii-casemap".

The current nessage is not a direct source of information for the
environnent test; the itemof infornmation specified by the name
string is extracted fromthe script’s operating environment and the
key-list argunment cones fromthe script.

The environnent test MJST fail unconditionally if the specified
information item does not exist. A script MJST NOT fail with an
error if the itemdoes not exist. This allows scripts to be witten
that handl e nonexi stent itenms gracefully. In particular, the test:

if environment :contains "itenmd "" { ... }

only succeeds if "itenm is known to the inplenentation, and al ways
succeeds if it is.

The "rel ational" extension [RFC5231] adds a match type called

":count". The count of an environment test is O if the environnent
information returned is the enpty string, or 1 otherwi se.
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items can be standardi zed or vendor-defined. An |IANA
registry is defined for both types of items. Extensions designed for
i nteroperabl e use SHOULD be defined in standards track or

experi nment al

RFCs.

St andard Environnent |tens

set of standardi zed environnent itens is as follows:

=>

=>

=>

=>

=>

The primary DNS domain associated with the Sieve
execution context, usually but not always a proper
suffix of the host nane.

The fully-qualified domain nane of the host where
the Sieve script is executing.

Si eve eval uation can be perfornmed at various

different points as nessages are processed. This item
provi des additional information about the type of
service that is evaluating the script. Possible values
are "MIA", nmeaning the Sieve is being evaluated by a
Message Transfer Agent, "MDA", meaning evaluation is
bei ng perfornmed by a Mail Delivery Agent, "MJA",
nmeani ng eval uation is being perfornmed by a Mail User
Agent, and "MS", nmeaning evaluation is being perforned
by a Message Store. Additional information and
background on these terns can be found in

[ EMAI L- ARCH] .

The product name associated with the Sieve interpreter.

The point relative to final delivery where the

Si eve script is being evaluated. Possible values are
"pre", "during", and "post", referring respectively to
processing before, during, and after final delivery
has taken pl ace.

Host nane of renpte SMIP/ LMIP/ Submi ssion client
expressed as a Fully Qualified Domain Nanme (FCQDN),

if applicable and available. The empty string will be
returned if for sone reason this informati on cannot be
obtained for the current client.
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"renote-ip"
=> | P address of renote SMIP/LMIP/ Subm ssion client, if
applicable and available. [|Pv4, IPv6, and other types
of addresses are respectively represented in the
formats defined by the | Pv4-address-literal,
| Pv6- address-literal, and General -address-litera
productions defined in Section 4.1.3 of [RFC2821].

"version" => The product version associated with the Sieve
interpreter. The nmeaning of the product version string
i s product-specific and should al ways be consi dered
in the context of the product nanme given by the
"name" item

| mpl enent ati ons SHOULD support as many of the itens on this initial
list as possible. Additional standardized itenms can only be defined
in standards-track or experinmental RFCs.

4.2. Vendor-defined Environnment Itens

Envi ronment item nanmes beginning with "vnd." represent vendor-defined
extensi ons. Such extensions are not defined by Internet standards or

RFCs, but are still registered with ANA in order to prevent
conflicts.

4.3. | ANA Registration of Environnment Itens
A registry of environment itenms is provided by ANA |Item nanmes nay

be registered on a first-cone, first-served basis.

G oups of itens defined in a standards track or experinmental RFC MAY
choose to use a conmon nane prefix of the form"nane.", where "nane"
is astring that identifies the group of related itens.

Items not defined in a standards track or experinmental RFC MUST have
a nane that begins with the "vnd." prefix, and this prefix is

foll owed by the nane of the vendor or product, such as

"vnd. acne. r ocket - sl ed- st at us"
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4.3.1. Tenplate for Environnent Registrations

The following tenplate is to be used for registering new Sieve
environment item nanes with | ANA

To: iana@ana.org
Subj ect: Registration of new Sieve environnent item

[temname: [the string for use in the "environment’ test]
Descri ption: [a brief description of the semantics of the
val ue the itemreturns]

RFC nunber: [for extensions published as RFCs]
Contact address: [enmil|l and/or physical address to contact for
addi tional information]

Multiple itens and descriptions MAY be specified in a single
regi stration request. Both standardi zed and vendor-defined itens use
this form

5. Security Considerations

The environnent extension nay be used to obtain information about the
systemthe Sieve inplenentation is running on. This information in
turn may reveal details about service provider or enterprise

i nfrastructure

An inmplenmentation can use any technique to deternine the renote-host
environnent itemdefined in this specification, and the
trustworthiness of the result will vary. One common nethod will be
to performa PTR DNS | ookup on the client |IP address. This

i nformati on may come from an untrusted source. For exanple, the
test:

if environment :matches "renote-host" "*.exanmple.com { ... }
is not a good way to test whether the nessage cane from "outside"
because anyone who can create a PTR record can create one that refers
to whatever domain they choose.

Al'l of the security considerations given in the base Sieve
specification also apply to this extension.
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6. | ANA Consi derati ons

The following tenplate specifies the | ANA registration of the Sieve
extension specified in this docunent:

To: iana@ana.org
Subj ect: Registration of new Sieve extension

Capability name: environnment

Descri ption: The "environnment" extension provides a new
envi ronnent test that can be used to inplenent
scripts that behave differently when noved
fromone systemto another or otherw se
operated in different contexts.

RFC nunber: RFC 5183

Contact address: Sieve discussion list <ietf-nma-filters@nct. org>

This specification also defines a new | ANA registry for Sieve
environnment itemnanes. The specifics of this registry are given in
Section 4.3. The initial contents of the registry are given in the
foll owi ng secti on.
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6.1. Initial Environment |Item Registrations

The following tenplate specifies the initial
t he environnent

| ANA registrations for
itens defined in this docunent:

To:
Subj ect :

Capabi l ity nane:
Descri ption:

Capabi l ity nane:
Descri ption:

Capabi l ity nane:
Descri ption:
Capabi l ity nane:
Descri ption:

Capabi l ity nane:
Descri ption:

Capabi l ity nane:
Descri ption:

Capabi l ity nane:
Descri ption:

Capabi l ity nane:
Descri ption:

RFC nunber :
Cont act addr ess:

i ana@ ana. org
Regi strati on of new Sieve environment

itens

domai n

The primary DNS domain associated with the Sieve
execution context, usually but not always a
proper suffix of the host nane.

host
The fully-qualified domain nane of the host
where the Sieve script is executing.

| ocation
Type of service executing the Sieve script.

name
The product name associated with the Sieve
interpreter.

phase
Point relative to final
Si eve scri pt

delivery at which the
i s being eval uat ed.

r enot e- host

Host name of renote SMIP client, if applicable
and avail abl e.

renote-ip

| P address of renote SMIP client, if applicable

and avail abl e.

ver si on
The product version associated with the Sieve
interpreter.

RFC 5183
Si eve discussion list <ietf-nma-filters@nct. org>
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2008).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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