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Status of This Meno
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and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Thi s docunent specifies a per-domain path conputation technique for
establishing inter-domain Traffic Engineering (TE) Miltiprotocol

Label Switching (MPLS) and Generalized MPLS (GWLS) Label Sw tched
Paths (LSPs). In this docunent, a domain refers to a collection of
network elenments within a cormmon sphere of address managenent or path
conput ati onal responsibility such as Interior Gateway Protocol (I1GP)
areas and Aut ononpbus Systens.

Per - domai n conputati on applies where the full path of an inter-domain
TE LSP cannot be or is not determ ned at the ingress node of the TE
LSP, and is not signal ed across donai n boundaries. This is nost
likely to arise owwng to TE visibility limtations. The signaling
nmessage i ndi cates the destination and nodes up to the next donain
boundary. It may al so indicate further donain boundaries or donain
identifiers. The path through each donmain, possibly including the
choice of exit point fromthe domain, nmust be determnmined within the
domai n.
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1. Introduction

The requirenents for inter-domain Traffic Engineering (inter-area and
inter-AS TE) have been devel oped by the Traffic Engi neering Wrking
Group and have been stated in [RFC4105] and [ RFC4216]. The franework
for inter-domain MPLS Traffic Engineering has been provided in

[ RFCA726] .

Sone of the nechanisns used to establish and maintain inter-domain TE
LSPs are specified in [RFC5151] and [ RFC5150].

Thi s docunent exclusively focuses on the path conputation aspects and
defines a nethod for establishing inter-domain TE LSPs where each
node in charge of conmputing a section of an inter-domain TE LSP path
is always along the path of such a TE LSP

Wien the visibility of an end-to-end conplete path spanning nultiple
domai ns is not available at the Head-end LSR (the LSR that initiated
the TE LSP), one approach described in this docunent consists of
usi ng a per-donmain path conputation technique during LSP setup to
determne the inter-domain TE LSP as it traverses nultiple donains.
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The mechani sms proposed in this docunent are also applicable to MPLS
TE donmi ns other than | GP areas and ASs.

The sol ution described in this docunent does not attenpt to address
all the requirenents specified in [ RFC4105] and [ RFC4216]. This is
acceptabl e according to [ RFC4216], which indicates that a sol ution
may be devel oped to address a particul ar depl oynent scenari o and

m ght, therefore, not neet all requirements for other depl oynent
scenari os.

It must be pointed out that the inter-domain path conputation

techni que proposed in this docunent is one anong many others. The
choi ce of the appropriate technique nmust be driven by the set of
requirenments for the path attributes and the applicability to a
particul ar technique with respect to the deploynment scenario. For
exanple, if the requirenment is to get an end-to-end constraint-based
shortest path across multiple domains, then a nechani smusing one or
nmore distributed PCEs could be used to conpute the shortest path
across different domai ns (see [RFC4655]). O her off-1ine nmechanisns
for path conputation are not precluded either. Note also that a
Service Provider may elect to use different inter-domain path
conput ati on techniques for different TE LSP types.

2. Term nol ogy
Termi nol ogy used in this docunent:
AS: Aut ononbus System
ABR Area Border Router, a router used to connect two | GP areas
(areas in OSPF or levels in Internmediate Systemto Internedi ate
System (1S-15)).
ASBR: Aut ononpus System Border Router, a router used to connect
together ASs of a different or the sanme Service Provider via one or

nore inter-AS |inks.

Boundary LSR: A boundary LSR is either an ABR in the context of
inter-area TE or an ASBR in the context of inter-AS TE.

ERO Explicit Route Object.
| GP. Interior Gateway Protocol
Inter-AS TE LSP: A TE LSP that crosses an AS boundary.

Inter-area TE LSP: A TE LSP that crosses an | GP area.
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LSRR Label Switching Router.
LSP: Label Swi tched Pat h.
TE LSP: Traffic Engineering Label Swi tched Path.

PCE: Path Conputation Elenent, an entity (conponent, application, or
network node) that is capable of conputing a network path or route
based on a network graph and appl yi ng conputati onal constraints.

TED: Traffic Engineering Database.

The notion of contiguous, stitched, and nested TE LSPs is defined in
[ RFC4726] and will not be repeated here.

2.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. General Assunptions
3.1. Conmmon Assunptions

- Each domain in all the exanples below is assunmed to be capabl e of
doing Traffic Engineering (i.e., running OSPF-TE or |SIS-TE and
RSVP- TE (Resource Reservation Protocol Traffic Engineering)). A
domain may itself conprise multiple other dommins, e.g., an AS nmay
itself be conposed of several other sub-ASs (BGP confederations) or
areas/levels. In this case, the path conputation technique
described for inter-area and inter-AS MPLS Traffic Engineering
appl i es recursively.

- The inter-donain TE LSPs are signal ed usi ng RSVP-TE ([ RFC3209] and
[ RFC3473]).

- The path (specified by an ERO (Explicit Route Object) in an RSVP-TE
Pat h message) for an inter-domain TE LSP nmay be signaled as a set
of (1l oose and/or strict) hops.

- The hops may identify:

* The complete strict path end-to-end across different domains

* The conplete strict path in the source domain foll owed by
boundary LSRs (or domain identifiers, e.g., AS nunbers)
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* The conplete list of boundary LSRs along the path
* The current boundary LSR and the LSP destination

The set of (loose or strict) hops can be either statically configured
on the Head-end LSR or dynamically conputed. A per-donain path
conputation nmethod is defined in this docunent with an optional

aut o-di scovery mechani sm (e.g., based on | GP, BGP, policy routing

i nformati on) yielding the next-hop boundary node (domain exit point,
such as an Area Border Router (ABR) or an Aut ononbus System Border
Router (ASBR)) along the path as the TE LSP is being signal ed, al ong
with potential crankback nmechanisnms. Alternatively, the domain exit
points may be statically configured on the Head-end LSR, in which
case next-hop boundary node auto-di scovery woul d not be required.

- Boundary LSRs are assuned to be capable of performing |ocal path
conputation for expansion of a | oose next hop in the signaled ERO
if the path is not signaled by the Head-end LSR as a set of strict
hops or if the strict hop is an abstract node (e.g., an AS). In
any case, no topology or resource information needs to be
di stributed between donains (as mandated per [ RFC4105] and
[ RFC4216] ), which is critical to preserve | GP/BGP scalability and
confidentiality in the case of TE LSPs spanning nultiple routing
domai ns.

- The paths for the intra-domain H erarchical LSP (HLSP) or Stitched
LSP (S-LSP) or for a contiguous TE LSP within the domain may be
pre-configured or conputed dynam cally based on the arriving
i nter-donmain LSP setup request (depending on the requirenments of
the transit domain). Note that this capability is explicitly
specified as a requirenent in [RFC4216]. Wen the paths for the
H LSP/ S-LSP are pre-configured, the constraints as well as other
paraneters |ike a |ocal protection schene for the intra-domain H
LSP/ S-LSP are al so pre-configured.

- While certain constraints |ike bandw dth can be used across
different domains, certain other TE constraints |ike resource
affinity, color, metric, etc. as listed in [RFC2702] may need to be

transl ated at domai n boundaries. |If required, it is assuned that,
at the domain boundary LSRs, there will exist sone sort of Iocal
mappi ng based on policy agreenent in order to translate such
constraints across domai n boundaries. It is expected that such an

assunption particularly applies to inter-AS TE: for exanple, the
| ocal nmapping would be sinilar to the inter-AS TE agreenent
enforcenent polices stated in [RFC4216].
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- The procedures defined in this docunent are applicable to any node
(not just a boundary node) that receives a Path nessage with an ERO
that constrains a | oose hop or an abstract node that is not a
sinpl e abstract node (that is, an abstract node that identifies
nore than one LSR)

3.2. Exanple of Topology for the Inter-Area TE Case

The followi ng exanple will be used for the inter-area TE case in this
docunent .

<-area 1-><-- area 0 --><--- area 2 --->

------ ABRl------------ABR3-------

I I |\ I

RO- - X1 | |  X2---X3--Rl

I I |/ I

------ ABR2-----------ABR4--------

<=========== |nter-area TE LSP =======>

Figure 1 - Exanple of topology for the inter-area TE case
Description of Figure 1:

- ABR1, ABR2, ABR3, and ABR4 are ABRs.

- Xlis an LSR in area 1.

- X2 and X3 are LSRs in area 2.

- An inter-area TE LSP TO originated at RO in area 1 and term nated
at RL in area 2.

Not es:

- The term nol ogy used in the exanple above corresponds to OSPF, but
the path conputation technique proposed in this docunent equally
applies to the case of an IS-1S multi-Ievel network.

- Just a fewrouters in each area are depicted in the di agram above
for the sake of sinplicity.

- The exanple depicted in Figure 1 shows the case where the Head-end
and Tail-end areas are connected by neans of area 0. The case of
an inter-area TE LSP between two | GP areas that does not transit
through area 0 is not precluded.

Vasseur, et al. St andar ds Track [ Page 6]



RFC 5152 Path Conp. for Inter-Domain TE LSPs February 2008

3.3. Exanple of Topology for the Inter-AS TE Case

We consider the followi ng general case, built on a superset of the
various scenarios defined in [ RFC4216]:

<-- AS] ----> <------- AS2 ------ ><--- AS3 ----- >
<---BGP---> <---BG@EP-->
CE1- - - RO- - - X1- ASBRL- - - - - ASBR4- - R3- - - ASBR7- - - - ASBRO- - - - R6
| Vo L B | |
|\ ASBR2---/ ASBRS | -- | | |
|\ | | |/ | | |
R1- R2- - - ASBR3- - - - - ASBR6- - R4- - - ASBRS- - - - ASBRLO- - - R7- - - CE2
<======= |nter-AS TE LSP (LSR to LSR)===========>
or
<======== |nter-AS TE LSP (CE to ASBR) =>
or
<z================= | nter-AS TE LSP (CE to CE) —===—=—=—=========>

Figure 2 - Exanple of topology for the inter-AS TE case

The diagram depicted in Figure 2 covers all the inter-AS TE
depl oynment cases described in [ RFC4216].

Description of Figure 2:

- Three interconnected ASs, respectively ASl, AS2, and AS3. Note
that in sone scenarios described in [ RFC4216] AS1=AS3.

- The ASBRs in different ASs are BGP peers. There is usually no IGP
running on the single hop Iinks interconnecting the ASBRs and al so
referred to as inter-ASBR |inks.

- Each AS runs an IGP (IS 1S or OSPF) with the required |GP TE
extensions (see [ RFC3630], [RFC3784], [RFC4203] and [RFC4205]). In
ot her words, the ASs are TE enabl ed.

- CE: Custoner Edge router

- Each AS can be made of several | GP areas. The path conputation
techni que described in this docunent applies to the case of a
single AS nade of nultiple I1GP areas, multiple ASs nmade of a single
| GP area, or any conbination of the above. For the sake of
sinplicity, each routing domain will be considered as a single area
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in this docunent. The case of an inter-AS TE LSP spanning nultiple
ASs where sone of those ASs are thenselves nmade of nultiple I GP
areas can be easily derived fromthe exanpl es above: the per-domain
pat h conputation techni que described in this docunent is applied
recursively in this case.

- An inter-AS TE LSP T1 originated at RO in ASl and term nated at R6
in AS3.

4. Per-Domai n Path Conputation Procedures

The mechani snms for inter-domain TE LSP conputation as described in
this docunent can be used regardl ess of the nature of the
i nter-domain TE LSP (contiguous, stitched, or nested).

Note that any path can be defined as a set of |oose and strict hops.
In other words, in sone cases, it mght be desirable to rely on the
dynami ¢ path conputation in some donmains, and exert a strict contro
on the path in other domains (defining strict hops).

When an LSR that is a boundary node such as an ABR/ ASBR receives a
Pat h message with an ERO that contains a strict node, the procedures
specified in [RFC3209] apply and no further action is needed.

When an LSR that is a boundary node such as an ABR/ ASBR receives a
Pat h message with an ERO that contains a | oose hop or an abstract
node that is not a sinple abstract node (that is, an abstract node
that identifies nore than one LSR), then it MJST follow the
procedures as described in [ RFC5151].

In addition, the foll owing procedures describe the path conputation
procedures that SHOULD be carried out on the LSR

1) If the next hop is not present in the TED, the two follow ng
condi ti ons MUST be checked:

o Wiether the I P address of the next-hop boundary LSR is outside
of the current domain

o Wether the next-hop domain is PSC (Packet Switch Capable) and
uses in-band control channel

If the two conditions above are satisfied, then the boundary LSR
SHOULD check if the next hop has IP reachability (via I GP or BGP)

If the next hop is not reachable, then a signaling failure occurs and
the LSR SHOULD send back an RSVP Pat hErr nessage upstreamw th error
code=24 ("Routing Problem') and error subcode as described in section
4.3.4 of [RFC3209]. |If the available routing information indicates
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that next hop is reachable, the selected route will be expected to
pass through a dommi n boundary via a domain boundary LSR  The

determ nati on of domai n boundary point based on routing information
is what we termas "auto-di scovery" in this docunent. In the absence
of such an auto-di scovery mechanism a) the ABR in the case of
inter-area TE or the ASBR in the next-hop AS in the case of inter-AS
TE shoul d be the signaled | oose next hop in the ERO and hence shoul d
be accessible via the TED, or b) there needs to be an alternate
schenme that provides the domain exit points. Oherw se, the path
computation for the inter-domain TE LSP will fail.

An i nmpl ementati on MAY support the ability to disable such an IP
reachability fall-back option should the next-hop boundary LSR not be
present in the TED. 1In other words, an inplenmentati on MAY support
the possibility to trigger a signaling failure whenever the next hop
is not present in the TED.

2) Once the next-hop boundary LSR has been deternined (according to
the procedure described in 1)) or if the next-hop boundary is
present in the TED

0 Case of a contiguous TE LSP. Unless not allowed by policy, the
boundary LSR that processes the ERO SHOULD perform an ERO
expansi on (a process consisting of conputing the constrained
path up to the next |oose hop and adding the list of hops as
strict nodes in the ERO). If no path satisfying the set of
constraints can be found, then this is treated as a path
comput ati on and signaling failure and an RSVP Pat hErr nessage
SHOULD be sent for the inter-domain TE LSP based on section
4.3.4 of [RFC3209].

0o Case of a stitched or nested TE LSP

* |f the boundary LSR is a candidate LSR for intra-area H LSP/
S-LSP setup (the boundary has local policy for nesting or
stitching), the TE LSP is a candidate for hierarchy/nesting
(the "Contiguous LSP' bit defined in [RFC5151] is not set),
and if there is no HLSP/S-LSP fromthis LSR to the next-hop
boundary LSR that satisfies the constraints, it SHOULD
signal an HLSP/S-LSP to the next-hop boundary LSR If a
pre-configured HLSP(s) or S-LSP(s) already exists, then it
will try to select fromanong those intra-domain LSPs.
Dependi ng on local policy, it MAY signal a new H LSP/ S-LSP
if this selection fails. |If the HLSP/S-LSP is successfully
signal ed or selected, it propagates the inter-domain Path
nessage to the next hop followi ng the procedures descri bed
in [RFC5151]. If for some reason the dynam c H LSP/S-LSP
setup to the next-hop boundary LSR fails, then this SHOULD
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be treated as a path conputation and signaling failure and
an RSVP Pat hErr nessage SHOULD be sent upstream for the
inter-domain LSP. Sinilarly, if selection of a pre-
configured HLSP/S-LSP fails and | ocal policy prevents
dynamic HLSP/S, this SHOULD be treated as a path
computation and signaling failure and an RSVP Pat hErr
nessage SHOULD be sent upstream for the inter-domain TE LSP
In both of these cases, procedures described in section
4.3.4 of [RFC3209] SHOULD be followed to handle the failure.

* |f, however, the boundary LSR is not a candi date for
intra-domain H LSP/S-LSP (the boundary LSR does not have
| ocal policy for nesting or stitching) or the TE LSP is not
a candi date for hierarchy/nesting (the "Contiguous LSP" bit
defined in [ RFC5151] is set), then it SHOULD apply the sane
procedure as for the contiguous case.

The ERO of an inter-donain TE LSP may conpri se abstract nodes such as
ASs. I n such a case, upon receiving the ERO whose next hop is an AS,
t he boundary LSR has to determ ne the next-hop boundary LSR, which
may be determ ned based on the auto-di scovery process mentioned
above. If multiple ASBR candi dates exist, the boundary LSR may apply
some policies based on peering contracts that nay have been
pre-negotiated. Once the next-hop boundary LSR has been det erni ned,
a simlar procedure as the one described above is foll owed.

Note the following related to the inter-AS TE case:

In terms of conputation of an inter-AS TE LSP path, an interesting
optim zation technique consists of allowing the ASBRs to flood the TE
information related to the inter-ASBR |ink(s) although no IGP TE is
enabl ed over those links (and so there is no | GP adj acency over the
inter-ASBR |inks). This of course inplies that the inter-ASBR |inks
be TE-enabl ed al though no 1GP is running on those |inks.

<-- AS] ----> <------- AS2 ------ ><--- AS3 ----- >
<---BGP---> <---BGEP-->
CEl---R0O---X1-ASBR1----- ASBR4- - R3- - - ASBRY7- - - - ASBRO- - - - R6
|\ \ O N R I I
| \ ASBR2---/ ASBR5 | -- | | |
|\ I I |/ I I I
R1- R2- - - ASBR3- - - - - ASBR6- - R4- - - ASBR8- - - - ASBR10- - - R7- - - CE2

Figure 3 - Flooding of the TE-related information for
the inter-ASBR |inks
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Referring to Figure 3, ASBRL for exanple would advertise in its OSPF
Link State Advertisenent (LSA)/IS-1S LSP the Traffic Engi neering TLVs
related to the Iink ASBR1- ASBR4

This allows an LSR (could be the entry ASBR) in the previous AS to
make a nore appropriate route selection up to the entry ASBR in the

i medi atel y downstream AS taking into account the constraints
associated with the inter-ASBR Iinks. This reduces the risk of cal
setup failure due to inter-ASBR |inks not satisfying the inter-AS TE
LSP set of constraints. Note that the TE information is only rel ated
to the inter-ASBR Iinks: the TE LSA/LSP fl ooded by the ASBR i ncl udes
not only the TE-enabled |inks contained in the AS but also the

i nter-ASBR |inks.

Note that no sunmmari zed TE information is | eaked between ASs, which
is conpliant with the requirenents listed in [ RFC4105] and [ RFC4216].

For exanple, consider the diagramdepicted in Figure 2: when ASBR1l
floods its I GP TE LSA ((opaque LSA for OSPF)/LSP (TLV 22 for IS-1S))
inits routing domain, it reflects the reservation states and TE
properties of the followi ng links: Xl-ASBRl1l, ASBRl- ASBR2, and

ASBR1- ASBR4.

Thanks to such an optinization, the inter-ASBR TE link infornmation
corresponding to the links originated by the ASBR is nmade avail abl e
in the TED of other LSRs in the sanme domain to which the ASBR

bel ongs. Consequently, the path conputation for an inter-AS TE LSP
path can also take into account the inter-ASBR link(s). This wll

i nprove the chance of successful signaling along the next AS in case
of resource shortage or unsatisfied constraints on inter-ASBR |inks,
and it potentially reduces one |evel of crankback. Note that no
topol ogy information is flooded, and these |inks are not used in | GP
SPF conputations. Only the TE information for the outgoing |inks
directly connected to the ASBR is adverti sed.

Note that an operator may decide to operate a stitched segnment or
1-hop hierarchical LSP for the inter-ASBR |ink

4.1. Exanple with an Inter-Area TE LSP
The foll owi ng exanple uses Figure 1 as a reference.

4.1.1. Case 1. TO Is a Contiguous TE LSP
The Head-end LSR (R0) first determ nes the next-hop ABR (which could
be manual Iy configured by the user or dynanically determn ned by using

the auto-di scovery nmechanism. RO then conmputes the path to reach
the sel ected next-hop ABR (ABR1) and signals the Path nessage. When
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the Path nessage reaches ABRL, it first determ nes the next-hop ABR

fromits area 0 along the LSP path (say, ABR3), either directly from
the ERO (if for exanple the next-hop ABR is specified as a | oose hop
in the ERO or by using the auto-discovery nechani sm specified above.

- Exanple 1 (set of |oose hops):
RO- ABR1( | oose) - ABR3( | oose) - R1( | oose)

- Exanple 2 (mx of strict and | oose hops):
RO- X1- ABR1- ABR3(| oose) - X2- X3- Rl

Note that a set of paths can be configured on the Head-end LSR
ordered by priority. Each priority path can be associated with a
different set of constraints. It may be desirable to systematically
have a last-resort option with no constraint to ensure that the
inter-area TE LSP could always be set up if at |least a TE path exists
between the inter-area TE LSP source and destination. |In case of
setup failure or when an RSVP PathErr is received indicating that the
TE LSP has suffered a failure, an inplenentation m ght support the
possibility of retrying a particular path option a configurable
anmount of tines (optionally with dynam c intervals between each
trial) before trying a lower-priority path option

Once it has conputed the path up to the next-hop ABR (ABR3), ABR1l
sends the Path nmessage al ong the conputed path. Upon receiving the
Pat h message, ABR3 then repeats a sinilar procedure. |f ABR3 cannot
find a path obeying the set of constraints for the inter-area TE LSP
the signaling process stops and ABR3 sends a PathErr nessage to ABRL.
Then ABRL can in turn trigger a new path conputation by sel ecting
anot her egress boundary LSR (ABR4 in the exanpl e above) if crankback
is allowed for this inter-area TE LSP (see [ RFC4920]). |If crankback
is not allowed for that inter-area TE LSP or if ABRL has been
configured not to perform crankback, then ABRL MJST stop the
signaling process and MJUST forward a PathErr up to the Head-end LSR
(RO) without trying to sel ect another ABR

4.1.2. Case 2: TO Is a Stitched or Nested TE LSP

The Head-end LSR (R0) first determ nes the next-hop ABR (which could
be manual ly configured by the user or dynanically determn ned by using
the auto-di scovery nmechanism. RO then conmputes the path to reach
the sel ected next-hop ABR and signals the Path nessage. Wen the
Pat h nmessage reaches ABRlL, it first determ nes the next-hop ABR from
its area 0 along the LSP path (say ABR3), either directly fromthe
ERO (if for exanple the next-hop ABR is specified as a | oose hop in
the ERO) or by using an auto-di scovery nechani sm specified above.

Vasseur, et al. St andards Track [ Page 12]



RFC 5152 Path Conp. for Inter-Domain TE LSPs February 2008

ABRL t hen checks whether it has an HLSP or S-LSP to ABR3 nat chi ng
the constraints carried in the inter-area TE LSP Path nmessage. |If
not, ABRl conputes the path for an HHLSP or S-LSP from ABRL to ABR3
satisfying the constraint and sets it up accordingly. Note that the
H LSP or S-LSP could have al so been pre-configured.

Once ABR1 has selected the HHLSP/S-LSP for the inter-area LSP, using
t he signaling procedures described in [RFC5151], ABRl1 sends the Path
nmessage for the inter-area TE LSP to ABR3. Note that irrespective of
whet her ABRL does nesting or stitching, the Path nessage for the
inter-area TE LSP is always forwarded to ABR3. ABR3 then repeats the
exact sanme procedures. |f ABR3 cannot find a path obeying the set of
constraints for the inter-area TE LSP, ABR3 sends a PathErr nessage
to ABRL. Then ABRL can in turn either select another HLSP/S-LSP to
ABR3 if such an LSP exists or select another egress boundary LSR
(ABR4 in the exanple above) if crankback is allowed for this inter-
area TE LSP (see [RFC4920]). |If crankback is not allowed for that
inter-area TE LSP or if ABRL has been configured not to perform
crankback, then ABR1 forwards the PathErr up to the inter-area Head-
end LSR (RO) without trying to select another egress LSR

4.2. Exanple with an Inter-AS TE LSP
The foll owi ng exanple uses Figure 2 as a reference.

The path conputation procedures for establishing an inter-AS TE LSP
are very simlar to those of an inter-area TE LSP descri bed above.
The main difference is related to the presence of inter-ASBR |ink(s).

4.2.1. Case 1. T1 Is a Contiguous TE LSP

The inter-AS TE path may be configured on the Head-end LSR as a set
of strict hops, |oose hops, or a conbination of both.

- Exanple 1 (set of |oose hops):
ASBR4( 1 oose) - ASBRI( | oose) - R6( 1 oose)

- Exanple 2 (mx of strict and | oose hops):
R2- ASBR3- ASBR2- ASBR1- ASBR4- ASBR10( | oose) - ASBR9- R6

In exanple 1 above, a per-AS path conputation is performed,
respectively on RO for AS1l, ASBR4 for AS2, and ASBRO for AS3. Note
that when an LSR has to perform an ERO expansion, the next hop either
must belong to the sane AS or nust be the ASBR directly connected to
the next hop AS. In this latter case, the ASBR reachability is
announced in the 1GP TE LSA/LSP originated by its nei ghboring ASBR
In exanple 1 above, the TE LSP path is defined as: ASBR4(I oose)-
ASBRI( | oose)-R6(1 oose). This inplies that RO nmust conpute the path
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fromRO to ASBR4, hence the need for RO to get the TE reservation
state related to the ASBR1-ASBR4 |ink (flooded in AS1 by ASBR1). 1In
addi ti on, ASBR1l nust al so announce the | P address of ASBR4 specified
in T1's path configuration.

Once it has conputed the path up to the next-hop ASBR, ASBRl sends
the Path nmessage for the inter-area TE LSP to ASBR4 (supposing that
ASBR4 is the selected next-hop ASBR). ASBR4 then repeats the exact
sane procedures. |f ASBR4 cannot find a path obeying the set of
constraints for the inter-AS TE LSP, then ASBR4 sends a Pat hErr
nmessage to ASBRL. Then ASBR1 can in turn either sel ect another ASBR
(ASBR5 in the exanpl e above) if crankback is allowed for this inter-
AS TE LSP (see [ RFC4920]), or if crankback is not allowed for that
inter-AS TE LSP or if ASBR1 has been configured not to perform
crankback, ABRL stops the signaling process and forwards a Pat hErr up
to the Head-end LSR (RO) without trying to sel ect another egress LSR
In this case, the Head-end LSR can in turn sel ect another sequence of
| oose hops, if configured. Alternatively, the Head-end LSR may
decide to retry the sane path; this can be useful in case of setup
failure due to an outdated | GP TE database in sone downstream AS. An
alternative could also be for the Head-end LSR to retry the sane
sequence of | oose hops after having rel axed sone constraint(s).

4.2.2. Case 2: Tl Is a Stitched or Nested TE LSP
The path conputation procedures are very sinilar to the inter-area
LSP setup case described earlier. 1In this case, the HLSPs or S-LSPs
are originated by the ASBRs at the entry to the AS

5. Path Optimality/Diversity
Since the inter-domain TE LSP is conputed on a per-domain (area, AS)
basi s, one cannot guarantee that the optinmal inter-donain path can be
f ound.
Mor eover, conputing two diverse paths using a per-domain path
comput ati on approach may not be possible in sone topol ogies (due to
the wel | -known "trapping" problem.

For exanple, consider the follow ng sinple topol ogy:

Figure 4 - Exanple of the "trapping" problem
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In the sinple topology depicted in Figure 4, with a serialized
approach using the per-domain path conputation techni que specified in
this docunent, a first TE LSP nay be conputed follow ng the path
A-B-C-D, in which case no diverse path could be found although two

di verse paths actually exist: A-CD and A-B-D. The aimof that
sinpl e exanpl e that can easily be extended to the inter-domain case
is toillustrate the potential issue of not being able to find

di verse paths using the per-domain path conputation approach when

di verse pat hs exi st.

As al ready pointed out, the required path conmputation nethod can be
sel ected by the Service Provider on a per-LSP basis.

I f the per-domain path conputation technique does not neet the set of
requirenments for a particular TE LSP (e.g., path optimality,
requirements for a set of diversely routed TE LSPs), other techniques
such as PCE- based path conmputation techni ques nay be used (see

[ RFC4655] ) .

6. Reoptinization of an Inter-Domain TE LSP

As stated in [ RFC4216] and [ RFC4105], the ability to reoptim ze an
al ready established inter-domain TE LSP constitutes a requirenent.
The reoptim zation process significantly differs based upon the
nature of the TE LSP and the nechanismin use for the TE LSP
comput ati on.

The foll owi ng mechani snms can be used for reoptimzation and are
dependent on the nature of the inter-domain TE LSP

6.1. Contiguous TE LSPs

After an inter-domain TE LSP has been set up, a better route m ght
appear within any traversed domain. Then in this case, it is
desirable to get the ability to reroute an inter-domain TE LSP in a
non-di sruptive fashion (making use of the so-call ed Make- Bef or e- Break
procedure) to follow a better path. This is a known as a TE LSP
reoptimnization procedure.

[ RFC4736] proposes a nechanismthat allows the Head-end LSR to be
notified of the existence of a nore optinal path in a downstream
domai n. The Head-end LSR may then decide to gracefully reroute the
TE LSP using the Make-Before-Break procedure. In case of a
contiguous LSP, the reoptimzation process is strictly controlled by
the Head-end LSR that triggers the Make-Before-Break procedure as
defined in [RFC3209], regardless of the | ocation of the better path.
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6.2. Stitched or Nested (non-contiguous) TE LSPs

In the case of a stitched or nested inter-domain TE LSP, the
reoptimnization process is treated as a local matter to any donain.
The main reason is that the inter-domain TE LSP is a different LSP
(and therefore different RSVP session) fromthe intra-domain S-LSP or
HLSP in an area or an AS. Therefore, reoptimzation in a domain is
done by locally reoptim zing the intra-domain HLSP or S-LSP. Since
the inter-domain TE LSPs are transported using S-LSP or H LSP across
each domain, optimality of the inter-domain TE LSP in a domain is
dependent on the optimality of the corresponding S-LSP or HLSP. If
after an inter-domain LSP is set up a nore optinmal path is avail able
within a domain, the corresponding S-LSP or HLSP will be reoptinized
usi ng Make- Bef or e-Break techni ques discussed in [ RFC3209].

Reoptim zation of the HLSP or S-LSP automatically reoptim zes the
inter-donmain TE LSPs that the HLSP or S-LSP transports.

Reoptim zation paraneters |ike frequency of reoptimzation, criteria
for reoptimzation like netric or bandwi dth availability, etc. can
vary from one domain to another and can be configured as required,
per intra-domain TE S-LSP or HLSP if it is pre-configured or based
on sone gl obal policy within the donmain.

Hence, in this schenme, since each domain takes care of reoptim zing
its own S-LSPs or H LSPs, and therefore the corresponding

i nter-domain TE LSPs, the Make-Before-Break can happen locally and is
not triggered by the Head-end LSR for the inter-domain LSP. So, nho
addi tional RSVP signaling is required for LSP reoptinization, and
reoptimization is transparent to the Head-end LSR of the inter-donain
TE LSP.

I f, however, an operator desires to manually trigger reoptim zation
at the Head-end LSR for the inter-domain TE LSP, then this solution
does not prevent that. A manual trigger for reoptim zation at the
Head- end LSR SHOULD force a reoptimzation thereby signaling a "new
path for the same LSP (along the nore optinal path) making use of the
Make- Bef or e- Break procedure. 1In response to this new setup request,
the boundary LSR either nay initiate new S-LSP setup, in case the
inter-donain TE LSP is being stitched to the intra-donmain S-LSP, or
it may select an existing or new HLSP, in case of nesting. Wen the
LSP setup along the current path is conplete, the Head-end LSR shoul d
switch over the traffic onto that path, and the old path is
eventual ly torn down. Note that the Head-end LSR does not know a
priori whether a nore optimal path exists. Such a nmanual trigger
fromthe Head-end LSR of the inter-donmain TE LSP is, however, not
considered to be a frequent occurrence.
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Procedures described in [RFC4736] MJST be used if the operator does
not desire local reoptinization of certain inter-domain LSPs. In
this case, any reoptim zation event within the domain MJST be
reported to the Head-end node. This SHOULD be a configurable policy.

6.3. Path Characteristics after Reoptim zation

Note that in the case of |oose hop reoptinization of contiguous
inter-donain TE LSP or |ocal reoptimzation of stitched/ nested S-LSP
where boundary LSRs are specified as | oose hops, the TE LSP nay
follow a preferable path within one or nore domain(s) but would stil
traverse the sane set of boundary LSRs. In contrast, in the case of
PCE- based path conputation techni ques, because the end-to-end opti nal
path is conputed, the reoptimnization process nmay lead to follow ng a
conpletely different inter-donmain path (including a different set of
boundary LSRs).

7. Security Considerations

Signaling of inter-domain TE LSPs raises security issues (discussed
in section 7 of [RFC5151]).

[ RFC4726] provides an overview of the requirements for security in an
MPLS-TE or GVPLS mul ti-domai n environment. In particular, when
signaling an inter-domai n RSVP-TE LSP, an operator may make use of
the security features already defined for RSVP-TE ([ RFC3209]). This
may require sone coordination between the domains to share the keys
(see [RFC2747] and [ RFC3097]), and care is required to ensure that
the keys are changed sufficiently frequently. Note that this nay

i nvol ve additional synchronization, should the domain border nodes be
protected with Fast Reroute ([ RFC4090], since the Merge Point (MP)
and Point of Local Repair (PLR) should al so share the key. For an
inter-domain TE LSP, especially when it traverses different

adm ni strative or trust dommins, the follow ng nmechani sms SHOULD be
provided to an operator (also see [ RFC4216]):

1) Away to enforce policies and filters at the domain borders to
process the incomng inter-domain TE LSP setup requests (Path
nessages) based on certain agreed trust and service
| evel s/ contracts between domains. Various LSP attributes such as
bandwi dth, priority, etc. could be part of such a contract.

2) Away for the operator to rate-limt LSP setup requests or error
notifications froma particul ar domain.

3) A nechanismto allow policy-based outbound RSVP nessage processing

at the domain border node, which may involve filtering or
nodi fication of certain addresses in RSVP objects and nessages.
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This docunent relates to inter-domain path conputation. It nust be
noted that the process for establishing paths described in this
docunent does not increase the information exchanged between ASs and
preserves topol ogy confidentiality, in conpliance with [ RFC4105] and
[ RFC4216] . That being said, the signaling of inter-domain TE LSP
according to the procedure defined in this docunent requires path
comput ati on on boundary nodes that nay be exposed to various attacks.
Thus, it is RECOMVENDED to support policy decisions to reject the ERO
expansi on of an inter-domain TE LSP if not all owed.
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