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Certificate Managenent over CMs (CMC): Transport Protocols
Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Thi s docunent defines a nunber of transport nechani sns that are used
to nove CMC (Certificate Managenment over CMS (Cryptographi c Message
Syntax)) messages. The transport mnechani sns described in this
docunment are HTTP, file, mail, and TCP

1. Overview

Thi s docunent defines a nunber of transport methods that are used to
nmove CMC nessages (defined in [CMC-STRUCT]). The transport
nmechani sns described in this docunent are HITP, file, mil, and TCP.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ MUST].

2. File-Based Protocol

Enrol | nent nmessages and responses nay be transferred between clients
and servers using fil e-system based nmechani sns, such as when
enrollment is performed for an off-line client. Wen files are used
to transport binary, Full PKI Request or Full PKI Response nessages,
there MJUST be only one instance of a request or response nmessage in a
single file. The following file type extensions SHOULD be used:
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3.

o e e e e ooo- - e +
| Message Type | File Extension

o e e e e ooo- - e +
| Sinple PKI Request | .plO |
| Full PKI Request | .crq |
| Sinple PKI Response | .p7c |
| Full PKI Response | .crp |
o e e e e ooo- - e +

File PKI Request/Response Identification
Mai | - Based Pr ot ocol

M ME wrapping is defined for those environnents that are MM native.
The basic mime wapping in this section is taken from|[SM MEV3].

When using a nail -based protocol, MME wappi ng between the | ayers of
CVB wrapping is optional. Note that this is different fromthe
standard S/M ME (Secure M ME) nessage.

Sinpl e enroll ment requests are encoded using the "application/pkcsl0"
content type. A file name MJST be included either in a content-type
or a content-disposition statenent. The extension for the file MJST
be ".pl0".

Si npl e enrol |l ment response nessages MJST be encoded as content type
"application/pkcs7-mnme". An snine-type paraneter MJST be on the
content-type statenent with a value of "certs-only". A file name
with the ".p7c" extension MJST be specified as part of the content-
type or content-disposition statenent.

Ful I enroll ment request nmessages MJUST be encoded as content type
"application/pkcs7-mnme". The smne-type paraneter MJST be incl uded
with a value of "CMC-Request”. A file nane with the ".p7n extension
MUST be specified as part of the content-type or content-disposition
st at ement .

Ful | enroll ment response nessages MJST be encoded as content type
"application/pkcs7-mnme". The smne-type paranmeter MJST be incl uded
with a value of "CMC-response”. A file name with the ".p7nf
extensi on MJUST be specified as part of the content-type or content-
di sposition statenent.
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4.

1.

SR Fom e e e eoooooo- Fomm oo oo - Fomm e oo o oo - +
| I'tem | MM Type | File | SM ME Type |
| | Extension |

SR Fom e e e eoooooo- Fomm oo oo - Fomm e oo o oo - +
| Sinple PKI | application/pkcsl0 | .pl0 | NA |
| Request | | | |
| Full PKI | application/pkcs7-mime | .p7m | CMC-request |
| Request | | | |
| Sinple PKI | application/pkecs7-nminme | .p7c | certs-only |
| Response | | | |
| Full PKI | application/pkecs7-nminme | .p7m | CMC-response |
| Response | | | |
SR Fom e e e eoooooo- Fomm oo oo - Fomm e oo o oo - +

Table 1: M ME PKlI Request/Response ldentification
HTTP/ HTTPS- Based Pr ot ocol
This section describes the conventions for use of HITP [HITP] as a
transport layer. |In npst circunstances, the use of HITP over TLS
[ TLS] provides any necessary content protection from eavesdroppers.

In order for CMC clients and servers using HITP to interoperate, the
follow ng rules apply.

Clients MUST use the POST nmethod to submit their requests.
Servers MUST use the 200 response code for successful responses.

Cients MAY attenpt to send HTTP requests using TLS 1.0 [TLS] or
| ater, although servers are not required to support TLS.

Servers MUST NOT assune client support for any type of HITP

aut henti cation such as cookies, Basic authentication, or D gest
aut henti cati on.

Cients and servers are expected to follow the other rules and
restrictions in [HITP]. Note that some of those rules are for
HTTP nmet hods ot her than POST; clearly, only the rules that apply
to POST are relevant for this specification.

PKI Request

A PKI Request using the POST nmethod is constructed as foll ows:

The Content-Type header MJST have the appropriate value from Table 1.
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The body of the nmessage is the binary value of the encoding of the
PKI Request .

4.2. PKlI Response

An HTTP-based PKI Response is conposed of the appropriate HITP
headers, followed by the binary value of the BER (Basic Encoding
Rul es) encoding of either a Sinple or Full PKI Response.

The Content-Type header MJST have the appropriate value from Table 1.
5. TCP-Based Prot ocol

Wien CMC nessages are sent over a TCP-based connection, no w apping
is required of the nmessage. Messages are sent in their binary
encoded form

The client closes a connection after receiving a response, or it

i ssues anot her request to the server using the same connection
Reusi ng one connection for nmultiple successive requests, instead of
opening nmultiple connections that are only used for a single request,
i s RECOMVENDED for performance and resource conservation reasons. A
server MAY cl ose a connection after it has been idle for sonme period
of time; this tineout would typically be several minutes |ong.

There is no specific port that is to be used when doi ng TCP- based
transport. Only the Private Ports 49152-65535 nmay be used in this
manner (without registration). The ports in the range of 1-49151
SHOULD NOT be used. The port to be used is configured out of band.

6. Security Considerations

Mechani snms for thwarting replay attacks may be required in particul ar
i npl ementations of this protocol depending on the operational
environnent. In cases where the Certification Authority (CA)

mai ntains significant state information, replay attacks may be
detectable without the inclusion of the optional nonce nechani sns.

| mpl enenters of this protocol need to carefully consider

envi ronnental conditions before choosing whether or not to inplenent
t he sender Nonce and reci pi ent Nonce attributes described in Section
6.6 of [CMC-STRUCT]. Devel opers of state-constrained PKI clients are
strongly encouraged to incorporate the use of these attributes.

Initiation of a secure comuni cati ons channel between an end-entity
and a CA or Registration Authority (RA) -- and, simlarly, between an
RA and another RA or CA -- necessarily requires an out-of-band trust
initiation mechanism For exanple, a secure channel nay be
constructed between the end-entity and the CA via I Psec [IPsec] or
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8.

8.

TLS [TLS]. Many such schenes exist, and the choice of any particul ar
schenme for trust initiation is outside the scope of this docunent.

| mpl enmenters of this protocol are strongly encouraged to consider
general ly accepted principles of secure key nanagenent when
integrating this capability within an overall security architecture.

In sone instances, no prior out-of-band trust will have been
initiated prior to use of this protocol. This can occur when the
protocol itself is being used to downl oad onto the systemthe set of
trust anchors to be used for these protocols. In these instances,
the Envel oped Data content type (Section 3.2.1.3.3 in [ CMC STRUCT])
must be used to provide the same shrouding that TLS woul d have

provi ded.
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2008).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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