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TLS Elliptic Curve Cipher Suites with
SHA- 256/ 384 and AES Gal oi s Counter Mde (GCM

Status of This Meno
This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract
RFC 4492 describes elliptic curve cipher suites for Transport Layer

Security (TLS). However, all those cipher suites use HVAC-SHA-1 as
their Message Authentication Code (MAC) algorithm This docunent

descri bes sixteen new ci pher suites for TLS that specify stronger MAC
al gorithnms. Eight use Hashed Message Authentication Code (HVAC) with

SHA- 256 or SHA-384, and eight use AES in Galois Counter Mde (CCM.
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1.

3.

| nt roducti on

RFC 4492 [ RFC4492] describes Elliptic Curve Cryptography (ECC) cipher
suites for Transport Layer Security (TLS). However, all of the RFC
4492 suites use HVAC-SHAL as their MAC algorithm Due to recent
analytic work on SHA-1 [WAngO5], the IETF is gradually novi ng away
fromSHA-1 and towards stronger hash algorithns. This docunent
speci fies TLS ECC ci pher suites that use SHA-256 and SHA-384 [ SHS]|
rat her than SHA- 1.

TLS 1.2 [RFC5246], adds support for authenticated encryption with
addi ti onal data (AEAD) cipher nmodes [RFC5116]. This docunent al so
specifies a set of ECC cipher suites using one such node, Galois
Counter Mdde (GCM [GCM. Another docunent [RFC5288] provides
support for GCM wi th ot her key establishnment nethods.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Ci pher Suites

Thi s docunent defines 16 new ci pher suites to be added to TLS. Al
use Elliptic Curve Cryptography for key exchange and digital
sighature, as defined in RFC 4492.
1. HVAC-Based Cipher Suites

The first eight cipher suites use AES [AES] in G pher Bl ock Chaining
(CBC) [CBC] npbde with an HVAC- based MAC:

Ci pherSuite TLS ECDHE ECDSA W TH_AES 128 CBC SHA256 = {0x(C0, 0x23};
Ci pherSuite TLS ECDHE ECDSA W TH _AES 256 _CBC SHA384 = {0xC0, 0x24};
Ci pherSuite TLS ECDH ECDSA W TH_AES 128 CBC SHA256 = {0x(C0, 0x25};
Ci pherSuite TLS ECDH ECDSA W TH_AES 256 CBC_SHA384 = {0xC0, 0x26};
Ci pherSuite TLS ECDHE RSA W TH_AES 128 CBC SHA256 = {0xC0, 0x27};
Ci pherSuite TLS ECDHE RSA W TH_AES 256 _CBC_SHA384 = {0xC0, 0x28};
Ci pherSuite TLS ECDH RSA W TH_AES 128 CBC_SHA256 = {0xC0, 0x29};
Ci pherSuite TLS ECDH RSA W TH_AES 256 _CBC_SHA384 = {0xQ0, Ox2A};

These eight cipher suites are the sane as the correspondi ng ci pher
suites in RFC 4492 (with nanmes ending in "_SHA" in place of "_SHA256"
or " _SHA384"), except for the MAC and Pseudo Random Functi on (PRF)

al gorithms.
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These SHALL be as foll ows:

o For cipher suites ending with
[ RFC5246] with SHA-256 as the
[ RFC2104] with SHA-256 as the

o For cipher suites ending with
[ RFC5246] with SHA-384 as the
[ RFC2104] with SHA-384 as the

New MAC August 2008

_SHA256, the PRF is the TLS PRF
hash function. The MAC i s HVAC
hash functi on.

_SHA384, the PRF is the TLS PRF
hash function. The MAC i s HVAC
hash functi on.

3.2. @Glois Counter Mde-Based C pher Suites

The second ei ght cipher suites use the sane asymmetric al gorithnms as
those in the previous section but use the new authenticated
encryption nodes defined in TLS 1.2 with AES in Gal ois Counter Mde

(&M [GM:

Ci pherSuite TLS ECDHE ECDSA W TH_AES 128 GCM SHA256
Ci pherSuite TLS ECDHE _ECDSA W TH_AES 256_GCM SHA384
Ci pherSuite TLS ECDH ECDSA W TH_AES 128 GCM SHA256

Ci pherSuite TLS ECDH ECDSA W TH_AES 256_GCM SHA384

Ci pherSuite TLS ECDHE RSA W TH_
Ci pherSuite TLS ECDHE RSA W TH_
Ci pherSuite TLS ECDH RSA W TH_AES 128 GCM SHA256
Ci pherSuite TLS ECDH RSA W TH_AES 256 _GCM SHA384

{O0xC0, 0x2B};
{0xQ0, 0x2C};
{O0xC0, 0x2D0};
{O0xCO, Ox2E};
{O0xCO, Ox2F};
{0xC0, 0x30};
{0xQC0, 0x31};
{0xQC0, 0x32};

AES_128_GCM SHA256
AES_256_GCM_SHA384

These ci pher suites use authenticated encryption with additional data
al gorithms AEAD AES 128 GCM and AEAD_AES 256 _GCM described in
[ RFC5116] . GCMis used as described in [ RFC5288].

The PRFs SHALL be as foll ows:

o For cipher suites ending with
[ RFC5246] with SHA-256 as the

o For cipher suites ending with
[ RFC5246] with SHA-384 as the

4. Security Considerations

_SHA256, the PRF is the TLS PRF
hash functi on.

_SHA384, the PRF is the TLS PRF
hash functi on.

The security considerations in RFC 4346, RFC 4492, and [ RFC5288]

apply to this docunent as well.

In addition, as described in

[ RFC5288], these cipher suites may only be used with TLS 1.2 or

greater.
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5. | ANA Consi derati ons

| ANA has assigned the follow ng values for these cipher suites:

Ci pherSuite TLS ECDHE ECDSA W TH_AES 128 CBC SHA256 = {0x(C0, 0x23};
Ci pherSuite TLS ECDHE ECDSA W TH _AES 256 _CBC SHA384 = {0xC0, 0x24};
Ci pherSuite TLS ECDH ECDSA W TH_AES 128 CBC SHA256 = {0x(C0, 0x25};
Ci pherSuite TLS ECDH ECDSA W TH_AES 256 CBC_SHA384 = {0xC0, 0x26};
Ci pherSuite TLS ECDHE RSA W TH_AES 128 CBC SHA256 = {0xC0, 0x27};
Ci pherSuite TLS ECDHE RSA W TH_AES 256 _CBC_SHA384 = {0xC0, 0x28};
Ci pherSuite TLS ECDH RSA W TH_AES 128 CBC_SHA256 = {0xC0, 0x29};
Ci pherSuite TLS ECDH RSA W TH_AES 256 _CBC_SHA384 = {0xC0, Ox2A};
Ci pherSuite TLS ECDHE ECDSA W TH _AES 128 GCM SHA256 = {0xC0, 0x2B};
Ci pherSuite TLS ECDHE _ECDSA W TH_AES 256_GCM SHA384 = {0x(Q0, 0x2C};
Ci pherSuite TLS ECDH ECDSA W TH _AES 128 GCM SHA256 = {0xQ0, O0x2D};
Ci pherSuite TLS ECDH ECDSA W TH_AES 256 _GCM SHA384 = {0xQ0, Ox2E};
Ci pherSuite TLS ECDHE RSA W TH_AES 128 GCM SHA256 = {OxC0, Ox2F};
Ci pherSuite TLS ECDHE RSA W TH_AES 256 _GCM SHA384 = {0xC0, 0x30};
Ci pherSuite TLS ECDH RSA W TH_AES 128 GCM SHA256 = {0xC0, 0x31};
Ci pherSuite TLS ECDH RSA W TH_AES 256 _GCM SHA384 = {0xQ0, 0x32};
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2008).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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