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The Ceneralized TTL Security Mechani sm (GTSM
Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

The use of a packet’'s Tine to Live (TTL) (I1Pv4) or Hop Limit (IPv6)
to verify whether the packet was origi nated by an adjacent node on a
connected Iink has been used in many recent protocols. This docunent
generalizes this technique. This docunment obsol etes Experinental RFC
3682.
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1. Introduction

The Ceneralized TTL Security Mechani sm ( GTSM

Cct ober 2007

O©CoO~N~NOOUIDWN

is designed to protect

a router’s | P-based control plane from CPU-utilization based attacks.

In particular,

whi | e cryptographic techni ques can protect the router-

based infrastructure (e.g., BGP [RFC4271], [RFC4272]) froma w de

variety of attacks,

many attacks based on CPU overl oad can be

prevented by the sinple nmechani smdescribed in this document. Note
that the sane techni que protects agai nst other scarce-resource

attacks involving a router’s CPU, such as attacks agai nst processor-
line card bandw dt h.

GISM i s based on the fact that the vast majority of protocol peerings

are established between routers that are adjacent.

protocol peerings are either directly between connected interfaces

or,

routes to | oopbacks.
i mpossi bl e,

nost

in the worst case, are between | oopback and | oopback, with static

Since TTL spoofing is considered nearly
a nmechani sm based on an expected TTL val ue can provide a

sinpl e and reasonably robust defense frominfrastructure attacks

based on forged protocol

packets from outside the network.

Not e,

however, that GISMis not a substitute for authentication mechani sns.
In particular, it does not secure against insider on-the-wire
attacks, such as packet spoofing or replay.
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Finally, the GISM nmechanismis equally applicable to both TTL (I Pv4)
and Hop Linmt (IPv6), and fromthe perspective of GISM TTL and Hop
Limit have identical semantics. As a result, in the remainder of
this docunent the term"TTL" is used to refer to both TTL or Hop
Limit (as appropriate).

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Assunptions Underlying GISM

GISM i s predicated upon the foll owi ng assunptions:

1. The vast mgjority of protocol peerings are between adjacent
routers.

2. Service providers may or nmay not configure strict ingress

filtering [ RFC3704] on non-trusted links. |f maximal protection
is desired, such filtering is necessary as described in
Section 2.2.

3. Use of GISMis OPTIONAL, and can be configured on a per-peer
(group) basis.

4. The peer routers both inplenment GISM

5. The router supports a nmethod to use separate resource pools
(e.g., queues, processing quotas) for differently classified
traffic.

Note that this docunent does not prescribe further restrictions that
a router may apply to packets not matching the GISMfiltering rules,
such as droppi ng packets that do not natch any configured protoco
session and rate-linmiting the rest. This docunent al so does not
suggest the actual mnmeans of resource separation, as those are

har dwar e and i npl enent ati on-specific.

However, the possibility of denial-of-service (DoS) attack prevention
i s based on the assunption that classification of packets and
separation of their paths are done before the packets go through a
scarce resource in the system |In practice, the closer GISM
processing is done to the line-rate hardware, the nore resistant the
systemis to DoS attacks.
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2.1. GISM Negoti ation

Thi s docunent assunes that, when used with existing protocols, GISM
will be manually configured between protocol peers. That is, no
automati ¢ GISM capability negotiation, such as is provided by RFC
3392 [ RFC3392], is assuned or defined.

If a new protocol is designed with built-in GISM support, then it is
reconmended that procedures are al ways used for sending and
val i dating received protocol packets (GISMis al ways on, see for
exanmpl e [ RFC2461]). |If, however, dynam c negotiation of GISM support
is necessary, protocol nessages used for such negotiation MJST be

aut henti cated using other security nechanisns to prevent DoS attacks.

Al'so note that this specification does not offer a generic GISM
capability negotiation mechanism so nessages of the protocol
augmented with the GISM behavior will need to be used if dynamc
negotiation i s deemed necessary.

2.2. Assunptions on Attack Sophistication

Thr oughout this docunment, we assune that potential attackers have
evol ved in both sophistication and access to the point that they can
send control traffic to a protocol session, and that this traffic
appears to be valid control traffic (i.e., it has the source/
destination of configured peer routers).

We al so assune that each router in the path between the attacker and
the victimprotocol speaker decrenents TTL properly (clearly, if
either the path or the adjacent peer is conpronised, then there are
wor se problenms to worry about).

For maxi mal protection, ingress filtering should be applied before

t he packet goes through the scarce resource. Oherw se an attacker
directly connected to one interface could disturb a GISM pr ot ect ed
session on the same or another interface. Interfaces that aren’t
configured with this filtering (e.g., backbone links) are assuned to
not have such attackers (i.e., are trusted).

As a specific instance of such interfaces, we assune that tunnels are
not a back-door for allow ng TTL-spoofing on protocol packets to a
GISMt prot ect ed peering session with a directly connected nei ghbor

We assune that: 1) there are no tunnel ed packets terninating on the
router, 2) tunnels termnating on the router are assuned to be secure
and endpoints are trusted, 3) tunnel decapsul ation includes source
addr ess spoofing prevention [RFC3704], or 4) the GISM enabl ed session
does not allow protocol packets coming froma tunnel
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Since the vast mpjority of peerings are between adjacent routers, we
can set the TTL on the protocol packets to 255 (the nmaxi mum possi bl e
for IP) and then reject any protocol packets that cone in from
configured peers that do NOT have an inbound TTL of 255.

GISM can be di sabl ed for applications such as route-servers and ot her
mul ti-hop peerings. 1In the event that an attack cones in froma
conproni sed nulti-hop peering, that peering can be shut down.

3. GISM Procedure

If GISMis not built into the protocol and is used as an additiona
feature (e.g., for BGP, LDP, or MSDP), it SHOULD NOT be enabl ed by
default in order to remain backward-conpatible with the unnodified
protocol. However, if the protocol defines a built-in dynanic
capability negotiation for GISM a protocol peer MAY suggest the use
of GISM provided that GTSM woul d only be enabled if both peers agree
to use it.

If GISMis enabled for a protocol session, the follow ng steps are
added to the I P packet sending and reception procedures:

Sendi ng protocol packets:

The TTL field in all IP packets used for transm ssion of
nmessages associ ated with GISM enabl ed protocol sessions MJST be
set to 255. This also applies to the related I CVP error
handl i ng nmessages.

On sone architectures, the TTL of control plane originated
traffic i s under sonme configurations decrenmented in the
forwardi ng plane. The TTL of GISM enabl ed sessi ons MJST NOT be
decr enent ed.

Recei vi ng protocol packets:

The GTSM packet identification step associ ates each received
packet addressed to the router’s control plane with one of the
following three trustworthiness categori es:

+ Unknown: these are packets that cannot be associated with
any regi stered GI'SM enabl ed sessi on, and hence GISM cannot
make any judgnment on the level of risk associated with them

+ Trusted: these are packets that have been identified as

bel ongi ng to one of the GISM enabl ed sessions, and their TTL
values are within the expected range.
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+ Dangerous: these are packets that have been identified as
bel ongi ng to one of the GISM enabl ed sessions, but their TTL
val ues are NOT within the expected range, and hence GISM
believes there is a risk that these packets have been
spoof ed.

The exact policies applied to packets of different
classifications are not postulated in this docunent and are
expected to be configurable. Configurability is likely
necessary in particular with the treatnment of rel ated nessages
(1CwP errors). It should be noted that fragnmentati on may
restrict the anount of information available for

cl assification.

However, by default, the inplenentations:

+ SHOULD ensure that packets classified as Dangerous do not
conmpete for resources with packets classified as Trusted or
Unknown.

+ MJIST NOT drop (as part of GISM processing) packets
classified as Trusted or Unknown.

+ MAY drop packets classified as Dangerous.
4. Acknow edgnents

The use of the TTL field to protect BGP originated with many

di fferent people, including Paul Traina and Jon Stewart. Ryan
McDowel | al so suggested a sinilar idea. Steve Bellovin, Jay

Bor kenhagen, Randy Bush, Al fred Hoenes, Vern Paxon, Robert Raszuk,
and Alex Zinin also provided useful feedback on earlier versions of
this docunment. David Ward provided insight on the generalization of
the original BGP-specific idea. Alex Zinin, Alia Atlas, and John
Scudder provided a significant amount of feedback for the newer
versions of the docunent. During and after the |IETF Last Call
useful comments were provided by Francis Dupont, Sam Hartnan, Lars
Eggert, and Ross Cal |l on.

5. Security Considerations

GISMis a sinple procedure that protects single-hop protoco

sessi ons, except in those cases in which the peer has been
conmpromised. In particular, it does not protect against the w de
range of on-the-wire attacks; protection fromthese attacks requires
nore rigorous security nechani sns.
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5.1. TTL (Hop Limt) Spoofing

The approach described here is based on the observation that a TTL
(or Hop Limit) value of 255 is non-trivial to spoof, since as the
packet passes through routers towards the destination, the TTL is
decrenented by one per router. As a result, when a router receives a
packet, it may not be able to determine if the packet’s |IP address is
valid, but it can determ ne how many router hops away it is (again,
assumi ng none of the routers in the path are conpromised in such a
way that they woul d reset the packet’s TTL).

Not e, however, that while engineering a packet’s TTL such that it has
a particular value when sourced froman arbitrary location is
difficult (but not inpossible), engineering a TTL val ue of 255 from
non-directly connected | ocations is not possible (again, assum ng
none of the directly connected nei ghbors are conpromni sed, the packet
has not been tunneled to the decapsulator, and the intervening
routers are operating in accordance with RFC 791 [ RFC0791]).

5.2. Tunnel ed Packets

The security of any tunneling techni que depends heavily on

aut hentication at the tunnel endpoints, as well as how the tunnel ed
packets are protected in flight. Such mechani sns are, however,
beyond the scope of this neno.

An exception to the observation that a packet with TTL of 255 is
difficult to spoof may occur when a protocol packet is tunneled and
the tunnel is not integrity-protected (i.e., the lower layer is
conpr omi sed) .

When t he protocol packet is tunneled directly to the protocol peer
(i.e., the protocol peer is the decapsulator), the GISM provi des sone
limted added protection as the security depends entirely on the
integrity of the tunnel.

For protocol adjacencies over a tunnel, if the tunnel itself is
deened secure (i.e., the underlying infrastructure is deemed secure,
and the tunnel offers degrees of protection against spoofing such as
keys or cryptographic security), the GISM can serve as a check that
the protocol packet did not originate beyond the head-end of the
tunnel. In addition, if the protocol peer can receive packets for
the GISM protected protocol session fromoutside the tunnel, the GISM
can help thwart attacks from beyond the adjacent router.

When the tunnel tail-end decapsul ates the protocol packet and then

| P-forwards the packet to a directly connected protocol peer, the TTL
is decrenented as described below. This nmeans that the tunnel
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decapsul ator is the penultinmate node fromthe GISM protected protoco
peer’s perspective. As a result, the GISM check protects from
attackers encapsul ati ng packets to your peers. However, specific
cases arise when the connection fromthe tunnel decapsul ator node to
the protocol peer is not an |IP forwardi ng hop, where TTL-decrenenting
does not happen (e.g., layer-2 tunneling, bridging, etc). 1In the

| Psec architecture [ RFC4301], another exanple is the use of Bunp-in-
the-Wre (BITW [BITW.

5.2.1. | P Tunnel ed over | P

Prot ocol packets nay be tunneled over IP directly to a protocol peer,
or to a decapsul ator (tunnel endpoint) that then forwards the packet

to a directly connected protocol peer. Exanples of tunneling |IP over
P include IP-in-1P [RFC2003], GRE [ RFC2784], and various forns of

| Pv6-in-1Pv4 (e.g., [RFC4213]). These cases are depicted bel ow

Peer router ---------- Tunnel endpoint router and peer
TTL=255 [tunnel ] [ TTL=255 at ingress]
[ TTL=255 at processi ng]
Peer router -------- Tunnel endpoint router ----- On-1ink peer
TTL=255 [tunnel] [TTL=255 at ingress] [ TTL=254 at ingress]

[ TTL=254 at egress]

In both cases, the encapsul ator (origination tunnel endpoint) is the
(supposed) sending protocol peer. The TTL in the inner |P datagram
can be set to 255, since RFC 2003 specifies the follow ng behavior

When encapsul ating a datagram the TTL in the inner |IP

header is decrenented by one if the tunneling is being

done as part of forwarding the datagram otherw se, the
i nner header TTL is not changed during encapsul ati on.

In the first case, the encapsul ated packet is tunneled directly to
the protocol peer (also a tunnel endpoint), and therefore the
encapsul at ed packet’s TTL can be received by the protocol peer with
an arbitrary value, including 255.

In the second case, the encapsul ated packet is tunneled to a
decapsul ator (tunnel endpoint), which then forwards it to a directly
connected protocol peer. For IP-in-1P tunnels, RFC 2003 specifies
the foll owi ng decapsul at or behavi or:

The TTL in the inner |IP header is not changed when decapsul ati ng.
If, after decapsul ation, the inner datagramhas TTL = 0, the
decapsul ator MJST discard the datagram |f, after decapsul ation
the decapsul ator forwards the datagramto one of its network
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interfaces, it will decrenent the TTL as a result of doing norna
I|P forwarding. See also Section 4.4.

And simlarly, for GRE tunnels, RFC 2784 specifies the follow ng
decapsul at or behavi or:

When a tunnel endpoint decapsul ates a GRE packet which has an | Pv4
packet as the payload, the destination address in the |Pv4 payl oad
packet header MJUST be used to forward the packet and the TTL of

t he payl oad packet MJUST be decrenent ed.

Hence the inner | P packet header’s TTL, as seen by the decapsul ator,
can be set to an arbitrary value (in particular, 255). |If the
decapsul ator is also the protocol peer, it is possible to deliver the
protocol packet to it with a TTL of 255 (first case). On the other
hand, if the decapsul ator needs to forward the protocol packet to a
directly connected protocol peer, the TTL will be decrenented (second
case).

5.2.2. | P Tunnel ed over MPLS

Protocol packets may al so be tunnel ed over MPLS Label Swi tched Paths
(LSPs) to a protocol peer. The follow ng diagram depicts the

t opol ogy.

Peer router -------- LSP Term nation router and peer
TTL=255 MPLS LSP  [TTL=x at ingress]

MPLS LSPs can operate in Uniformor Pipe tunneling nodels. The TTL
handling for these nodels is described in RFC 3443 [ RFC3443] that
updat es RFC 3032 [RFC3032] in regards to TTL processing in MPLS
networks. RFC 3443 specifies the TTL processing in both Uniform and
Pi pe Models, which in turn can used with or wi thout penultinmte hop
popping (PHP). The TTL processing in these cases results in

di fferent behaviors, and therefore are anal yzed separately. Please
refer to Section 3.1 through Section 3.3 of RFC 3443.

The main difference froma TTL processing perspective between Uniform
and Pipe Mbdels at the LSP term nati on node resides in how the
incomng TTL (i TTL) is determ ned. The tunneling nodel determ nes
the i TTL: For Uniform Model LSPs, the i TTL is the value of the TTL
field fromthe popped MPLS header (encapsul ati ng header), whereas for
Pi pe Model LSPs, the i TTL is the value of the TTL field fromthe
exposed header (encapsul ated header).
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For Uni form Model LSPs, RFC 3443 states that at ingress:

For each pushed Uniform Model |abel, the TTL is copied fromthe
| abel / 1 P- packet inmmedi ately underneath it.

Fromthis point, the inner TTL (i.e., the TTL of the tunneled IP
datagran) represents non-neani ngful information, and at the egress
node or during PHP, the ingress TTL (i TTL) is equal to the TTL of the
popped MPLS header (see Section 3.1 of RFC 3443). 1In consequence,
for Uniform Mddel LSPs of nore than one hop, the TTL at ingress
(iTTL) will be less than 255 (x <= 254), and as a result the check
described in Section 3 of this docunent will fail.

The TTL treatnent is identical between Short Pi pe Mddel LSPs wi thout
PHP and Pi pe Model LSPs (without PHP only). For these cases, RFC
3443 states that:

For each pushed Pi pe Mddel or Short Pipe Mdel |abel, the TTL
field is set to a value configured by the network operator. In
nost inplenentations, this value is set to 255 by default.

In these nodels, the forwarding treatnent at egress is based on the
tunnel ed packet as opposed to the encapsul ati on packet. The ingress
TTL (i TTL) is the value of the TTL field of the header that is
exposed, that is the tunneled IP datagranmis TTL. The protocol
packet’s TTL as seen by the LSP term nation can therefore be set to
an arbitrary value (including 255). |If the LSP term nation router is
al so the protocol peer, it is possible to deliver the protocol packet
with a TTL of 255 (x = 255).

Finally, for Short Pipe Mddel LSPs with PHP, the TTL of the tunneled
packet is unchanged after the PHP operation. Therefore, the sane
concl usi ons drawn regardi ng the Short Pipe Mdel LSPs without PHP and
Pi pe Model LSPs (without PHP only) apply to this case. For Short
Pi pe Model LSPs, the TTL at egress has the same value with or w thout
PHP.

I n conclusion, GISM checks are possible for I P tunnel ed over Pipe
nmodel LSPs, but not for |IP tunnel ed over Uniform nodel LSPs.
Additionally, for all tunneling nodes, if the LSP term nation router
needs to forward the protocol packet to a directly connected protocol
peer, it is not possible to deliver the protocol packet to the
protocol peer with a TTL of 255. |[If the packet is further forwarded,
the outgoing TTL (oTTL) is cal cul ated by decrenmenting i TTL by one.
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5.

5.

3.

4.

Onlink Attackers

As described in Section 2, an attacker directly connected to one
interface can disturb a GISM protected session on the same or another
interface (by spoofing a GISM peer’s address) unl ess ingress
filtering has been applied on the connecting interface. As a result,
interfaces that do not include such protection need to be trusted not
to originate attacks on the router

Fragnment ati on Consi der ati ons

As nentioned, fragnmentation nay restrict the amount of infornmation
avail able for classification. Since non-initial IP fragnents do not
contain Layer 4 information, it is highly likely that they cannot be
associated with a regi stered GI'SM enabl ed session. Follow ng the
recei ving protocol procedures described in Section 3, non-initial IP
fragments would likely be classified with Unknown trustwort hiness.
And since the I P packet would need to be reassenbled in order to be
processed, the end result is that the initial-fragment of a GISM
enabl ed session effectively receives the treatnent of an Unknown-
trustworthi ness packet, and the conpl ete reassenbl ed packet receives
t he aggregate of the Unknowns.

In principle, an inplenmentation could renmenber the TTL of al

received fragments. Then when reassenbling the packet, verify that
the TTL of all fragnments match the required value for an associ ated
GISMt enabl ed session. In the likely comopn case that the

i npl enentati on does not do this check on all fragnments, then it is
possible for a legitimate first fragnment (which passes the GISM
check) to be conbined with spoofed non-initial fragnents, inplying
that the integrity of the received packet is unknown and unprotected.
If this check is performed on all fragments at reassenbly, and sone
fragnent does not pass the GISM check for a GISM enabl ed session, the
reassenbl ed packet is categorized as a Dangerous-trustworthiness
packet and receives the correspondi ng treatnent.

Further, reassenbly requires to wait for all the fragnents and
therefore likely invalidates or weakens the fifth assunption
presented in Section 2: it may not be possible to classify non-
initial fragnents before going through a scarce resource in the
system when fragments need to be buffered for reassenbly and | ater
processed by a CPU. That is, when classification cannot be done with
the required granularity, non-initial fragnents of GISM enabl ed
sessi on packets woul d not use different resource pools.

Consequently, to get practical protection fromfragnent attacks,
operators may need to rate-limt or discard all received fragnents.
As such, it is highly RECOWENDED for GISM protected protocols to
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avoi d fragnentati on and reassenbly by manual MIU tuni ng, using
adaptive neasures such as Path MIU Di scovery (PMIUD), or any ot her
avai | abl e nethod [ RFC1191], [RFC1981], or [RFC4821].

5.5. Muilti-Hop Protocol Sessions

GISM coul d possibly offer sone small, though difficult to quantify,
degree of protection when used with multi-hop protocol sessions (see
Appendix A). In order to avoid having to quantify the degree of
protection and the resulting applicability of multi-hop, we only
descri be the single-hop case because its security properties are

cl earer.

6. Applicability Statenent

GISMis only applicable to environnents with inherently limted
topol ogies (and is nost effective in those cases where protocol peers

are directly connected). |In particular, its application should be
limted to those cases in which protocol peers are directly

connect ed.

GISMwi Il not protect against attackers who are as close to the
protected station as its legitimte peer. For exanple, if the
legitimate peer is one hop away, GISMw || not protect from attacks

fromdirectly connected devices on the sane interface (see
Section 2.2 for nore).

Experinentation on GITSM s applicability and security properties is
needed in multi-hop scenarios. The multi-hop scenarios where GISM
m ght be applicable is expected to have the foll ow ng
characteristics: the topol ogy between peers is fairly static and

wel | -known, and in which the intervening network (between the peers)
i s trusted.

6.1. Backwards Conpatibility

RFC 3682 [ RFC3682] did not specify how to handle "rel ated nmessages"
(I1CWP errors). This specification mandates setting and verifying
TTL=255 of those as well as the main protocol packets.

Setting TTL=255 in rel ated nessages does not cause issues for RFC
3682 i npl enent ati ons.

Requiring TTL=255 in rel ated nmessages nay have inpact with RFC 3682
i mpl enent ati ons, dependi ng on which default TTL the inpl enentation
uses for originated packets; sone inplenentations are known to use
255, while 64 or other values are al so used. Related nessages from
the latter category of RFC 3682 inplenmentati ons would be classified
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7.

7.

as Dangerous and treated as described in Section 3. This is not
believed to be a significant problem because protocols do not depend
on rel ated nmessages (e.g., typically having a protocol exchange for
closing the session instead of doing a TCP-RST), and indeed the
delivery of related nessages is not reliable. As such, related
nmessages typically provide an optimnization to shorten a protoco
keepalive tineout. Regardless of these issues, given that rel ated
nmessages provide a significant attack vector to e.g., reset protoco
sessions, making this further restriction seens sensible.
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Appendix A Milti-Hop GISM
NOTE: This is a non-normative part of the specification

The main applicability of GTISMis for directly connected peers. GISM
coul d be used for non-directly connected sessions as well, where the
reci pient would check that the TTL is within a configured nunber of
hops from 255 (e.g., check that packets have 254 or 255). As such
depl oynment is expected to have a nore linited applicability and
different security inplications, it is not specified in this
docunent .

Appendi x B. Changes Since RFC 3682
o Bring the work on the Standards Track (RFC 3682 was Experinental).

0 New text on GISM applicability and use in new and exi sting
pr ot ocol s.

0 Restrict the scope to not specify nulti-hop scenari os.

o Explicitly require that related nessages (I CVWP errors) nust also
be sent and checked to have TTL=255. See Section 6.1 for
di scussi on on backwards conpatibility.

o Carifications relating to fragnentation, security with tunneling,
and inplications of ingress filtering.

o A significant nunber of editorial inprovenents and clarifications.
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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