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Status of This Menop

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Thi s docunent describes the OSPFv3 graceful restart. The OSPFv3
graceful restart is identical to that of OSPFv2 except for the

di fferences described in this docunment. These differences include
the fornmat of the grace Link State Advertisenments (LSAs) and ot her
consi derati ons.
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1. Introduction

Graceful OSPF restart [GRACE] describes a nechanismto restart the
control plane of an OSPFv2 [ OSPFv2] router that still has its
forwarding plane intact with a minimum of disruption to the network.

In general, the methods described in [ GRACE] work for OSPFv3 [ OSPFv3]
as well. However, OSPFv3 will use a grace-LSA with a different
format to signal that a router is initiating (or is about to
initiate) a graceful restart. This docunent describes other OSPFv3
di fferences as well.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

2. Gace Link State Adverti senent

An OSPFv3 router initiating a graceful restart of its OSPFv3 software
originates grace-LSAs. A grace-LSA requests that the router’s

nei ghbors aid in its graceful restart by continuing to advertise the
router as fully adjacent during the specified grace period. The
grace-LSA contains the restarting router grace-period and the reason
code indicating the reason for the graceful restart.

In OSPFv3 (refer to section 2.11 of [OSPFv3]), neighboring routers on
any link are always identified by their router IDs. This contrasts
with the OSPFv2 behavi or where nei ghbors on point-to-point networks
and virtual links are identified by their Router |Ds, while neighbors
on broadcast, Non-Broadcast Milti-Access (NBMA), and point-to-
multipoint links are identified by their I Pv4 interface addresses.
Consequently, there is no requirenent for the router-address TLV

[ GRACE] for OSPFv3 graceful restart.

The TLV formats of the grace-LSA described in [GRACE] remain
unchanged.

2.1. Gace LSA - LS Type
A grace-LSA is defined as an LSA with the LS type equal to 0x000b.
LSA function code LS Type Description

11 0x000b GRACE- LSA

Grace-LSA Type and Function Code
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The S2-bit and Sl-bit are set to O to indicate |ink-local flooding
scope. The U-bit is set to O since it isn't applicable to LSAs with
i nk-1ocal flooding scope.

2.2. Gace LSA Fornmat
The format of a grace LSA is:

0 1 2 3

01234567890123456789012345678901
il aT T T S o S S e I S S R T it sl T s s
| LS age | O] O O] 11 |
il aT T T S o S S e I S S R T it sl T s s
| Link State ID |
il aT T T S o S S e I S S R T it sl T s s
| Advertising Router |
il aT T T S o S S e I S S R T it sl T s s
| LS sequence nunber |
il aT T T S o S S e I S S R T it sl T s s
| LS checksum | Lengt h |
il aT T T S o S S e I S S R T it sl T s s
I+. TLVs I+
| |

Grace- LSA For nmat

The Link State ID of a grace-LSA in OSPFv3 is the Interface ID of the
interface originating the LSA.

The format of each TLV is:

0 1 2 3

01234567890123456789012345678901
o i T S o T T T e e T S S s s S S S
| Type | Lengt h |
o i T S o T T T e e T S S s s S S S
| Val ue. .. |
o i T S o T T T e e T S S s s S S S

TLV For mat

G ace-LSA TLVs are formatted according to section 2.3.2 of [OSPF-TE].
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The following is the list of TLVs that can appear in the body of a
grace- LSA.

Grace Period (Type=1, Length=4). The nunber of seconds that the
router’s nei ghbors should continue to advertise the router as
fully adjacent, regardless of the state of database
synchroni zati on between the router and its neighbors. This TLV
MUST al ways appear in a grace-LSA

Graceful restart reason (Type=2, Length=1). Encodes the reason

for the router restart, as one of the following: 0 (unknown), 1

(software restart), 2 (software reload/upgrade), or 3 (switch to
redundant control processor). This TLV MJST al ways appear in a

grace- LSA

3. Additional Considerations for OSPFv3 G aceful Restart

This section describes OSPFv3 uni que considerations in addition to
t hose described in [ GRACE].

3.1. Preservation of LSAID to Prefix Correspondence

In OSPFv2, there is a direct correspondence between summary and
external LSA IDs and the prefixes being advertised. However, in
OSPFv3, the LSA ID for inter-area prefix LSAs and external LSAs is
sinply an unsigned 32-bit integer. Hence, to avoid network churn
during graceful restart, the restarting router MJST preserve the LSA
ID to prefix correspondence across graceful restarts.

3.2. Preservation of Interface IDs for Link-LSAs, Network-LSAs, and
Rout er - LSAs

In OSPFv3, the LSA ID for Link-LSAs and Network-LSAs and |ink
descriptions in Router-LSAs map to their corresponding Interface ID

Changes in the Interface ID during graceful restart will result in a
m smatch between the restarting router’s pre-restart LSAs and its
nei ghbor adj acency state. These disparities will cause the gracefu

restart to termnate prematurely.

Synchroni zing Interface | D changes between nei ghbors is possible.
However, placing the burden on the restarting router to preserve
Interface I Ds across restarts provides for a nore robust, nore
determ nistic, and sinpler nmechanism Therefore, the OSPFv3
Interface I D, as described in section 3.1.2 of [COSPFv3], MJST be
preserved by the restarting router across restarts.
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7.

1.

Many i npl ementations currently use the interface’s MB-I11 |flndex
[MB-INTF] for Interface ID. The persistence of Interface |ID across
reboots is described in section 3.1.5 of [M B-PERS].

Security Considerations

[ OSPFv3- AUTH relies on manual key distribution which precludes the
use of replay protection that utilizes sequence nunbers. The replay
of an OSPF Link-Update containing a grace-LSA would allow an attacker
to deceive neighboring routers into believing that a router that has
been taken out of service (either intentionally or via a malicious
action by the sane attacker) is still active and is in the process of
graceful restart. However, this attack is much nore difficult than

t he obvious replay of standard OSPFv3 hell o packets to acconplish the
same thing by keeping the adjacency up. Since hello packets are sent
nore predictably and know edge of the key is not required, the risk
added by OSPFv3 graceful restart is insignificant. Hence, this
docunent does not raise any new security concerns other than those
covered in [OSPFv3], [OSPFv3- AUTH], and [ GRACE].

| ANA Consi der ati ons

A new LSA function code has been assigned for the OSPFv3 grace-LSA
The assi gnnment of 0x000b has been made in the "OSPFv3 LSA Function
Codes" sub-registry of the "Open Shortest Path First v3 (OSPFv3)
Parameters” registry. OSPFv3 grace-LSA TLVs and sub-TLVs use the
"OSPFv2 Grace LSA Top Level TLV' | ANA sub-registry of the "Qpen
Shortest Path First v2 (OSPFv2) Paraneters” registry.
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2008).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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