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Infrastructure ENUM Requi renents
Status of This Meno

This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract

Thi s docunent provides requirenents for "infrastructure" or "carrier”
ENUM (E. 164 Nunber Mapping), defined as the use of RFC 3761
technology to facilitate interconnection of networks for E. 164 nunber
addressed services, in particular but not restricted to VolP (Voice
over |P.)
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1. I nfrastructure ENUM
1.1. Definition

Infrastructure ENUM i s defined as the use of the technology in RFC
3761 [1] by the carrier-of-record (as defined below) for a specific
E. 164 nunber [2] to publish the mapping of the E. 164 nunber into a
URI [3] that identifies a specific point of interconnection to that
service provider’s network. It is separate fromany URIs that the
end user, who registers their E. 164 nunber, may wi sh to associate
with that E. 164 nunber.
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"Infrastructure ENUM is distinguished from"End User ENUM', defined
in RFC3761 [1], in which the entity or person having the right to use
a nunber has the sole discretion about the content of the associated
domain and thus the zone content. Froma domain registration
perspective, the end user nunber assignee is thus the registrant.
Wthin the infrastructure ENUM nanmespace, we use the term"carrier-
of -record" for the entity having discretion over the domain and zone
content and acting as the registrant. The "carrier-of-record" is:

0 The Service Provider to which the E. 164 nunber was all ocated for
end user assignnment, whether by the National Regulatory Authority
(NRA) or the International Tel ecommunication Union (ITU), for

i nstance, a code under "International Networks" (+882) or "Universa
Personal Tel econmuni cations (UPT)" (+878) or,

o if the nunber is ported, the service provider to which the nunber
was ported, or

0 where nunbers are assigned directly to end users, the service
provi der that the end user nunber assignee has chosen to provide a
Public Swi tched Tel ephone Network/ Public Land Mobile Network (PSTN
PLWN) point-of-interconnect for the nunber.

It is understood that the definition of carrier-of-record within a
given jurisdiction is subject to nodification by national
authoriti es.

1.2. Background

Voi ce service providers use E. 164 nunbers currently as their main
nam ng and routing vehicle. Infrastructure ENUMin el64.arpa or

anot her publicly available tree allows service providers to link

I nt ernet - based resources such as URIs to E. 164 nunbers. This allows
service providers, in addition to interconnecting via the PSTN PLMN
(or exclusively), to peer via |P-based protocols. Service providers
may announce all E. 164 nunbers or nunber ranges they host, regardless
of whether the final end user device is on the Internet, on |P-based
open or closed Next Generation Networks (NGNs), or on the PSTN or
PLWMN, provided that an access point of sonme type to the destination
service provider’'s network is available on the Internet. There is

al so no guarantee that the originating service provider querying
infrastructure ENUMis able to access the ingress network el enent of
the destination provider’s network. Additional peering and
accounting agreenents requiring authentication may be necessary. The
access provided may al so be to a shared network of a group of
providers, resolving the final destination network within the shared
net wor k.
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2.

Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC2119 [4].

Requirenments for Infrastructure ENUM

1. Infrastructure ENUM SHALL provide a neans for a provider to
popul ate DNS resource records (RRs) for the E 164 nunbering
resources for which it is the carrier-of-record in a single
comon publicly accessi bl e nanespace. The single conmon
nanespace ultimtely designated may or may not be the sanme as
that designated for End User ENUM (el64.arpa.) The Fully-
Qualified Domain Name (FQDN) in the resulting resource records
wi Il not necessarily belong to or identify the carrier-of-record.

2. Queries of infrastructure ENUMfully qualified domai n names MJST
return a result, even if the result is Refused (RCODE = 5).
Queries must not be rejected wthout response, e.g., based on
access control lists.

3. Infrastructure ENUM SHALL support RRs providing a URI that can
identify a point of interconnection for delivery to the carrier-
of -record of communications addressed to the E. 164 nunber.

4. Infrastructure ENUM SHOULD be able to support an I|nternet
Registry Information Service (IRIS) [5] capability that allows
qualified parties to obtain information regarding the E 164
nunbering resources and the correspondi ng carrier-of-record.
Determ nati on of what information, if any, shall be avail able
whi ch parties for geographic nunbers is a national matter.

5. Inplenmentation of infrastructure ENUM MJUST NOT restrict the
ability of an end user, in a conpetitive environnent, to choose a
Regi strar and/or nane server provider for End User ENUM
regi strations.

6. The dormai n nane chosen for infrastructure ENUM and any parent
domai ns MUST be hosted on nane servers that have perfornmance
characteristics and supporting infrastructure that is conparable
to those depl oyed for the Internet root name servers. Those nane
servers for infrastructure ENUM shoul d be configured and operated
according to the guidelines described in [6].

7. Infrastructure ENUM MJST neet all reasonabl e privacy concerns
about visibility of information over which an end user has no
control. It should, for exanple, support nechanisns to prevent
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4.

di scovery of unlisted nunbers by conparison of ENUM regi strations
agai nst directory listings, or inadvertent disclosure of user
identity.

8. Proposed inplenentations of infrastructure ENUM SHOULD

A. Mnimze changes required to existing requirenents that are
part of RFC 3761.

B. Wrk with open as well as cl osed nunbering pl ans.

C. Not require additional functionality of resolvers at |arge
t hough they may require additional functionality in service
provi der resolvers that woul d make use of infrastructure
ENUM

D. Mnimze the nunber of |ookups required to obtain as nany
NAPTR (Nam ng Authority Pointer) records (end user and
i nfrastructure) as possible.

E. Mnimze know edge of the nunbering plan required of
resol vers maki ng use of Infrastructure ENUM

F. Maxim ze synergies with End User ENUM

G Support interworking with private ENUMtrees. (In this
context, a private ENUMtree is one that is not under
el64. arpa or whatever nanespace is chosen for infrastructure
ENUM but uses instead a privately held domain.)

Security Considerations

Exi sting security considerations for ENUM (detailed in [1]) stil
apply. Since infrastructure ENUM invol ves carriers where RFC 3761
mai nly considered indviduals, inplenmentations neeting these

requi rements SHOULD reconsider the RFC 3761 security nodel given this
difference in actors concerned. Note that sone registration

val i dation issues concerning End User ENUM nmay not apply to
infrastructure ENUM \Where the Tier 1 registry is able to identify
the provider serving a nunmber, e.g., based on industry data for
nunber bl ock assignnments and nunber portability, registration m ght
be nmore easily autonmated and a separate regi strar not required.

Sone parties have expressed concern that an infrastructure ENUM coul d
conproni se end user privacy by naking it possible for others to
identify unlisted or unpublished nunbers based on their registration
in ENUM This can be avoided if providers register all of the their
al l ocated (as opposed to assigned) nunbers. Unassignhed nunbers
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shoul d be provisioned to route to the provider’'s network in the sanme
fashi on as assigned nunbers and only then provide an indication that
they are unassigned. In that way, provider registration of a nunber
in ENUM provides no nore information about the status of a nunber
than coul d be obtained by dialing it.

| npl ementers should take care to avoid inadvertent disclosure of user
identities, for exanple, in the URIs returned in response to
i nfrastructure ENUM queri es.

5. | ANA Consi derati ons

Thi s docunent includes no actions to be taken by I ANA. The
architecture ultimately chosen to neet the requirenents may require
| ANA acti ons.
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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