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The EAP-TLS Aut henti cati on Protocol
Status of This Menop

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

The Extensible Authentication Protocol (EAP), defined in RFC 3748,
provi des support for nultiple authentication nmethods. Transport
Layer Security (TLS) provides for nutual authentication, integrity-
protected ciphersuite negotiation, and key exchange between two
endpoints. This docunent defines EAP-TLS, which includes support for
certificate-based nutual authentication and key derivati on.

Thi s docunent obsol etes RFC 2716. A sunmary of the changes between
this document and RFC 2716 is avail able in Appendi x A
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1. Introduction

The Extensibl e Authentication Protocol (EAP), described in [RFC3748],
provi des a standard mechani sm for support of multiple authentication
nmet hods. Through the use of EAP, support for a nunber of

aut henticati on schemes may be added, including snmart cards, Kerberos,
Public Key, One Tinme Passwords, and others. EAP has been defined for
use with a variety of lower layers, including the Point-to-Point
Protocol (PPP) [RFC1661], Layer 2 tunneling protocols such as the

Poi nt -t o- Poi nt Tunnel i ng Protocol (PPTP) [RFC2637] or Layer 2

Tunnel ing Protocol (L2TP) [ RFC2661], |EEE 802 wi red networks

[ 1 EEE-802. 1X], and w rel ess technol ogi es such as | EEE 802. 11 [| EEE-
802.11] and | EEE 802. 16 [| EEE-802. 16e] .

Wil e the EAP net hods defined in [ RFC3748] did not support mnutua

aut henti cation, the use of EAP with wirel ess technol ogi es such as
[ 1 EEE-802. 11] has resulted in devel opnment of a new set of
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requirements. As described in "Extensible Authentication Protoco
(EAP) Met hod Requirenents for Wrel ess LANS" [RFC4017], it is
desirable for EAP nethods used for wirel ess LAN authentication to
support mnutual authentication and key derivation. Qher link |layers
can al so make use of EAP to enabl e nutual authentication and key
derivati on.

Thi s docunent defines EAP-Transport Layer Security (EAP-TLS), which
i ncl udes support for certificate-based nutual authentication and key
derivation, utilizing the protected ciphersuite negotiation, nutual
aut henticati on and key managenent capabilities of the TLS protocol
described in "The Transport Layer Security (TLS) Protocol

Version 1.1" [RFC4346]. Wile this docunment obsol etes RFC 2716

[ RFC2716], it remains backward conpatible with it. A summary of the
changes between this docunent and RFC 2716 is avail able in Appendi x
A

1.1. Requirenents

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. Termnol ogy
Thi s docunent frequently uses the follow ng terns:

aut henti cat or
The entity initiating EAP authenticati on.

peer
The entity that responds to the authenticator. |In [I|EEE-802.1X]
this entity is known as the Supplicant.

backend aut henticati on server
A backend authentication server is an entity that provides an
authentication service to an authenticator. Wen used, this server
typically executes EAP nmethods for the authenticator. This
terminology is also used in [|EEE-802.1X].

EAP server
The entity that term nates the EAP authentication nethod with the
peer. |In the case where no backend authentication server is used,
the EAP server is part of the authenticator. |In the case where the
aut henti cator operates in pass-through node, the EAP server is
| ocated on the backend authentication server
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Mast er Sessi on Key (MBK)
Keying material that is derived between the EAP peer and server and
exported by the EAP nethod.

Ext ended Master Session Key (EMSK)
Addi ti onal keying material derived between the EAP peer and server
that is exported by the EAP nethod.

2. Protocol Overvi ew
2.1. Overview of the EAP-TLS Conversati on

As described in [RFC3748], the EAP-TLS conversation will typically
begin with the authenticator and the peer negotiating EAP. The

aut henticator will then typically send an EAP-Request/Ildentity packet
to the peer, and the peer will respond with an EAP-Response/ldentity
packet to the authenticator, containing the peer’s user-Id.

Fromthis point forward, while nom nally the EAP conversation occurs
bet ween t he EAP authenticator and the peer, the authenticator MAY act
as a pass-through device, with the EAP packets received fromthe peer
bei ng encapsul ated for transmission to a backend authentication
server. In the discussion that follows, we will use the term"EAP
server"” to denote the ultinmate endpoint conversing with the peer

2.1.1. Base Case

Once having received the peer’s ldentity, the EAP server MJST respond
with an EAP-TLS/ Start packet, which is an EAP-Request packet with
EAP- Type=EAP-TLS, the Start (S) bit set, and no data. The EAP-TLS
conversation will then begin, with the peer sending an EAP- Response
packet with EAP-Type=EAP-TLS. The data field of that packet wll
encapsul ate one or nore TLS records in TLS record |ayer format,
containing a TLS client_hell o handshake nmessage. The current cipher
spec for the TLS records will be TLS_NULL_W TH NULL_NULL and nul

conpression. This current cipher spec remains the same until the
change_ci pher _spec nessage signals that subsequent records wll have
the negotiated attributes for the remai nder of the handshake.

The client_hell o nessage contains the peer’s TLS version nunber, a
sessionld, a random nunber, and a set of ciphersuites supported by
the peer. The version offered by the peer MJST correspond to TLS
v1.0 or later.

The EAP server will then respond with an EAP-Request packet wth

EAP- Type=EAP- TLS. The data field of this packet will encapsul ate one
or nore TLS records. These will contain a TLS server_hel |l o handshake
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nmessage, possibly followed by TLS certificate, server_key_exchange,
certificate_request, server_hello_done and/or finished handshake
nmessages, and/or a TLS change_ci pher _spec nessage. The server_hello
handshake nessage contains a TLS version nunber, another random
nunber, a sessionld, and a ciphersuite. The version offered by the
server MUST correspond to TLS v1.0 or later.

If the peer’s sessionld is null or unrecognized by the server, the
server MJUST choose the sessionld to establish a new session

O herwi se, the sessionld will match that offered by the peer
indicating a resunption of the previously established session with
that sessionld. The server will also choose a ciphersuite fromthose
offered by the peer. |If the session natches the peer’s, then the

ci phersuite MJST match the one negotiated during the handshake
protocol execution that established the session.

If the EAP server is not resuming a previously established session,
then it MJUST include a TLS server_certificate handshake nessage, and
a server_hel |l o_done handshake nmessage MJUST be the | ast handshake
nmessage encapsul ated in this EAP- Request packet.

The certificate nmessage contains a public key certificate chain for
either a key exchange public key (such as an RSA or Diffie-Hellnman
key exchange public key) or a signature public key (such as an RSA or
Digital Signature Standard (DSS) signhature public key). In the

| atter case, a TLS server_key_exchange handshake nessage MJST al so be
included to allow the key exchange to take pl ace.

The certificate_request nessage is included when the server desires
the peer to authenticate itself via public key. Wile the EAP server
SHOULD require peer authentication, this is not mandatory, since

there are circunstances in which peer authentication will not be
needed (e.g., enmergency services, as described in [UNAUTH]), or where
the peer will authenticate via sone other neans.

| f the peer supports EAP-TLS and is configured to use it, it MJST
respond to the EAP-Request with an EAP-Response packet of EAP-
Type=EAP-TLS. If the preceding server_hell o nessage sent by the EAP
server in the precedi ng EAP- Request packet did not indicate the
resunption of a previous session, the data field of this packet MJST
encapsul ate one or nore TLS records containing a TLS
client_key_exchange, change_ci pher_spec, and finished nessages. |If
the EAP server sent a certificate_request nmessage in the preceding
EAP- Request packet, then unless the peer is configured for privacy
(see Section 2.1.4) the peer MJST send, in addition, certificate and
certificate verify nmessages. The forner contains a certificate for
the peer’s signature public key, while the latter contains the peer’s
si gned authentication response to the EAP server. After receiving
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this packet, the EAP server will verify the peer’'s certificate and
digital signature, if requested.

If the preceding server_hello nessage sent by the EAP server in the
precedi ng EAP- Request packet indicated the resunption of a previous
session, then the peer MJST send only the change_ci pher_spec and
fini shed handshake nessages. The finished nessage contains the
peer’s authentication response to the EAP server

In the case where the EAP-TLS nutual authentication is successful
the conversation will appear as follows:

Aut henti cati ng Peer Aut henti cat or
<- EAP- Request/
I dentity
EAP- Response/
| dentity (MyID) ->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS Start)
EAP- Response/
EAP- Type=EAP- TLS
(TLS client_hello)->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS server_hel | o,
TLS certificate,
[ TLS server_key_exchange, ]
TLS certificate_request,
TLS server _hel | o_done)
EAP- Response/
EAP- Type=EAP- TLS
(TLS certificate,
TLS client _key_exchange,
TLS certificate_verify,
TLS change_ci pher _spec,
TLS fini shed) ->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS change_ci pher _spec,
TLS fi ni shed)
EAP- Response/
EAP- Type=EAP-TLS ->
<- EAP-Success
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2.1.2. Session Resunption

The purpose of the sessionld within the TLS protocol is to allow for
i nproved efficiency in the case where a peer repeatedly attenpts to
aut henticate to an EAP server within a short period of tine. Wile
this nodel was devel oped for use with HTTP authentication, it also
can be used to provide "fast reconnect” functionality as defined in
Section 7.2.1 of [RFC3748].

It is left up to the peer whether to attenpt to continue a previous
session, thus shortening the TLS conversation. Typically, the peer’s
decision will be made based on the time el apsed since the previous
authentication attenpt to that EAP server. Based on the sessionld
chosen by the peer, and the tinme el apsed since the previous

aut hentication, the EAP server will decide whether to allow the
continuation or to choose a new session

In the case where the EAP server and authenticator reside on the same
device, the peer will only be able to continue sessions when
connecting to the sane authenticator. Should the authenticators be
set up in arotary or round-robin, then it may not be possible for

the peer to know in advance the authenticator to which it will be
connecting, and therefore which sessionld to attenpt to reuse. As a
result, it is likely that the continuation attenpt will fail. In the

case where the EAP authentication is renpted, then continuation is
much nore likely to be successful, since multiple authenticators will
utilize the sane backend aut henticati on server

If the EAP server is resumng a previously established session, then
it MJUST include only a TLS change_ci pher _spec nessage and a TLS

fini shed handshake nessage after the server_hell o nessage. The

fini shed nmessage contains the EAP server’s authentication response to
t he peer.

Sinmon, et al. St andar ds Track [ Page 7]



RFC 5216 EAP- TLS Aut henti cati on Protocol March 2008

2.

1.

In the case where a previously established session is being resuned,
and both sides authenticate successfully, the conversation wll
appear as follows:

Aut henti cati ng Peer Aut henti cat or
<- EAP- Request/
I dentity

EAP- Response/

| dentity (MyID) ->
<- EAP- Request/
EAP- Request /
EAP- Type=EAP- TLS
(TLS Start)

EAP- Response/

EAP- Type=EAP- TLS

(TLS client_hello)->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS server_hell o,
TLS change_ci pher _spec
TLS fi ni shed)

EAP- Response/

EAP- Type=EAP- TLS

(TLS change_ci pher _spec,

TLS fini shed) ->
<- EAP-Success

3. Term nation

If the peer’s authentication is unsuccessful, the EAP server SHOULD
send an EAP- Request packet with EAP-Type=EAP-TLS, encapsulating a TLS
record containing the appropriate TLS alert nessage. The EAP server
SHOULD send a TLS alert nessage i mediately terminating the
conversation so as to allow the peer to informthe user or |og the
cause of the failure and possibly allow for a restart of the
conversation

To ensure that the peer receives the TLS alert nessage, the EAP
server MUST wait for the peer to reply with an EAP-Response packet.
The EAP- Response packet sent by the peer MAY encapsulate a TLS
client_hell o handshake nmessage, in which case the EAP server MAY

al l ow t he EAP-TLS conversation to be restarted, or it MAY contain an
EAP- Response packet wi th EAP- Type=EAP-TLS and no data, in which case
the EAP-Server MJUST send an EAP-Failure packet and terninate the
conversation. It is up to the EAP server whether to allow restarts,
and if so, how nmany tines the conversation can be restarted. An EAP
Server inplenenting restart capability SHOULD i npose a per-peer limt
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on the nunber of restarts, so as to protect against denial -of-service
att acks.

If the peer authenticates successfully, the EAP server MJST respond
wi th an EAP- Request packet wi th EAP-Type=EAP-TLS, which includes, in
the case of a new TLS session, one or nore TLS records containing TLS
change_ci pher _spec and fini shed handshake nessages. The latter
contains the EAP server’s authentication response to the peer. The
peer will then verify the finished nessage in order to authenticate

t he EAP server.

I f EAP server authentication is unsuccessful, the peer SHOULD del ete
the session fromits cache, preventing reuse of the sessionld. The
peer MAY send an EAP- Response packet of EAP- Type=EAP-TLS containing a
TLS Alert message identifying the reason for the failed

aut hentication. The peer MAY send a TLS al ert nessage rather than

i medi ately ternminating the conversation so as to allow the EAP
server to log the cause of the error for exami nation by the system
admi ni strator.

To ensure that the EAP Server receives the TLS alert nessage, the
peer MJUST wait for the EAP Server to reply before terminating the
conversation. The EAP Server MJST reply with an EAP-Fail ure packet
since server authentication failure is a terninal condition

If the EAP server authenticates successfully, the peer MJUST send an

EAP- Response packet of EAP-Type=EAP-TLS, and no data. The EAP Server
then MJST respond with an EAP- Success nessage.
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In the case where the server authenticates to the peer successfully,

but the peer fails to authenticate to the server
wi ||l appear as foll ows:

Aut henti cati ng Peer Aut henti cat or
<- EAP- Request/
I dentity
EAP- Response/
| dentity (MyID) ->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS Start)
EAP- Response/
EAP- Type=EAP- TLS
(TLS client_hello)->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS server_hell o,
TLS certificate,
[ TLS server _key_exchange, ]
TLS certificate_request,
TLS server _hel |l o_done)

EAP- Response/

EAP- Type=EAP- TLS

(TLS certificate,

TLS client_key_exchange,
TLS certificate_verify,
TLS change_ci pher _spec,
TLS fini shed) ->

<- EAP- Request/
EAP- Type=EAP- TLS
(TLS change_ci pher _spec,
TLS fi ni shed)

EAP- Response/

EAP- Type=EAP-TLS ->
<- EAP- Request
EAP- Type=EAP- TLS
(TLS Alert nessage)

EAP- Response/

EAP- Type=EAP-TLS ->
<- EAP-Failure
(User Di sconnect ed)
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In the case where server authentication is unsuccessful, the
conversation will appear as follows:

Aut henti cati ng Peer Aut henti cat or
<- EAP- Request/
I dentity
EAP- Response/
| dentity (MyID) ->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS Start)
EAP- Response/
EAP- Type=EAP- TLS
(TLS client_hello)->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS server_hell o,
TLS certificate,
[ TLS server _key_exchange, ]
TLS certificate_request,
TLS server _hel | o_done)
EAP- Response/
EAP- Type=EAP- TLS
(TLS Alert nmessage) ->
<- EAP-Failure
(User Di sconnect ed)

2.1.4. Privacy

EAP- TLS peer and server inplenentations MAY support privacy.

Di scl osure of the username is avoided by utilizing a privacy Network
Access ldentifier (NAI) [RFC4282] in the EAP-Response/ldentity, and
transmtting the peer certificate within a TLS session providing
confidentiality.

In order to avoid disclosing the peer username, an EAP-TLS peer
configured for privacy MJST negotiate a TLS ci phersuite supporting
confidentiality and MUST provide a client certificate |list containing
no entries in response to the initial certificate_request fromthe
EAP- TLS server.

An EAP-TLS server supporting privacy MJST NOT treat a certificate
list containing no entries as a termnal condition; instead, it MJST
bring up the TLS session and then send a hello_request. The
handshake t hen proceeds nornally; the peer sends a client_hello and
the server replies with a server_hello, certificate,

server _key_exchange, certificate_request, server_hell o_done, etc.
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For the calculation of exported keying material (see Section 2.3),
the master_secret derived within the second handshake is used.

An EAP-TLS peer supporting privacy MJST provide a certificate |ist
containing at |east one entry in response to the subsequent
certificate_request sent by the server. |If the EAP-TLS server
supporting privacy does not receive a client certificate in response
to the subsequent certificate_request, then it MJST abort the

sessi on.

EAP- TLS privacy support is designed to all ow EAP-TLS peers that do
not support privacy to interoperate with EAP-TLS servers supporting
privacy. EAP-TLS servers supporting privacy MJST request a client
certificate, and MJST be able to accept a client certificate offered
by the EAP-TLS peer, in order to preserve interoperability wth EAP-
TLS peers that do not support privacy.

However, an EAP-TLS peer configured for privacy typically will not be
abl e to successfully authenticate with an EAP-TLS server that does
not support privacy, since such a server will typically treat the
refusal to provide a client certificate as a termnal error. As a
result, unless authentication failure is considered preferable to

di scl osure of the usernanme, EAP-TLS peers SHOULD only be configured
for privacy on networks known to support it.

This is nost easily achieved with EAP | ower |ayers that support
network advertisenent, so that the network and appropriate privacy
configuration can be determned. |In order to determine the privacy
configuration on link layers (such as | EEE 802 wi red networks) that
do not support network advertisenent, it may be desirable to utilize
i nformation provided in the server certificate (such as the subject
and subjectAltNane fields) or within identity selection hints

[ RFC4284] to determine the appropriate configuration

In the case where the peer and server support privacy and nutua
aut henti cation, the conversation will appear as follows:

Aut henti cati ng Peer Aut henti cat or
<- EAP- Request/
I dentity

EAP- Response/

Identity (Anonynous NAI) ->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS Start)

Sinon, et al. St andards Track [ Page 12]



RFC 5216 EAP- TLS Aut henti cati on Protocol March 2008

EAP- Response/
EAP- Type=EAP- TLS
(TLS client_hello)->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS server_hel | o,
TLS certificate,
[ TLS server_key_exchange, ]
TLS certificate_request,
TLS server _hel | o_done)
EAP- Response/
EAP- Type=EAP- TLS
(TLS certificate (no cert),
TLS client _key_exchange,
TLS change_ci pher _spec,
TLS fini shed) ->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS change_ci pher _spec,
fini shed,
hel | o_request)
EAP- Response/
EAP- Type=EAP- TLS
(TLS client_hello)->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS server_hel | o,
TLS certificate,
TLS server_key_exchange,
TLS certificate_request,
TLS server _hel | o_done)
EAP- Response/
EAP- Type=EAP- TLS
(TLS certificate,
TLS client _key_exchange,
TLS certificate_verify,
TLS change_ci pher _spec,
TLS fini shed) ->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS change_ci pher _spec,
TLS fi ni shed)
EAP- Response/
EAP- Type=EAP-TLS ->
<- EAP-Success
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2.1.5. Fragnentation

A single TLS record nay be up to 16384 octets in length, but a TLS
message may span nultiple TLS records, and a TLS certificate nessage
may in principle be as long as 16 MB. The group of EAP-TLS nessages
sent in a single round may thus be larger than the MIU size or the
maxi num Renote Aut hentication Dail-In User Service (RAD US) packet
size of 4096 octets. As a result, an EAP-TLS inpl enentati on MJST
provide its own support for fragmentation and reassenbly. However,
in order to ensure interoperability with existing inplenentations,
TLS handshake nmessages SHOULD NOT be fragnented into nultiple TLS
records if they fit within a single TLS record.

In order to protect against reassenbly | ockup and deni al - of - service
attacks, it nmay be desirable for an inplenentation to set a maxi mum
size for one such group of TLS nessages. Since a single certificate
is rarely longer than a few thousand octets, and no other field is
likely to be anywhere near as |long, a reasonable choice of maxi num
accept abl e message length m ght be 64 KB.

Since EAP is a sinple ACK-NAK protocol, fragnentation support can be
added in a sinple nmanner. In EAP, fragnents that are | ost or damaged
intransit will be retransmitted, and since sequencing information is
provided by the Identifier field in EAP, there is no need for a
fragnent offset field as is provided in | Pv4.

EAP- TLS fragnmentati on support is provided through addition of a flags
octet within the EAP-Response and EAP- Request packets, as well as a
TLS Message Length field of four octets. Flags include the Length

i ncluded (L), Mre fragnents (M, and EAP-TLS Start (S) bits. The L
flag is set to indicate the presence of the four-octet TLS Message
Length field, and MJST be set for the first fragment of a fragnented
TLS nmessage or set of nessages. The Mflag is set on all but the
last fragment. The S flag is set only within the EAP-TLS start
nmessage sent fromthe EAP server to the peer. The TLS Message Length
field is four octets, and provides the total |length of the TLS
nmessage or set of nmessages that is being fragmented; this sinplifies
buffer allocation.

When an EAP-TLS peer receives an EAP- Request packet with the Mbit
set, it MJST respond with an EAP- Response with EAP-Type=EAP-TLS and
no data. This serves as a fragnent ACK. The EAP server MJST wait
until it receives the EAP-Response before sending another fragnent.
In order to prevent errors in processing of fragnments, the EAP server
MUST increment the ldentifier field for each fragnent contai ned

wi thin an EAP-Request, and the peer MJST include this ldentifier
value in the fragnment ACK contai ned within the EAP-Response.
Retransnmitted fragnments will contain the same Identifier val ue.
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Simlarly, when the EAP server receives an EAP-Response with the M
bit set, it MJST respond with an EAP- Request wi th EAP- Type=EAP-TLS

and no data. This serves as a fragnent ACK. The EAP peer MJST wait
until it receives the EAP-Request before sending another fragment.
In order to prevent errors in the processing of fragnments, the EAP

server MJUST increment the ldentifier value for each fragnment ACK
contai ned within an EAP-Request, and the peer MJST include this
Identifier value in the subsequent fragnent contained within an EAP-

Response.

In the case where the EAP-TLS nutual authentication is successful

and fragnmentation is required, the conversation will appear as
foll ows:
Aut henti cati ng Peer Aut henti cat or

<- EAP- Request/
I dentity
EAP- Response/
| dentity (MyID) ->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS Start, S bit set)
EAP- Response/
EAP- Type=EAP- TLS
(TLS client_hello)->
<- EAP- Request/
EAP- Type=EAP-TLS
(TLS server_hell o,
TLS certificate,
[ TLS server _key_exchange, ]
TLS certificate_request,
TLS server _hel | o_done)
(Fragnent 1: L, Mbits set)
EAP- Response/
EAP- Type=EAP-TLS ->
<- EAP- Request/
EAP- Type=EAP-TLS
(Fragnent 2: Mbit set)
EAP- Response/
EAP- Type=EAP-TLS ->
<- EAP- Request/
EAP- Type=EAP- TLS
(Fragnment 3)
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EAP- Response/
EAP- Type=EAP- TLS
(TLS certificate,
TLS client _key_exchange,
TLS certificate_verify,
TLS change_ci pher _spec,
TLS fi ni shed) (Fragnment 1:
L, Mbits set)->
<- EAP- Request/
EAP- Type=EAP- TLS
EAP- Response/
EAP- Type=EAP- TLS
(Fragnent 2)->
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS change_ci pher _spec,
TLS fi ni shed)
EAP- Response/
EAP- Type=EAP- TLS ->
<- EAP-Success

2.2. ldentity Verification
As noted in Section 5.1 of [RFC3748]:

It is RECOMMENDED that the Identity Response be used primarily for
routing purposes and sel ecting which EAP nethod to use. EAP

Met hods SHOULD i ncl ude a mnet hod-speci fic nechani smfor obtaining
the identity, so that they do not have to rely on the ldentity
Response.

As part of the TLS negotiation, the server presents a certificate to
the peer, and if nmutual authentication is requested, the peer
presents a certificate to the server. EAP-TLS therefore provides a
mechani smfor determ ning both the peer identity (Peer-1d in

[ KEYFRAME] ) and server identity (Server-I1d in [ KEYFRAME]). For
details, see Section 5. 2.

Since the identity presented in the EAP-Response/ldentity need not be
related to the identity presented in the peer certificate, EAP-TLS

i npl emrent ati ons SHOULD NOT require that they be identical. However,
if they are not identical, the identity presented in the EAP-
Response/ldentity is unauthenticated information, and SHOULD NOT be
used for access control or accounting purposes.
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2.3. Key Hierarchy

Figure 1 illustrates the TLS Key Hierarchy, described in [ RFC4346]
Section 6.3. The derivation proceeds as follows:

mast er _secret = TLS-PRF-48(pre_naster_secret, "master secret",
client.random || server.randon) key_ bl ock
TLS- PRF- X(mast er _secret, "key expansi on",
server.random || client.random

Wher e:

TLS- PRF- X = TLS pseudo-random function defined in [ RFC4346],
computed to X octets.

In EAP-TLS, the MSK, EMSK, and Initialization Vector (1V) are derived
fromthe TLS nmaster secret via a one-way function. This ensures that
the TLS master secret cannot be derived fromthe MSK, EMSK, or 1V

unl ess the one-way function (TLS PRF) is broken. Since the MSK and
EMSK are derived fromthe TLS naster secret, if the TLS naster secret
is conprom sed then the MSK and EMSK are al so conprom sed.

The MBK is divided into two hal ves, corresponding to the "Peer to
Aut henti cator Encryption Key" (Enc- RECV-Key, 32 octets) and
"Aut henticator to Peer Encryption Key" (Enc-SEND-Key, 32 octets).

The IV is a 64-octet quantity that is a known val ue; octets 0-31 are

known as the "Peer to Authenticator |IV' or RECV-1V, and octets 32-63
are known as the "Authenticator to Peer V', or SEND-IV.
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pre_mast er_secret

I I
server | | | client
Randormj Vv | Random

| T s S S S Y S S T S T A R |
I I I I
+----3| nmast er _secr et | <----+
I I (TVB) I I
I I I I
| T s S S S Y S S T S T A R |
I I I
V V V
T i T e ity S S s i S S S i i
I I
| key_ bl ock |
| | abel == "key expansion” |
T i T e ity S S s i S S S i i
I I I I I I
| client | server | client | server | client | server
| MAC | MAC | wite | wite | 1V | 1V
I I I I I I
V V V V V V

Figure 1 - TLS [ RFC4346] Key Hierarchy

EAP- TLS derives exported keying naterial and paraneters as foll ows:

Key Material = TLS-PRF-128(naster_secret, "client EAP encryption",
client.random || server.randon

VBK = Key_Material (0, 63)

EMSK = Key_Material (64, 127)

IV = TLS-PRF-64("", "client EAP encryption”,
client.random || server.randon

Enc- RECV- Key MBK( 0, 31) = Peer to Authenticator Encryption Key
(MB- MPPE- Recv-Key in [ RFC2548]). Also known as the
PVK in [I EEE-802. 11] .

MSK(32,63) = Authenticator to Peer Encryption Key

( M5- MPPE- Send- Key in [ RFC2548])

Enc- SEND- Key

RECV- | V = 1V(0,31) = Peer to Authenticator Initialization Vector
SEND- | V = 1V(32,63) = Authenticator to Peer Initialization

Vect or
Session-1d = OxOD || client.random || server.random
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client.random
server.random

Nonce generated by the TLS client.
Nonce generated by the TLS server.

Wher e:

Key Material (WZ) = Cctets Wthrough Z inclusive of the key material.
I V(W 2) = Cctets Wthrough Z inclusive of the IV.

VBK(W Z) = Cctets Wthrough Z inclusive of the MSK

EVMSK('W 2) = Cctets Wthrough Z inclusive of the EMSK

TLS- PRF- X = TLS PRF function conputed to X octets.

| | pre_master _secret |
server | | | client
Randomj Vv | Random

| T S T S S e S s i s S S S |

I I I I

+-- - > mast er _secr et | <----+

I I I I

I I I I

| T S T S S e S s i s S S S |

I I I

\Y \Y \Y
T S S e e T T i st o e S S e e A I e e T 2
| |
I MBK, ENMSK |
| | abel == "client EAP encryption” |
T S S e e T T i st o e S S e e A I e e T 2

MBK( 32, 63) EMSK( 0, 63)

I I
I I
I I
\Y \Y
Figure 2 - EAP-TLS Key Hierarchy

The use of these keys is specific to the |ower |ayer, as described in
Section 2.1 of [KEYFRAME]

2.4. Ciphersuite and Conpression Negotiation
EAP- TLS i npl enent ati ons MJST support TLS v1.O0.
EAP-TLS i npl ement ati ons need not necessarily support all TLS
ci phersuites listed in [RFC4346]. Not all TLS ciphersuites are

supported by available TLS tool kits, and |icenses may be required in
Sone cases.
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To ensure interoperability, EAP-TLS peers and servers MJST support
the TLS [ RFC4346] nandatory-to-inpl enent ciphersuite:

TLS RSA W TH 3DES_EDE_CBC SHA

EAP- TLS peers and servers SHOULD al so support and be able to
negotiate the foll owing TLS ci phersuites:

TLS _RSA W TH RC4_128_SHA [ RFC4346]
TLS_RSA W TH_AES_128_CBC SHA [ RFC3268]

In addition, EAP-TLS servers SHOULD support and be able to negotiate
the followi ng TLS ci phersuite:

TLS RSA W TH RC4_128 MD5 [ RFC4346]

Since TLS supports ciphersuite negotiation, peers conpleting the TLS
negotiation will also have selected a ciphersuite, which includes
encryption and hashi ng nmethods. Since the ciphersuite negotiated

wi thin EAP-TLS applies only to the EAP conversation, TLS ciphersuite
negotiati on MUST NOT be used to negotiate the ciphersuites used to
secure data.

TLS al so supports conpression as well as ciphersuite negotiation.
However, during the EAP-TLS conversation the EAP peer and server MJST
NOT request or negotiate conpression

3. Detailed Description of the EAP-TLS Protocol

3.1. EAP-TLS Request Packet

A summary of the EAP-TLS Request packet format is shown below. The
fields are transmitted fromleft to right.

1-\1
1
+ON
1
+ow

8 9 12 6 789 1
+- + +- + +- - -+ +
Len
I S i o B T i S S o
Flags TLS Message Length
R R e e i i i e S S i ik Tk Tk Sk S SR SR TR S
TLS Message Length | TLS Dat a.

T i S T o S S S S S S i S SR S

34
[ I
engt
+-+

1
+3-I|-U'I

6
- +- +
I I
- +- +
I

0
0
+-
I
+-
I
+-
I
+-

Code

1
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| dentifier

The ldentifier field is one octet and aids in matching responses
with requests. The ldentifier field MIJST be changed on each
Request packet.

Lengt h

The Length field is two octets and indicates the |length of the EAP
packet including the Code, Identifier, Length, Type, and Data
fields. GCctets outside the range of the Length field should be
treated as Data Link Layer padding and MJUST be ignored on
reception.

Type
13 -- EAP-TLS

2345678
I s S S

0
+- 4-
ILMSRRRRR|
+
Lengt h i ncl uded
More fragnents

EAP- TLS start
Reser ved

ansr

The L bit (length included) is set to indicate the presence of the
four-octet TLS Message Length field, and MJUST be set for the first
fragment of a fragmented TLS nessage or set of nessages. The M
bit (nore fragnents) is set on all but the last fragnment. The S
bit (EAP-TLS start) is set in an EAP-TLS Start nessage. This
differentiates the EAP-TLS Start nessage from a fragnent

acknow edgnment. Inplenentations of this specification MIST set
the reserved bits to zero, and MJST ignore them on reception

TLS Message Length
The TLS Message Length field is four octets, and is present only

if the L bit is set. This field provides the total length of the
TLS nessage or set of nessages that is being fragnmented.
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TLS dat a

The TLS data consists of the encapsul ated TLS packet in TLS record
format.

3.2. EAP-TLS Response Packet

A summary of the EAP-TLS Response packet format is shown bel ow.
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
R e s o T i i i i S S SR S S e S S S
| Code | Identifier | Lengt h |
R e s o T i i i i S S SR S S e S S S
| Type | FI ags | TLS Message Length
R e s o T i i i i S S SR S S e S S S
| TLS Message Length | TLS Dat a.
R e s o T i i i i S S SR S S e S S S
Code
2
I dentifier

The ldentifier field is one octet and MJUST match the ldentifier
field fromthe correspondi ng request.

Lengt h

The Length field is two octets and indicates the |length of the EAP
packet including the Code, Identifier, Length, Type, and Data
fields. Cctets outside the range of the Length field should be
treated as Data Link Layer padding and MJUST be ignored on
reception.

Type
13 -- EAP-TLS
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Fl ags

123456738
B T I S S

LMRRRRRR
T

0
+
I

L = Length included
M = More fragnents
R = Reserved

The L bit (length included) is set to indicate the presence of the
four-octet TLS Message Length field, and MJUST be set for the first
fragment of a fragmented TLS nessage or set of nessages. The M
bit (nore fragnments) is set on all but the |ast fragment.

I mpl erentations of this specification MIST set the reserved bits
to zero, and MUST ignore them on reception

TLS Message Length
The TLS Message Length field is four octets, and is present only
if the L bit is set. This field provides the total length of the
TLS nmessage or set of nessages that is being fragnented.

TLS dat a

The TLS data consists of the encapsul ated TLS packet in TLS record
format.

4. | ANA Consi derati ons

| ANA has al |l ocated EAP Type 13 for EAP-TLS. The allocation has been
updated to reference this docunent.
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5. Security Considerations
5.1. Security dains

EAP security clains are defined in Section 7.2.1 of [RFC3748]. The
security clainms for EAP-TLS are as foll ows:

Aut h. mechani sm Certificates
Ci phersuite negoti ation: Yes [ 4]
Mut ual aut henti cati on: Yes [ 1]
Integrity protection: Yes [ 1]
Repl ay protection: Yes [1]
Confidentiality: Yes [ 2]
Key derivati on: Yes
Key strength: [ 3]
Dictionary attack prot.: Yes
Fast reconnect: Yes
Crypt. binding: N A
Sessi on i ndependence: Yes [ 1]
Fragnment ati on: Yes
Channel bi ndi ng: No

Not es

[1] A formal proof of the security of EAP-TLS when used wth

[ EEE-802.11] is provided in [He]. This proof relies on the
assunption that the private key pairs used by the EAP peer and server
are not shared with other parties or applications. For exanple, a
backend aut henti cation server supporting EAP-TLS SHOULD NOT utilize
the sanme certificate with https.

[2] Privacy is an optional feature described in Section 2.1.4.

[3] Section 5 of BCP 86 [ RFC3766] offers advice on the required RSA
or Diffie-Hellman (DH) nmodule and Digital Signature Al gorithm (DSA)
subgroup size in bits, for a given |evel of attack resistance in
bits. For exanple, a 2048-bit RSA key is reconmended to provide
128-bit equival ent key strength. The National Institute of Standards
and Technol ogy (NI ST) also offers advice on appropriate key sizes in
[ SP800- 57] .

[4] EAP-TLS inherits the secure ciphersuite negotiation features of

TLS, including key derivation function negotiation when utilized with
TLS v1.2 [ RFC4346bi s] .
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5.2. Peer and Server ldentities

The EAP-TLS peer nane (Peer-1d) represents the identity to be used
for access control and accounting purposes. The Server-Id represents
the identity of the EAP server. Together the Peer-1d and Server-1d
nanme the entities involved in deriving the MSK/ EMSK

In EAP-TLS, the Peer-1d and Server-1d are determ ned fromthe subject
or subjectAltNane fields in the peer and server certificates. For
details, see Section 4.1.2.6 of [RFC3280]. Were the subjectAltName
field is present in the peer or server certificate, the Peer-1d or
Server-1d MJUST be set to the contents of the subjectAltNane. |f

subj ect nanming information is present only in the subjectAltNane
extension of a peer or server certificate, then the subject field
MJUST be an enpty sequence and the subject Al t Name extensi on MJUST be
critical

Where the peer identity represents a host, a subjectAltNanme of type
dnsNanme SHOULD be present in the peer certificate. Were the peer
identity represents a user and not a resource, a subjectAltNane of
type rfc822Nane SHOULD be used, conforming to the gramar for the
Net wor k Access ldentifier (NAI) defined in Section 2.1 of [RFC4282].
If a dnsNanme or rfc822Nane are not available, other field types (for
exanpl e, a subjectAltNanme of type i pAddress or

uni fornResourcel dentifier) MAY be used.

A server identity will typically represent a host, not a user or a
resource. As a result, a subjectA tNane of type dnsName SHOULD be
present in the server certificate. |If a dnsNanme is not avail able
other field types (for exanple, a subjectA tNane of type ipAddress or
uni f ornResourcel dentifier) MAY be used.

Conform ng inpl enmentati ons generating new certificates with Network
Access ldentifiers (NAIs) MJIST use the rfc822Nane in the subject
alternative name field to describe such identities. The use of the
subject nane field to contain an email Address Rel ative Di stingui shed
Name (RDN) is deprecated, and MJUST NOT be used. The subject nane
field MAY contain other RDNs for representing the subject’s identity.

Wiere it is non-enpty, the subject name field MJST contain an X 500
di stingui shed nane (DN). |If subject naming information is present
only in the subject nane field of a peer certificate and the peer
identity represents a host or device, the subject nane field SHOULD
contain a CormonNanme (CN) RDN or serial Number RDN. |f subject nam ng
information is present only in the subject name field of a server
certificate, then the subject nanme field SHOULD contain a CN RDN or
seri al Nunber RDN.
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It is possible for nmore than one subjectAltNane field to be present
in a peer or server certificate in addition to an enpty or non-enpty
subj ect distinguished name. EAP-TLS inplenentations supporting
export of the Peer-I1d and Server-Id SHOULD export all the

subj ect Alt Nane fields within Peer-1ds or Server-lds, and SHOULD al so
export a non-enpty subject distinguished name field within the Peer-
Ids or Server-lds. Al of the exported Peer-lds and Server-lds are
consi dered valid.

EAP- TLS i npl enent ati ons supporting export of the Peer-1d and Server-
Id SHOULD export Peer-lds and Server-lds in the same order in which
they appear within the certificate. Such canonical ordering would
aid in conparison operations and woul d enabl e using those identifiers

for key derivation if that is deened useful. However, the ordering
of fields within the certificate SHOULD NOT be used for access
contr ol

5.3. Certificate Validation

Since the EAP-TLS server is typically connected to the Internet, it
SHOULD support validating the peer certificate using RFC 3280

[ RFC3280] conpliant path validation, including the ability to
retrieve internediate certificates that nay be necessary to validate
the peer certificate. For details, see Section 4.2.2.1 of [RFC3280].

Wiere the EAP-TLS server is unable to retrieve internedi ate
certificates, either it will need to be pre-configured with the
necessary intermediate certificates to conplete path validation or it
will rely on the EAP-TLS peer to provide this informati on as part of
the TLS handshake (see Section 7.4.6 of [RFC4346]).

In contrast to the EAP-TLS server, the EAP-TLS peer nmay not have

I nternet connectivity. Therefore, the EAP-TLS server SHOULD provide
its entire certificate chain mnus the root to facilitate certificate
val idation by the peer. The EAP-TLS peer SHOULD support validating
the server certificate using RFC 3280 [ RFC3280] conpliant path

val i dati on.

Once a TLS session is established, EAP-TLS peer and server

i npl enentati ons MJUST validate that the identities represented in the
certificate are appropriate and authorized for use with EAP-TLS. The
aut hori zati on process nakes use of the contents of the certificates
as well as other contextual information. Wile authorization
requirements will vary from depl oynent to deploynent, it is
RECOMVENDED t hat i npl enmentati ons be able to authorize based on the
EAP- TLS Peer-1d and Server-1d determined as described in Section 5. 2.
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In the case of the EAP-TLS peer, this involves ensuring that the
certificate presented by the EAP-TLS server was intended to be used
as a server certificate. |nplenentations SHOULD use the Extended Key
Usage (see Section 4.2.1.13 of [RFC3280]) extension and ensure that
at |l east one of the following is true:

1) The certificate issuer included no Extended Key Usage identifiers
in the certificate.

2) The issuer included the anyExt endedKeyUsage identifier in the
certificate (see Section 4.2.1.13 of [RFC3280]).

3) The issuer included the id-kp-serverAuth identifier in the
certificate (see Section 4.2.1.13 [ RFC3280]).

When performng this conparison, inplenentations MJST follow the
validation rules specified in Section 3.1 of [RFC2818]. |In the case
of the server, this involves ensuring the certificate presented by
the EAP-TLS peer was intended to be used as a client certificate.

| mpl enent ati ons SHOULD use the Extended Key Usage (see Section
4.2.1.13 [RFC3280]) extension and ensure that at |east one of the
followng is true:

1) The certificate issuer included no Extended Key Usage identifiers
in the certificate.

2) The issuer included the anyExt endedKeyUsage identifier in the
certificate (see Section 4.2.1.13 of [RFC3280]).

3) The issuer included the id-kp-clientAuth identifier in the
certificate (see Section 4.2.1.13 of [RFC3280]).

Certificate Revocation

Certificates are long-lived assertions of identity. Therefore, it is
i mportant for EAP-TLS inplenentations to be capable of checking
whet her these assertions have been revoked.

EAP- TLS peer and server inplenentations MJST support the use of
Certificate Revocation Lists (CRLs); for details, see Section 3.3 of
[ RFC3280] . EAP-TLS peer and server inplenentations SHOULD al so
support the Online Certificate Status Protocol (OCSP), described in
"X.509 Internet Public Key Infrastructure Online Certificate Status
Protocol - OCSP" [ RFC2560]. OCSP nessages are typically much smaller
than CRLs, which can shorten connection tines especially in
bandwi dt h- constrai ned environnents. \While EAP-TLS servers are
typically connected to the Internet during the EAP conversation, an
EAP- TLS peer nmay not have Internet connectivity until authentication
conpl et es.
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In the case where the peer is initiating a voluntary Layer 2 tunnel
usi ng PPTP [ RFC2637] or L2TP [ RFC2661], the peer will typically

al ready have a PPP interface and Internet connectivity established at
the tinme of tunnel initiation

However, in the case where the EAP-TLS peer is attenpting to obtain
network access, it will not have network connectivity and is
therefore not capable of checking for certificate revocation until
after authentication conpletes and network connectivity is avail able.
For this reason, EAP-TLS peers and servers SHOULD i npl enent
Certificate Status Request nessages, as described in "Transport Layer
Security (TLS) Extensions", Section 3.6 of [RFC4366]. To enable
revocation checking in situations where servers do not support
Certificate Status Request nessages and network connectivity is not
avail able prior to authentication conpletion, peer inplenentations
MUST al so support checking for certificate revocation after

aut henti cati on conmpl etes and network connectivity is avail able, and
they SHOULD utilize this capability by default.

5.5. Packet Modification Attacks

The integrity protection of EAP-TLS packets does not extend to the
EAP header fields (Code, Identifier, Length) or the Type or Fl ags
fields. As a result, these fields can be nodified by an attacker.

In nost cases, nodification of the Code or Identifier fields wll
only result in a denial-of-service attack. However, an attacker can
add additional data to an EAP-TLS packet so as to cause it to be

| onger than inplied by the Length field. EAP peers, authenticators,
or servers that do not check for this could be vulnerable to a buffer
overrun

It is also possible for an attacker to nodify the Type or Flags
fields. By nodifying the Type field, an attacker could cause one
TLS- based EAP nethod to be negotiated instead of another. For
exanpl e, the EAP-TLS Type field (13) could be changed to indicate
anot her TLS-based EAP nethod. Unless the alternative TLS-based EAP
method utilizes a different key derivation fornula, it is possible
that an EAP net hod conversation altered by a man-in-the-niddle could
run all the way to conpletion w thout detection. Unless the

ci phersuite selection policies are identical for all TLS based EAP
nmet hods utilizing the same key derivation fornula, it may be possible
for an attacker to nount a successful downgrade attack, causing the
peer to utilize an inferior ciphersuite or TLS-based EAP net hod.
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Appendi x A -- Changes from RFC 2716

This appendi x lists the najor changes between [RFC2716] and this
docunent. M nor changes, including style, grammar, spelling, and
editorial changes, are not nentioned here.

0 As EAP is nowin use with a variety of |ower layers, not just PPP
for which it was first designed, nention of PPP is restricted to
situations relating to PPP-specific behavior and reference is nade
to other lower |ayers such as | EEE 802. 11, |EEE 802. 16, etc.

o The docunment now cites TLS v1.1 as a normative reference (Sections
1 and 6.1).

0 The term nol ogy section has been updated to reflect definitions
from|[RFC3748] (Section 1.2), and the EAP Key Managenent Franework
[ KEYFRAME] (Section 1.2).

0 Use for peer unauthenticated access is clarified (Section 2.1.1).

o Privacy is supported as an optional feature (Section 2.1.4).

o It is no longer recormended that the identity presented in the
EAP- Response/ I dentity be conpared to the identity provided in the
peer certificate (Section 2.2).

0 The EAP-TLS key hierarchy is defined, using term nology from
[ RFC3748]. This includes fornulas for the conputation of TEKs as
well as the MSK, EMSBK, |V, and Session-ld (Section 2.3).

0 Mndatory and recommended TLS ci phersuites are provided. The use
of TLS ci phersuite negotiation for determ ning the |ower |ayer
ci phersuite is prohibited (Section 2.4).

o The Start bit is not set within an EAP- Response packet (Section
3.2).

0 A section on security clainms has been added and advice on key
strength is provided (Section 5.1).

o0 The Peer-1d and Server-1d are defined (Section 5.2), and
requirements for certificate validation (Section 5.3) and
revocation (Section 5.4) are provided.

o Packet nodification attacks are described (Section 5.5).
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0 The exanpl es have been updated to reflect typical mnmessages sent in
the described scenarios. For exanple, where nutual authentication
is perfornmed, the EAP-TLS server is shown to request a client
certificate and the peer is shown to provide a certificate_verify
nmessage. A privacy exanple is provided, and two faulty exanpl es
of session resume failure were renoved.
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2008).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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