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Abstract

Thi s docunent defines a profile of the Sinple Authentication and
Security Layer (SASL) for the Post O fice Protocol (POP3). This
extension allows a POP3 client to indicate an authentication
mechanismto the server, perform an authentication protocol exchange,
and optionally negotiate a security layer for subsequent protocol
interactions during this session.

Thi s docunent seeks to consolidate the information related to POP3
AUTH into a single docunent. To this end, this docunment obsol etes
and replaces RFC 1734, and updates the information contained in
Section 6.3 of RFC 2449.
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1.

| nt roducti on

The POP3 (see [RFC1939]) AUTH command (see [RFC1734]) has suffered
several problens in its specification. The first is that it was very
simlar to a SASL framework defined by [ RFC4422], but pre-dated the
initial SASL specification. It was therefore nissing sone key
conmponents, such as a way to list the avail abl e authentication
nmechani sns.

Later, [RFC2449] attenpted to renedy this situation by adding the
CAPA command and allowing an initial client response with the AUTH
conmand, but problens remained in the clarity of the specification of
how the initial client response was to be handl ed.

Together, this neans creating a full POP3 AUTH i npl enent ati on

requi res an understanding of material in at |least five different
docunents (and [ RFC3206] provides additional response codes that are
useful during authentication).

This docunent attenpts to conbine the information in [ RFC1734] and

[ RFC2449] to sinplify this situation. Additionally, it ains to

clarify and update the ol der specifications where appropriate.
Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [ RFC2119].

In exanples, "C:" and "S:" indicate |ines sent by the client and
server respectively.

Formal syntax is defined by [ RFC4234].
The SASL Capability

This section supersedes the definition of the SASL Capability in
section 6.3 of [RFC2449].

CAPA t ag:
SASL

Argunent s:
Supported SASL Mechani sns

Added conmands:
AUTH
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St andard commands af f ect ed:
None

Announced states / possible differences:
both / no

Commands valid in states:
AUTHORI ZATI ON

Speci fication reference:
Thi s docunment and [ RFC4422]

Di scussi on:
The SASL capability pernmits the use of the AUTH command (as
defined in Section 4 of this docunent) to begin a SASL negotiation
(as defined in [ RFC4422]). The argunent to the SASL capability is
a space-separated |list of SASL nechanisns that are supported.

If a server either does not support the CAPA conmand or does not
advertise the SASL capability, clients SHOULD NOT attenpt the AUTH
command. If a client does attenpt the AUTH conmand in such a
situation, it MJST NOT supply the client initial response
parameter (for backwards compatibility with [ RFC1734]).

Note that the list of avail able nechani sns MAY change after a
successful STLS conmand (see [ RFC2595]). However, as required by
[ RFC2449], inplenentations MJST continue to include the SASL
capability even after a successful AUTH command has been conpl et ed
(even though no further AUTH commands may be issued).

Exanpl e
S: +CK pop. exanpl e. com Bl urdyBl urp POP3 server ready
C. CAPA
S: +OK List of capabilities foll ows
S: SASL PLAIN DI GEST- MD5 GSSAPI  ANONYMOUS
S: STLS
S: | MPLEMENTATI ON Bl urdyBl urp POP3 server
S .

4. The AUTH Comrand
AUTH nechani sm [initial -response]
Argunent s:

mechanism A string identifying a SASL aut hentication
nmechani sm
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initial-response: An optional initial client response, as
defined in Section 3 of [RFC4422]. |If present, this response
MJUST be encoded as Base64 (specified in Section 4 of
[ RFC4648]), or consist only of the single character "=", which

represents an enpty initial response.

Restrictions:

After an AUTH command has been successfully conpl eted, no nore
AUTH conmands nmay be issued in the sane session. After a
successful AUTH command conpl etes, a server MJST reject any
further AUTH commands with an -ERR reply.

The AUTH command nmay only be given during the AUTHORI ZATI ON
state.

Di scussi on:

The AUTH command initiates a SASL aut henticati on exchange
between the client and the server. The client identifies the
SASL nechanismto use with the first parameter of the AUTH
command. |If the server supports the requested authentication
mechanism it perforns the SASL exchange to authenticate the
user. Optionally, it also negotiates a security |ayer for
subsequent protocol interactions during this session. |f the
requested aut henticati on nmechanismis not supported, the server
rejects the AUTH command with an -ERR reply.

The aut hentication protocol exchange consists of a series of
server challenges and client responses that are specific to the
chosen SASL nechani sm

A server challenge is sent as a line consisting of a "+"
character, followed by a single space and a string encoded
usi ng Base64, as specified in Section 4 of [RFC4648]. This
Iine MJUST NOT contain any text other than the BASE64-encoded
chal | enge.

A client response consists of a line containing a string
encoded as Base64. |If the client wi shes to cancel the

aut henti cati on exchange, it issues a line with a single "*".

If the server receives such a response, it MJST reject the AUTH
conmand by sending an -ERR reply.

The optional initial-response argunent to the AUTH comand is
used to save a round trip when using authentication nechani snms
that support an initial client response. |If the initial
response argunment is omtted and the chosen nechani smrequires
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an initial client response, the server MJST proceed by issuing
an enpty chall enge, as defined in Section 3 of [RFC4422]. In
POP3, an enpty server challenge is defined as a line with only
a"+", followed by a single space. It MJST NOT contain any

ot her dat a.

For the purposes of the initial client response, the 255-octet
limt on the length of a single conmmand, defined in Section 4
of [RFC2449], still applies. [If specifying an initial response
woul d cause the AUTH conmmand to exceed this length, the client
MUST NOT use the initial-response paraneter (and nust proceed
instead by sending its initial response after an enpty

chall enge fromthe server, as in Section 3 of [RFC4422]).

If the client needs to send a zero-length initial response, it
MUST transmt the response as a single equals sign ("="). This
i ndicates that the response is present, but contains no data.

If the client uses an initial-response argunent to the AUTH
conmand with a SASL nmechani smthat does not support an initial
client send, the server MJST reject the AUTH command with an
-ERR reply.

If the server cannot Base64 decode a client response, it MJST
reject the AUTH command with an -ERR reply. If the client
cannot Base64 decode any of the server’s challenges, it MJST
cancel the authentication using the "*" response. In
particular, servers and clients MJST reject (and not ignore)
any character not explicitly allowed by the Base64 al phabet,
and MJST reject any sequence of Base64 characters that contains
the pad character (’'=") anywhere other than the end of the
string (e.g., "=AAA" and "AAA=BBB" are not allowed).

Excepting the initial client response, these BASE64 strings may
be of arbitrary length, depending on the authentication
mechanismin use. Cients and servers MJST be able to handle
the | argest encoded chal |l enges and responses generated by the
aut henti cati on nmechani snms they support. This requirenment is

i ndependent of any line-length limtations the client or server
may have in other parts of its protocol inplenmentation

If the server is unable to authenticate the client, it MJST
reject the AUTH command with an -ERR reply. Should the client
successfully conplete the exchange, the server issues a +K
reply. Additionally, upon success, the POP3 session enters the
TRANSACTI ON st at e.
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The authorization identity generated by the SASL exchange is a
si npl e usernane, and SHOULD use the SASLprep profile (see

[ RFC4013]) of the StringPrep algorithm (see [ RFC3454]) to
prepare these nanmes for matching. |If preparation of the

aut horization identity fails or results in an enpty string
(unless it was transmitted as the enpty string), the server
MUST fail the authentication

If a security layer is negotiated during the SASL exchange, it
takes effect for the client on the octet imediately follow ng
the CRLF that concludes the | ast response generated by the
client. For the server, it takes effect inmmediately follow ng
the CRLF of its success reply.

When a security |l ayer takes effect, the server MJUST di scard any
know edge previously obtained fromthe client, which was not
obtai ned fromthe SASL negotiation itself. Likew se, the
client MUST discard any know edge obtai ned fromthe server

such as the list of avail abl e POP3 service extensions.

When both Transport Layer Security (TLS) (see [RFC4346]) and
SASL security layers are in effect, the TLS encodi ng MJST be
applied after the SASL encodi ng when sending data. (According
to [ RFC2595], STLS can only be issued before AUTH in any case.)

Not e that POP3 does not allow for additional data to be sent
with a nmessage indicating a successful outcome (see Section 3.6
of [RFC4422]).

The service nanme specified by this protocol’s profile of SASL
is "pop".

If an AUTH command fails, the client nmay try another

aut henti cati on mechani smor present different credentials by

i ssui ng another AUTH conmand (or by using one of the other POP3
aut henti cati on mechani snms). Likew se, the server MJST behave
as if the client had not issued the AUTH comand.

To ensure interoperability, client and server inplenentations
of this extension MJIST inplenent the PLAIN SASL nechani sm
[ RFC4616] running over TLS [ RFC2595].

A server inplenmentation MJUST inplenent a configuration in which
it does NOT advertise or pernit any plaintext password

nmechani sns, unl ess the STLS command has been used to negotiate
a TLS session (see [RFC2595]). As described by RFC 4616, this
configuration SHOULD be the default configuration. Before
usi ng a plaintext password nechani smover a TLS session, client
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i mpl enentati ons MJST verify the TLS server certificate as
required by RFC 2595, Section 2.4. dient and server

i mpl enent ati ons SHOULD i npl enent addi ti onal SASL nechani sns
that do not send pl ai ntext passwords, such as the GSSAP

[ RFC4752] mechani sm

5. Formal Syntax

The followi ng syntax specification uses the Augnented Backus- Naur
Form notation as specified in [RFC4234]. The rules CRLF, ALPHA, and
DA T are inported from|[RFC4234]. The sasl-nmech rule is from

[ RFC4422] .

Except as noted otherw se, all al phabetic characters are case-

i nsensitive. The use of upper- or |ower-case characters to define
token strings is for editorial clarity only. |nplenentations MJST
accept these strings in a case-insensitive fashion.

aut h- command = "AUTH' SP sasl-nech [SP initial-response]
*(CRLF [ base64]) [CRLF cancel -response] CRLF

initial-response = base64 / "="
cancel -response = "*"
base64 = base64-term nal /

( 1*(4base64- CHAR) [base64-terminal] )

ALPHA / DT/ "+" [ "I"
;; Case-sensitive

base64- char

base64-t erm nal (2baseb4-char "==") /| (3base64-char "=")
conti nue-req = "+" SP [base64] CRLF
Additionally, the ABNF specified in [ RFC2449] is updated as foll ows:

response =/ continue-req
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6. Exanples

Here is an exanple of a client attenpting AUTH PLAIN (see [ RFC4616])
under TLS and nmaki ng use of the initial client response:

POLLOODNOW

DOLLOLONO

+OK pop. exanpl e. com Bl urdyBl urp POP3 server ready
CAPA

+OK Li st of capabilities follows

SASL DI GEST- MD5 GSSAPI  ANONYMOUS

STLS

| MPLEMENTATI ON Bl urdyBl urp POP3 server

STLS

+OK Begin TLS negoti ati on now
(TLS negotiati on proceeds, further commuands protected by TLS
| ayer)

CAPA

+OK List of capabilities foll ows

SASL PLAI N DI GEST- MD5 GSSAPI  ANONYMOUS

| MPLEMENTATI ON Bl urdyBl urp POP3 server

AUTH PLAI N dGvzdABOZXNOAHRI c3Q=
+OK Mai |l drop | ocked and ready

Here is another client that is attenpting AUTH PLAI N under a TLS

| ayer,

this tine without the initial response. Parts of the

negoti ati on before the TLS | ayer was established have been om tted:

Si enbor ski

QOVuLOLno

wow

(TLS negotiation proceeds, further commuands protected by TLS
| ayer)

CAPA

+OK List of capabilities foll ows

SASL PLAI N DI GEST- MD5 GSSAPI  ANONYMOUS

| MPLEMENTATI ON Bl urdyBl urp POP3 server

AUTH PLAI' N
(note that there is a space following the '+ on the
follow ng Iine)

+

dGVzdABOZXNOAHR! c3Q=

+OK Mai I drop | ocked and ready
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Here is an exanpl e using a nmechanismin which the exchange begins
with a server challenge (the long |ines are broken for editorial
clarity only):

+CK pop. exanpl e. com Bl urdyBl urp POP3 server ready
CAPA

+CK List of capabilities follows

SASL DI GEST- MD5 GSSAPI  ANONYMOUS

STLS

| MPLEMENTATI ON Bl ur dyBl urp POP3 server

AUTH DI GEST- MD5

+ cnmMvhb@9I mvsd29vZCspbnbvc29ntdChj b20i LGBvbrmNI PSIPQTZNRzI 0
RVFHbTJoaCl scVWAwPSJhdXRol i xhbGdven 0a@9bWRLLXN c3MsY2hh
cnN dD11dGYt OA==

Y2hhcnN dD11dGYt OCx1c2VybnFt ZTOi Y2hyaXM LHIl YWt PSJI bHdvb2

QuaWbub3NvZnQuY29t | i xub25j ZT0i TOE2TUc5dEVRR20yaGgi LG5j PTAW

MDAWMVDAX LGNub25j ZTOi TOE2TUhYaDZW VRyUnsi LGRpZ2VzdCl1lcnk9l n

BvcC9l bHdvb2QuaVub3NvZnQuY29t | i xyZXNwb25zZT1i MGQLNnQy Zj Al

NGWNG 2M A3M MM Em\j] QROGRi OSxxb3A9YXV0aA==

+ cnNWYXV0aDOwyY] k3MITQ2MNI Zj VI OGY5MzBKY]j | hMzNi MDImyzl hVA==

PONLLOLLWLOW

@)

S
C
S: +OK Mail drop | ocked and ready

7. Security Considerations
Security issues are discussed throughout this docunent.
8. | ANA Consi derati ons

The | ANA has updated its site to refer to this RFC instead of

[ RFC1734] in http://ww.iana. or g/ assi gnnment s/ pop3-ext ensi on- nechani sm
(the POP3 extension registry), and also in

http://ww. i ana. or g/ assi gnnment s/ gssapi - servi ce-nanes (the GSSAPI/ SASL
service nane registry).
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10.

11.

=

Changes From RFC 1734, RFC 2449.

Updat ed references to newer versions of various specifications,
particularly RFC 4422

The SASL-based semantics defined in RFC 2449 are now nornmative for
t he AUTH ext ensi on.

The proper behaviour and handling of initial client responses is
defined, with exanples and references to SASL.

New mi ni mum requi rement of support for TLS+PLAIN.

The SASLprep profile SHOULD be used to prepare authorization
identities.

Carify that the TLS encodi ng should be applied after any encoding
applied by SASL security |ayers.

Note that the mechanismlist can change after STLS.

Explicitly mention that "=" nmeans a zero-length initial response.

Note that POP3 doesn't allow additional data to be sent with +OK
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