Net wor k Wor ki ng Group T. Melia, Ed.
Request for Comments: 5164 Cisco Systens
Cat egory: I nfornmational March 2008

Mobility Services Transport: Problem Statenent
Status of This Meno

This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract

There are ongoing activities in the networking community to devel op
solutions that aid in I P handover mechani sns between het er ogeneous
wired and wirel ess access systens including, but not limted to, |EEE
802.21. Intelligent access selection, taking into account |ink-Iayer
attributes, requires the delivery of a variety of different
information types to the termnal fromdifferent sources within the
network and vice-versa. The protocol requirenents for this
signalling have both transport and security issues that nust be

consi dered. The signalling nmust not be constrained to specific link
types, so there is at |east a common conponent to the signalling
problem which is within the scope of the IETF. This docunent
presents a problem statenment for this core probl em

Melia, et al. I nf or mat i onal [ Page 1]



RFC 5164 Mobil ity Services Transport March 2008

Tabl e of Contents

L. INtroduCti ON ... e 2
2. Term NOl OQY . .ot 3
2.1. Requirements LanQuUage . . ... ... ..t 3
3. Definition of Mobility Services ......... ... ... 4
4. Deployment Scenarios for MOS ... ... . . . . 4
4.1. End-to-End Signalling and Transport over IP ................ 5
4.2. End-to-End Signalling and Partial Transport over IP ........ 5
4.3. End-to-End Network-to-Network Signalling ................... 6
5. MoS Transport Protocol Splitting .......... ... . .. ... 7
5.1. Payload Formats and Extensibility Considerations ........... 8
5.2. Requirements on the Mbility Service Transport Layer ....... 8
6. Security Considerati ONS . ... ... ...t 11
7. CONCIUST ONS ..o e 12
8. ACKknNOW edgement S .. ... . 13
0. Ref BreNCeS ... 13
9.1. Normative References .......... .. 13
9.2. Informative References ......... ... i, 13
CoNtri DUL OIS . 14
1. Introduction

Thi s docunent provides a problem statenment for the exchange of
information to support handover in heterogeneous |ink environments
[1]. This nmobility support service allows nore sophisticated
handover operations by making avail abl e informati on about network
characteristics, neighboring networks and associ ated characteristics,
i ndi cations that a handover shoul d take place, and suggestions for
suitable target networks to which to handover. The nobility support
services are conplenentary to IP nobility mechanisns [4], [5], [6],
[7], [8], [9] to enhance the overall performance and usability

per ception.

There are two key attributes to the handover support service problem
for inter-technol ogy handovers:

1. The Information: the information el ements bei ng exchanged. The
nmessages could be of a different nature, such as information
conmands to perform an action, or events inform ng of a change,
potentially being defined followi ng a conmon structure.
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Mel

2. The Underlying Transport: the transport nechanismto support
exchange of the information el enents nentioned above. This
transport nechani smincludes information transport, discovery of
peers, and the securing of this information over the network.

The initial requirement for this protocol cones fromthe need to
provide a transport for the Media | ndependent Handover (M H) protoco
bei ng defined by | EEE 802.21 [1], which is not bound to any specific
link |ayer and can operate over nore that one network-layer hop. The
solution should be flexible to accommpdate evolution in the MH
standard, and should al so be applicable for other new nobility
signalling protocols that have simlar nessage patterns and di scovery
and transport requirenents.

The structure of this docunment is as follows. Section 3 defines
Mobility Services. Section 4 provides a sinple nodel for the
protocol entities involved in the signalling and their possible

rel ati onships. Section 5 describes a deconposition of the signalling
probleminto service-specific parts and a generic transport part.
Section 5.2 describes nore detailed requirenents for the transport
conmponent. Section 6 provides security considerations. Section 7
sunmari zes the concl usions and open issues.

Ter ni nol ogy

The foll owi ng abbreviations are used in the docunent:
M H:. Medi a | ndependent Handover
M\: Mobi | e Node
NN: Network Node, intended to represent sonme device in the network
(the location of the node, e.g., in the access network, the home
network is not specified, and for the nonent it is assuned that
they can reside anywhere).
EP: Endpoint, intended to represent the termninating endpoints of
the transport protocol used to support the signalling exchanges
bet ween nodes.
Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2].

ia, et al. I nf or mat i onal [ Page 3]



RFC 5164 Mobil ity Services Transport March 2008

3. Definition of Mbility Services

As nmentioned in the Introduction, nmobility (handover) support in
het er ogeneous wirel ess environnments requires functional comnmponents
| ocated either in the nobile termnal or in the network to exchange
informati on and eventually to nmake deci sions upon this information
exchange. For instance, traditional host-based handover sol utions
coul d be conplenmented with nore sophisticated network-centric
solutions. Also, neighborhood discovery, potentially a conplex
operation in heterogeneous wreless scenarios, can result in a
sinpler step if inmplemented with a unified interface towards the
access networKk.

In this docunment, the different supporting functions for Media

| ndependent Handover (M H) nanagenent are generally referred to as
Mobility Services (MbS) that have different requirenents for the
transport protocol. These requirenents and associ at ed
functionalities are the focus of this docunent. Speaking 802.21
ternm nol ogy, MdS can be regarded as |Information Services (1S), Event
Services (ES), and Command Service (CS).

4. Depl oynent Scenarios for MS
The depl oynment scenarios are outlined in the foll owing sections.

Note: while MN-to-MWN signalling exchanges are theoretically
possi bl e, these are not currently being considered.

The followi ng scenarios are discussed for understanding the overal
probl em of transporting MH protocol. Although these are al
possi bl e scenari os and M H services can be delivered through

i nk-1ayer specific solutions and/or through a "layer 3 or above"
protocol, this problem statenment focuses on the delivery of
information for Mbility Services only for the latter case.
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4.1. End-to-End Signalling and Transport over IP

In this case, the end-to-end signalling used to exchange the handover
i nformation el ements (the Information Exchange) runs end-to-end
between MN and NN. The underlying transport is al so end-to-end.

R I p—— + R I ep—— +
| MN | | NN
| (EP) | | (EP) |
R I p—— + R I ep—— +
I nf ormat i on Exchange
e >
LR \
< Transport over |P >
R LR R P /

Figure 1: End-to-End Signalling and Transport
4.2. End-to-End Signalling and Partial Transport over |P

As before, the Informati on Exchange runs end-to-end between the WN
and the second NN. However, in this scenario, some transport neans
other than IP are used fromthe MNto the first NN, and the transport
over IP is used only between NNs. This is anal ogous to the use of
EAP end-to-end between Supplicant and Authentication Server, with an
upper-layer nultihop protocol, such as Renote Authentication Dial-In
User Service (RADIUS), used as a backhaul transport protocol between
an Access Point and the Authentication Server.

Fo-m oo - + Fo-m oo - + Fo-m oo - +
| M| | NN | NN
I I | (EP) | | (EP) |
Fo-m oo - + Fo-m oo - + Fo-m oo - +
I nf ormat i on Exchange
I L >
(Transport over [------------------ \
S >< Transport over I[P >
e.g. L2) I R T /

Figure 2: Partial Transport
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4.3. End-to-End Network-to-Network Signalling

In this case, NN to NN signalling is envisioned. Such a nodel should
allow di fferent network components to gather information from each
other. This is useful for instance in conditions where network
conmponents need to make deci sions and instruct nobile termnals of
operations to be execut ed.

+---o - - + +---o - - +
| NN | | NN |
| (EP) | | (EP) |
+---o - - + +---o - - +

I nf ormat i on Exchange

___________________ >

Ko e e e e e e e e e e ==

R \

< Transport >

I /

Figure 3: Information Exchange between Different NNs

Net wor kK nodes exchange informati on about the status of connected
term nal s.
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5. MS Transport Protocol Splitting

Figure 4 shows a nodel where the Information Exchanges are

i npl emrented by a signalling protocol specific to a particular
mobility service, and these are relayed over a generic transport
| ayer (the Mobility Service Transport Layer).

o e e e oo oo oo + N
| Mobility Support | |
| Service 2 | |
LT + | | | Mobility Service
| Mobility Support| +---------------- + | Si gnal i ng
| Service 1 | LT + | Layer
| | | Mobil'ity Support | |
LT + | Service 3 | |
I I I
e + \Y
R L e + N Mobility Service
| Mbility Service Transport Protocol | | Transport
B e + \% Layer
o m o e o e e e e e e e e e e e e e mee oo +
I I P I
o m o e o e e e e e e e e e e e e e mee oo +

Fi gure 4: Handover Services over |P

The Mobility Service Transport Layer provides certain functionality
(outlined in Section 5.2) to the higher-layer nobility support
services in order to support the exchange of information between
conmuni cating Mobility Service functions. The transport |ayer
effectively provides a container capability to nobility support
services, as well as any required transport and security operations
required to provide comuni cation, wthout regard to the protocol
semantics and data carried in the specific Mbility Services.

The Mbility Support Services thenselves may al so define certain

prot ocol exchanges to support the exchange of service-specific
information elenments. It is likely that the responsibility for
defining the contents and significance of the information elenents is
the responsibility of standards bodies other than the | ETF. Exanple
Mobility Services include the Information Services, Event Services,
and Command Servi ces.

Melia, et al. I nf or mat i onal [ Page 7]



RFC 5164 Mobil ity Services Transport March 2008

5.1. Payl oad Formats and Extensibility Considerations

The fornmat of the Mobility Service Transport Protocol (MSTP) is as

foll ows:
o e e e oo oo oo T +
| Mobility Service| Opaque Payl oad |
| Transport Header | (Mobility Support Service) |
o e e e oo oo oo T +

Figure 5: Protocol Structure

This figure shows the case for an MH nessage that is smaller than
the MIU of the path to the destination. A larger payload may require
the transport protocol to transparently fragment and reassenble the
M H nessage.

The opaque payl oad enconpasses the Mbility Support Service (MSTP)
information that is to be transported. The definition of the
Mobility Service Transport Header is something that is best addressed
within the I ETF. MSTP does not inspect the payl oad, and any required
information will be provided by the MSTP users.

5.2. Requirenments on the Mbility Service Transport Layer

The followi ng section outlines some of the general transport
requi rements that should be supported by the Mbility Service
Transport Protocol. Analysis has suggested that at |east the
following need to be taken into account:

Di scovery: M\s need the ability to either discover nodes that
support certain services or discover services provided by a
certain node. The service discovery can be dealt with using
nessages as defined in [1]. This section refers to node-di scovery
in either scenario. There are no assunptions about the |ocation
of these Mobility Service nodes within the network. Therefore,
the di scovery mechani sm needs to operate across administrative
boundari es. Issues such as speed of discovery, protection agai nst
spoofing, when discovery needs to take place, and the I ength of
time over which the discovery information may remain valid; al
need to be considered. Approaches incl ude:

* Hard coding information into the M\, indicating either the IP
address of the NN, or information about the NN that can be
resol ved onto an | P address. The configuration information
coul d be managed dynamically, but assumes that the NN is
i ndependent of the access network to which the MNis currently
attached.
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* Pushing information to the MN, where the information is
delivered to the MN as part of other configuration operations,
for exanple, via DHCP or Router Discovery exchange. The
benefit of this approach is that no additional exchanges with
the network would be required, but the linitations associated
with nmodi fying these protocols may linmit applicability of the
sol uti on.

* MN dynamically requesting information about a node, which may
require both MN and NN support for a particular service
di scovery nechanism This nmay require additional support by
the access network (e.g., multicast or anycast) even when it
may not be supporting the service directly itself.

Nunerous directory and configuration services already exist, and
reuse of these nmechanisns nmay be appropriate. There is an open
guestion about whether nultiple nmethods of discovery would be
needed, and whether NNs woul d al so need to di scover other NNs.

The definition of a service also needs to be determ ned, including
the granularity of the description. For exanple, |EEE 802.21
specifies three different types of Mbility Services (Information
Servi ces, Conmand Services, and Event Services) that can be
located in different portions of the network. An M could
therefore run a discovery procedure of any service running in the
(home or visited) network or could run a discovery procedure for a
specific service.

Information froma trusted source: The MN uses the Mbility Service

informati on to nake deci sions about what steps to take next. It
is essential that there is sonme way to ensure that the information
received is froma trustworthy source. This requirenment should
reuse trust relationships that have already been established in
the network, for exanple, on the relationships established by the
Aut henti cati on, Authorization, and Accounting (AAA) infrastructure
after a nutual authentication, or on the certificate
infrastructure required to support SEND [10]. Section 6 provides
a nore conpl ete anal ysi s.

Security associati on nanagenent: A conmpbn security association

negoti ati on nethod, independent of any specific MSTP user, should
be i npl enented between the endpoints of the MSTP. The solution
must also work in the case of MN nobility.

Secure delivery: The Mbility Service information nmust be delivered

Mel i a,

securely (integrity and confidentiality) between trusted peers,
where the transport may pass though untrusted internedi ate nodes
and networks. The Mbility Service information should al so be
protected agai nst replay attacks and deni al - of -servi ce attacks.
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Low | atency: Sonme of the Mobility Services generate tine-sensitive

Re

information. Therefore, there is a need to deliver the
informati on over quite short tinmescales, and the required lifetine
of a connection mght be quite short-lived. As an exanple, the
frequency of nessages defined in [1] varies according to the MH
service type. It is expected that Events and Conmands nessages
arrive at an interval of hundreds of mlliseconds in order to
capture quick changes in the environnment and/or process handover
commands. On the other hand, Information Service nessages are
mai nl y exchanged each time a new network is visited that nay be in
the order of hours or days. For reliable delivery, short-lived
connections could be set up as needed, although there is a
connection setup |l atency associated with this approach
Alternatively, a long-lived connection could be used, but this
requi res advanced warni ng of being needed and sonme way to maintain
the state associated with the connection. It also assunes that
the rel ati onshi ps between devi ces supporting the nobility service
are fairly stable. Another alternative is connectionless
operation, but this has interactions with other requirenments, such
as reliable delivery.

iability: Reliable delivery for some of the Mbility Services may
be essential, but it is difficult to trade this off against the
low |l atency requirenent. It is also quite difficult to design a
robust, high-perfornmance nechani smthat can operate in

het er ogeneous envi ronnents, especially one where the |ink
characteristics can vary quite dramatically. There are two main
approaches that coul d be adopted:

1. Assune the transport cannot be guaranteed to support reliable
delivery. In this case, the Mbility Support Service itself
will have to provide a reliability mechanism (at the MH | evel)
to all ow communi cati ng endpoints to acknow edge receipt of
i nformati on.

2. Assune the underlying transport will provide reliable delivery.
There is no need in this case to provide reliability at the MH
| evel .

Qui delines provided in [3] are being considered while witing this
docunent .

Congestion Control: A Mbility Service nay wish to transfer small or

Mel i a,

| arge amounts of data, placing different requirenents for
congestion control in the transport. As an exanple, the MH
nessage [1] size varies widely fromabout 30 bytes (for a
broadcast capability discovery request) to be nornally |ess than
64 KB, but may be greater than 64KB (for an IS M H Get_Information
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response primtive). A typical MH nessage size for the Events
and Commands Servi ces service ranges between 50 to 100 bytes. The
sol ution shoul d consider different congestion control nechanisns
dependi ng on the anpbunt of data generated by the application (MH)
as suggested in [3].

Fragnentati on and reassenbly: ES and CS nessages are snall in
nature, are sent frequently, and may wish trade reliability in
order to satisfy the tight [atency requirenents. On the other
hand, IS nessages are nore resilient in terns of |atency
constraints, and sone long IS nmessages coul d exceed the MIU of the
path to the destination. Depending on the choice of the transport
protocol, different fragmentati on and reassenbly strategies are
required.

Mul ti homi ng: For sone Information Services exchanged with the M\,
there is a possibility that the request and response nessages
could be carried over two different links. For exanple, a
handover command request is on the current |link while the response

could be delivered on the newlink. 1t is expected that the
transport protocol is capable of receiving information via
multiple links. It is also expected that the MSTP user conbi nes

i nformati on bel onging to the sane session/transaction. Wen
nmobility is applied, the underlying IP nobility nmechani sm shoul d
provi de session continuity when required.

| Pv4 and | Pv6 support: The MSTP nust support both |Pv4 and | Pv6
i ncluding NAT traversal for |Pv4 networks and firewall
pass-through for IPv4 and | Pv6 networKks.

6. Security Considerations

Net wor k- supported Mbility Services aimat inproving decision making
and managenent of dynam cally connected hosts.

I nformati on Services may not require authorization of the client, but
both Event and Conmand Servi ces may authenticate nessage sources,
particularly if they are nobile. Network-side service entities wll
typically need to provide proof of authority to serve visiting
devices. Were signalling or radio operations can result from

recei ved messages, significant disruption may result from processing
bogus or nodified nmessages. The effect of processing bogus nessages
depends | argely upon the content of the nmessage payl oad, which is
handl ed by the handover services application. Regardless of the
variation in effect, message delivery mechani snms need to provide
protection agai nst tanpering, spoofing, and replay attacks.
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Sensitive and identifying informati on about a nobile device may be
exchanged during handover-servi ce nessage exchange. Since handover
deci sions are to be nade based upon nessage exchanges, it may be
possible to trace a user’s novenent between cells, or predict future
nmovenents, by inspecting handover service nessages. In order to
prevent such tracking, nessage confidentiality and nessage integrity
shoul d be available. This is particularly inportant because nmany
nobi | e devices are associated with only one user, since divul ging of
such information may violate the user’s privacy. Additionally,
identifying informati on may be exchanged during security association
construction. As this information nay be used to trace users across
cell boundaries, identity protection should be available, if
possi bl e, when establishing source addresses (SAs).

In addition, the user should not have to disclose its identity to the
network (anynore than it needed to during authentication) in order to
access the Mbility Support Services. For exanple, if the |ocal
network is just aware that an anonynous user with a subscription to
"exanpl e.cont’ is accessing the network, the user should not have to
divulge their true identity in order to access the Mbility Support
Services avail able |ocally.

Finally, the NNs thenselves will potentially be subject to

deni al - of -service attacks from WMNs, and these problens will be
exacerbated if operation of the Mbility Service protocols inposes a
heavy conputational |oad on the NNs. The overall design has to
consi der at what stage (e.g., discovery, transport |ayer
establ i shnment, and service-specific protocol exchange) denial -of -
service prevention or mtigation should be built in.

7. Concl usi ons

Thi s docunent outlined a broad problem statenment for the signalling
of information el enents across a network to support Mbility
Services. |In order to enable this type of signalling service, a need
for a generic transport solution with certain transport and security
properties was outlined. Wilst the notivation for considering this
probl em has cone fromwork within | EEE 802.21, a desirable goal is to
ensure that solutions to this problemare applicable to a w der range
of Mbility Services.

It would be valuable to establish realistic performance goals for the
solution to this conmon problem (i.e., transport and security
aspects) using experience fromprevious |ETF work in this area and
know edge about feasible depl oynent scenarios. This information
could then be used as an input to other standards bodies in assisting
themto design Mbility Services with feasible performance
requirenments.
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9.

9.

9.

Much of the functionality required for this problemis available from
existing | ETF protocols or conbination thereof. This docunent takes
no position on whether an existing protocol can be adapted for the

sol ution or whether new protocol developnent is required. 1In either
case, we believe that the appropriate skills for devel opnent of
protocols in this area lie in the | ETF.

Acknow edgenent s

Thanks to Subir Das, Juan Carl os Zuni ga, Robert Hancock, and

Yoshi hiro Onhba for their input. Thanks to the | EEE 802.21 chair,
Vivek Gupta, for coordinating the work and supporting the |IETF
liaison. Thanks to all |EEE 802.21 WG fol ks who contributed to this
docunent indirectly.

Ref er ences
1. Normative References
[ 1] "Draft | EEE Standard for Local and Metropolitan Area NetworKks:

Medi a | ndependent Handover Services", |EEE LAN MAN Draft | EEE
P802. 21/ D0O7. 00, July 2007.

[ 2] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.
2. Informative References

[ 3] Eggert, L. and G Fairhurst, "UDP Usage Cuidelines for
Application Designers", Wrk in Progress.

[ 4] 3GPP, "3GPP system architecture evolution (SAE): Report on
techni cal options and concl usions”, 3GPP TR 23.882 0.10. 1,
February 2006.

[ 5] Perkins, C., Ed., "IP Mobility Support for |1Pv4", RFC 3344,
August 2002.

[ 6] Johnson, D., Perkins, C., and J. Arkko, "Mbility Support in
| Pv6", RFC 3775, June 2004.

[ 7] Moskowi tz, R and P. Nikander, "Host ldentity Protocol (H P)
Architecture", RFC 4423, May 2006.

[ 8] Eronen, P., "IKEv2 Mbility and Mil tihom ng Protoco
(MOBI KE) ", RFC 4555, June 2006.

Melia, et al. I nf or mat i onal [ Page 13]



RFC 5164 Mobil ity Services Transport March 2008

[ 9] Koodli, R, Ed., "Fast Handovers for Mobile |IPv6", RFC 4068,
July 2005.
[ 10] Arkko, J., Ed., Kenpf, J., Zill, B., and P. N kander, "SEcure

Nei ghbor Di scovery (SEND)", RFC 3971, March 2005.
Contri butors’ Addresses

El eanor Hepworth

Si emens Roke Manor Research
Roke Manor

Ronsey, SGb1 5RE

UK

EMai | : el eanor. hepwort h@ oke. co. uk

Srivinas Sreenant hul a
Noki a Research Center
6000 Connection Dr.

I rving, TX 75028
USA

EMai | : srinivas. sreemant hul a@oki a. com

Yoshi hiro Ghba

Toshi ba Anmerica Research, |nc.
1 Telcordia Drive

Pi scateway NJ 08854

USA

EMai | : yohba@ari.toshi ba.com

Vi vek CQupta

Intel Corporation
2111 NE 25t h Avenue
Hllsboro, OR 97124
USA

Phone: +1 503 712 1754
EMai | : vivek.g.gupta@ntel.com

Melia, et al. | nf or mat i onal [ Page 14]



RFC 5164 Mobil ity Services Transport March 2008

Jouni Kor honen

Tel i aSoner a Cor por ati on.
P. O Box 970

FI N- 00051 Sonera

FI NLAND

Phone: +358 40 534 4455
EMai | : jouni. korhonen@ el i asonera. com

Rui L.A. Aguiar

I nstituto de Tel econuni cacoes Uni versi dade de Aveiro
Aveiro 3810

Por t ugal

Phone: +351 234 377900
EMai | : ruil aa@let . ua. pt

San(Zhonggi) Xi a

Huawei Technol ogi es Co., Ltd

HuaWei Bl d., No.3 Xinxi Rd. Shang-Di Information Industry Base
100085

Hai-Dian District Beijing, P.R China

Phone: +86-10-82836136
EMai | : xi azhongqi @wuawei . com

Aut hor s’ Addresses

Tel emaco Melia, Editor

Ci sco Systens International Sarl
Avenue des Uttins 5

1180 Roll e

Switzerland (FR)

Phone: +41 21 822718
EMail: tnelia@isco.com

Melia, et al. I nf or mat i onal [ Page 15]



RFC 5164 Mobil ity Services Transport March 2008

Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2008).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.

Melia, et al. I nf or mat i onal [ Page 16]






