Net wor k Wor ki ng Group J. Degener
Request for Coments: 5293 P. Quent her
Cat egory: Standards Track Sendmai |, Inc.

August 2008
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Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Thi s docunent defines two new actions for the "Sieve" enmail filtering
| anguage that add and delete emai|l header fields.

1. Introduction
Emai | header fields are a flexible and easy-to-understand neans of
comuni cati on between emmil processors. This extension enabl es sieve
scripts to interact with other conponents that consune or produce
header fields by allowing the script to delete and add header fi el ds.
2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ KEYWORDS] .
Conventions for notations are as in Section 1.1 of [SIEVE], including
use of the "Usage:" label for the definition of action and tagged
argunent s synt ax.

The term "header field" is used here as in [IMAIL] to nean a | ogical
line of an email nessage header.

3. Capability ldentifier

The capability string associated with the extension defined in this
docunent is "editheader".
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4.

5.

Acti on addheader
Usage: "addheader" [":last"] <field-nane: string> <value: string>

The addheader action adds a header field to the existing nmessage
header. If the field-name is not a valid 7-bit US-ASCI| header field
nane, as described by the [IMAIL] "field-nanme" nonterninal syntax

el ement, the inplenmentation MUST flag an error. The addheader action
does not affect Sieve's inplicit keep.

If the specified field value does not match the [ MAIL]
"unstructured” nonterm nal syntax el ement or exceeds a length limt
set by the inplenentation, the inplenmentation MIST either flag an
error or encode the field using folding white space and the encodi ngs
described in [MME3] or [M MEPARAM to be conpliant with [IMAIL].

An inplementati on MAY inpose a length linmt onto the size of the
encoded header field; such a linit MJUST NOT be |less than 998
characters, not including the terninating CRLF supplied by the

i npl emrent ati on.

By default, the header field is inserted at the beginning of the

exi sting nmessage header. |If the optional flag ":last" is specified,
it is appended at the end.

Exanpl e:

/* Don't redirect if we already redirected */
if not header :contains "X-Sieve-Filtered"

[ " <ki m@ ob. exanpl e. com", "<ki m@one. exanpl e. con>"]

{
addheader "X-Si eve-Filtered" "<ki m@ ob. exanple.conm";
redirect "Kki méone. exanpl e. con';

}

Action del et eheader

Usage: "del eteheader" [":index" <fieldno: nunber> [":last"]]
[ COWPARATOR] [ MATCH TYPE]
<field-name: string>
[ <val ue-patterns: string-1list>]

By default, the del eteheader action deletes all occurrences of the
nanmed header field. The del eteheader action does not affect Sieve's
inmplicit keep.
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The field-name is mandatory and al ways natched as a case-insensitive
US-ASCIl string. |If the field-name is not a valid 7-bit header field
nane as described by the [IMAIL] "field-nane" nontermnal syntax

el enent, the inplenentation MJST flag an error

The val ue-patterns, if specified, restrict which occurrences of the
header field are deleted to those whose val ues match any of the
speci fied val ue-patterns, the matching being according to the match-

type and conparator and perforned as if by the "header" test. In
particular, leading and trailing whitespace in the field values is
ignored. |If no value-patterns are specified, then the conparator and

mat ch-type options are silently ignored.

If :index <fieldno> is specified, the attenpts to match a value are
limted to the <fieldno> occurrence of the named header field,
beginning at 1, the first named header field. |If :last is specified,
the count is backwards; 1 denotes the |last naned header field, 2 the
second to last, and so on. The counting happens before the <val ue-
patterns> match, if any. For exanple:

del et eheader :index 1 :contains "Delivered-To"
"bob@xanpl e. cont';

deletes the first "Delivered-To" header field if it contains the
string "bob@xanpl e.cont (not the first "Delivered-To" field that
contai ns "bob@xanpl e. com').

It is not an error if no header fields match the conditions in the
del et eheader action or if the :index argunent is greater than the
nunber of naned header fi el ds.

The inmplenmentation MUST flag an error if :last is specified w thout
al so specifying :index.

6. Inplementation Limtations on Changes

As a matter of local policy, inplenentations MAY |imt which header
fields may be del eted and which header fields may be added. However,
i npl erentations MJUST NOT pernmit attenpts to del ete "Received" and
"Aut o- Submi tted" header fields and MJUST permt both addition and

del etion of the "Subject" header field.

If a script tries to make a change that isn't pernmitted, the attenpt
MUST be silently ignored.
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7.

Interaction with O her Sieve Extensions

Actions that generate [MDN], [DSN], or sinilar disposition nessages
MUST do so using the original, unnodified nessage header. Simlarly,
if an error term nates processing of the script, the original nessage
header MJUST be used when doing the inplicit keep required by Section
2.10.6 of [SIEVE].

Al'l other actions that store, send, or alter the nessage MJST do so
with the current set of header fields. This includes the addheader
and del et eheader actions thenselves. For exanple, the follow ng

| eaves the nessage unchanged:

addheader "X-Hell o" "Worl d";
del et eheader :index 1 "X-Hello";

Simlarly, given a nessage with three or nore "X-Hell 0" header
fields, the follow ng exanple deletes the first and third of them
not the first and second:

del et eheader :index 1 "X-Hello";
del et eheader :index 2 "X-Hello";

Tests and actions such as "exists", "header", or "vacation"
[ VACATI ON] that exam ne header fields MJUST exam ne the current state
of a header as nodified by any actions that have taken place so far.

As an exanple, the "header" test in the following fragment will
al ways evaluate to true, regardl ess of whether or not the incomng
nmessage contai ned an "X-Hell o" header field:

addheader "X-Hello" "World";
i f header :contains "X-Hello" "World"

{
}

However, if the presence or value of a header field affects how the

i npl eent ati on parses or decodes other parts of the nessage, then

for the purposes of that parsing or decoding, the inplenmentati on MAY
i gnore some or all changes nade to those header fields. For exanple,
in an inplenmentation that supports the [BODY] extension, "body" tests
may be unaffected by deleting or addi ng "Content-Type" or "Content-
Transf er-Encodi ng" header fields. This does not rescind the

requi rement that changes to those header fields affect direct tests;
only the semantic side effects of changes to the fields may be

i gnor ed.

fileinto "international";
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For the purpose of weeding out duplicates, a nessage nodified by
addheader or del et eheader MJST be considered the sane as the original
nmessage. For exanple, in an inplenmentation that obeys the constraint
in Section 2.10.3 of [SIEVE] and does not deliver the sanme nessage to
a folder nore than once, the follow ng code fragnent

keep;
addheader "X-Fl avor" "vanilla";
keep;
MJUST only file one nessage. It is up to the inplenmentation to pick

whi ch of the redundant "fileinto" or "keep" actions is executed, and
whi ch ones are ignored.

The "inplicit keep" is thought to be executed at the end of the
script, after the headers have been nodified. (However, a canceled
"inmplicit keep" renmins cancel ed.)

8. | ANA Consi derati ons

The followi ng tenplate specifies the | ANA registration of the Sieve
extension specified in this docunent:

To: iana@ana.org
Subj ect: Registration of new Sieve extension

Capability name: editheader

Descri ption: Adds actions 'addheader’ and ’del et eheader’ that
nodi fy the header of the nessage being processed
RFC nunber: RFC 5293

Cont act Address: The Sieve discussion list <ietf-nta-filtersé& nt.org>
9. Security Considerations

Soneone with wite access to a user’s script storage nay use this
extension to generate headers that a user woul d otherw se be shi el ded
from(e.g., by a gateway Mail Transport Agent (MIA) that renoves

t hem .

This is the first Sieve extension to be standardized that all ows
alteration of nessages being processed by Sieve engines. A Sieve
script that uses Sieve tests defined in [SIEVE], the editheader
extension, and the redirect action back to the same user can keep
sone state between different invocations of the same script for the
same nessage. But note that it would not be possible to introduce an
infinite | oop using any such script, because each iteration adds a
new Recei ved header field, so email |oop prevention described in
[SMIP] will eventually non deliver the nessage, and because the
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10.

edi t header extension is explicitly prohibited to alter or delete
Recei ved header fields (i.e., it can't interfere with |oop
prevention).

A sieve filter that renoves header fields may unw sely destroy
evi dence about the path a nessage has taken.

Any change in nessage content may interfere with digital signature
mechani sns that include the header in the signed material. For
exanmpl e, changes to (or deletion/addition of) header fields included
in the "SHOULD be included in the signature" list in Section 5.5 of
[DKIM can invalidate DKIM signatures. This also includes DKIM
sighatures that guarantee a header field absence.

The edit header extension doesn't directly affect [IMAIL] header field
si gnatures generated using [ SM ME] or [OPENPGP], because these
signature schenes include a separate copy of the header fields inside
the signed nessage/rfc822 body part. However, software witten to
detect differences between the inner (signed) copy of header fields
and the outer (nodified by editheader) header fields might be

af fected by changes nade by edit header.

Since normal nessage delivery adds "Received" header fields and other
trace fields to the beginning of a nessage, many such digita

si ghature nmechani sns are inpervious to headers prefixed to a nmessage,
and will work with "addheader" unless :last is used.

Any deci sion nechanismin a user’s filter that is based on headers is
vul nerabl e to header spoofing. For exanple, if the user adds an
APPROVED header or tag, a nalicious sender nay add that tag or header
thensel ves. One way to guard against this is to delete or rename any
such headers or stanps prior to processing the nessage.

Acknow edgnent s

Thanks to Eric Al man, Cyrus Daboo, Matthew El vey, Ned Freed, Arnt

@ul brandsen, Kjetil Torgrim Homme, Sinmon Josefsson, WII Lee, WIIliam
Lei bzon, Mark E. Mallett, Chris Markle, Al exey Ml nikov, Randal
Schwartz, Aaron Stone, Nigel Sw nson, and Rand Wacker for extensive
corrections and suggesti ons.

Degener & Cuent her St andar ds Track [ Page 6]



RFC 5293 Si

11. Ref er ences

eve Email Filtering: Editheader Extension August 2008

11.1. Nornmtive References

[ 1 MAIL]

[ KEYWORDS]

[ M ME3]

[ M MEPARAM

[ S| EVE]

11. 2. | nf or mat i

[ BODY]

[ DKIM

[ DSN]

[ MON]

[ OPENPGP]

[ SM ME]

[ SMTP]

Resnick, P., Ed., "Internet Message Format", RFC 2822,
April 2001
Bradner, S., "Key words for use in RFCs to Indicate

Requi renment Level s", BCP 14, RFC 2119, March 1997.

Moore, K, "M ME (Miltipurpose Internet Mil Extensions)
Part Three: Message Header Extensions for Non-ASCI
Text", RFC 2047, Novenber 1996

Freed, N. and K. More, "M ME Paraneter Val ue and
Encoded Word Extensions: Character Sets, Languages, and
Conti nuations", RFC 2231, Novenber 1997.

Guenther, P., Ed., and T. Showalter, Ed., "Sieve: An
Emaei | Filtering Language", RFC 5228, January 2008.

ve Ref erences

Degener, J. and P. Guenther, "Sieve Email Filtering:
Body Extension", RFC 5173, April 2008.

Allman, E., Callas, J., Delany, M, Libbey, M, Fenton
J., and M Thomas, "Domai nKeys ldentified Mail (DKIM
Signatures”, RFC 4871, May 2007.

Moore, K and G Vaudreuil, "An Extensible Message
Format for Delivery Status Notifications", RFC 3464,
January 2003.

Hansen, T., Ed., and G Vaudreuil, Ed., "Message
Di sposition Notification", RFC 3798, May 2004.

El kins, M, Del Torto, D., Levien, R, and T. Roessler,
"M ME Security with OpenPG?", RFC 3156, August 2001

Ransdel |, B., Ed., "Secure/Miltipurpose |Internet Mi
Ext ensions (S/M ME) Version 3.1 Message Specification",
RFC 3851, July 2004.

Klensin, J., Ed., "Sinple Mail Transfer Protocol", RFC
2821, April 2001

Degener & Cuent her St andar ds Track [ Page 7]



RFC 5293 Sieve Email Filtering: Editheader Extension August 2008
[ VACATI ON| Showal ter, T. and N. Freed, Ed., "Sieve Emmil Filtering:
Vacati on Extension", RFC 5230, January 2008.
Aut hors’ Addr esses
Jutta Degener
5245 Col | ege Ave, Suite #127
Gakl and, CA 94618
EMai | : jutta@obox.com
Phili p Guent her
Sendnai |, Inc.
6475 Christie Ave., Ste 350
Emeryville, CA 94608

EMai | : guent her @endnmai | . com

Degener & Cuent her St andar ds Track [ Page 8]



RFC 5293 Sieve Email Filtering: Editheader Extension August 2008

Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2008).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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