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Status of This Menop

This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

| ESG Not e

The | ESG t hanks RSA Laboratories for transferring change control to
the | ETF. Enhancenents to this specification that preserve backward
conpatibility are expected in an upcom ng | ETF standards track
docunent .

Abstract
Thi s docunment represents a republication of PKCS #8 v1.2 from RSA
Laboratories’ Public Key Cryptography Standard (PKCS) series. Change
control is transferred to the IETF. The body of this docunent,
except for the security considerations section, is taken directly
fromthe PKCS #8 v1.2 specification.
Thi s docunent describes a syntax for private-key infornmation.
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1.

| nt roducti on

Thi s docunent describes a syntax for private-key infornmation.
Private-key information includes a private key for sone public-key
algorithmand a set of attributes. The docunent al so describes a
syntax for encrypted private keys. A password-based encryption
algorithm (e.g., one of those described in [PKCS#5]) could be used to
encrypt the private-key infornmation

The intention of including a set of attributes is to provide a sinple
way for a user to establish trust in information such as a
di stingui shed nane or a top-level certification authority’s public
key. Wile such trust could also be established with a digital
signature, encryption with a secret key known only to the user is
just as effective and possibly easier to inplenent. A non-exhaustive
list of attributes is given in [ PKCS#9].
Definitions
For the purposes of this docunent, the follow ng definitions apply.
Algorithmdentifier: A type that identifies an algorithm (by
object identifier) and any associ ated paraneters. This type is
defined in [ X 509].
ASN. 1: Abstract Syntax Notation One, as defined in [X 208].
Attribute: A type that contains an attribute type (specified by
object identifier) and one or nore attribute values. This type is
defined in [ X 501].
BER. Basic Encoding Rules, as defined in [X 209].
Synbol s and Abbrevi ati ons
No symnbol s or abbreviations are defined in this docunent.
General Overview

The next two sections specify private-key information syntax and
encrypted private-key information syntax.

Thi s docunent exports two types: PrivateKeylnfo (Section 6) and
Encrypt edPri vat eKeyl nfo (Section 7).
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5. Private-Key Information Syntax
This section gives the syntax for private-key information.

Private-key infornmation shall have ASN. 1 type PrivateKeyl nfo:

Privat eKeyl nfo ::= SEQUENCE {
version Ver si on,
privat eKeyAl gorithm Privat eKeyAl gorithm dentifier
pri vat eKey Pri vat eKey,
attributes [0] IMPLICIT Attributes OPTI ONAL }
Version ::= I NTEGER
PrivateKeyAl gorithm dentifier ::= A gorithmdentifier
PrivateKey ::= OCTET STRI NG

Attributes ::= SET OF Attribute
The fields of type PrivateKeylnfo have the foll owi ng nmeani ngs:

version is the syntax version nunber, for conpatibility with
future revisions of this docunent. |t shall be O for this version
of the docunent.

privateKeyAl gorithmidentifies the private-key algorithm One
exanpl e of a private-key algorithmis PKCS #1's rsaEncryption
[ PKCS#1] .

privateKey is an octet string whose contents are the value of the
private key. The interpretation of the contents is defined in the
registration of the private-key algorithm For an RSA private
key, for exanple, the contents are a BER encoding of a val ue of
type RSAPri vat eKey.

attributes is a set of attributes. These are the extended
information that is encrypted along with the private-key
i nformati on.
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6.

Encrypted Private-Key | nformation Syntax
This section gives the syntax for encrypted private-key information.

Encrypted private-key information shall have ASN. 1 type
Encrypt edPri vat eKeyl nf o

Encrypt edPrivat eKeyl nfo ::= SEQUENCE {
encrypti onAl gorithm EncryptionAlgorithmdentifier,
encrypt edbDat a Encrypt edDat a }

Encrypti onAl gorithm dentifier ::= Algorithmdentifier

EncryptedData ::= OCTET STRI NG

The fields of type EncryptedPrivateKeylnfo have the foll ow ng
nmeani ngs:

encryptionAlgorithmidentifies the al gorithm under which the
private-key information is encrypted. Two exanples are PKCS #5's
pbeW t hMD2AndDES- CBC and pbeW t hMD5ANdDES- CBC [ PKCS#5] .

encryptedbData is the result of encrypting the private-key
i nformati on.

The encryption process involves the followi ng two steps:

1. The private-key information is BER encoded, yielding an octet
string.

2. The result of step 1 is encrypted with the secret key to give
an octet string, the result of the encryption process.

Security Considerations

Protection of the private-key information is vital to public-key
cryptography. Disclosure of the private-key material to another
entity can lead to masquerades. The encryption algorithmused in the
encryption process nust be as 'strong’ as the key it is protecting.
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Appendi x A.  ASN. 1 Synt ax

PKCS-8 {iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-8(8)
nodul es(1) pkcs-8(1)}

-- $Revision: 1.5 %

-- This nmodul e has been checked for conformance with the ASN. 1
-- standard by the OSS ASN. 1 Tools

DEFINITIONS | MPLICI T TAGS :: =
BEG N

-- EXPORTS Al --
-- Al types and values defined in this nodule is exported for use in
-- other ASN. 1 nodul es.

| MPORTS

i nf or mati onFr amewor k
FROM Useful Definitions {joint-iso-itu-t(2) ds(5) nodul e(1)
useful Definitions(0) 3}

Attribute
FROM | nf or mat i onFr anmewor k i nf or mat i onFr anewor k

Al gorithm dentifier, ALGORI THM | DENTI FI ER
FROM PKCS-5 {iso(1l) menber-body(2) us(840) rsadsi(113549)
pkcs(1) pkcs-5(5) nmodul es(16) pkcs-5(1)};

-- Private-key information syntax

PrivateKeylnfo ::= SEQUENCE {
versi on Version
privat eKeyAl gorithm Al gorithm dentifier {{PrivateKeyAl gorithns}},
privat eKey PrivateKey,
attributes [0] Attributes OPTI ONAL }

Version ::= INTEGER {v1(0)} (v1,...)
PrivateKey ::= OCTET STRI NG
Attributes ::= SET OF Attribute
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-- Encrypted private-key information syntax

Encrypt edPrivat eKeyl nfo ::= SEQUENCE {
encryptionAl gorithm Al gorithm dentifier {{KeyEncryptionAl gorithns}},
encrypt edDat a Encrypt edDat a

EncryptedData ::= OCTET STRI NG
Privat eKeyAl gorithnms ALGORI THM | DENTI FI ER :: = {
. -- For local profiles
}
KeyEncryptlonAlgorlthns ALGORI THM | DENTI FI ER :: = {
.. -- For local profiles
}
END

I nformati ve References

[ PKCS#1] RSA Laboratories. PKCS #1: RSA Encryption Standard. Version
1.5, Novenber 1993.

[ PKCS#5] RSA Laboratories. PKCS #5: Password-Based Encryption
Standard. Version 1.5, Novenber 1993.

[ PKCS#9] RSA Laboratories. PKCS #9: Selected Attribute Types.
Version 1.1, Novenber 1993.

[ X. 208] CCI TT. Reconmendati on X. 208: Specification of Abstract
Syntax Notation One (ASN.1). 1988.

[ X. 209] CCI TT. Reconmendati on X. 209: Specification of Basic
Encodi ng Rules for Abstract Syntax Notation One (ASN. 1).
1988.

[ X. 501] CCI TT. Reconmendation X. 501: The Directory - Mdels. 1988.

[ X. 509] CCI TT. Reconmendation X.509: The Directory - Authentication
Framewor k. 1988.

Kal i ski I nf or mat i onal [ Page 6]



RFC 5208 PKCS #8: Private-Key Information Syntax Standard May 2008

Aut hor’' s Addresses

Burt Kali ski

EMC Cor porati on

176 South Street
Hopki nton, MA 01748
USA

EMai | : kaliski_burt@nt.com

Kal i ski I nf or mat i onal [ Page 7]



RFC 5208 PKCS #8: Private-Key Information Syntax Standard May 2008

Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2008).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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