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Abstract
Thi s docunent describes a set of practices for operating the DNS with
security extensions (DNSSEC). The target audience is zone
admi ni strators depl oyi ng DNSSEC.
The docunent di scusses operational aspects of using keys and
signatures in the DNS. It discusses issues of key generation, key
storage, signature generation, key rollover, and related policies.
Thi s docunment obsol etes RFC 2541, as it covers nore operational

ground and gives nore up-to-date requirenments with respect to key
si zes and the new DNSSEC specification.
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1.

| nt roducti on

Thi s docunent describes how to run a DNS Security (DNSSEC) -enabl ed
environnent. It is intended for operators who have know edge of the
DNS (see RFC 1034 [1] and RFC 1035 [2]) and want to depl oy DNSSEC.
See RFC 4033 [4] for an introduction to DNSSEC, RFC 4034 [5] for the
new y introduced Resource Records (RRs), and RFC 4035 [6] for the
prot ocol changes.

Duri ng workshops and early operational deploynment tests, operators
and system admi nistrators have gai ned experience about operating the
DNS with security extensions (DNSSEC). This docunent translates
these experiences into a set of practices for zone adm nistrators.

At the time of witing, there exists very little experience with
DNSSEC i n production environnents; this docunment should therefore
explicitly not be seen as representing ’'Best Current Practices’.

The procedures herein are focused on the mai ntenance of signed zones
(i.e., signing and publishing zones on authoritative servers). It is
i ntended that maintenance of zones such as re-signing or key

roll overs be transparent to any verifying clients on the Internet.

The structure of this docunment is as follows. In Section 2, we

di scuss the inportance of keeping the "chain of trust" intact.
Aspects of key generation and storage of private keys are di scussed
in Section 3; the focus in this section is mainly on the private part
of the key(s). Section 4 describes considerations concerning the
public part of the keys. Since these public keys appear in the DNS
one has to take into account all kinds of timng issues, which are
di scussed in Section 4.1. Section 4.2 and Section 4.3 deal with the
rollover, or supercession, of keys. Finally, Section 4.4 discusses
consi derations on how parents deal with their children’s public keys
in order to nmaintain chains of trust.

The typographi c conventions used in this docunent are explained in
Appendi x C

Since this is a docunent with operational suggestions and there are
no protocol specifications, the RFC 2119 [7] | anguage does not apply.

Thi s docunent obsoletes RFC 2541 [12] to reflect the evolution of the
under | yi ng DNSSEC prot ocol since then. Changes in the choice of
cryptographic algorithns, DNS record types and type nanes, and the
parent-child key and signature exchange denanded a major rewite and
addi tional information and expl anati on.
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1.1. The Use of the Term ' key’

It is assuned that the reader is famliar with the concept of
asymetric keys on which DNSSEC is based (public key cryptography
[17]). Therefore, this document will use the term’key' rather

| oosely. Where it is witten that 'a key is used to sign data’ it is
assuned that the reader understands that it is the private part of
the key pair that is used for signing. It is also assuned that the
reader understands that the public part of the key pair is published
in the DNSKEY Resource Record and that it is the public part that is
used in key exchanges.

1.2. Tinme Definitions

In this docunment, we will be using a nunber of tine-related ternmns.
The followi ng definitions apply:

o0 "Signature validity period" The period that a signhature is valid.
It starts at the tinme specified in the signature inception field
of the RRSIG RR and ends at the tine specified in the expiration
field of the RRSIG RR

0 "Signature publication period" Tinme after which a signature (nmade
with a specific key) is replaced with a new signature (made with
the sane key). This replacenment takes place by publishing the
relevant RRSIGin the nmaster zone file. After one stops
publishing an RRSIGin a zone, it nay take a while before the
RRSI G has expired from caches and has actually been renoved from
t he DNS.

0 "Key effectivity period" The period during which a key pair is
expected to be effective. This period is defined as the tine
between the first inception tinme stanp and the | ast expiration
date of any signature nmade with this key, regardl ess of any
di scontinuity in the use of the key. The key effectivity period
can span multiple signature validity peri ods.

o "Maxi mum M ni num Zone Tinme to Live (TTL)" The maxi mum or m ni mum
value of the TTLs fromthe conplete set of RRs in a zone. Note
that the mnimum TTL is not the same as the MNIMUM field in the
SCA RR  See [11] for nore information
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2.

Keepi ng the Chain of Trust Intact

Maintaining a valid chain of trust is inportant because broken chains
of trust will result in data being nmarked as Bogus (as defined in [4]
Section 5), which may cause entire (sub)donains to becone invisible
to verifying clients. The administrators of secured zones have to
realize that their zone is, to verifying clients, part of a chain of
trust.

As nentioned in the introduction, the procedures herein are intended
to ensure that maintenance of zones, such as re-signing or key

rollovers, will be transparent to the verifying clients on the

| nt ernet.

Admi nistrators of secured zones will have to keep in mind that data
publ i shed on an authoritative primary server will not be imediately

seen by verifying clients; it may take sone tine for the data to be
transferred to other secondary authoritative naneservers and clients
may be fetching data from cachi ng non-authoritative servers. 1In this
light, note that the tine for a zone transfer frommaster to slave is
negligi bl e when using NOTIFY [9] and increnmental transfer (IXFR) [8].
It increases when full zone transfers (AXFR) are used in conbination
with NOTIFY. It increases even nore if you rely on full zone
transfers based on only the SOA timng paraneters for refresh

For the verifying clients, it is inportant that data from secured
zones can be used to build chains of trust regardl ess of whether the
data cane directly froman authoritative server, a caching
naneserver, or sone nmiddle box. Only by carefully using the

avail able timng paraneters can a zone administrator ensure that the
data necessary for verification can be obtai ned.

The responsibility for maintaining the chain of trust is shared by
admi ni strators of secured zones in the chain of trust. This is nost
obvious in the case of a ’'key conpromi se’ when a trade-off between
mai ntai ning a valid chain of trust and replacing the conproni sed keys

as soon as possible nust be made. Then zone administrators will have
to nmake a trade-of f, between keeping the chain of trust intact --
thereby allowing for attacks with the conproni sed key -- or

deliberately breaking the chain of trust and maki ng secured
subdomains invisible to security-aware resolvers. Al so see Section
4. 3.
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3. Keys Generation and Storage

This section describes a nunber of considerations with respect to the
security of keys. It deals with the generation, effectivity period,
si ze, and storage of private keys.

3.1. Zone and Key Signing Keys

The DNSSEC val i dation protocol does not distinguish between different
types of DNSKEYs. All DNSKEYs can be used during the validation. 1In
practice, operators use Key Signing and Zone Signing Keys and use the
so-call ed Secure Entry Point (SEP) [3] flag to distinguish between
them during operations. The dynamni cs and consi derations are

di scussed bel ow.

To nmake zone re-signing and key roll over procedures easier to
inplenent, it is possible to use one or nore keys as Key Signing Keys
(KSKs). These keys will only sign the apex DNSKEY RRSet in a zone.

O her keys can be used to sign all the RRSets in a zone and are
referred to as Zone Signing Keys (ZSKs). In this docunent, we assume
that KSKs are the subset of keys that are used for key exchanges with
the parent and potentially for configuration as trusted anchors --
the SEP keys. In this docunent, we assume a one-to-one nmappi ng

bet ween KSK and SEP keys and we assune the SEP flag to be set on al
KSKs.

3.1.1. Mdtivations for the KSK and ZSK Separati on

Differentiating between the KSK and ZSK functions has severa
advant ages:

0 No parent/child interaction is required when ZSKs are updat ed.

0 The KSK can be made stronger (i.e., using nore bits in the key
material). This has little operational inpact since it is only
used to sign a small fraction of the zone data. Also, the KSKis
only used to verify the zone's key set, not for other RRSets in
t he zone.

0 As the KSK is only used to sign a key set, which is nost probably
updated |l ess frequently than other data in the zone, it can be
stored separately fromand in a safer location than the ZSK

0 A KSK can have a | onger key effectivity period.

For al nost any net hod of key managenent and zone signing, the KSK is

used | ess frequently than the ZSK. Once a key set is signed with the
KSK, all the keys in the key set can be used as ZSKs. |If a ZSK is
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conproni sed, it can be sinply dropped fromthe key set. The new key
set is then re-signed with the KSK

G ven the assunption that for KSKs the SEP flag is set, the KSK can
be distinguished froma ZSK by exam ning the flag field in the DNSKEY
RR. If the flag field is an odd nunber it is a KSK. If it is an
even nunber it is a ZSK

The Zone Signing Key can be used to sign all the data in a zone on a
regul ar basis. Wien a Zone Signhing Key is to be rolled, no
interaction with the parent is needed. This allows for signature
validity periods on the order of days.

The Key Signhing Key is only to be used to sign the DNSKEY RRs in a
zone. |If a Key Signing Key is to be rolled over, there will be
interactions with parties other than the zone adm nistrator. These
can include the registry of the parent zone or admnistrators of
verifying resolvers that have the particular key configured as secure
entry points. Hence, the key effectivity period of these keys can
and shoul d be nade nmuch | onger. Although, given a |ong enough key,
the key effectivity period can be on the order of years, we suggest
planning for a key effectivity on the order of a few nonths so that a
key rollover remmins an operational routine.

3.1.2. KSKs for High-Level Zones

H gher-1evel zones are generally nore sensitive than | ower-I|eve
zones. Anyone controlling or breaking the security of a zone thereby
obtains authority over all of its subdonmains (except in the case of
resolvers that have locally configured the public key of a subdomain,
in which case this, and only this, subdomain wouldn’t be affected by
the conpronmi se of the parent zone). Therefore, extra care should be
taken with high-level zones, and strong keys shoul d be used.

The root zone is the nost critical of all zones. Sonmeone controlling
or conprom sing the security of the root zone would control the
entire DNS nanespace of all resolvers using that root zone (except in
the case of resolvers that have locally configured the public key of
a subdomain). Therefore, the utnost care nust be taken in the
securing of the root zone. The strongest and nost carefully handl ed
keys shoul d be used. The root zone private key should al ways be kept
of f-1ine.

Many resolvers will start at a root server for their access to and
authentication of DNS data. Securely updating the trust anchors in
an enornous popul ati on of resolvers around the world will be
extremely difficult.
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3.

3.

2.

3.

Key Generation

Careful generation of all keys is a sonetinmes overl ooked but

absol utely essential elenent in any cryptographically secure system
The strongest algorithns used with the | ongest keys are still of no
use if an adversary can guess enough to |ower the size of the likely
key space so that it can be exhaustively searched. Techni cal
suggestions for the generation of random keys will be found in RFC
4086 [14]. One should carefully assess if the random nunber
generator used during key generation adheres to these suggestions.

Keys with a long effectivity period are particularly sensitive as
they will represent a nore valuable target and be subject to attack
for a longer tine than short-period keys. It is strongly recomended
that | ong-term key generation occur off-line in a manner isol ated
fromthe network via an air gap or, at a mninmm high-level secure
har dwar e

Key Effectivity Period

For various reasons, keys in DNSSEC need to be changed once in a
while. The longer a key is in use, the greater the probability that
it will have been conprom sed through carel essness, acci dent,

espi onage, or cryptanalysis. Furthernore, when key rollovers are too
rare an event, they will not becone part of the operational habit and
there is risk that nobody on-site will renenber the procedure for
rol I over when the need is there.

From a purely operational perspective, a reasonable key effectivity

period for Key Signing Keys is 13 nonths, with the intent to repl ace
themafter 12 nonths. An intended key effectivity period of a nonth
i s reasonabl e for Zone Signing Keys.

For key sizes that match these effectivity periods, see Section 3.5.

As argued in Section 3.1.2, securely updating trust anchors will be
extrenely difficult. On the other hand, the "operational habit"
argument does also apply to trust anchor reconfiguration. |If a short

key effectivity period is used and the trust anchor configuration has
to be revisited on a regular basis, the odds that the configuration
tends to be forgotten is smaller. The trade-off is against a system
that is so dynamic that admnistrators of the validating clients wll
not be able to foll ow the nodifications.

Key effectivity periods can be nmade very short, as in a few mnutes.
But when repl aci ng keys one has to take the considerations from
Section 4.1 and Section 4.2 into account.
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3.4. Key Algorithm

There are currently three different types of algorithms that can be
used in DNSSEC. RSA, DSA, and elliptic curve cryptography. The
latter is fairly new and has yet to be standardi zed for usage in
DNSSEC

RSA has been devel oped in an open and transparent manner. As the
patent on RSA expired in 2000, its use is now al so free.

DSA has been devel oped by the National Institute of Standards and
Technology (NIST). The creation of signatures takes roughly the same
time as with RSA, but is 10 to 40 tines as slow for verification
[17].

We suggest the use of RSA/SHA-1 as the preferred algorithmfor the
key. The current known attacks on RSA can be defeated by making your
key longer. As the MD5 hashing algorithmis show ng cracks, we
reconmend t he usage of SHA-1.

At the time of publication, it is known that the SHA-1 hash has
cryptanal ysis issues. There is work in progress on addressing these
i ssues. We recomend the use of public key algorithms based on
hashes stronger than SHA-1 (e.g., SHA-256), as soon as these
algorithnms are available in protocol specifications (see [19] and
[20]) and inpl enentations.

3.5. Key Sizes

When choosi ng key sizes, zone administrators will need to take into
account how long a key will be used, how nmuch data will be signed
during the key publication period (see Section 8.10 of [17]), and,
optionally, how | arge the key size of the parent is. As the chain of
trust really is "a chain", there is not nmuch sense in making one of
the keys in the chain several tinmes larger then the others. As

al ways, it’s the weakest link that defines the strength of the entire
chain. Also see Section 3.1.1 for a discussion of how keys serving
different roles (ZSK vs. KSK) may need different key sizes.

Generating a key of the correct size is a difficult problem RFC 3766
[13] tries to deal with that problem The first part of the
selection procedure in Section 1 of the RFC states:

1. Determine the attack resistance necessary to satisfy the
security requirenents of the application. Do this by
estimating the mni mum nunber of conputer operations that the
attacker will be forced to do in order to conpronise the
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security of the systemand then take the |ogarithm base two of

that nunber. Call that |ogarithmvalue "n

A 1996 report recomended 90 bits as a good all-around choice
for systemsecurity. The 90 bit nunber should be increased by
about 2/3 bit/year, or about 96 bits in 2005.

[ 13] goes on to explain how this nunber "n" can be used to calcul ate
the key sizes in public key cryptography. This culmnated in the
tabl e given below (slightly nodified for our purpose):

Fomm e e o oo Fomm e m o e Fomm e oo o oo +
| System I I I
| requirenent | Symmetric | RSA or DSA |
| for attack | key size | nodulus size |
| resistance | (bits) | (bits) |
| (bits) I I I
Fomm e e o oo Fomm e m o e Fomm e oo o oo +
| 70 | 70 | 947 |
| 80 | 80 | 1228 |
| 90 | 90 | 1553 |
| 100 | 100 | 1926 |
| 150 | 150 | 4575 |
| 200 | 200 | 8719 |
| 250 | 250 | 14596 |
Fomm e e o oo Fomm e m o e Fomm e oo o oo +

The key sizes given are rather large. This is because these keys are
resilient against a trillionaire attacker. Assuming this rich
attacker will not attack your key and that the key is rolled over
once a year, we cone to the follow ng recommendati ons about KSK
sizes: 1024 bits for |ow val ue domains, 1300 bits for nedi umval ue
domai ns, and 2048 bits for high-val ue donui ns.

Whet her a domain is of |low, medium or high value depends solely on
the views of the zone owner. One could, for instance, view |eaf
nodes in the DNS as of |ow value, and top-level domains (TLDs) or the
root zone of high value. The suggested key sizes should be safe for
the next 5 years.

As ZSKs can be rolled over nore easily (and thus nore often), the key
sizes can be nade snmaller. But as said in the introduction of this
par agr aph, making the ZSKs’ key sizes too small (in relation to the
KSKs’ sizes) doesn’'t nake much sense. Try to limt the difference in
size to about 100 bits.
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Not e that nobody can see into the future and that these key sizes are
only provided here as a guide. Further information can be found in
[16] and Section 7.5 of [17]. It should be noted though that [16] is
al ready considered overly optimstic about what key sizes are

consi dered safe.

One final note concerning key sizes. Larger keys will increase the
sizes of the RRSI G and DNSKEY records and will therefore increase the
chance of DNS UDP packet overflow. Also, the tine it takes to
val i date and create RRSIGs increases with |arger keys, so don't

needl essly doubl e your key sizes.

3.6. Private Key Storage

It is recoomended that, where possible, zone private keys and the
zone file master copy that is to be signed be kept and used in off-
I i ne, non-network-connected, physically secure machi nes only.
Periodically, an application can be run to add authentication to a
zone by adding RRSI G and NSEC RRs. Then the augnented file can be
transf erred.

When relying on dynanic update to manage a signed zone [10], be aware
that at |east one private key of the zone will have to reside on the
master server. This key is only as secure as the ampunt of exposure
the server receives to unknown clients and the security of the host.
Al t hough not nmandatory, one could administer the DNS in the foll ow ng
way. The master that processes the dynam c updates is unavail able
fromgeneric hosts on the Internet, it is not listed in the NS RR
set, although its nane appears in the SOA RRs MNAME field. The
naneservers in the NS RRSet are able to receive zone updates through
NOTI FY, | XFR, AXFR, or an out-of-band distribution nmechanism This
approach is known as the "hidden naster" setup

The ideal situation is to have a one-way information flow to the
network to avoid the possibility of tampering fromthe network.
Keepi ng the zone nmaster file on-line on the network and sinply
cycling it through an off-line signer does not do this. The on-line
version could still be tanpered with if the host it resides on is
conprom sed. For maxi num security, the master copy of the zone file
shoul d be of f-net and should not be updated based on an unsecured
net wor k nedi at ed communi cati on.

In general, keeping a zone file off-line will not be practical and

t he machi nes on which zone files are maintained will be connected to
a network. COperators are advised to take security neasures to shield
unaut hori zed access to the master copy.
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For dynam cally updated secured zones [10], both the naster copy and
the private key that is used to update signatures on updated RRs w ||
need to be on-1line.

4. Signature Generation, Key Rollover, and Related Policies
4.1. Time in DNSSEC

Wthout DNSSEC, all times in the DNS are relative. The SOA fields
REFRESH, RETRY, and EXPI RATION are tiners used to determine the tine
el apsed after a slave server synchronized with a nmaster server. The
Time to Live (TTL) value and the SOA RR mininum TTL paraneter [11]
are used to determnmine how long a forwarder should cache data after it
has been fetched froman authoritative server. By using a signature
validity period, DNSSEC i ntroduces the notion of an absolute tinme in
the DNS. Signatures in DNSSEC have an expiration date after which
the signature is marked as invalid and the signed data is to be
consi der ed Bogus.

4.1.1. Time Considerations

Because of the expiration of signatures, one should consider the
fol |l ow ng:

o W suggest the Maxi mum Zone TTL of your zone data to be a fraction
of your signature validity period.

If the TTL woul d be of similar order as the signature validity
period, then all RRSets fetched during the validity period
woul d be cached until the signature expiration tinme. Section
7.1 of [4] suggests that "the resolver may use the tine
remai ni ng before expiration of the signature validity period of
a signed RRSet as an upper bound for the TTL". As a result,
query |l oad on authoritative servers would peak at signature
expiration tine, as this is also the tine at which records

si mul t aneously expire from caches.

To avoid query | oad peaks, we suggest the TTL on all the RRs in
your zone to be at least a few tines snmaller than your
sighature validity period.

0 W suggest the signature publication period to end at |east one

Maxi mum Zone TTL duration before the end of the signature validity
peri od.
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Re-signing a zone shortly before the end of the signature
validity period may cause sinultaneous expiration of data from
caches. This in turn may |lead to peaks in the | oad on
authoritative servers.

suggest the M ninum Zone TTL to be | ong enough to both fetch

and verify all the RRs in the trust chain. |n workshop
environments, it has been denonstrated [18] that a | ow TTL (under
5 to 10 mi nutes) caused disruptions because of the follow ng two
probl ens:

1. During validation, sone data may expire before the
validation is conplete. The validator should be able to
keep all data until it is conpleted. This applies to al
RRs needed to conplete the chain of trust: DSes, DNSKEYs,
RRSI Gs, and the final answers, i.e., the RRSet that is
returned for the initial query.

2. Frequent verification causes |oad on recursive nameservers.
Data at del egation points, DSes, DNSKEYs, and RRSI Gs
benefit from caching. The TTL on those should be
rel atively |ong.

o0 Slave servers will need to be able to fetch newy signed zones
wel |l before the RRSIGs in the zone served by the slave server pass
their signature expiration tine.

When a slave server is out of sync with its master and data in
a zone is signed by expired signatures, it may be better for
the slave server not to give out any answer.

Normal |y, a slave server that is not able to contact a nmaster
server for an extended period will expire a zone. \Wen that
happens, the server will respond differently to queries for
that zone. Some servers issue SERVFAIL, whereas others turn
off the "AA bit in the answers. The tinme of expiration is set
in the SOA record and is relative to the last successfu

refresh between the master and the slave servers. There exists
no coupling between the signature expiration of RRSIGs in the
zone and the expire paraneter in the SOA

If the server serves a DNSSEC zone, then it may well happen
that the signatures expire well before the SOA expiration tiner
counts down to zero. It is not possible to conpletely prevent
this from happeni ng by tweaking the SOA paraneters. However,
the effects can be mnimzed where the SOA expiration tine is
equal to or shorter than the signature validity period. The
consequence of an authoritative server not being able to update
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a zone, whilst that zone includes expired signatures, is that

non-secure resolvers will continue to be able to resolve data
served by the particul ar slave servers while security-aware
resolvers will experience problens because of answers being

mar ked as Bogus.

We suggest the SOA expiration tinmer being approxi mately one
third or one fourth of the signature validity period. It wll
allow problens with transfers fromthe naster server to be

noti ced before the actual signature tines out. W also suggest
that operators of naneservers that supply secondary services
devel op 'watch dogs’ to spot upconing signature expirations in
zones they slave, and take appropriate action.

Wien determning the value for the expiration paraneter one has
to take the following into account: What are the chances that
all ny secondaries expire the zone? How qui ckly can | reach an
admi ni strator of secondary servers to load a valid zone? These
gquestions are not DNSSEC specific but may influence the choice
of your signature validity intervals.

4.2. Key Rollovers

A DNSSEC key cannot be used forever (see Section 3.3). So key
rollovers -- or supercessions, as they are sonetines called -- are a
fact of life when using DNSSEC. Zone administrators who are in the
process of rolling their keys have to take into account that data
published in previous versions of their zone still lives in caches.
When depl oyi ng DNSSEC, this becones an inportant consideration;
ignoring data that may be in caches may lead to | oss of service for
clients.

The nost pressing exanple of this occurs when zone material signed
with an old key is being validated by a resolver that does not have
the ol d zone key cached. |If the old key is no |onger present in the
current zone, this validation fails, marking the data "Bogus".
Alternatively, an attenpt could be made to validate data that is
signed with a new key against an old key that lives in a local cache,
al so resulting in data bei ng nmarked "Bogus".

4.2.1. Zone Signing Key Rollovers

For "Zone Signing Key rollovers", there are two ways to make sure

that during the rollover data still cached can be verified with the
new key sets or newly generated signatures can be verified with the
keys still in caches. One schema, described in Section 4.2.1.2, uses
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doubl e signatures; the other uses key pre-publication (Section
4.2.1.1). The pros, cons, and recommendations are described in
Section 4.2.1.3.

4.2.1.1. Pre-Publish Key Roll over

This section shows how to performa ZSK rollover w thout the need to
sign all the data in a zone twice -- the "pre-publish key rollover".
Thi s net hod has advantages in the case of a key conpronise. |f the
old key is conpromised, the new key has al ready been distributed in
the DNS. The zone administrator is then able to quickly switch to
the new key and renove the conproni sed key fromthe zone. Another
maj or advantage is that the zone size does not double, as is the case
with the double signhature ZSK rollover. A small "howto" for this
kind of rollover can be found in Appendi x B.

Pre-publish key rollover involves four stages as foll ows:

initial new DNSKEY new RRS| Gs DNSKEY r enpva
SOAO0 SOAL SQOA2 SOA3

RRSI GLO( SOAQ) RRSI GLO( SOAL) RRSI G11( SQA2) RRSI G11( SQA3)
DNSKEY1 DNSKEY1 DNSKEY1 DNSKEY1
DNSKEY10 DNSKEY10 DNSKEY10 DNSKEY11
DNSKEY11 DNSKEY11

RRSI GL (DNSKEY) RRSI GL (DNSKEY) RRSI GL(DNSKEY) RRSIGL ( DNSKEY)
RRSI GLO( DNSKEY) RRS| GLO( DNSKEY) RRSI GL1( DNSKEY) RRS| GL1( DNSKEY)

Pre-Publish Key Roll over

initial: Initial version of the zone: DNSKEY 1 is the Key Signing
Key. DNSKEY 10 is used to sign all the data of the zone, the Zone
Si gni ng Key.

new DNSKEY: DNSKEY 11 is introduced into the key set. Note that no
signatures are generated with this key yet, but this does not
secure against brute force attacks on the public key. The mininmm
duration of this pre-roll phase is the time it takes for the data
to propagate to the authoritative servers plus TTL val ue of the
key set.

new RRSI Gs: At the "new RRSI Gs" stage (SOA serial 2), DNSKEY 11 is
used to sign the data in the zone exclusively (i.e., all the
signatures from DNSKEY 10 are renoved fromthe zone). DNSKEY 10
remai ns published in the key set. This way data that was | oaded
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into caches fromversion 1 of the zone can still be verified with
key sets fetched fromversion 2 of the zone. The mnimmtine
that the key set including DNSKEY 10 is to be published is the
time that it takes for zone data fromthe previous version of the
zone to expire fromold caches, i.e., the time it takes for this
zone to propagate to all authoritative servers plus the Maxi mum
Zone TTL value of any of the data in the previous version of the
zone.

DNSKEY renpval : DNSKEY 10 is renmoved fromthe zone. The key set, now
only containing DNSKEY 1 and DNSKEY 11, is re-signed with the
DNSKEY 1.

The above schene can be sinplified by always publishing the "future"
key immedi ately after the rollover. The scheme would | ook as follows
(we show two rollovers); the future key is introduced in "new DNSKEY"
as DNSKEY 12 and again a newer one, nunbered 13, in "new DNSKEY

(ry":

initial new RRSI Gs new DNSKEY
SOAO0 SOAL SOA2

RRSI GLO( SOAQ) RRSI G11( SOAL) RRSI G11( SOA2)
DNSKEY1 DNSKEY1 DNSKEY1
DNSKEY10 DNSKEY10 DNSKEY11
DNSKEY11 DNSKEY11 DNSKEY12

RRSI GL( DNSKEY)
RRSI GLO( DNSKEY)

RRSI GL ( DNSKEY)
RRSI G11( DNSKEY)

RRSI GL( DNSKEY)
RRSI G11( DNSKEY)

SOA3
RRS| GL2( SOA3)

DNSKEY1
DNSKEY11
DNSKEY12

RRSI GL( DNSKEY)
RRSI G12( DNSKEY)

soad
RRS| GL2( SOA4)

DNSKEY1
DNSKEY12
DNSKEY13

RRS| GL( DNSKEY)
RRSI G12( DNSKEY)

Pre-Publish Key Rollover,
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Note that the key introduced in the "new DNSKEY" phase is not used
for production yet; the private key can thus be stored in a

physical ly secure manner and does not need to be ’'fetched every tinme
a zone needs to be signed.

4.2.1.2. Double Signhature Zone Signing Key Rollover

This section shows how to performa ZSK key rollover using the double
zone data signature schene, aptly named "doubl e signature rollover".

During the "new DNSKEY" stage the new version of the zone file will
need to propagate to all authoritative servers and the data that

exists in (distant) caches will need to expire, requiring at | east
t he Maxi mum Zone TTL.

Doubl e signature ZSK rol | over involves three stages as foll ows:

initial new DNSKEY DNSKEY r enoval
SOAO0 SOAL SQOA2

RRSI GLO( SOAQ) RRSI GLO( SOAL) RRSI G11( SQA2)
RRSI G11( SOAL)

DNSKEY1 DNSKEY1 DNSKEY1
DNSKEY10 DNSKEY10 DNSKEY11
DNSKEY11

RRSI G1( DNSKEY) RRSI G1( DNSKEY) RRSI G1( DNSKEY)
RRSI GLO( DNSKEY) RRSI GLO( DNSKEY) RRSI G11( DNSKEY)

RRSI G11( DNSKEY)

Doubl e Si gnature Zone Signing Key Roll over

initial: Initial Version of the zone: DNSKEY 1 is the Key Signing
Key. DNSKEY 10 is used to sign all the data of the zone, the Zone
Si gni ng Key.

new DNSKEY: At the "New DNSKEY" stage (SOA serial 1) DNSKEY 11 is
introduced into the key set and all the data in the zone is signed
wi th DNSKEY 10 and DNSKEY 11. The rollover period will need to
continue until all data fromversion 0 of the zone has expired
fromrenote caches. This will take at |east the Maxi num Zone TTL
of version 0 of the zone.

DNSKEY renoval : DNSKEY 10 is renmpved fromthe zone. Al the

signatures from DNSKEY 10 are renoved fromthe zone. The key set,
now only containing DNSKEY 11, is re-signed with DNSKEY 1.
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At every instance, RRSIGs fromthe previous version of the zone can
be verified with the DNSKEY RRSet fromthe current version and the

ot her way around. The data fromthe current version can be verified
with the data fromthe previous version of the zone. The duration of
t he "new DNSKEY" phase and the period between rollovers should be at
| east the Maxi num Zone TTL.

Maki ng sure that the "new DNSKEY" phase lasts until the signature
expiration tine of the data in initial version of the zone is
recormmended. This way all caches are cleared of the old signatures.
However, this duration could be considerably |onger than the Maxi mum
Zone TTL, making the rollover a | engthy procedure.

Note that in this exanple we assunmed that the zone was not nodified
during the rollover. New data can be introduced in the zone as |ong
as it is signed with both keys.

4.2.1.3. Pros and Cons of the Schenes

Pre-publish key rollover: This rollover does not involve signing the
zone data twice. |Instead, before the actual rollover, the new key
is published in the key set and thus is available for
cryptanal ysis attacks. A snmall disadvantage is that this process
requires four steps. Also the pre-publish schene involves nore
parental work when used for KSK rollovers as explained in Section
4.2.3.

Doubl e signature ZSK rol |l over: The drawback of this signing schene is
that during the rollover the nunber of signatures in your zone
doubl es; this may be prohibitive if you have very big zones. An
advantage is that it only requires three steps.

4.2.2. Key Signing Key Rollovers

For the rollover of a Key Signing Key, the sane considerations as for
the rollover of a Zone Signing Key apply. However, we can use a
doubl e signature scheme to guarantee that old data (only the apex key
set) in caches can be verified with a new key set and vice versa.
Since only the key set is signed with a KSK, zone size considerations
do not apply.
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initial new DNSKEY DS change DNSKEY r enova
Par ent :
(0 > (AN A >
RRSI Gpar (SOAQ) -------- > RRSI Gpar (SOAL)  -------- >
DS > Dsz2 eeeee-- >
RRSI Gpar (DS)  -------- > RRSI Gpar (DS)  -------- >
Chi | d:
SQAO 10N A > SOA2
RRSI G10( SQAO) RRSI G10( SQAL)  -------- > RRSI GLO( SOA2)
-------- >
DNSKEY1 DNSKEY1T ~  -------- > DNSKEY?2
DNSKEY2 ~  -------- >
DNSKEY10 DNSKEY10  -------- > DNSKEY10
RRSI G1 (DNSKEY) RRSIGL (DNSKEY) -------- > RRSI G2 ( DNSKEY)
RRSI G2 (DNSKEY) -------- >
RRSI GLO( DNSKEY) RRSI GLO( DNSKEY) -------- > RRSI GLO( DNSKEY)

St ages of Depl oynment for a Double Signature Key Signing Key Rollover

initial: Initial version of the zone. The parental DS points to
DNSKEY1. Before the rollover starts, the child will have to
verify what the TTL is of the DS RR that points to DNSKEY1l -- it

is needed during the rollover and we refer to the value as TTL_DS.

new DNSKEY: During the "new DNSKEY" phase, the zone adm ni strator
generates a second KSK, DNSKEY2. The key is provided to the
parent, and the child will have to wait until a new DS RR has been
generated that points to DNSKEY2. After that DS RR has been
publ i shed on all servers authoritative for the parent’s zone, the
zone admnistrator has to wait at least TTL_DS to nake sure that
the old DS RR has expired from caches.

DS change: The parent replaces DS1 with DS2.
DNSKEY renpval : DNSKEY1l has been renoved.

The scenario above puts the responsibility for maintaining a valid
chain of trust with the child. It also is based on the prenise that
the parent only has one DS RR (per algorithm per zone. An

al ternative nechani sm has been considered. Using an established
trust relation, the interaction can be perforned in-band, and the
renoval of the keys by the child can possibly be signaled by the
parent. In this nechanism there are periods where there are two DS
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RRs at the parent. Since at the nonent of witing the protocol for
this interaction has not been devel oped, further discussion is out of
scope for this docunent.

4.2.3. Difference Between ZSK and KSK Rol | overs

Note that KSK rollovers and ZSK rollovers are different in the sense
that a KSK roll over requires interaction with the parent (and

possi bly replacing of trust anchors) and the ensuing delay while
waiting for it.

A zone key rollover can be handled in two different ways: pre-publish
(Section 4.2.1.1) and double signature (Section 4.2.1.2).

As the KSK is used to validate the key set and because the KSK i s not
changed during a ZSK rollover, a cache is able to validate the new
key set of the zone. The pre-publish nethod would al so work for a
KSK roll over. The records that are to be pre-published are the
parental DS RRs. The pre-publish nmethod has sonme drawbacks for KSKs.
We first describe the rollover scheme and then indicate these

dr awbacks.

initial new DS new DNSKEY DS/ DNSKEY r enova
Par ent :
SOAOD SOAL 0 e eeeea - > SOA2
RRSI Gpar (SOA0) RRSI Gpar (SOAL) -------- > RRSI Gpar ( SOA2)
DS1 DS1 = eeeeeaa- > DS2
pDs2 @ eeee--- >
RRSI Gpar ( DS) RRSI Gpar (DS) -------- > RRSI Gpar ( DS)
Chi | d:
s 0 eeeeeae > SOAL SOAL
RRSI G10( SQAQ)  -------- > RRSI GLO( SOAL) RRSI GLO( SOAL)
-------- >
DNSKEY1 = -------- > DNSKEY2 DNSKEY2
-------- >
DNSKEY10 = -------- > DNSKEY10 DNSKEY10
RRSI G1 (DNSKEY) -------- > RRSI G2( DNSKEY) RRSI & ( DNSKEY)
RRSI GLO( DNSKEY) -------- > RRSI GLO( DNSKEY) RRSI GLO( DNSKEY)

St ages of Depl oynent for a Pre-Publish Key Signing Key Roll over
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4.2.

Kol

When the child zone wants to roll, it notifies the parent during the
"new DS" phase and submits the new key (or the corresponding DS) to
the parent. The parent publishes DS1 and DS2, pointing to DNSKEY1l
and DNSKEY2, respectively. During the rollover ("new DNSKEY" phase),
whi ch can take place as soon as the new DS set propagated through the
DNS, the child replaces DNSKEY1 wi th DNSKEY2. |Immediately after that
(" DS/ DNSKEY renoval " phase), it can notify the parent that the old DS
record can be del et ed.

The drawbacks of this schene are that during the "new DS' phase the
parent cannot verify the natch between the DS2 RR and DNSKEY2 usi ng
the DNS -- as DNSKEY2 is not yet published. Besides, we introduce a
"security |ame" key (see Section 4.4.3). Finally, the child-parent

i nteraction consists of two steps. The "doubl e signature" nethod
only needs one interaction.

4. Automated Key Roll overs

As keys must be renewed periodically, there is sonme notivation to
automate the rollover process. Consider the follow ng:

0 ZSK rollovers are easy to autonate as only the child zone is
i nvol ved.

0 A KSK rollover needs interaction between parent and child. Data
exchange is needed to provide the new keys to the parent;
consequently, this data nust be authenticated and integrity nust
be guaranteed in order to avoid attacks on the rollover

Pl anni ng for Emergency Key Rol | over

This section deals with preparation for a possible key conpromi se.
Qur advice is to have a docunented procedure ready for when a key
conproni se i s suspected or confirned.

When the private material of one of your keys is conpromised it can
be used for as long as a valid trust chain exists. A trust chain
remai ns intact for

0o as long as a signature over the conprom sed key in the trust chain
is valid,

0o as long as a parental DS RR (and signhature) points to the
conproni sed key,

0o as long as the key is anchored in a resolver and is used as a

starting point for validation (this is generally the hardest to
updat e) .
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While a trust chain to your conprom sed key exists, your namespace is
vul nerabl e to abuse by anyone who has obtained illegitimte
possessi on of the key. Zone operators have to nmake a trade-off if
the abuse of the conpromised key is worse than having data in caches
that cannot be validated. |f the zone operator chooses to break the
trust chain to the conpromi sed key, data in caches signed with this
key cannot be validated. However, if the zone adm nistrator chooses
to take the path of a regular rollover, the nmalicious key hol der can
spoof data so that it appears to be valid.

4.3.1. KSK Conpronise

A zone containing a DNSKEY RRSet with a conprom sed KSK i s vul nerabl e
as long as the conpromni sed KSK is configured as trust anchor or a
parental DS points to it.

A conpromi sed KSK can be used to sign the key set of an attacker’s
zone. That zone could be used to poison the DNS.

Therefore, when the KSK has been conproni sed, the trust anchor or the
parental DS should be replaced as soon as possible. It is loca
policy whether to break the trust chain during the energency
rollover. The trust chain would be broken when the conprom sed KSK

is renoved fromthe child s zone while the parent still has a DS
pointing to the conprom sed KSK (the assunption is that there is only
one DS at the parent. |If there are nultiple DSes this does not apply

-- however the chain of trust of this particular key is broken).

Note that an attacker’s zone still uses the conpromi sed KSK and the
presence of a parental DS would cause the data in this zone to appear
as valid. Renoving the conprom sed key woul d cause the attacker’s
zone to appear as valid and the child s zone as Bogus. Therefore, we
advi se not to renpve the KSK before the parent has a DS to a new KSK
in place.

4.3.1.1. Keeping the Chain of Trust Intact

If we follow this advice, the timng of the replacenent of the KSK is
somewhat critical. The goal is to renobve the conprom sed KSK as soon
as the new DS RR is available at the parent. And also nmake sure that
the signature made with a new KSK over the key set with the
conpromised KSK in it expires just after the new DS appears at the
parent, thus renmoving the old cruft in one swoop.

The procedure is as follows:

1. Introduce a new KSK into the key set, keep the conprom sed KSK in
the key set.
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2. Sign the key set, with a short validity period. The validity
period should expire shortly after the DS is expected to appear
in the parent and the old DSes have expired from caches.

3. Upload the DS for this new key to the parent.

4. Follow the procedure of the regular KSK rollover: Wait for the DS
to appear in the authoritative servers and then wait as |ong as
the TTL of the old DS RRs. If necessary re-sign the DNSKEY RRSet
and nodi fy/extend the expiration tine.

5. Renove the conmpromi sed DNSKEY RR fromthe zone and re-sign the
key set using your "normal" validity interval

An additional danger of a key conpromise is that the conproni sed key
could be used to facilitate a legitimate DNSKEY/ DS rol | over and/ or
naneserver changes at the parent. Wen that happens, the domai n may
be in dispute. An authenticated out-of-band and secure notify
mechanismto contact a parent is needed in this case.

Note that this is only a problem when the DNSKEY and or DS records
are used for authentication at the parent.

4.3.1.2. Breaking the Chain of Trust

There are two nethods to break the chain of trust. The first nethod
causes the child zone to appear 'Bogus’ to validating resolvers. The
ot her causes the child zone to appear 'insecure’. These are

descri bed bel ow.

In the nethod that causes the child zone to appear ’Bogus’ to

val idating resolvers, the child zone replaces the current KSK with a
new one and re-signs the key set. Next it sends the DS of the new
key to the parent. Only after the parent has placed the new DS in
the zone is the child s chain of trust repaired.

An alternative nethod of breaking the chain of trust is by renpving
the DS RRs fromthe parent zone altogether. As a result, the child
zone woul d becone insecure.

4.3.2. ZSK Conpronise

Primarily because there is no parental interaction required when a
ZSK is conpromised, the situation is |l ess severe than with a KSK
conproni se. The zone nust still be re-signed with a new ZSK as soon
as possible. As this is a local operation and requires no

comuni cati on between the parent and child, this can be achi eved
fairly quickly. However, one has to take into account that just as
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with a normal rollover the i nedi ate di sappearance of the old
conpromi sed key may lead to verification problenms. Al so note that as
Il ong as the RRSI G over the conprom sed ZSK is not expired the zone
may be still at risk.

4.3.3. Conprom ses of Keys Anchored in Resol vers

A key can al so be pre-configured in resolvers. For instance, if
DNSSEC i s successfully depl oyed the root key may be pre-configured in
nost security aware resol vers.

If trust-anchor keys are conpronised, the resolvers using these keys
shoul d be notified of this fact. Zone adm nistrators may consi der
setting up a mailing list to conmunicate the fact that a SEP key is
about to be rolled over. This conmunication will of course need to
be authenticated, e.g., by using digital signatures.

End-users faced with the task of updating an anchored key shoul d

al ways val i date the new key. New keys shoul d be authenticated out -
of - band, for exanple, through the use of an announcenment website that
is secured using secure sockets (TLS) [21].

4.4. Parental Policies
4.4.1. Initial Key Exchanges and Parental Policies Considerations

The initial key exchange is always subject to the policies set by the
parent. When designing a key exchange policy one should take into
account that the authentication and authorizati on nechani snms used
during a key exchange should be as strong as the authentication and
aut hori zati on nechani sns used for the exchange of del egation

i nformati on between parent and child. That is, there is no inplicit
need in DNSSEC to nmake the authentication process stronger than it
was i n DNS

Using the DNS itself as the source for the actual DNSKEY nateri al

wi th an out-of-band check on the validity of the DNSKEY, has the
benefit that it reduces the chances of user error. A DNSKEY query
tool can make use of the SEP bit [3] to select the proper key froma
DNSSEC key set, thereby reducing the chance that the wrong DNSKEY is
sent. It can validate the self-signature over a key; thereby
verifying the ownership of the private key material. Fetching the
DNSKEY fromthe DNS ensures that the chain of trust remains intact
once the parent publishes the DS RR indicating the child is secure.

Note: the out-of-band verification is still needed when the key

material is fetched via the DNS. The parent can never be sure
whet her or not the DNSKEY RRs have been spoof ed.
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4.4.2. Storing Keys or Hashes?

When designing a registry system one shoul d consi der which of the
DNSKEYs and/ or the corresponding DSes to store. Since a child zone
m ght wish to have a DS published using a nessage digest algorithm
not yet understood by the registry, the registry can’t count on being
able to generate the DS record froma raw DNSKEY. Thus, we recomend
that registry systens at |east support storing DS records.

It may al so be useful to store DNSKEYs, since having them may help
during troubl eshooting and, as long as the child s chosen nessage

di gest is supported, the overhead of generating DS records fromthem
is minimal. Having an out-of-band mechanism such as a registry
directory (e.g., Wiwois), to find out which keys are used to generate
DS Resource Records for specific owners and/or zones may al so help

wi th troubl eshooti ng.

The storage considerations also relate to the design of the custoner
interface and the nmethod by which data is transferred between

regi strant and registry; WIIl the child zone adm nistrator be able to
upl oad DS RRs wi th unknown hash al gorithns or does the interface only
al l ow DNSKEYs? In the registry-registrar nodel, one can use the
DNSSEC ext ensions to the Extensible Provisioning Protocol (EPP) [15],
which allows transfer of DS RRs and optionally DNSKEY RRs.

4.4.3. Security Lanmeness

Security lameness is defined as what happens when a parent has a DS
RR pointing to a non-existing DNSKEY RR.  Wen this happens, the
child s zone may be narked "Bogus" by verifying DNS clients.

As part of a conprehensive del egati on check, the parent could, at key
exchange tinme, verify that the child s key is actually configured in
the DNS. However, if a parent does not understand the hashing

al gorithmused by child, the parental checks are linmted to only
compari ng the key id.

Child zones should be very careful in renoving DNSKEY materi al
specifically SEP keys, for which a DS RR exi sts.

Once a zone is "security lame", a fix (e.g., removing a DS RR) wi ||
take tine to propagate through the DNS

Kol kman & G eben I nf or mat i onal [ Page 25]



RFC 4641 DNSSEC Operational Practices Sept ember 2006

4.4.4. DS Signature Validity Period

Since the DS can be replayed as long as it has a valid signature, a
short signature validity period over the DS minimzes the tine a
child is vulnerable in the case of a conprom se of the child' s
KSK(s). A signature validity period that is too short introduces the
possibility that a zone is nmarked "Bogus" in case of a configuration
error in the signer. There may not be enough tine to fix the

probl ens before signatures expire. Sonething as nmundane as operator
unavail ability during weekends shows the need for DS signature
validity periods |onger than 2 days. W reconmend an absol ute
mnimum for a DS signature validity period of a few days.

The maxi mum signature validity period of the DS record depends on how
long child zones are willing to be vulnerable after a key conproni se.
On the other hand, shortening the DS signature validity interva

i ncreases the operational risk for the parent. Therefore, the parent
may have policy to use a signature validity interval that is

consi derably | onger than the child woul d hope for.

A conpromi se between the operational constraints of the parent and
m ni i zi ng damage for the child may result in a DS signature validity
peri od somewhere between a week and nonths.

In addition to the signature validity period, which sets a | ower
bound on the nunber of tines the zone owner will need to sign the
zone data and which sets an upper bound to the tinme a child is

vul nerabl e after key conprom se, there is the TTL value on the DS
RRs. Shortening the TTL neans that the authoritative servers wll
see nore queries. But on the other hand, a short TTL |owers the
persi stence of DS RRSets in caches thereby increasing the speed with
whi ch updated DS RRSets propagate through the DNS.

5. Security Considerations
DNSSEC adds data integrity to the DNS. This docunent tries to assess
t he operational considerations to maintain a stable and secure DNSSEC
service. Not taking into account the ’'data propagation’ properties
in the DNS will cause validation failures and may make secured zones
unavail able to security-aware resol vers.
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Appendi x A.  Term nol ogy

In this docunment, there is sonme jargon used that is defined in other
docunents. In nost cases, we have not copied the text fromthe
docunents defining the terms but have given a nore el aborate

expl anation of the neaning. Note that these explanations should not
be seen as authoritative.

Anchored key: A DNSKEY configured in resolvers around the gl obe.
This key is hard to update, hence the term anchored.

Bogus: Al so see Section 5 of [4]. An RRSet in DNSSEC is narked
"Bogus" when a signature of an RRSet does not validate against a
DNSKEY.

Key Signing Key or KSK: A Key Signing Key (KSK) is a key that is used
exclusively for signing the apex key set. The fact that a key is
a KSKis only relevant to the signing tool.

Key size: The term ' key size' can be substituted by ’'nodul us size’
t hr oughout the document. It is mathematically nore correct to use
nodul us size, but as this is a docunent directed at operators we
feel nore at ease with the term key size.

Private and public keys: DNSSEC secures the DNS through the use of
public key cryptography. Public key cryptography is based on the
exi stence of two (mathematically related) keys, a public key and a
private key. The public keys are published in the DNS by use of
the DNSKEY Resource Record (DNSKEY RR). Private keys shoul d
remain private.

Key rollover: A key rollover (also called key supercession in sone
environments) is the act of replacing one key pair with another at
the end of a key effectivity period.

Secure Entry Point (SEP) key: A KSK that has a parental DS record
pointing to it or is configured as a trust anchor. Al though not
required by the protocol, we recomend that the SEP flag [3] is
set on these keys.

Self-signature: This only applies to signatures over DNSKEYs; a
signature nmade with DNSKEY x, over DNSKEY x is called a self-
signature. Note: without further information, self-signatures
convey no trust. They are useful to check the authenticity of the
DNSKEY, i.e., they can be used as a hash.
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Singing the zone file: The termused for the event where an
administrator joyfully signs its zone file while producing nel odic
sound patterns.

Signer: The systemthat has access to the private key material and
signs the Resource Record sets in a zone. A signer nay be
configured to sign only parts of the zone, e.g., only those RRSets
for which existing signatures are about to expire.

Zone Signing Key (ZSK): A key that is used for signing all data in a
zone. The fact that a key is a ZSKis only relevant to the
si gni ng tool.

Zone admi nistrator: The 'role’ that is responsible for signing a zone
and publishing it on the primary authoritative server

Appendi x B. Zone Signing Key Rol |l over How To

Using the pre-published signature schene and the nobst conservative
met hod to assure oneself that data does not |live in caches, here
follows the "howto"

Step 0: The preparation: Create two keys and publish both in your key
set. Mark one of the keys "active" and the other "published".
Use the "active" key for signing your zone data. Store the
private part of the "published" key, preferably off-line. The
protocol does not provide for attributes to mark a key as active
or published. This is sonething you have to do on your own,
through the use of a notebook or key managenent tool.

Step 1. Determine expiration: At the beginning of the rollover nake a
note of the highest expiration time of signatures in your zone
file created with the current key marked as active. Wit until
the expiration tinme marked in Step 1 has passed.

Step 2: Then start using the key that was narked "published" to sign
your data (i.e., mark it "active"). Stop using the key that was
mar ked "active"; mark it "rolled"

Step 3: It is safe to engage in a newrollover (Step 1) after at
| east one signature validity period.
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Appendi x C. Typographi ¢ Conventi ons
The follow ng typographic conventions are used in this docunent:

Key notation: A key is denoted by DNSKEYx, where x is a nunber or an
identifier, x could be thought of as the key id.

RRSet notations: RRs are only denoted by the type. Al other
information -- owner, class, rdata, and TTL--is left out. Thus:
"exanpl e.com 3600 IN A 192.0.2.1" is reduced to "A". RRSets are a
list of RRs. A exanple of this would be "Al, A2", specifying the
RRSet containing two "A" records. This could again be abbreviated to
just "A".

Signature notation: Signatures are denoted as RRSI Gx(RRSet), which
nmeans that RRSet is signed w th DNSKEYX.

Zone representation: Using the above notation we have sinplified the
representation of a signed zone by |eaving out all unnecessary
details such as the nanes and by representing all data by "SQOAx"

SOA representation: SOAs are represented as SOAx, where x is the
serial nunber.

Using this notation the follow ng signed zone:

exanpl e. net . 86400 IN SOA ns.exanple.net. bert.exanple.net. (
2006022100 ; seri al
86400 ; refresh ( 24 hours)
7200 ; oretry ( 2 hours)
3600000 ; expire (1000 hours)

28800 ) m ni num ( 8 hours)
86400 RRSIG SOA 5 2 86400 20130522213204 (
20130422213204 14 exanpl e. net.
cnl62SI 6i AX46XGNQAdQ. .. )
86400 NS a. i ana-servers. net.
86400 NS b. i ana-servers. net.
86400 RRSIG NS 5 2 86400 20130507213204 (
20130407213204 14 exanpl e. net.
SCbepi Jei 19A] XoUpFnQ ... )
86400 DNSKEY 256 3 5 (
Et RBOMP5/ AvQUVQ0l 8XDxy0... ) ; id
86400 DNSKEY 257 3 5 (
gsPW Yy19&z Yl Y+Gir8HABU. .. ) ; id = 15
86400 RRSIG DNSKEY 5 2 86400 20130522213204 (
20130422213204 14 exanpl e. net.
JA4zCeB8QX4t XVG V4elr9... )

14
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86400 RRSIG DNSKEY 5 2 86400 20130522213204 (
20130422213204 15 exanpl e. net.
keVDCOps SeDRey V60O. . .

86400 RRSIG NSEC 5 2 86400 20130507213204 (
20130407213204 14 exanpl e. net.
obj 3HEpP1G nmhRj X. .. )

a. exanpl e. net. 86400 IN TXT "A |abel™

86400 RRSIG TXT 5 3 86400 20130507213204 (
20130407213204 14 exanpl e. net.
| kDM RAYLNMXH7 QI NnuF3v. .. )

86400 NSEC b. exanpl e. com TXT RRSI G NSEC

86400 RRSIG NSEC 5 3 86400 20130507213204 (
20130407213204 14 exanpl e. net.
bZM 0Z3bH nEzOnl sPMM .. )

is reduced to the follow ng representation

SQA2006022100

RRSI G14( SOA2006022100)
DNSKEY14

DNSKEY15

RRS| GL4( KEY)
RRSI G15( KEY)

The rest of the zone data has the same signature as the SQOA record,
i.e., an RRSIG created with DNSKEY 14.

Kol kman & G eben I nf or mat i onal [ Page 33]



RFC 4641 DNSSEC Operational Practices Sept ember 2006

Aut hors’ Addresses
adaf M Kol kman
NLnet Labs
Krui sl aan 419
Anst erdam 1098 VA
The Net her| ands

EMai | : ol af @l net | abs. nl
URI : http://ww. nl netl abs. nl

R (Mek) G eben

EMai | : m ek@n ek. nl

Kol kman & G eben I nf or mat i onal [ Page 34]



RFC 4641 DNSSEC Operational Practices Sept ember 2006

Ful I Copyright Statenent
Copyright (C The Internet Society (2006).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.

Acknow edgenent

Funding for the RFC Editor function is provided by the | ETF
Adm ni strative Support Activity (1ASA).

Kol kman & G eben I nf or mat i onal [ Page 35]






