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Abstract
Thi s docunent describes a pseudowi re encapsul ation for Tinme Division
Mul tiplexing (TDM bit-streans (T1, E1, T3, E3) that disregards any

structure that may be inposed on these streans, in particular the
structure inposed by the standard TDM fram ng.
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1. Introduction

Thi s docunent describes a nmethod for encapsul ating Tine Division
Mul tiplexing (TDM bit-streams (T1, E1, T3, E3) as pseudow res over
packet-swi tching networks (PSN). It addresses only structure-
agnostic transport, i.e., the protocol conpletely disregards any
structure that may possibly be inposed on these signals, in
particul ar the structure inposed by standard TDM frami ng [ G 704].
This ermulation is referred to as "emnul ati on of unstructured TDM
circuits" in [RFC4197] and suits applications where the PEs have no
need to interpret TDMdata or to participate in the TDM si gnali ng.

The SAToP solution presented in this docunent conforns to the PWE3
architecture described in [ RFC3985] and satisfies both the rel evant
general requirenments put forward in [RFC3916] and specific

requi rements for unstructured TDM signals presented in [ RFC4197].

As with all PWs, SAToP PW may be manually configured or set up using
the PWE3 control protocol [RFC4447]. Extensions to the PWE3 control
protocol required for setup and mai ntenance of SAToP pseudow res and
al l ocations of code points used for this purpose are described in
separate docunents ([ TDM CONTRCOL] and [ RFC4446], respectively).

2. Termi nol ogy and Reference Mdel s
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2.1. Termnol ogy

The followi ng acronyns used in this docunment are defined in [ RFC3985]
and [ RFC4197]:

ATM Asynchronous Transfer Mode

CE Cust omer Edge

CES Crcuit Emul ation Service

NSP Nati ve Service Processing

PE Provi der Edge

PDH Pl esi ochronous Di gital Hierarchy
PW Pseudowi re

SDH Synchronous Digital Hierarchy
SONET Synchronous Optical Network

TDM Time Division Multiplexing
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In addition, the following TDMspecific terns are needed:

0 Loss of Signal (LOS) - a condition of the TDM attachnent
circuit wherein the incom ng signal cannot be detected.
Criteria for entering and | eaving the LOS condition can be
found in [G 775].

o Alarmlindication Signal (AIS) - a special bit pattern (e.g., as
described in [G775]) in the TDM bit streamthat indicates
presence of an upstreamcircuit outage. For E1, T1, and E3
circuits, the AIS pattern is a sequence of binary "1" val ues of
appropriate duration (the "all ones" pattern), and hence it can
be detected and generated by structure-agnostic neans. The T3
Al'S pattern requires T3 framing (see [G 704], Section
2.5.3.6.1) and hence can only be handl ed by a structure-aware
NSP.

W al so use the termInterworking Function (IW) to describe the
functional block that segnments and encapsul ates TDM into SAToP
packets and that in the reverse direction decapsul ates SAToP packets
and reconstitutes TDM

2.2. Reference Mdels

The generic nodels defined in Sections 4.1, 4.2, and 4.4 of [RFC3985]
fully apply to SAToP

The native service addressed in this docunent is a special case of
the bit stream payl oad type defined in Section 3.3.3 of [RFC3985].

The Network Synchroni zation reference nodel and depl oynent scenari os
for enul ation of TDM services are described in [ RFC4197], Section
4. 3.

3. Enul ated Services

This specification describes edge-to-edge enul ati on of the follow ng
TDM servi ces described in [G 702]:

El (2048 kbit/s)
Tl (1544 kbit/s); this service is also known as DSl
E3 (34368 kbit/s)
T3 (44736 kbit/s); this service is al so known as DS3

o

The protocol used for enul ation of these services does not depend on
the nethod in which attachnment circuits are delivered to the PEs.
For exanmple, a T1 attachment circuit is treated in the same way
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regardl ess of whether it is delivered to the PE on copper [G 703],
multiplexed in a T3 circuit [T1.107], mapped into a virtual tributary
of a SONET/SDH circuit [G 707], or carried over an ATM network using
unstructured ATM Circuit Enul ation Service (CES) [ ATM CES].
Ternination of any specific "carrier |ayers" used between the PE and
CE is perforned by an appropriate NSP.

4. SAToP Encapsul ati on Layer
4.1. SAToP Packet For mat
The basic format of SAToP packets is shown in Figure 1 bel ow

0 1 2 3

01234567890123456789012345678901
i T i i e S I ih s o S S ™
| . |
| PSN and PWdenul tipl exi ng | ayer headers |
| . |
R R R e e e o e e e e e A A A A S i
| . |
+- - --+
| SAToP Encapsul ati on Header |
+- - --+
| . |
R R R e e e o e e e e e A A A A S i
| . |
| TDM dat a ( Payl oad) |
I : I

i S T S S Y S I e S +.- :I-- it s oI I S S T S S I
Figure 1. Basic SAToP Packet For mat
4.2. PSN and PW Derul tipl exi ng Layer Headers

Both UDP and L2TPv3 [ RFC3931] can provide the PWdenul tipl exing
mechani sns for SAToP PW over an | Pv4/1Pv6 PSN. The PW/I abel

provi des the demul tiplexing function for an MPLS PSN as described in
Section 5.4.2 of [RFC3985].

The total size of a SAToP packet for a specific PWMJIST NOT exceed
path MIU between the pair of PEs ternminating this PW SAToP

i mpl enentations using | Pv4 PSN MUST mark the | Pv4 datagrans they
generate as "Don’t Fragment" [RFC791] (see also [ PWE3-FRAQG).
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4.3. SAToP Header

The SAToP header MUST contain the SAToP Control Wrd (4 bytes) and
MAY al so contain a fixed RTP header [RFC3550]. |If the RTP header is
included in the SAToP header, it MJST i medi ately follow the SAToP
control word in all cases except UDP nultiplexing, where it MJST
precede it (see Figures 2a, 2b, and 2c bel ow).

Not e: Such an arrangenent conplies with the traditional usage of RTP
for the I1Pv4/1Pv6 PSN with UDP mul tipl exi ng while maki ng SAToP PWs
Equal Cost Multi-Path (ECMP)-safe for the MPLS PSN by providing for
PW 1 P packet discrimnation (see [RFC3985], Section 5.4.3).
Furthernmore, it facilitates seam ess stitching of L2TPv3-based and
MPLS- based segnments of SAToP PW (see [ PWE3-MT]).

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| |
| | Pv4/ 1 Pv6 and UDP (PWdenul tipl exing | ayer) headers |

+=+=+=+=4+=+=+=4+=4+=+=+=4+=+=4+=4+=4+=+=+=4=+=4+=4+=4+=+=+=4+=+=4+=4+=4+=+=+=+
- OPTI ONAL -

I I
+- - Fi xed RTP Header (see [RFC3550]) --+

+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
| SAToP Control Wrd |
+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
| TDM dat a ( Payl oad) |

T T S T S S e T S S S e s S S

Figure 2a. SAToP Packet Fornmat for an IPv4/1Pv6 PSN with
UDP PW Denul ti pl exi ng
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0 1 2 3
01234567890123456789012345678901

=-—+=4+=4=4=+4=4+=4+=4=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=+=+

I
TDM dat a (Payl oad) |

T i S e S S i i i S SR SR SapS

il s T T S S S S S i N T i ST S S S S S e e L T 2
I I
| | Pv4/ 1 Pv6 and L2TPv3 (PW derrul tiplexing layer) headers |
I I
+=t+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
| SAToP Control Wrd |
R R R e e e o e e e e e A A A A S i
I I
+- - OPTI ONAL --+
I I
+- - Fi xed RTP Header (see [RFC3550]) --+
I
+
I
I
I
+

Fi gure 2b. SAToP Packet Format for an IPv4/1Pv6 PSN with
L2TPv3 PW Denul ti pl exi ng

0 1 2 3
01234567890123456789012345678901
T i S e S S e i i i S SR SR SapS

. |
MPLS Label Stack |

+

I

I

I

R R R e e e o e e e e e A A A A S i
| SAToP Control Word |
R R R e e e o e e e e e A A A A S i
I I
+- OPTI ONAL .
I I
+- Fi xed RTP Header (see [RFC3550]) --+
I
+
I
I
I
+

=-—+=4+=4=4=+4=4+=4+=4=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=+=+
TDM dat a (Payl oad) |

T i S e S S i i i S SR SR SapS

Figure 2c. SAToP Packet Format for an MPLS PSN
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4.3.1. Usage and Structure of the Control Wrd
Usage of the SAToP control word all ows:

1. Detection of packet |oss or msordering

2. Differentiation between the PSN and attachnment circuit problens
as causes for the outage of the enul ated service

3. PSN bandwi dth conservation by not transferring invalid data
(AI'S)

4. Signaling of faults detected at the PWegress to the PW
i ngress.

The structure of the SAToP Control Wird is shown in Figure 3 bel ow

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
|0 0 0 O] L| R RSV| FRG LEN | Sequence nunber |
il s T T S S S S S i N T i ST S S S S S e e L T 2

Figure 3. Structure of the SAToP Control Wrd

The use of Bits O to 3 is described in [RFC4385]. These bits MJST be
set to zero unless they are being used to indicate the start of an
Associ at ed Channel Header (ACH). An ACH is needed if the state of
the SAToP PWis being nonitored using Virtual G rcuit Connectivity
Verification [ PNE3-VCCV].

L - If set, indicates that TDM data carried in the payload is invalid
due to an attachnent circuit fault. Wen the L bit is set the
payl oad MAY be omitted in order to conserve bandwi dth. The CE-
bound I W MUST play out an appropriate anount of filler data
regardl ess of the payload size. Once set, if the fault is
rectified, the L bit MJST be cl eared.

Not e: Thi s docunent does not specify which TDM fault conditions are
treated as invalidating the data carried in the SAToP packets.
Possi bl e exanpl es include, but are not linmted to LOS and Al S.

R - If set by the PSN-bound I W, indicates that its |ocal CE-bound
IWF is in the packet |loss state, i.e., has lost a preconfigured
nunber of consecutive packets. The R bit MJST be cleared by the
PSN-bound I WF once its |ocal CE-bound | W has exited the packet
| oss state, i.e., has received a preconfigured nunber of
consecutive packets.
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RSV and FRG (bits 6 to 9) - MJST be set to 0 by the PSN bound I W and
MUST be ignored by the CE-bound IW. RSV is reserved. FRGis
fragmentation; see [ PWE3- FRAG .

LEN (bits 10 to 15) - MAY be used to carry the I ength of the SAToP
packet (defined as the size of the SAToP header + the payl oad
size) if it is less than 64 bytes, and MJST be set to zero
otherwi se. Wen the LEN field is set to O, the preconfigured
size of the SAToP packet payl oad MJUST be assunmed to be as
described in Section 5.1, and if the actual packet size is
i nconsistent with this Iength, the packet MJST be consi dered
mal f or ned.

Sequence nunber - used to provide the conmon PW sequencing function
as well as detection of |ost packets. It MJST be generated in
accordance with the rules defined in Section 5.1 of [RFC3550] for
the RTP sequence nunber:

0 Its space is a 16-bit unsigned circul ar space
o lts initial value SHOULD be random (unpredictable).

It MJUST be incremented with each SAToP data packet sent in the
specific PW

4.3.2. Usage of RTP Header

When RTP is used, the following fields of the fixed RTP header (see
[ RFC3550], Section 5.1) MJST be set to zero: P (padding), X (header
extension), CC (CSRC count), and M (marker).

The PT (payload type) field is used as foll ows:

1. One PT value MJUST be allocated fromthe range of dynamnic val ues
(see [RTP-TYPES]) for each direction of the PW The sane PT
val ue MAY be reused for both directions of the PWand al so
reused between different PWs.

2. The PSN-bound | W MUST set the PT field in the RTP header to
the all ocated val ue.

3. The CE-bound | W MAY use the received value to detect mal forned
packet s.

The sequence nunber MJST be the sanme as the sequence nunber in the
SAToP control word
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5.

5.

The RTP timestanps are used for carrying timng information over the
network. Their values are generated in accordance with the rules
established in [ RFC3550].

The frequency of the clock used for generating tinmestanps MJUST be an
integer nultiple of 8 kHz. Al inplenentations of SAToP MJST support
the 8 kHz clock. Oher nultiples of 8 kHz MAY be used.

The SSRC (synchroni zation source) value in the RTP header MAY be used
for detection of m sconnections, i.e., incorrect interconnection of
attachnent circuits.

Ti mest anp generati on MAY be used in the foll ow ng nodes:

1. Absolute node: The PSN bound | W sets tinestanps using the
clock recovered fromthe inconing TDM attachnent circuit. As a
consequence, the tinmestanps are closely correlated with the
sequence nunbers. Al l SAToP inplenmentations that support usage
of the RTP header MJST support this node.

2. Differential node: Both |IWs have access to a common hi gh-
quality timng source, and this source is used for timestanp
generation. Support of this node is OPTI ONAL.

Usage of the fixed RTP header in a SAToP PWand all the options
associated with its usage (the tinestanpi ng clock frequency, the

ti mest anpi ng node, selected PT and SSRC val ues) MJST be agreed upon
between the two SAToP | WFs during PWsetup as described in

[ TDM CONTROL]. O her, RTP-specific nethods (e.g., see [ RFC3551])
MUST NOT be used.

SAToP Payl oad Layer
1. General Payl oads

In order to facilitate handling of packet [oss in the PSN, al
packets bel onging to a given SAToP PWare REQU RED to carry a fixed
nunber of bytes filled with TDM data received fromthe attachment
circuit. The packet payload size MJST be defined during the PW
setup, MJUST be the same for both directions of the PW and MJST
remai n unchanged for the lifetine of the PW

The CE-bound and PSN-bound | Ws MJUST agree on SAToP packet payl oad
size during PWsetup (default payl oad size val ues defined bel ow

guar ant ee that such an agreenment is always possible). The SAToP
packet payl oad size can be exchanged over the PWE3 control protocol
([ TDM CONTROL]) by using the Grcuit Enul ati on over Packet (CEP)/TDM
Payl oad Bytes sub-TLV of the Interface Paranmeters TLV ([ RFC4446]).
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SAToOP uses the followi ng ordering for packetization of the TDM dat a:

o The order of the payl oad bytes corresponds to their order on
the attachnment circuit.

o Consecutive bits comng fromthe attachnent circuit fill each
payl oad byte starting fromnost significant bit to | east
significant.

Al'l SAToP i npl enmentati ons MJST be capabl e of supporting the follow ng
payl oad si zes:

o E1 - 256 bytes
o T1 - 192 bytes
o E3 and T3 - 1024 bytes.

1. Whatever the sel ected payl oad size, SAToP does not assune
alignment to any underlying structure inposed by TDM fram ng
(byte, frame, or nultiframe alignnent).

2. Wen the L bit in the SAToP control word is set, SAToP packets
MAY omit invalid TDM data in order to conserve PSN bandw dth.

3. Payload sizes that are nmultiples of 47 bytes MAY be used in
conjunction with unstructured ATM CES [ ATM CES] .

5.2. OCctet-Aigned T1

An unstructured T1 attachnment circuit is sonetines provided al ready
padded to an integer nunber of bytes, as described in Annex B of

[G 802]. This occurs when the Tl is de-napped froma SONET/ SDH
virtual tributary/container, or when it is de-franmed by a dual - node
E1/ T1 framer.

In order to facilitate operation in such cases, SAToP defines a
special "octet-aligned T1" transport node. In this node, the SAToP
payl oad consi sts of a nunber of 25-byte subfranes, each subframe
carrying 193 bits of TDMdata and 7 bits of padding. This node is
depicted in Figure 4 bel ow
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| 1 | 2 | ... 25 |
|01234567 01234567 ... |01234567
| =t+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
| TDM Dat a | padding |

B S T e i S I o i e S N S I
B S T e i S I o i e S N S I
| TDM Dat a | padding |
e R Rt = e e e e e e e e B R R

Figure 4. SAToP Payl oad Format for Octet-Aligned T1 Transport
Not es:

1. No alignnment with the fram ng structure that may be i nposed on the
Tl bit-streamis inplied.

2. An additional advantage of the octet-aligned Tl transport node is
the ability to select the SAToP packetization latency as an
arbitrary integer nmultiple of 125 m croseconds.

Support of the octet-aligned Tl transport node is OPTIONAL. An
octet-aligned T1 SAToP PWis not interoperable with a Tl SAToP PW
that carries a non-aligned bit-stream as described in the previous
secti on.
| mpl enent ati ons supporting octet-aligned Tl transport node MJST be
capabl e of supporting a payl oad size of 200 bytes (i.e., a payload of
ei ght 25-byte subfranes) corresponding to precisely 1 mllisecond of
TDM dat a.

6. SAToP Operation

6.1. Conmmon Consi derations
Edge-t 0- edge erul ati on of a TDM service using SAToP is only possible
when the two PWattachnment circuits are of the sane type (T1, E1, T3,
E3). The service type is exchanged at PWsetup as described in
[ RFCA447] .

6.2. | W Operation

6.2.1. PSN Bound Direction
Once the PWis set up, the PSN bound SAToP | W operates as foll ows:

TDM data i s packetized using the configured nunber of payl oad bytes
per packet.
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Sequence nunbers, flags, and tinestanps (if the RTP header is used)
are inserted in the SAToP headers.

SAToP, PWdenul tipl exing |ayer, and PSN headers are prepended to the
packeti zed servi ce data.

The resulting packets are transnitted over the PSN
6.2.2. CE-Bound Direction

The CE-bound SAToP I W SHOULD include a jitter buffer where the

payl oad of the received SAToP packets is stored prior to play-out to
the | ocal TDM attachnment circuit. The size of this buffer SHOULD be
locally configurable to allow acconmpdation to the PSN-specific
packet delay variation

The CE-bound SAToP | WF SHOULD use the sequence nunber in the contro
word for detection of |ost and misordered packets. |f the RTP header
is used, the RTP sequence nunbers MAY be used for the sanme purposes.

Note: Wth SAToP, a valid sequence nunmber can be always found in bits
16 - 31 of the first 32-bit word i mediately follow ng the PW
demul ti pl exi ng header regardl ess of the specific PSN type,

mul ti pl exi ng met hod, usage or non-usage of the RTP header, etc. This
approach sinplifies inplenentations supporting rmultiple encapsul ation
types as well as inplenentation of multi-segnment (MS) PWs using

di fferent encapsulation types in different segnents.

The CE-bound SAToP | WF MAY reorder mi sordered packets. M sordered
packets that cannot be reordered MJST be discarded and treated as
| ost.

The payl oad of the received SAToP packets marked with the L bit set
SHOULD be repl aced by the equival ent amount of the "all ones" pattern
even if it has not been omtted.

The payl oad of each | ost SAToP packet MJUST be replaced with the
equi val ent anount of the replacenent data. The contents of the

repl acement data are inplenmentation-specific and MAY be locally
configurable. By default, all SAToP inpl enmentati ons MJST support
generation of the "all ones" pattern as the replacenent data. Before
a PWhas been set up and after a PWhas been torn down, the | W MJST
play out the "all ones" pattern to its TDM attachment circuit.

Once the PWhas been set up, the CE-bound | W begins to receive SAToP
packets and to store their payload in the jitter buffer but continues
to play out the "all ones" pattern to its TDM attachnment circuit.

This intermedi ate state persists until a preconfigured anount of TDM
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data (usually half of the jitter buffer) has been received in
consecutive SAToP packets or until a preconfigured internediate state
timer (started when the PWsetup is conpleted) expires.

Once the preconfigured anmount of the TDM data has been received, the
CE- bound SAToP IWF enters its normal operation state where it
continues to receive SAToP packets and to store their payload in the
jitter buffer while playing out the contents of the jitter buffer in
accordance with the required clock. In this state, the CE-bound |IW
perforns clock recovery, MAY nonitor PWdefects, and MAY col |l ect PW
per f ormance nonitoring data.

I f the CE-bound SAToP I W detects |loss of a preconfigured nunber of
consecutive packets or if the internediate state tinmer expires before
the required anmount of TDM data has been received, it enters its
packet |oss state. Wiile in this state, the |ocal PSN bound SAToP

| W SHOULD nmark every packet it transnits with the R bit set. The
CE- bound SAToP | W | eaves this state and transitions to the norma

one once a preconfigured nunber of consecutive valid SAToP packets
have been received. (Successfully reordered packets contribute to

t he count of consecutive packets.)

The CE-bound SAToP | WF MJUST provide an indication of TDM data
validity to the CE. This can be done by transporting or by
generating the native AS indication. As nentioned above, T3 A'S
cannot be detected or generated by structure-agnostic neans, and
hence a structure-aware NSP MJUST be used when generating a valid Al'S
pattern.

6.3. SAToP Defects

In addition to the packet |oss state of the CE-bound SAToP | W
defi ned above, it MAY detect the follow ng defects:

Stray packets

Mal f or med packets
Excessi ve packet loss rate
Buf f er overrun

Renot e packet | oss

O O0OO0OO0Oo

Correspondi ng to each defect is a defect state of the W, a
detection criterion that triggers transition fromthe norna
operation state to the appropriate defect state, and an al armthat
MAY be reported to the managenent system and thereafter cleared.
Alarms are only reported when the defect state persists for a
preconfigured amount of time (typically 2.5 seconds) and MJST be
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cleared after the correspondi ng defect is undetected for a second
preconfigured amount of tinme (typically 10 seconds). The trigger and
rel ease tines for the various alarns may be independent.

Stray packets MAY be detected by the PSN and PW denul ti pl exi ng

| ayers. Wihen RTP is used, the SSRC field in the RTP header MAY be
used for this purpose as well. Stray packets MJST be discarded by
the CE-bound IWF, and their detection MJST NOT affect nechanisns for
detecti on of packet | oss.

Mal f or med packets are detected by nismatch between the expected
packet size (taking the value of the L bit into account) and the
actual packet size inferred fromthe PSN and PWdemnul ti pl exi ng

| ayers. Wen RTP is used, |ack of correspondence between the PT

val ue and that allocated for this direction of the PWNMAY al so be
used for this purpose. Malfornmed in-order packets MJST be di scarded
by the CE-bound IW and repl acenent data generated as with | ost
packet s.

Excessi ve packet loss rate is detected by conmputing the average
packet |oss rate over a configurable amount of tinmes and conparing it
with a preconfigured threshol d.

Buf fer overrun is detected in the normal operation state when the
jitter buffer of the CE-bound | W cannot accommopdate newly arrived
SAToP packet s.

Renot e packet loss is indicated by reception of packets with their R
bit set.

6.4. SAToP PW Performance Monitoring

Performance nonitoring (PM paraneters are routinely collected for
TDM servi ces and provide an inportant maintenance nechanismin TDM
networks. The ability to collect conpatible PM paraneters for SAToP
PW enhances their naintenance capabilities.

Col l ection of the SAToP PW perfornmance nonitoring paraneters is
OPTIONAL and, if inplenented, is only perfornmed after the CE-bound
IWF has exited its internediate state.

SAToP defines error events, errored blocks, and defects as foll ows:
0 A SAToP error event is defined as insertion of a single
repl acenment packet into the jitter buffer (replacenent of

payl oad of SAToP packets with the L bit set is not considered
i nsertion of a replacenent packet).
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0 A SAToP errored data block is defined as a block of data played
out to the TDM attachnment circuit and of a size defined in
accordance with the [G 826] rules for the corresponding TDM
service that has experienced at | east one SAToP error event.

0 A SAToP defect is defined as the packet |oss state of the
CE- bound SAToP | WF.

The SAToP PW PM paraneters (Errored, Severely Errored, and
Unavai | abl e Seconds) are derived fromthese definitions in accordance
with [ G 826].

7. Quality of Service (QS) Issues
SAToP SHOULD enpl oy existing QoS capabilities of the underlying PSN.

If the PSN providing connectivity between PE devices is Diffserv-
enabl ed and provides a PDB [ RFC3086] that guarantees low jitter and

| ow | oss, the SAToP PW SHOULD use this PDB in conpliance with the
admi ssion and allocation rules the PSN has put in place for that PDB
(e.g., marking packets as directed by the PSN).

If the PSN is Intserv-enabled, then GS (CGuaranteed Service) [RFC2212]
with the appropriate bandw dth reservati on SHOULD be used in order to
provi de a bandwi dt h guarantee equal or greater than that of the
aggregate TDM traffic.

8. Congestion Contro

As explained in [ RFC3985], the PSN carrying the PWmay be subject to
congestion. SAToP PW represent inelastic constant bit-rate (CBR)

fl ows and cannot respond to congestion in a TCP-friendly manner
prescribed by [ RFC2914], although the percentage of total bandw dth
t hey consune renai ns constant.

Unl ess appropriate precautions are taken, undi m ni shed demand of
bandwi dth by SAToP PWs can contribute to network congestion that may
i npact network control protocols.

Whenever possible, SAToP PW SHOULD be carried across traffic-

engi neered PSNs that provide either bandw dth reservati on and

admi ssion control or forwarding prioritization and boundary traffic
condi tioning nechani sms. | ntServ-enabl ed dormai ns supporting

Guar ant eed Service (GS) [RFC2212] and Diff Serv-enabl ed donai ns

[ RFC2475] supporting Expedited Forwarding (EF) [RFC3246] provide
exanpl es of such PSNs. Such nechanisns will negate, to sone degree,
the effect of the SAToP PW on the neighboring streans. |In order to
facilitate boundary traffic conditioning of SAToP traffic over IP
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PSNs, the SAToP | P packets SHOULD NOT use the DiffServ Code Point
(DSCP) val ue reserved for the Default Per-Hop Behavi or (PHB)
[ RFC2474] .

I f SAToP PWs run over a PSN providing best-effort service, they
SHOULD noni tor packet loss in order to detect "severe congestion".
If such a condition is detected, a SAToP PW SHOULD shut down bi -
directionally for some period of tinme as described in Section 6.5 of
[ RFC3985] .

Not e that:

1. The SAToP IW can inherently provide packet | oss nmeasurenent since
the expected rate of arrival of SAToP packets is fixed and known

2. The results of the SAToP packet |oss neasurenment may not be a
reliable indication of presence or absence of severe congestion if
the PSN provi des enhanced delivery. For exanple:

a) If SAToP traffic takes precedence over non-SAToP traffic,
severe congestion can devel op without significant SAToP packet
| oss.

b) If non-SAToP traffic takes precedence over SAToP traffic, SAToP
may experience substantial packet |oss due to a short-term
burst of high-priority traffic.

3. The TDM services enul ated by the SAToP PW have high availability
obj ectives (see [G 826]) that MJST be taken into account when
deci di ng on tenporary shutdown of SAToP PW.

Thi s specification does not define the exact criteria for detecting
"severe congestion" using the SAToP packet |loss rate or the specific
nmet hods for bi-directional shutdown the SAToP PW (when such severe
congestion has been detected) and their subsequent re-start after a
suitable delay. This is left for further study. However, the

foll owi ng consi derations nmay be used as guidelines for inplenenting
t he SAToP severe congestion shutdown nechani sm

1. SAToP Perfornmance Mnitoring techniques (see Section 6.4) provide
entry and exit criteria for the SAToP PW"Unavail abl e" state that
make it closely correlated with the "Unavail abl e" state of the
enmul ated TDM circuit as specified in [G 826]. Using the sane
criteria for "severe congestion" detection may decrease the risk
of shutting down the SAToP PWwhile the enmulated TDMcircuit is
still considered avail able by the CE
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9.

10.

2. |If the SAToP PWhas been set up using either PWE3 control protocol
[ RFC4447] or L2TPv3 [ RFC3931], the regular PWteardown procedures
of these protocols SHOULD be used.

3. If one of the SAToP PWend points stops transnission of packets
for a sufficiently long period, its peer (observing 100% packet
loss) will necessarily detect "severe congestion" and al so stop
transm ssion, thus achieving bi-directional PW shutdown.

Security Considerations

SAToP does not enhance or detract fromthe security performance of
the underlying PSN, rather, it relies upon the PSN nechani sns for
encryption, integrity, and authenticati on whenever required.

SAToP PW share susceptibility to a nunber of pseudowi re-I|ayer
attacks and will use whatever nechanisns for confidentiality,
integrity, and authentication are devel oped for general PW. These
nmet hods are beyond the scope of this docunent.

Al t hough SAToP PW MAY enpl oy an RTP header when explicit transfer of
timng information is required, SRTP (see [RFC3711]) nmechanisns are
NOT RECOVMENDED as a substitute for PWIlayer security.

M sconnection detection capabilities of SAToP increase its resilience
to misconfiguration and sone types of denial-of-service (DoS)
att acks.

Randominitialization of sequence nunbers, in both the control word
and the optional RTP header, mmkes known-pl ai ntext attacks on
encrypted SAToP PW nore difficult. Encryption of PW is beyond the
scope of this docunent.

Applicability Statement

SAToP is an encapsul ation layer intended for carrying TDMcircuits
(EYX/ T1/E3/T3) over PSN in a structure-agnostic fashion.

SAToP fully conplies with the principle of mniml intervention, thus
m ni i zi ng overhead and conput ati onal power required for
encapsul ati on.

SAToP provi des sequenci ng and synchroni zati on functi ons needed for
enul ati on of TDM bit-streans, including detection of |ost or
m sordered packets and appropriate conpensation
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TDM bit-streans carried over SAToP PW nay experience del ays
exceedi ng those typical of native TDM networks. These del ays incl ude
t he SAToP packeti zati on del ay, edge-to-edge delay of the underlying
PSN, and the delay added by the jitter buffer. It is recommended to
estimate both delay and delay variation prior to setup of a SAToP PW

SAToP carries TDM streans over PSN in their entirety, including any
TDM si gnaling contained within the data. Consequently, the enul ated
TDM services are sensitive to the PSN packet |oss. Appropriate
generation of replacenment data can be used to prevent shutting down
the CE TDMinterface due to occasi onal packet |oss. Qher effects of
packet loss on this interface (e.g., errored bl ocks) cannot be
prevent ed.

Note: Structure-aware TDM emnul ati on (see [ CESoPSN] or [ TDwbl P])
conmpl etely hides effects of the PSN packet |oss on the CE TDM

i nterface (because fram ng and Cyclic Redundancy Checks (CRCs) are
generated locally) and all ows usage of application-specific packet
| oss conceal ment nethods to mnimze effects on the applications
usi ng the emul ated TDM servi ce.

SAToP can be used in conjunction with various network synchronization
scenari os (see [RFC4197]) and clock recovery techniques. The quality
of the TDM cl ock recovered by the SAToP | W nmay be inpl enentati on-
specific. The quality may be inproved by using RTP if a conmon cl ock
is available at both ends of the SAToP PW

SAToP provides for effective fault isolation by carrying the I ocal
attachment circuit failure indications.

The option not to carry invalid TDM data enabl es PSN bandw dt h
conservation

SAToP all ows collection of TDMI|ike faults and perfornmance nonitoring
paraneters and hence emnul ates ’'classic’ carrier services of TDM

SAToP provides for a carrier-independent ability to detect

m sconnecti ons and mal forned packets. This feature increases
resilience of the emulated service to misconfiguration and DoS
att acks.

Bei ng a constant bit rate (CBR) service, SAToP cannot provi de TCP-
friendly behavi or under network congesti on.

Fai t hf ul ness of a SAToP PWmay be increased by exploiting QS
features of the underlying PSN.
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SAToP does not provide any mechani snms for protection agai nst PSN
out ages, and hence its resilience to such outages is linited.
However, | ost-packet replacenent and packet reordering nechani sns
increase resilience of the enulated service to fast PSN rerouting
event s.

11. | ANA Consi der ati ons

Al l ocation of PWTypes for the correspondi ng SAToP PW is defined in
[ RFCA446] .
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Appendi x A: O d Mde of SAToP Encapsul ati on over L2TPv3

Previ ous versions of this specification defined a SAToP PW
encapsul ati on over L2TPv3, which differs fromthat described in
Section 4.3 and Figure 2b. In these versions, the RTP header, if
used, precedes the SAToP control word.

Exi sting inplenmentati ons of the old encapsul ati on node MJST be
di stingui shed fromthe encapsul ations confornmng to this
speci fication via the SAToP PW setup

Appendi x B: Parameters That MJST Be Agreed upon during the PW Setup

The followi ng paraneters of the SAToP | WF MUST be agreed upon between
the peer IWs during the PWsetup. Such an agreenent can be reached
via manual configuration or via one of the PWsetup protocols:

1. Type of the Attachment G rcuit (AC

As nmentioned in Section 3, SAToP supports the follow ng AC types:
i) E1l (2048 kbit/s)
ii) T1 (1544 kbit/s); this service is also known as DS1
iii) E3 (34368 kbit/s)
iv) T3 (44736 kbit/s); this service is also known as DS3

SAToP PW cannot be established between ACs of different types.
2. Usage of octet-aligned node for T1

a) This OPTI ONAL node of erulating Tl bit-streans with SAToP PW
is described in Section 5. 2.

b) Both sides MJST agree on using this node for a SAToP PWto be
oper ati onal

3. Payload size, i.e., the anount of valid TDM data in a SAToP packet

a) As nentioned in Section 5. 1:
i) The sanme payl oad size MJST be used in both directions of
t he SAToP PW
ii) The payl oad size cannot be changed once the PWhas been set

up.

b) In nbst cases, any mutually agreed upon val ue can be used.
However, if octet-aligned Tl encapsul ation node is used, the
payl oad size MJST be an integral nmultiple of 25, and it
expresses the amount of valid TDM data including paddi ng.
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4. Usage of the RTP header in the encapsul ation
a) Both sides MJUST agree on using RTP header in the SAToP PW

b) In the case of a SAToP PWover L2TPv3 using the RTP header
bot h sides MJST agree on usage of the "old node" described in
Appendi x A.

5. RTP-dependent parameters. The follow ng paraneters MJST be agreed
upon i f usage of the RTP header for the SAToP PW has been agreed
upon.

a) Tinmestanping node (absolute or differential); this node MAY be
different for the two directions of the PW but the receiver
and transmitter MJST agree on the tinestanpi ng node for each
direction of the PW

b) Ti mestanpi ng cl ock frequency:

i) The tinestanping frequency MJUST be a integral nmultiple of 8
kHz.

ii) The tinestanping frequency MAY be different for the two
directions of the PW but the receiver and transnitter MJST
agree on the tinmestanping node for each direction of the
PW

c) RTP Payl oad Type (PT) value; any dynamically assigned val ue can
be used with SAToP PW.

d) Synchronization Source (SSRC) value; the transmitter MJST agree
to send the SSRC val ue requested by the receiver.
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