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Abstract

Each attribute stored in a Lightweight Directory Access Protocol
(LDAP) directory has a defined syntax (i.e., data type). A syntax
definition specifies how attribute values conforning to the syntax
are normally represented when transferred in LDAP operations. This
representation is referred to as the LDAP-specific encoding to

di stinguish it fromother nmethods of encoding attribute values. This
docunent defines an attribute option, the binary option, that can be
used to specify that the associated attribute values are instead
encoded according to the Basic Encoding Rul es (BER) used by X 500
directories.
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1.

| nt roducti on

Each attribute stored in a Lightweight Directory Access Protoco
(LDAP) directory [ RFC4510] has a defined syntax (i.e., data type)
whi ch constrains the structure and format of its val ues.

The description of each syntax [ RFC4517] specifies how attribute or
assertion values [ RFC4512] conforming to the syntax are normally
represented when transferred in LDAP operations [ RFC4511]. This
representation is referred to as the LDAP-specific encoding to

di stinguish it fromother nmethods of encoding attribute val ues.

Thi s docunent defines an attribute option, the binary option, which
can be used in an attribute description [RFC4512] in an LDAP
operation to specify that the associated attribute val ues or
assertion values are, or are requested to be, encoded according to
the Basic Encoding Rules (BER) [BER] as used by X. 500 [ X 500]
directories, instead of the usual LDAP-specific encoding.

The binary option was originally defined in RFC 2251 [ RFC2251]. The
LDAP t echni cal specification [ RFC4510] has obsol eted the previously
defined LDAP technical specification [ RFC3377], which included RFC
2251. The binary option was not included in the revised LDAP
technical specification for a variety of reasons including

i npl enentation inconsistencies. No attenpt is nade here to resolve
t he known i nconsi stenci es.

Thi s docunent reintroduces the binary option for use with certain
attri bute syntaxes, such as certificate syntax [ RFC4523], that
specifically require it. No attenpt has been nade to address use of
the binary option with attributes of syntaxes that do not require its
use. Unless addressed in a future specification, this use is to be
avoi ded.

Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in BCP 14, RFC 2119

[ BCP14] .

The Binary Option

The binary option is indicated with the attribute option string
"binary" in an attribute description. Note that, like all attribute
options, the string representing the binary option is case

i nsensitive.
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Where the binary option is present in an attribute description, the
associ ated attribute values or assertion values MJST be BER encoded
(otherwi se the val ues are encoded according to the LDAP-specific
encodi ng [ RFC4517] for the attribute’s syntax). Note that it is
possible for a syntax to be defined such that its LDAP-specific
encoding is exactly the same as its BER encodi ng.

In terms of the protocol [RFC4511], the binary option specifies that
the contents octets of the associated AttributeVal ue or
AssertionVal ue OCTET STRING are a conpl ete BER encodi ng of the

rel evant val ue.

The binary option is not a tagging option [RFC4512], so the presence
of the binary option does not specify an attribute subtype. An

attri bute description containing the binary option references exactly
the sanme attribute as the attribute description without the binary
option. The supertype/subtype relationships of attributes with
taggi ng options are not altered in any way by the presence or absence
of the binary option.

An attribute description SHALL be treated as unrecognized if it
contains the binary option and the syntax of the attribute does not
have an associated ASN. 1 type [ RFC4517], or the BER encoding of

val ues of that type is not support ed.

The presence or absence of the binary option only affects the
transfer of attribute and assertion values in the protocol; servers
store any particular attribute value in a format of their choosing.

4. Syntaxes Requiring Binary Transfer

The attribute values of certain attribute syntaxes are defined

wi t hout an LDAP-specific encoding and are required to be transferred
in the BER-encoded form For the purposes of this docunent, these
syntaxes are said to have a binary transfer requirenment. The
certificate, certificate list, certificate pair, and supported

al gorithm syntaxes [ RFC4523] are exanples of syntaxes with a binary
transfer requirenment. These syntaxes al so have an additional

requi rement that the exact BER encodi ng nust be preserved. Note that
this is a property of the syntaxes thensel ves, and not a property of
the binary option. 1In the absence of this requirenment, LDAP clients
woul d need to re-encode val ues using the Distinguished Encodi ng Rul es
(DER) .
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5.

Attributes Returned in a Search

An LDAP search request [RFC4511] contains a list of the attributes
(the requested attributes list) to be returned fromeach entry

mat ching the search filter. An attribute description in the
requested attributes list also inplicitly requests all subtypes of
the attribute type in the attribute description, whether through
attri bute subtyping or attribute tagging option subtyping [ RFC4512].

The requested attributes Iist MAY contain attribute descriptions with
the binary option, but MJST NOT contain two attribute descriptions
with the sane attribute type and the same taggi ng options (even if
only one of them has the binary option). The binary option in an
attribute description in the requested attributes list inplicitly
applies to all the subtypes of the attribute type in the attribute
description (however, see Section 7).

Attributes of a syntax with the binary transfer requirenent, if
returned, SHALL be returned in the binary form(i.e., with the binary
option in the attribute description and the associated attribute

val ues BER encoded) regardl ess of whether the binary option was
present in the request (for the attribute or for one of its
supertypes).

Attributes of a syntax without the binary transfer requirenent, if
returned, SHOULD be returned in the formexplicitly requested. That
is, if the attribute description in the requested attributes |ist
contains the binary option, then the corresponding attribute in the
result SHOULD be in the binary form |If the attribute description in
the request does not contain the binary option, then the
corresponding attribute in the result SHOULD NOT be in the binary
form A server MAY omit an attribute fromthe result if it does not
support the requested encodi ng.

Regardl ess of the encoding chosen, a particular attribute value is
returned at nost once.

Al User Attributes

If the Iist of attributes in a search request is enpty or contains
the special attribute description string "*", then all user
attributes are requested to be returned.

Attributes of a syntax with the binary transfer requirenent, if
returned, SHALL be returned in the binary form
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Attributes of a syntax without the binary transfer requirenent and
havi ng a defined LDAP-specific encoding SHOULD NOT be returned in the
bi nary form

Attributes of a syntax without the binary transfer requirenment and
wi t hout a defined LDAP-specific encoding may be returned in the
binary formor omtted fromthe result.

7. Conflicting Requests

A particular attribute could be explicitly requested by an attribute
description and/or inplicitly requested by the attribute descriptions
of one or nore of its supertypes, or by the special attribute
description string "*". If the binary option is present in at |east
one, but not all, of these attribute descriptions then the effect of
the request with respect to binary transfer is inplenentation

defi ned.

8. Security Considerations

When interpreting security-sensitive fields, and in particular fields
used to grant or deny access, inplenentations MJUST ensure that any
mat chi ng rul e conpari sons are done on the underlying abstract val ue,
regardl ess of the particular encodi ng used.

9. | ANA Consi derati ons

The I nternet Assigned Nunbers Authority (1ANA) has updated the LDAP
attribute description option registry [BCP64] as indicated by the
follow ng tenplate:

Subj ect :
Request for LDAP Attribute Description Option Registration

Option Nanme: binary

Fam |y of Options: NO

Person & email address to contact for further information:
Steven Legg <steven.|egg@b2bcom con

Speci fication: RFC 4522

Aut hor/ Change Controller: |ESG
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Ful I Copyright Statenent
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This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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