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Abstract

This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenment protocols in TCP/IP-based internets.
In particular, it defines objects for managi ng user identities and

t he nanes, addresses, and credentials required manage access control,
for use with various protocols. This docunment was notivated by the
need for the configuration of authorized user identities for the

i SCSI protocol, but has been extended to be useful for other
protocols that have simlar requirenents. It is inportant to note
that this MB nodule provides only the set of identities to be used
within access lists; it is the responsibility of other M B nodul es
maki ng use of this one to tie themto their own access |lists or other
aut hori zati on control nethods.
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1.

| nt roducti on

This MB nodule will be used to configure and/or | ook at the
configuration of user identities and their credential information.
For the purposes of this MB nodule, a "user" identity does not need
to be an actual person; a user can also be a host, an application, a
cluster of hosts, or any other identifiable entity that can be

aut hori zed to access a resource.

Most objects in this MB nodul e have a MAX- ACCESS of read-create;
this nodule is intended to all ow configuration of user identities and
their nanmes, addresses, and credentials. M N ACCESS for all objects
is read-only for those inplenmentations that configure through other
means, but require the ability to nonitor user identities.

Specification of Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The | nternet-Standard Managenent Framework

For a detailed overview of the docunents that describe the current
I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Rel ationship to G her M B Mdul es
The | PS- AUTH M B nodul e does not directly address objects within
other nodules. The identity address objects contain |IPv4, |1Pv6, or
ot her address types, and as such they may be indirectly related to
objects within the | P [ RFC4293] M B nodul e.

This M B nodul e does not provide actual authorization or access

control lists; it provides a nmeans to identify entities that can be
included in other authorization lists. This should generally be done
in MB nodul es that reference identities in this one. It also does

not cover login or authentication failure statistics or
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notifications, as these are all fairly application specific and are
not generic enough to be included here.

The user identity objects within this nodule are typically referenced
from ot her nodul es by a RowPointer within that nodule. A nodule
contai ning resources for which it requires a |list of authorized user
identities may create such a list, with a single RowPointer within
each list elenment pointing to a user identity within this nodule.
This is neither required nor restricted by this M B nodul e.

5. Relationship to the USM M B Mdul e

The User-based Security Mdel (USM [RFC3414] al so defines the
concept of a user, defining authentication and privacy protocols and
their credentials. The definition of USM i ncludes the SNWP- USER-
BASED- SM M B nodul e al |l ows configuration of SNMPv3 user credentials
to protect SNWPv3 nessages. Although USM s users are not related to
the user identities nmanaged by the I PS-AUTH M B nodul e defined in
this docunent, USMw Il often be inplenmented on the sane system as
the | PS-AUTH M B nmodul e, with the SNWP- USER- BASED- SM M B nodul e used
to manage the security protecting SNWPv3 nessages, including those
that access the |IPS-AUTH M B nodul e.

The term "user” in this docunment is distinct froman SNWv3 user and
is intended to include, but is not limted to, users of |IP storage
devices. A "user" in this docunent is a collection of user nanes
(unique identifiers), user addresses, and credentials that can be
used together to determ ne whether an entity should be allowed access
to a resource. Each user can have multiple nanmes, addresses, and
credentials. As a result, this MB nodule is particularly suited to
managi ng users of storage resources, which are typically given access
control lists consisting of potentially multiple identifiers,
addresses, and credentials. This MB nodul e provides for

authori zation lists only and does not include setting of data privacy
par aneters.

In contrast, an SNMPv3 user as defined in [RFC3414] has exactly one
user-name, one authentication protocol, and one privacy protocol
along with their associated informati on and SNMP-specific

i nformation, such as an engine ID. These objects are defined to
support exactly the information needed for SNWPv3 security.

For the renmmi nder of this docunent, the term "user" neans an | PS-
AUTH- M B user identity.
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6.

7.

1.

Rel ati onship to SNWP Cont exts

Each non-scal ar object in the I PS-AUTH-M B nodul e is indexed first by
an instance. Each instance is a collection of identities that can be
used to authorize access to a resource. The use of an instance works
well with partitionable or hierarchical devices and fits in logically
wi th ot her managenent schenes. Instances do not replace SNVP
contexts; however, they do provide a very sinple way to assign a
collection of identities within a device to one or nore SNVP
contexts, wi thout having to do so for each identity's row.

Di scussi on

This M B nodule structure is intended to allow the configuration of a
list of user identities, each with a |list of nanmes, addresses,
credentials, and certificates that, when conbined, will distinguish
that identity.

The | PS-AUTH M B nodul e is structured around two prinmary "objects"”
the authorization instance and the identity, which serve as
containers for the remai nder of the objects. This section contains a
bri ef description of the "object" hierarchy and a description of each
object, followed by a discussion of the actual SNMP table structure
within the objects.

Aut hori zation M B hj ect Model

The top-level object in this structure is the authorization instance,
whi ch "contains" all of the other objects. The indexing hierarchy of
this nmodul e | ooks |ike:

i psAut hl nst ance
-- Adistinct authorization entity within the nanaged system
-- Most inplenmentations will have just one of these.
i psAut hl dentity
-- A user identity, consisting of a set of identity nanes,
-- addresses, and credentials reflected in the foll ow ng
-- objects:
i psAut hl denti t yNane
-- Anane for a user identity. A name should be globally
-- uni que, and unchangi ng over tine. Some protocols may
-- not require this one.
i psAut hl denti t yAddr ess
-- An address range, typically but not necessarily an
-- I Pv4, 1Pv6, or Fibre Channel address range, at which
-- the identity is allowed to reside.
i psAut hCr edentii al
-- A single credential, such as a CHAP usernane,
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-- which can be used to verify the identity.
i psAut hCr edChap
-- CHAP-specific attributes for an ipsAuthCredenti al
i psAut hCredSr p
-- SRP-specific attributes
i psAut hCr edKer ber os
-- Kerberos-specific attributes

Each identity contains the information necessary to identify a
particul ar end-point that w shes to access a service, such as i SCSI.

An identity can contain nultiple nanes, addresses, and credenti al s.
Each of these nanes, addresses, and credentials exists in its own

row. If multiple rows of one of these three types are present, they
are treated in an "OR' fashion; an entity to be authorized need only
match one of the rows. |If rows of different types are present (e.g.

a nanme and an address), these are treated in an "AND' fashion; an
entity to be authorized nust natch at | east one row from each
category. |If there are no rows present of a category, this category
i s ignored.

For example, if an ipsAuthldentity contains two rows of

i psAut hl denti t yAddress, one row of ipsAuthCredential, and no rows of
i psAut hl denti tyNane, an entity nust match the Credential row and at
| east one of the two Address rows to match the identity.

| ndex val ues such as ipsAuthlnstlndex and i psAuthldentlndex are
referenced in nultiple tables, and rows can be added and deleted. An
i npl ementation should therefore attenpt to keep all index val ues
persi stent across reboots; index values for rows that have been

del eted nust not be reused before a reboot.

7.2. ipsAuthlnstance

The i psAut hInstanceAttributesTable is the primary table of the |IPS
AUTH-M B nodul e. Every other table entry in this nodul e includes the
i ndex of an ipsAuthlnstanceAttributesEntry as its prinmary index. An
aut hori zation instance is basically a managed set of identities.

Many i npl enmentations will include just one authorization instance row
inthis table. However, there will be cases where multiple rows in
this table may be used:

- Alarge systemmy be "partitioned" into nmultiple, distinct
virtual systens, perhaps sharing the SNMP agent but not their
lists of identities. Each virtual systemwould have its own
aut hori zati on i nstance.
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- A set of stackable systens, each with its own set of identities,
may be represented by a cormbn SNVWP agent. Each individua
system woul d have its own authorization instance.

- Miltiple protocols, each with its own set of identities, may
exist within a single systemand be represented by a single SNW
agent. 1In this case, each protocol may have its own
aut hori zati on i nstance.

An entry in this table is often referenced by its nane

(i psAut hl nst Descr), which should be displayed to the user by the
managenent station. Wen an inplenentation supports only one entry
inthis table, the description may be returned as a zero-length
string.

7.3. ipsAuthldentity

The i psAuthl dent Attri butesTabl e contains one entry for each
configured user identity. The identity contains only a description
of what the identity is used for; its attributes are all contained in
ot her tables, since they can each have multiple val ues.

QO her M B nodul es containing lists of users authorized to access a
particul ar resource should generally contain a RowPointer to the

i psAut hl dent Attri butesEntry that will, if authenticated, be allowed
access to the resource.

All other table entries nake use of the indices to this table as
their primary indices.

7.4. ipsAuthldentityNanme

The i psAut hl dent NaneAttri butesTable contains a |ist of UTF-8 nanes,
each of which belongs to, and may be used to identify, a particular
identity in the authldentity table.

| npl ement ati ons maki ng use of the I PS-AUTH M B nodul e may identify
their resources by nanes, addresses, or both. A nane is typically a
uni que (within the required scope), unchanging identifier for a
resource. It will normally neet some or all of the requirenents for
a Uni form Resource Name [ RFC1737], although a nane in the context of
this MB nodul e does not need to be a URN. Identifiers that
typically change over tine should generally be placed into the

i psAut hl dentityAddress table; names that have no uni queness
properties should usually be placed into the description attribute
for the identity.
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An exanple of an identity nane is the i SCSI Name, defined in

[ RFC3720] . Any other M B nodul e defining nanes to be used as

i psAut hl dentityName objects shoul d specify how its nanes are unique,
and the domain within which they are unique.

If this table contains no entries associated with a particul ar user
identity, the inplenentati on does not need to check any name
paraneters when verifying that identity. |If the table contains
multiple entries associated with a particular user identity, the

i npl enentati on should consider a match with any one of these entries
to be valid.

7.5. ipsAuthldentityAddress

The i psAut hl dent Addr Attri butesTable contains a |ist of addresses at
which the identity may reside. For exanple, an identity may be

al l owed access to a resource only froma certain |IP address, or only
if its address is in a certain range or set of ranges.

Each entry contains a starting and ending address. |If a single
address is desired in the list, both starting and endi ng addresses
nmust be identical.

Each entry contains an AddrType attribute. This attribute contains
an enuneration registered as an | ANA Address Family type [| ANA- AF].
Al t hough many inplementations will use IPv4 or |Pv6 address types for
these entries, any | ANA-registered type may be used, as long as it
makes sense to the application

Mat chi ng any address within any range within the [ist associated with
a particular identity is considered a valid match. If no entries are
present in this list for a given identity, its address is
automatically assumed to match the identity.

Net masks are not supported, since an address range can express the
sane thing with nore flexibility. An application specifying
addr esses using network masks may do so, and convert to and from
address ranges when reading or witing this M B nodul e.

7.6. ipsAut hCredenti al

The i psAut hCredential Attri butesTabl e contains a |ist of credentials,
each of which may be used to verify a particular identity.
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Each credential contains an authentication nethod to be used, such as
CHAP [ RFC1994], SRP [ RFC2945], or Kerberos [RFC4120]. This attribute
contains an object identifier instead of an enunerated type, allow ng
other M B npodul es to add their own authentication nethods, w thout
nodi fying this M B nodul e.

For each entry in this table, there will exist an entry in another
table containing its attributes. The table in which to place the
entry depends on the AuthMethod attri bute:

CHAP If the AuthMethod is set to the CHAP O D, an entry using the
same indices as the i psAuthCredential will exist in the
i psAut hCredChap tabl e, which contains the CHAP usernane.

SRP If the AuthMethod is set to the SRP O D, an entry using the
same indices as the i psAuthCredential will exist in the
i psAut hCredSrp tabl e, which contains the SRP usernane.

Kerberos If the AuthMethod is set to the Kerberos O D, an entry using

the sanme indices as the ipsAuthCredential will exist in the
i psAut hCr edKer beros tabl e, which contains the Kerberos
princi pal .

O her If the AuthMethod is set to any O D not defined in this

nodul e, an entry using the sane indices as the

i psAut hCredential entry should be placed in the other nodul e
that define whatever attributes are needed for that type of
credenti al .

An additional credential type can be added to this M B nodul e by
defining a new O D in the ipsAut hMet hodTypes subtree, and defining a
new tabl e specific to that credential type.

7.7. |P, Fibre Channel, and O her Addresses

The | P addresses in this MB nodule are represented by two

attri butes, one of type AddressFani| yNunbers, and the other of type
Aut hAddress. Each address can take on any of the types within the
list of address family nunbers; the nost likely being | Pv4, |Pv6, or
one of the Fibre Channel address types.

The type AuthAddress is an octet string. |If the address famly is

| Pv4 or I Pv6, the format is taken fromthe | net Address specified in
[ RFC4001]. If the address fanmily is one of the Fibre Channel types,
the format is identical to the FcNanel dO Zero type defined in

[ RFC4044] .
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7.8. Descriptors: Using ODs in Place of Enunerated Types

Sone attributes, particularly the authentication nmethod attri bute,
woul d normal ly require an enunerated type. However, inplenentations
will likely need to add new aut hentication nethod types of their own,
wi t hout extending this MB nodule. To make this work, this nodul e
defines a set of object identities within ipsAuthDescriptors. Each
of these object identities is basically an enunerated type.

Attributes that make use of these object identities have a val ue that
is an AODinstead of an enunerated type. These O Ds can either
indicate the object identities defined in this nmodule, or object
identities defined el sewhere, such as in an enterprise M B nodul e.
Those inplenmentations that add their own authenticati on nethods
shoul d al so define a correspondi ng object identity for each of these
nmet hods within their own enterprise MB nodule, and return its QD
whenever one of these attributes is using that nethod.

7.9. Notifications
Monitoring of authentication failures and other notification events

are outside the scope of this MB nodule, as they are generally
application specific. No notifications are provided or required.
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8. M B Definitions

| PS-AUTH-M B DEFINITIONS ::= BEA N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, OBJECT- | DENTI TY, Unsi gned32,
m b- 2

FROM SNWPv2- SM

TEXTUAL- CONVENTI ON, RowsSt at us, Aut ononpbusType, StorageType
FROM SNWPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNMPv2- CONF

SnnpAdmi nStri ng
FROM SNMP- FRAMEWORK- M B -- RFC 3411

Addr essFami | yNunber s
FROM | ANA- ADDRESS- FAM LY- NUVBERS- M B

i psAut hM bModul e MODULE- | DENTI TY
LAST- UPDATED "200605220000Z" -- May 22, 2006
ORGANI ZATION "1 ETF I PS Worki ng G oup”
CONTACT- | NFO

var k Bakke

Postal: Cisco Systens, Inc

7900 International Drive, Suite 400
Bl oonmi ngt on, MN

USA 55425

E-mai | : nbakke@i sco. com

Janes Miuchow

Postal : Q ogic Corp.
6321 Bury Dr.

Eden Prairie, M
USA 55346

E- Mai | : janmes. muchow@l ogi c. cont

DESCRI PTI ON
"The I P Storage Authorization MB nodul e.
Copyright (C The Internet Society (2006). This version of
this MB nodule is part of RFC 4545; see the RFC itself for
full legal notices."
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REVI SI ON " 200605220000Z"
DESCRI PTI ON

May 22, 2006

"Initial version of the IP Storage Authentication M B nodul e,

publ i shed as RFC 4545"

o= { mb-2 141 }

i psAut hNot i fi cati ons OBJECT | DENTI FIER ::
i psAut hQbj ect s OBJECT | DENTI FI ER ::
i psAut hConf or mance OBJECT | DENTI FI ER ::

-- Textual Conventions

{ i psAut hM bMbdule 0 }
{ i psAuthM bModule 1 }
{ i psAut hM bModule 2 }

| psAut hAddr ess :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"I P Storage requires the use of address information
that uses not only the |Inet Address type defined in the
| NET- ADDRESS- M B, but al so Fi bre Channel type defined
in the Fibre Channel Managenent M B. Although these
address types are recogni zed in the | ANA Address Family
Nunbers M B, the addressi ng nmechani sns have not been
nmerged into a well-known, common type. This data type,
t he | psAut hAddress, perfornms the nerging for this MB

nmodul e.

The fornmats of objects of this type are deterni ned by

a correspondi ng obj ect

with syntax AddressFam | yNunbers,

and thus every object defined using this TC nust
identify the object with syntax AddressFam | yNunbers
that specifies its type.

The syntax and semantics of this object depend on the
i dentified AddressFam | yNunbers object as foll ows:

Addr essFami | yNunber s

i pV4( 1)

i pV6(2)

fi breChannel WAPN (22)
& fibreChannel WANN( 23)

thi s object

restricted to the same syntax and
semanti cs as the | net Addressl Pv4 TC.

restricted to the same syntax and
semantics as the | net Addressl Pv6 TC.

restricted to the same syntax and
semanti cs as the FcNanmel dOrZero TC

Types ot her than the above shoul d not be used unl ess
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the correspondi ng format of the |psAuthAddress object is
further specified (e.g., in a future revision of this TC."
REFERENCE
"1 ANA- ADDRESS- FAM LY- NUMBERS- M B;
| NET- ADDRESS- M B ( RFC 4001) ;
FC- MGMT- M B ( RFC 4044) . "
SYNTAX OCTET STRI NG (SI ZE(O. . 255))

__kkkkkhkkkhkkhkhhkhkhkhhkhhkhhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhdhhdhdhdhdhd dk dk k%%

i psAut hDescriptors OBJECT IDENTIFIER ::= { ipsAuthObjects 1 }

i psAut hMet hodTypes OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"Regi stration point for Authentication Method Types."
REFERENCE "RFC 3720, i SCSI Protocol Specification."
::={ ipsAuthDescriptors 1 }

i psAut hMet hodNone OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The authoritative identifier when no authentication
net hod i s used."
REFERENCE "RFC 3720, i SCSI Protocol Specification."
::={ ipsAut hMet hodTypes 1 }

i psAut hMet hodSrp OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The authoritative identifier when the authentication
nethod is SRP."
REFERENCE "RFC 3720, i SCSI Protocol Specification."
::={ ipsAut hMet hodTypes 2 }

i psAut hMet hodChap OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The authoritative identifier when the authentication
net hod i s CHAP."
REFERENCE "RFC 3720, i SCSI Protocol Specification."
::={ ipsAut hMet hodTypes 3 }

i psAut hMet hodKer ber os OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The authoritative identifier when the authentication
net hod i s Kerberos."
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REFERENCE "RFC 3720, i SCSI Protocol Specification."
::={ ipsAut hMet hodTypes 4 }

__kkkkkkkhkkkhkhkhkkhkkhkhkkhkkkhkhkhkkhkhkhkkhkkhkhkhkkhkkhkhkkhkkhkhkhkkhkhkhkhkkhkhkhkhkhkkhkhkkhkhkkhkhkhkkhkhkhkkhkhkkkikkhkkhkkk*x
i psAut hl nst ance OBJECT I DENTIFIER ::= { ipsAuthohjects 2 }
-- Instance Attributes Table

i psAut hl nst anceAttri but esTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | psAut hl nstanceAttri butesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of Authorization instances present on the system"
::= { ipsAuthlnstance 2 }

i psAut hl nst anceAttri butesEntry OBJECT- TYPE

SYNTAX | psAut hl nst anceAttri butesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing managenent information
applicable to a particul ar Authorization instance."
| NDEX { i psAuthlnstlndex }
::= { ipsAuthlnstanceAttributesTable 1 }

| psAut hl nstanceAttri butesEntry ::= SEQUENCE {
i psAut hl nst | ndex Unsi gned32,
i psAut hl nst Descr SnnpAdni nSt ri ng,
i psAut hl nst St or ageType St or ageType
}
i psAut hl nst I ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary integer used to uniquely identify a
particul ar authorization instance. This index val ue
must not be nodified or reused by an agent unless
a reboot has occurred. An agent should attenpt to
keep this val ue persistent across reboots."

::={ ipsAuthlnstanceAttributeskEntry 1 }

i psAut hl nst Descr OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-wite
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STATUS current

DESCRI PTI ON
"A character string, determned by the inplenentation to
descri be the authorization instance. Wen only a single
i nstance is present, this object my be set to the
zero-length string; with nultiple authorization
i nstances, it nust be set to a unique value in an
i npl emrent ati on-dependent nanner to describe the purpose
of the respective instance. If this is deployed in a
master agent with nore than one subagent inplenenting
this MB nodule, the naster agent is responsible for
ensuring that this object is unique across al
subagents. "

::= { ipsAuthlnstanceAttributesEntry 2 }

i psAut hl nst St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The storage type for all read-wite objects within this
row. Rows in this table are always created via an
external process, and may have a storage type of readOnly
or permanent. Conceptual rows having the val ue ’permanent
need not allow wite access to any col umar objects in
the row.

If this object has the value ’volatile', nodifications
to read-wite objects in this row are not persistent
across reboots. |If this object has the val ue

"nonVol atile’, nodifications to objects in this row
are persistent.

An i npl enmentation may choose to allow this object
to be set to either "nonVolatile’ or ’'volatile,
al | owi ng the managenent application to choose this
behavi or . "
DEFVAL { volatile }
::= { ipsAuthlnstanceAttributesEntry 3 }

i psAut hl dentity OBJECT IDENTIFIER ::= { ipsAuthojects 3}
-- User ldentity Attributes Table

i psAut hl dent Attri but esTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | psAut hldent Attri butesEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"Alist of user identities,
particul ar ipsAuthlnstance."
c:={ ipsAuthldentity 1 }

each belonging to a

i psAut hl dent Attri buteseEntry OBJECT- TYPE
SYNTAX | psAut hl dent Attri butesEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (row) containing managenent information
describing a user identity within an authorization
i nstance on this node."
| NDEX { i psAut hlnstlndex, ipsAuthldentlndex }
o= { ipsAuthldentAttributesTable 1 }

| psAut hl dent Attri butesEntry
i psAut hl dent | ndex
i psAut hl dent Descri ption

;1= SEQUENCE ({
Unsi gned32,
SnnpAdni nSt ri ng,

i psAut hl dent RowSt at us
i psAut hl dent St or ageType

RowsSt at us,
St or ageType

}

i psAut hl dent | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An arbitrary integer used to uniquely identify a
particular identity instance within an authorization
i nstance present on the node. This index value
must not be nodified or reused by an agent unless
a reboot has occurred. An agent should attenpt to
keep this val ue persistent across reboots."
c:={ ipsAuthldent Attri butesEntry 1 }

i psAut hl dent Descri pti on OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"A character string describing this particular identity."
.= { ipsAuthldentAttri buteskntry 2 }

i psAut hl dent RowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON

"This field allows entries to be dynam cally added and
renoved fromthis table via SNMP. Wien adding a rowto
this table, all non-Index/RowStatus objects nust be set.
Rows may be discarded using RowStatus. The val ue of
i psAut hl dent Descri ption may be set while
i psAut hl dent RowSt atus is 'active'."

c:={ ipsAuthldentAttributesEntry 3 }

i psAut hl dent St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for all read-create objects in this row
Rows in this table that were created through an external
process may have a storage type of readOnly or pernmanent.
Conceptual rows having the val ue 'permanent’ need not
allow wite access to any columar objects in the row"
DEFVAL { nonVol atile }
c:={ ipsAuthldentAttri buteskntry 4 }

i psAut hl dentityName OBJECT I DENTIFIER ::= { ipsAuthojects 4 }
-- User Initiator Nane Attributes Table

i psAut hl dent NaneAt tri but esTabl e OBJECT- TYPE

SYNTAX SEQUENCE CF | psAut hl dent NanmeAttri butesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of unique nanes that can be used to positively
identify a particular user identity."
c:={ ipsAuthldentityNane 1 }

i psAut hl dent NaneAttri but eseEntry OBJECT- TYPE

SYNTAX | psAut hl dent NaneAttri butesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing managenent information
applicable to a unique identity nanme, which can be used
to identify a user identity within a particul ar
aut hori zation instance."”
| NDEX { i psAut hl nstlndex, ipsAuthldentlndex,
i psAut hl dent Nanel ndex }
::= { ipsAuthldent NaneAttri butesTable 1}
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| psAut hl dent NanmeAttri butesEntry ::= SEQUENCE {
i psAut hl dent Nanel ndex Unsi gned32
i psAut hl dent Nane SnnpAdni nSt ri ng,
i psAut hl dent NaneRowSt at us RowSt at us,

i psAut hl dent NaneSt or ageType

St or ageType

}
i psAut hl dent Nanel ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An arbitrary integer used to uniquely identify a
particular identity name instance within an
i psAut hl dentity within an authorization instance.
This index value nmust not be nodified or reused by
an agent unless a reboot has occurred. An agent
shoul d attenpt to keep this val ue persistent across
reboots. "

::={ ipsAuthldent NameAttri butesEntry 1 }

i psAut hl dent Nane OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A character string that is the unique nanme of an
identity that may be used to identify this ipsAuthldent
entry. "

::= { ipsAuthldent NaneAttributesEntry 2 }

i psAut hl dent NaneRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This field allows entries to be dynam cally added and

renoved fromthis table via SNMP. Wien adding a rowto

this table, all non-Index/RowStatus objects nust be set.

Rows may be discarded using RowStatus. The val ue of

i psAut hl dent Nane may be set when this value is "active’."
::= { ipsAuthldent NaneAttributesEntry 3 }

i psAut hl dent NaneSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"The storage type for all read-create objects in this row
Rows in this table that were created through an external
process may have a storage type of readOnly or pernmanent.
Conceptual rows having the val ue 'permanent’ need not
allow wite access to any columar objects in the row"
DEFVAL { nonVol atile }
::= { ipsAuthldent NaneAttributesEntry 4 }

i psAut hl dentityAddress OBJECT I DENTIFIER ::= { ipsAuthCbjects 5 }
-- User Initiator Address Attri butes Tabl e

i psAut hl dent Addr At tri but esTabl e OBJECT- TYPE

SYNTAX SEQUENCE COF | psAut hl dent Addr Attri butesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of address ranges that are allowed to serve
as the endpoint addresses of a particular identity.
An address range includes a starting and endi ng address
and an optional netmask, and an address type indicator,
whi ch can specify whether the address is | Pv4, |Pv6,
FC- WAPN, or FC- VWARN. "

.= { ipsAuthldentityAddress 1 }

i psAut hl dent Addr Attri but eseEntry OBJECT- TYPE

SYNTAX | psAut hl dent Addr Attri butesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing managenent information
applicable to an address range that is used as part
of the authorization of an identity
wi thin an authorization instance on this node."
| NDEX { i psAut hl nstlndex, ipsAuthldentl ndex,
i psAut hl dent Addr | ndex }
c:= { ipsAuthldent AddrAttri butesTable 1}

| psAut hl dent Addr Attri butesEntry ::= SEQUENCE {
i psAut hl dent Addr | ndex Unsi gned32,
i psAut hl dent Addr Type Addr essFam | yNunber s,
i psAut hl dent Addr St art | psAut hAddr ess,
i psAut hl dent Addr End | psAut hAddr ess,
i psAut hl dent Addr RowsSt at us RowSt at us,

i psAut hl dent Addr St or ageType St or ageType
}

i psAut hl dent Addr | ndex OBJECT- TYPE
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SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An arbitrary integer used to uniquely identify a
particul ar ipsAuthl dent Address instance within an
i psAut hl dentity within an authorization instance
present on the node.
This index value nmust not be nodified or reused by
an agent unless a reboot has occurred. An agent
shoul d attenpt to keep this val ue persistent across
reboots. "

::= { ipsAuthldent AddrAttributesEntry 1 }

i psAut hl dent Addr Type OBJECT- TYPE

SYNTAX Addr essFami | yNunber s
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The address types used in the ipsAuthldent Addr Start
and i psAut hAddr End obj ects. This type is taken
fromthe | ANA address famly types."

::={ ipsAuthldent AddrAttri buteséntry 2 }

i psAut hl dent Addr St art OBJECT- TYPE

SYNTAX | psAut hAddr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The starting address of the allowed address range.
The fornmat of this object is determ ned by
i psAut hl dent Addr Type. "

::= { ipsAuthldent AddrAttributesEntry 3 }

i psAut hl dent Addr End OBJECT- TYPE

SYNTAX | psAut hAddr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The ending address of the all owed address range.
If the ipsAuthldent AddrEntry specifies a single
address, this shall match the ipsAuthldent AddrStart.
The fornmat of this object is determ ned by
i psAut hl dent Addr Type. "

::= { ipsAuthldent AddrAttributesEntry 4 }

i psAut hl dent Addr RowSt at us OBJECT- TYPE
SYNTAX RowSt at us
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MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This field allows entries to be dynam cally added and
renoved fromthis table via SNMP. Wien adding a rowto
this table, all non-Index/RowStatus objects nust be set.
Rows may be di scarded using RowStatus. The val ues of
i psAut hl dent Addr St art and i psAut hl dent Addr End nay be set

when this value is "active’. The value of
i psAut hl dent Addr Type may not be set when this value is
"active' ."

::= { ipsAuthldent AddrAttributesEntry 5 }

i psAut hl dent Addr St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for all read-create objects in this row
Rows in this table that were created through an external
process may have a storage type of readOnly or pernmanent.
Conceptual rows having the val ue 'permanent’ need not
allow wite access to any columar objects in the row"
DEFVAL { nonVol atile }
::= { ipsAuthldent AddrAttributesEntry 6 }

i psAut hCredential OBJECT IDENTIFIER ::= { ipsAuthohjects 6 }
-- Credential Attributes Table

i psAut hCredenti al Attri butesTabl e OBJECT- TYPE

SYNTAX SEQUENCE COF | psAut hCredential Attri butesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of credentials related to user identities
that are allowed as valid authenticators of the
particular identity."

.= { ipsAuthCredential 1}

i psAut hCredential Attri butesEntry OBJECT- TYPE

SYNTAX | psAut hCredential AttributesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing managenent information
applicable to a credential that verifies a user
identity within an authorization instance.
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To provide conplete information in this MB for a credenti al
t he managenent station nmust not only create the rowin this

table but nust also create a row i n anot her tabl e,

where the

other table is deternined by the val ue of

i psAut hCr edAut hMet hod,
val ue i psAut hMet hodChap

e.g.,

i f ipsAut hCredAut hMet hod has the
a row nmust be created in the

i psAut hCr edChapAttri butesTable."

| NDEX { i psAut hl nst| ndex,

| psAut hCredential Attri butesEntry :

i psAut hCr edl ndex

i psAut hCr edAut hMet hod
i psAut hCr edRowSt at us

i psAut hCr edSt or ageType

}

i psAut hCr edl ndex OBJECT- TYPE
SYNTAX
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

i psAut hl dent | ndex,
c:= { ipsAuthCredential Attri butesTabl e

i psAut hCr edl ndex }
1}

: = SEQUENCE {
Unsi gned32,

Aut ononousType,
RowsSt at us,

St or ageType

Unsi gned32 (1..4294967295)

"An arbitrary integer used to uniquely identify a

particul ar Credenti al
present on the node.

Thi s index value nmust not be nodified or
an agent unless a reboot has occurred.

i nstance within an i nstance

reused by
An agent

shoul d attenpt to keep this val ue persistent across

reboots. "

::={ ipsAuthCredential Attri butesentry 1 }

i psAut hCr edAut hMet hod OBJECT- TYPE

SYNTAX Aut ononmousType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Thi s object contains an OBJECT | DENTI FI ER

t hat

identifies the authentication nethod

used with this credenti al

When a row is created in this table,

a correspondi ng

row nust be created by the nanagenent station
in a corresponding table specified by this val ue.

When a row is deleted fromthis table,
row nust be automatically deleted by the agent

t he correspondi ng
in

the correspondi ng table specified by this val ue.
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If the value of this object is ipsAuthMethodNone, no
corresponding rows are created or deleted from ot her
t abl es.

Sone standardi zed values for this object are defined
within the ipsAut hMet hodTypes subtree.”
c:= { ipsAuthCredential Attri butesEntry 2 }

i psAut hCr edRowst at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This field allows entries to be dynam cally added and
renoved fromthis table via SNMP. Wien adding a rowto
this table, all non-Index/RowStatus objects nust be set.
Rows may be discarded using RowStatus. The val ue of
i psAut hCr edAut hMet hod nust not be changed while this row
is "active ."

c:= { ipsAuthCredential Attri buteskEntry 3 }

i psAut hCr edSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for all read-create objects in this row
Rows in this table that were created through an external
process nmay have a storage type of readOnly or pernmanent.
Conceptual rows having the val ue 'permanent’ need not
allow wite access to any columar objects in the row"
DEFVAL { nonVol atile }
c:= { ipsAuthCredential Attri buteskEntry 4 }

i psAut hCredChap OBJECT I DENTIFIER ::= { ipsAuthojects 7 }
-- Credential Chap-Specific Attributes Table

i psAut hCr edChapAttri but esTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | psAut hCredChapAttri but esEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of CHAP attributes for credentials that
use i psAut hMet hodChap as their ipsAut hCredAut hivet hod.

Arowin this table can only exist when an instance of
t he i psAut hCredAut hvet hod obj ect exists (or is created
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si mul t aneously) having the sane instance identifiers
and a val ue of ’ipsAut hMet hodChap’."
.= { ipsAuthCredChap 1 }

i psAut hCr edChapAttri butesEntry OBJECT- TYPE

SYNTAX | psAut hCr edChapAttri but esEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing managenent information
applicable to a credential that uses
i psAut hMet hodChap as their i psAut hCredAut het hod.

When a row is created in ipsAuthCredential Attri butes
wi th i psAut hCredAut hMet hod = i psAut hCredChap, the
managenent station nust create a correspondi ng row
in this table.

When a row is deleted fromipsAut hCredential Attri but
wi th i psAut hCredAut hMet hod = i psAut hCredChap, the
agent nust delete the corresponding row (if any) in
this table."”
| NDEX { i psAut hl nstlndex, ipsAuthldentlndex, ipsAuthCred
::= { ipsAuthCredChapAttributesTable 1 }

| psAut hCr edChapAttri butesEntry ::= SEQUENCE {
i psAut hCr edChapUser Nane SnnpAdni nSt ri ng,
i psAut hCr edChapRowst at us RowSt at us,
i psAut hCr edChapSt or ageType St or ageType
}
i psAut hCr edChapUser Nane OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"A character string containing the CHAP user nane fo
credential ."
REFERENCE

"W Sinpson, RFC 1994: PPP Chal | enge Handshake
Aut henti cati on Protocol (CHAP), August 1996"
c:={ ipsAut hCredChapAttributeskEntry 1 }

i psAut hCr edChapRowst at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
Bakke & Muchow St andards Track
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"This field allows entries to be dynam cally added and
renoved fromthis table via SNMP. Wien adding a rowto
this table, all non-Index/RowStatus objects nust be set.
Rows may be discarded using RowStatus. The val ue of
i psAut hCr edChapUser Nane may be changed while this row
is "active'."

::={ ipsAut hCredChapAttributeskEntry 2 }

i psAut hCr edChapSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for all read-create objects in this row
Rows in this table that were created through an external
process may have a storage type of readOnly or pernmanent.
Conceptual rows having the val ue 'permanent’ need not
allow wite access to any columar objects in the row"
DEFVAL { nonVol atile }
::={ ipsAut hCredChapAttributeskEntry 3 }

i psAut hCredSrp OBJECT IDENTIFIER ::={ ipsAuthQbjects 8 }
-- Credential Srp-Specific Attributes Table

i psAut hCredSrpAttri but esTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | psAut hCredSrpAttri butesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of SRP attributes for credentials that
use i psAut hMet hodSrp as its i psAut hCredAut hMet hod.

Arowin this table can only exist when an instance of
t he i psAut hCredAut hMet hod obj ect exists (or is created
si mul t aneously) having the sane instance identifiers
and a val ue of ’ipsAuthMethodSrp’ ."

c:={ ipsAuthCredSrp 1 }

i psAut hCredSrpAttributeskEntry OBJECT- TYPE

SYNTAX | psAut hCredSrpAttri buteskntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing managenent information
applicable to a credential that uses
i psAut hMet hodSrp as their ipsAut hCredAut hMet hod.
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When a row is created in ipsAuthCredential AttributesTable
wi th i psAut hCredAut hMet hod = i psAut hCredSrp, the
managenent station nust create a correspondi ng row

in this table.

When a row is deleted fromipsAuthCredential Attri butesTabl e
wi th i psAut hCredAut hMet hod = i psAut hCredSrp, the
agent nust delete the corresponding row (if any) in
this table.”
| NDEX { i psAuthlnstlndex, ipsAuthldentlndex, ipsAuthCredlndex }
c:={ ipsAuthCredSrpAttributesTable 1 }

| psAut hCredSrpAttri butesEntry ::= SEQUENCE {
i psAut hCr edSr pUser Nane SnnpAdni nSt ri ng,
i psAut hCr edSr pRowSt at us RowSt at us,
i psAut hCr edSr pSt or ageType St or ageType
}
i psAut hCr edSr pUser Namre OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"A character string containing the SRP user name for this
credential . "
REFERENCE

"T. WI, RFC 2945: The SRP Aut hentication and Key
Exchange System Septenber 2000"
c:={ ipsAuthCredSrpAttri buteseEntry 1 }

i psAut hCr edSr pRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This field allows entries to be dynam cally added and
renoved fromthis table via SNMP. Wien adding a rowto
this table, all non-Index/RowStatus objects nust be set.
Rows may be discarded using RowStatus. The val ue of
i psAut hCr edSr pUser Nane may be changed while the status
of this rowis "active'."

::={ ipsAuthCredSrpAttri buteskEntry 2 }

i psAut hCr edSr pSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"The storage type for all read-create objects in this row
Rows in this table that were created through an external
process may have a storage type of readOnly or pernmanent.
Conceptual rows having the val ue 'permanent’ need not
allow wite access to any columar objects in the row"
DEFVAL { nonVol atile }
::={ ipsAuthCredSrpAttri buteskEntry 3 }

i psAut hCr edKer beros OBJECT I DENTIFIER ::= { ipsAuthohjects 9 }
-- Credential Kerberos-Specific Attributes Table

i psAut hCr edKer bAttri but esTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | psAut hCredKerbAttri but esEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of Kerberos attributes for credentials that
use i psAut hMet hodKer beros as their ipsAut hCredAut hivet hod.

Arowin this table can only exist when an instance of
t he i psAut hCredAut hvet hod obj ect exists (or is created
si mul t aneously) having the sane instance identifiers
and a val ue of i psAut hMet hodKerb’."

::={ ipsAut hCredKerberos 1 }

i psAut hCr edKer bAttri butesEntry OBJECT- TYPE

SYNTAX | psAut hCr edKer bAt tri but esEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (row) containing managenent information
applicable to a credential that uses
i psAut hMet hodKer beros as its i psAut hCredAut hMet hod.

When a row is created in ipsAuthCredential AttributesTable
wi th ipsAut hCredAut hMet hod = i psAut hCr edKer beros, the
managenent station nust create a correspondi ng row

in this table.

When a row is deleted fromipsAuthCredential Attri butesTabl e
wi th ipsAut hCredAut hMet hod = i psAut hCr edKer beros, the
agent nust delete the corresponding row (if any) in
this table.”
| NDEX { i psAut hlnstlndex, ipsAuthldentlndex, ipsAuthCredlndex }
::= { ipsAuthCredKerbAttributesTable 1 }

| psAut hCr edKer bAttri butesEntry ::= SEQUENCE {
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i psAut hCr edKer bPri nci pal SnnpAdmi nStri ng,
i psAut hCr edKer bRowSt at us RowsSt at us,
i psAut hCr edKer bSt or ageType St or ageType
}
i psAut hCr edKer bPri nci pal OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A character string containing a Kerberos principa
for this credential."
REFERENCE
"C. Neuman, S. Hartman, and K. Raeburn, RFC 4120:
The Kerberos Network Authentication Service (V5),
July 2005"
::={ ipsAuthCredKerbAttributeskEntry 1 }

i psAut hCr edKer bRowsSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This field allows entries to be dynam cally added and
renoved fromthis table via SNMP. Wien adding a rowto
this table, all non-Index/RowStatus objects nust be set.
Rows may be discarded using RowStatus. The val ue of
i psAut hCr edKer bPri nci pal may be changed while this row
is "active'."

::={ ipsAut hCredKerbAttributeskEntry 2 }

i psAut hCr edKer bSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for all read-create objects in this row
Rows in this table that were created through an external
process may have a storage type of readOnly or permanent.
Conceptual rows having the val ue 'permanent’ need not
allow wite access to any columar objects in the row "
DEFVAL { nonVol atile }
c:= { ipsAuthCredKerbAttributesEntry 3 }

__kkkkkkkhkkhkhkhkhhkhhkhhkhhkhhkhhhhhhkhhhhkhhhhhhhhhhhhhhhhhhdhhdhdhdhhdhkhd d dhkhd k k%%

-- Notifications

-- There are no notifications necessary in this M B nodul e.
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__kkkkkhkkkhkkhkhkhkhkhkhkhkhhkhhhhhhhhhhkhhkhhkhhhhhhhhhhhhhhhhhhdhhhdhdhhhhdhd d k d k k%%

-- Conformance Statenents

i psAut hCompl i ances OBJECT | DENTI FI ER : :
i psAut hGr oups OBJECT | DENTI FI ER ::

{ i psAut hConformance 1 }
{ i psAut hConformance 2 }

i psAut hl nstanceAttri butesG oup OBJECT- GROUP
OBJECTS {
i psAut hl nst Descr,
i psAut hl nst St or ageType

STATUS current
DESCRI PTI ON
"A coll ection of objects providing information about
aut hori zation instances."
c:={ ipsAuthGoups 1}

i psAut hl dent Attri but esG oup OBJECT- GROUP
OBJECTS {
i psAut hl dent Descri pti on,
i psAut hl dent RowsSt at us,
i psAut hl dent St or ageType

STATUS current
DESCRI PTI ON
"A coll ection of objects providing information about
user identities within an authorization instance."
.= { ipsAuthGoups 2 }

i psAut hl dent NaneAttri but esG oup OBJECT- GROUP
OBJECTS {
i psAut hl dent Nane,
i psAut hl dent NaneRowst at us,
i psAut hl dent NaneSt or ageType

STATUS current
DESCRI PTI ON
"A collection of objects providing information about
user names within user identities within an authorization
i nstance. "
.= { ipsAuthGoups 3}

i psAut hl dent Addr Attri but esG oup OBJECT- GROUP
OBJECTS {
i psAut hl dent Addr Type,
i psAut hl dent Addr St art,
i psAut hl dent Addr End,
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i psAut hl dent Addr Rowst at us,
i psAut hl dent Addr St or ageType

STATUS current
DESCRI PTI ON
"A coll ection of objects providing information about
address ranges within user identities within an
aut hori zati on instance."
.= { ipsAuthGoups 4 }

i psAut hl dent CredAttri but esG oup OBJECT- GROUP
OBJECTS {
i psAut hCr edAut hMet hod,
i psAut hCr edRowsSt at us,
i psAut hCr edSt or ageType

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about
credentials within user identities within an authorization
i nstance. "
.= { ipsAuthGoups 5 }

i psAut hl dent ChapAttr G oup OBJECT- GROUP
OBJECTS {
i psAut hCr edChapUser Nane,
i psAut hCr edChapRowsSt at us,
i psAut hCr edChapSt or ageType

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about
CHAP credentials within user identities within an
aut hori zati on i nstance."
::={ ipsAuthG oups 6 }

i psAut hl dent SrpAttr G oup OBJECT- GROUP
OBJECTS {
i psAut hCr edSr pUser Nane,
i psAut hCr edSr pRowsSt at us,
i psAut hCr edSr pSt or ageType

STATUS current
DESCRI PTI ON
"A collection of objects providing information about
SRP credentials within user identities within an
aut hori zati on i nstance."
c:={ ipsAuthGoups 7 }
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i psAut hl dent Ker ber osAttr Group OBJECT- GROUP
OBJECTS {
i psAut hCr edKer bPri nci pal ,
i psAut hCr edKer bRowSt at us,
i psAut hCr edKer bSt or ageType

STATUS current
DESCRI PTI ON
"A collection of objects providing information about
Kerberos credentials within user identities within an
aut hori zati on i nstance."
::={ ipsAuthGoups 8 }

__kkkkkkkhkkhkhhkhhkhkhkhhkhhkhhhhhhhhhhhhkhhhhhhhhhhhhhhhhhhhhhdhhdhdhdhdhd dhkhdk k%%

i psAut hCompl i anceV1l MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Initial version of conpliance statenent based on
initial version of this MB nodul e.

The I nstance and ldentity groups are nandatory;
at | east one of the other groups (Nanme, Address,
Credential, Certificate) is also nmandatory for
any given inplenentation.”

MODULE -- this nodul e

MANDATORY- GROUPS {
i psAut hl nstanceAttri but esG oup,
i psAut hl dent Attri but esG oup

}

-- Conditionally mandatory groups to be included with
-- the mandat ory groups when necessary.

GROUP i psAut hl dent NaneAttri but esG oup

DESCRI PTI ON
"This group is mandatory for all inplenmentations
t hat make use of unique identity nanes."

GROUP i psAut hl dent Addr At t ri but esG oup

DESCRI PTI ON
"This group is mandatory for all inplenmentations
that use addresses to help verify identities."”

GROUP i psAut hl dent CredAttri but esG oup

DESCRI PTI ON
"This group is mandatory for all inplenmentations
that use credentials to help verify identities."
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GROUP i psAut hl dent ChapAttr G oup

DESCRI PTI ON
"This group is mandatory for all inplenmentations
that use CHAP to help verify identities.

The i psAut hl dent CredAttri butesG oup nust be
i npl enented if this group is inplenented.”

GROUP i psAut hl dent SrpAttr G oup

DESCRI PTI ON
"This group is mandatory for all inplenmentations
that use SRP to help verify identities.

The i psAut hl dent CredAttri butesG oup nust be
i npl enented if this group is inplenented.”

GROUP i psAut hl dent Ker ber osAttr Group

DESCRI PTI ON
"This group is mandatory for all inplenmentations
that use Kerberos to help verify identities.

The i psAut hl dent CredAttri butesG oup nust be
i npl enented if this group is inplenented.”

OBJECT i psAut hl nst Descr
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT i psAut hl nst St or ageType
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT i psAut hl dent Descri ption
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT i psAut hl dent RowSt at us

SYNTAX | NTEGER { active(l) } -- subset of RowStatus

M N- ACCESS r ead-only

DESCRI PTI ON
"Wite access is not required, and only one of the
si X enunerated val ues for the RowStatus textual
convention need be supported, specifically:
active(1)."
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OBJECT i psAut hl dent Nane
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT i psAut hl dent NanmeRowSt at us

SYNTAX | NTEGER { active(l) } -- subset of RowStatus
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required, and only one of the
si X enunerated val ues for the RowStatus textual
conventi on need be supported, specifically:
active(1)."

OBJECT i psAut hl dent Addr Type
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT i psAut hl dent Addr St art
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT i psAut hl dent Addr End
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT i psAut hl dent Addr RowSt at us
SYNTAX | NTEGER { active(l) } -- subset of RowStatus
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required, and only one of the
si X enunerated val ues for the RowStatus textual
conventi on need be supported, specifically:
active(1)."

OBJECT i psAut hCr edAut hivet hod
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT i psAut hCr edRowsSt at us

SYNTAX | NTEGER { active(l) } -- subset of RowStatus
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required, and only one of the
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si X enunerated values for the RowStatus textual
conventi on need be supported, specifically:
active(1)."

OBJECT i psAut hCr edChapUser Nane
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT i psAut hCr edChapRowSt at us

SYNTAX | NTEGER { active(l) } -- subset of RowStatus

M N- ACCESS r ead-only

DESCRI PTI ON
"Wite access is not required, and only one of the
si X enunerated val ues for the RowStatus textual
convention need be supported, specifically:
active(1)."

OBJECT i psAut hCr edSr pUser Nane
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT i psAut hCr edSr pRowsSt at us

SYNTAX | NTEGER { active(l) } -- subset of RowStatus

M N- ACCESS r ead-only

DESCRI PTI ON
"Wite access is not required, and only one of the
si X enunerated val ues for the RowStatus textual
convention need be supported, specifically:
active(1)."

OBJECT i psAut hCr edKer bPri nci pal
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT i psAut hCr edKer bRowSt at us

SYNTAX | NTEGER { active(l) } -- subset of RowStatus

M N- ACCESS r ead-only

DESCRI PTI ON
"Wite access is not required, and only one of the six
enumner at ed val ues for the RowStatus textual convention need
be supported, specifically: active(l)."

::= { ipsAut hConpliances 1 }

END
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9. Security Considerations

9.1. MB Security Considerations
There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure
envi ronnent w thout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:
o in the ipsAuthlnstanceAttributesTable:

- i psAut hl nst Descr could be nodified to canoufl age the existence
of a rogue authorization instance;

o0 in the ipsAuthldentAttributesTabl e:

- i psAut hl dent Descri ption could be nodified to canoufl age the
exi stence of a rogue identity;

- i psAut hl dent RowSt at us could be nodified to add or delete a rogue
identity;

- i psAut hl dent St or ageType coul d be nodified to make tenporary rows
per manent, or pernanent rows tenporary;

o in the ipsAuthldent NaneAttri butesTabl e:

- i psAut hl dent Nane coul d be nodified to change the nane of an
existing identity;

- i psAut hl dent NaneRowSt at us coul d be nodified to add or delete a
name of an existing identity;

- i psAut hl dent NaneSt or ageType coul d be nodified to nmake tenporary
rows permanent, or pernanent rows tenporary;

o in the ipsAuthldent AddrAttri butesTabl e:

- i psAut hl dent Addr Type coul d be nodi fied to change the type of
addr ess checki ng perforned;

- i psAut hl dent Addr Start could be nodified to change the start of
the all owed range;
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- i psAut hl dent Addr End coul d be nodified to change the end of the
al | oned range;

- i psAut hl dent Addr RowSt at us coul d be nodified to add or delete the
checki ng of an address range;

- i psAut hl dent Addr St or ageType coul d be nodified to nmake tenporary
rows permanent, or pernanent rows tenporary;

o in the ipsAuthCredential Attri butesTabl e:

- i psAut hCr edAut hMet hod coul d be nodified to change the type of
aut hentication to be used;

- i psAut hCredRowSt at us coul d be nodified to add or del ete checking
of credential s;

- i psAut hCredSt orageType could be nodified to nake tenporary rows
per manent, or pernmanent rows tenporary;

o0 in the ipsAuthCredChapAttributesTabl e:

- i psAut hCredChapUser Nane coul d be nodified to change the CHAP
user name for a credential;

- i psAut hCredChapRowst at us coul d be nodified to add or del ete CHAP
attributes for credential s;

- i psAut hCredChapSt orageType could be nodified to nake tenporary
rows permanent, or pernanent rows tenporary;

o in the ipsAuthCredSrpAttributesTabl e:

- i psAut hCredSrpUser Nane coul d be nodified to change the SRP user
name for a credential;

- i psAut hCredSr pRowSt at us coul d be nodified to add or delete SRP
attributes for credentials;

- i psAut hCredSr pSt or ageType coul d be nodified to nmake tenporary
rows permanent, or pernanent rows tenporary;

o0 in the ipsAuthCredKerbAttributesTable:

- i psAut hCredKer bPri nci pal could be nodified to change the
Kerberos principal for a credential;
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- i psAut hCredKer bRowSt at us could be nodified to add or delete
Kerberos attributes for credentials;

- i psAut hCredKer bSt orageType could be nodified to nake tenporary
rows permanent, or pernanent rows tenporary;

Note that renoval of legitimte credentials can result in either
deni al of service or weakening the requirenments for access of a
particular service. Note also that sone types of credentials, such
as CHAP or SRP, also require passwords or verifiers to be associated
with the credential. These are nanaged outside this M B nodul e.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessi ble) nay be considered sensitive or
vul nerabl e in some network environments. It is thus inportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

o Al tables (specifically: ipsAuthlnstanceAttributesTabl e,
i psAut hl dent Attri butesTabl e, i psAuthl dent NaneAttri butesTabl e,
i psAut hl dent Addr Attri but esTabl e, i psAut hCredenti al Attri butesTabl e,
i psAut hCr edChapAttri butesTabl e, i psAut hCredSrpAttributesTable, and
i psAut hCr edKer bAttri butesTabl e) provide the ability to find out
whi ch nanmes, addresses, and credentials would be required to
access services on the managed system |If these credentials are
easily spoofed (particularly the name or address), read access to
this MB nodule nmust be tightly controlled. Wen used with
pointers fromanother MB nodule to rows in the
i psAut hl dent Attri butesTable, this MB nodul e provides information
about which entities are authorized to connect to which entities.

SNWP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPsec),
even then, there is no control as to who on the secure network is

al l owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOMENDED that inplenmentors consider the security features as
provi ded by the SNWMPv3 framework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographi c mechani snms (for
aut henti cati on and privacy).

Further, deploynent of SNWP versions prior to SNVPv3 is NOT
RECOVMENDED. Instead, it is RECOMVENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNMP entity giving access to an
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i nstance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

In many inplementations, the objects in this MB nodul e can be read
and nodi fied via other mechanisns or protocols in addition to this

M B nodule. For the systemto be secure, other mechani sns that can
read and nodify the contents of this MB nodul e nust al so address the
above issues, and handle the threats outlined in [RFC3411], section
1. 4.

G ven the sensitivity of information contained in this MB nodule, it
is strongly recomrended that encryption (SNWPv3 with a securitylLeve
of authPriv [RFC3411]) be used for all access to objects in this MB
nodul e.

9.2. Oher Security Considerations
An identity consists of a set of nanmes (e.g., an i SCSI Initiator
Nane), addresses (e.g., an |P address or Fibre Channel Wrld Wde
Nane (WW)), and credentials (e.g., a CHAP user nane).

To match an identity, one nust match

0 One of the Ident Nanmes bel onging to the Identlndex, unless there
are no |dentNanes for the |dentlndex, and

0 One of the Ident Addrs bel onging to the Identlndex, unless there
are no ldentAddrs for the Identlndex, and

0 One of the IdentCreds belonging to the Identlndex, unless there
are no Creds for the Identlndex.

Note that if any of the above lists are enpty for a given |dentlndex,
any identifier of that type is considered to match the identity. The

non-enpty lists will still be checked. For example, if the
Ident Addrs list is enpty for the Indentlndex, but there are entries
in ldent Nanes and | dent Creds, any address will be considered a natch,

as long as the offered name and credential match one of the
| dent Nanes and | dent Creds, respectively.

This | eaves a possible security wi ndow while addi ng and renovi ng
entries fromone of these lists. For exanple, an identity could
consi st of no Ident Nanmes, no |dent Addrs, and exactly one |dent Cred.
If that IdentCred was to be updated, several nethods could be used:
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o The UserNane or Principal could be sinply witten in the
appropriate table, if the credential’s type renained the sane
(recomended) .

o The new credential could be added, then the old del eted
(recomended) .

o The new credential could be added, and the old deleted in the sane
SNMP request (reconmmended, but do the add first).

0 The old credential could be deleted, then the new added (Don’t
use!).

O the above nethods, the last |eaves a window in which the list is

enpty, possibly allowi ng unconstrai ned access to the resource making
use of this MB. This nethod should never be used for Nanes, Addrs,
or Creds.

The use of the third nethod, adding and deleting within the sanme
request, should be used with care. It is recomended that within the
request, the add be done first. Oherw se, an inplenentation may
attenpt to performthese operations in order, potentially leaving a
Wi ndow.

The first two nethods are reconmended.

Care nust al so be taken when updating the IdentAddrs for an identity.
Each | dent Addr specifies a range of addresses that match the
identity, and has an address type, starting address, and endi ng
address. Mdifying these one at a tine can open a tenporary w ndow
where a |l arger range of addresses are allowed. For exanple, a single
address is specified using Ident Addr Type = ipv4, ldentAddrStart =

| dent AddrEnd = 192.0.2.5. W want to update this to specify the
single address 192.0.2.34. |If the end address is updated first, we
tenporarily allowthe range 192.0.2.5 .. 192.0.2.34, which is not
what we want. Simlarly, if we change from 192.0.2. 34 back to
192.0.2.5, and we update ldentAddrStart first, we end up with the
range again. To handle this, an application nust either:

0 update both IdentAddrStart and |dent AddrEnd in the sane SNWP set
request, or

o add the new I dent AddrStart and | dent AddrEnd with a new

| dent Addr I ndex, then delete the old one, using the nethods shown
bef ore.
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Since the val ue of |dent Addr Type specifies the formats of
| dent Addr Start and | dent Addr End, nodification of |dentAddrType is not
al l owed for an existing row.

| ANA Consi der ati ons

The | ANA has assigned a M B O D nunber under the m b-2 branch for the
| PS- AUTH M B.
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