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Abstract

Entities responsible for distributing work across a group of systens
traditionally do not know a great deal about the ability of the
applications on those systens to conplete the work in a satisfactory
fashion. Workl oad managenent systens traditionally know a great deal
about the health of applications, but have little control over the
rate in which these applications receive work. The

Server/ Application State Protocol (SASP) provides a mechani smfor

| oad bal ancers and wor kl oad managenent systens to comruni cate better
ways of distributing the existing workload to the group menbers.
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1. Introduction

1.1. Overview

The Server/Application State Protocol is designed to enable |oad

bal ancers or schedulers (1) to receive traffic weight recommendati ons
from Wor kl oad Managers, (2) to register with Wrkload Managers
menbers of | oad bal anci ng/ schedul i ng groups, and (3) to enable
Wor kl oad Managers to suggest new | oad bal anci ng group nenbers to | oad
bal ancers and schedul ers

The figure bel ow shows where the SASP entities are in typical |oad
bal anci ng topol ogy.

I
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| Request | <------ >  Load |--- | Goup | |
|Origins|<------ >| Bal ancer|----------- >| Menber 2| <--|
--------- | -~ e
---------- | |

» | e |

IEEETTEEE > Goup | |

SASP | | Member 3| <--|
_________________ |
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| e |

| | G oup | SASP |

Figure 1

SASP is a binary protocol that facilitates comuni cation from | oad
bal ancer s/ schedul ers to Wrkl oad Managers. The connection between
the Group Wrkl oad Manager (GM) and the | oad bal ancer/scheduler is
expected to be a long-running TCP connection. |In SASP interactions,
the GAM acts as a SASP server waiting to receive connections fromthe
ot her SASP conponents. Server port 3860 has been registered with the
| ANA for SASP communi cations. It is expected that all SASP
conmponents are configured with the DNS nane of the GAM to devel op
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this connection. Security in SASP is handled by transporting binary
nmessages over Secure Socket Layer/Transport Layer Security (SSL/TLS).
Thi s docunent only describes the nmessage format and protocol behavior
above the connection and security layers. Connection and security
aspects including SSL's authentication and encryption will be

i mpl enentati on specific.

1.2. ldentities

SASP identifies a | oad bal ancer by a UTF-8 string called a "LB U D".
A group of "equivalent" servers providing a service is identified by
a UTF-8 string called a "Group Nane", which is interpreted in the
context of the LB UD. A server is identified by its IP address and
(optional) port and protocol nunbers. A GMis only identified
inplicitly as the entity on the other end of the TCP connection from
a | oad bal ancer or group menber. All of these identifiers are | ocal;
there are no globally unique identifiers. The LB U D and G oupNane
fields are unstructured so that conponents coul d assign values to
these fields that are nmeaningful to an adm nistrator. For exanple,
in many cases, a |oad bal ancer would use the name an admi ni strator
provi ded for the serverfarmgroup as the groupnane in a SASP-
specified group. Since the naming options in industry |oad bal ancers
do not carry explicit naming restrictions, SASP naning options al so
carry no namng restrictions.

2. Requirenents Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Conventions Used in This Docunent

0o Load Bal ancer - Entity responsible for distributing requests
anongst the avail abl e nmenbers.

0 Menber - Machine, process, or application used to service
requests.

o0 Goup Wrkload Manager (GAWM) - Entity responsible for reporting or
managi ng a group of menbers on nultiple nachines.

4. Ceneral Message Structure
Any string interpreted by the group workl oad manager is assunmed to
use UTF8. Conponents inplenmenting SASP MUST support the printable

ASCI | subrepertoire of UTF8 (0x20-0x7E). Conponents MAY al so choose
to provide support for additional UTF8 character encodings. It is
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reconmended that customers using SASP-enabl ed products configure the
string-generating conponents (load bal ancers and group nenbers) to
use the sanme character repertoire.

Many of the SASP structures involve the transfer of nulti-byte
integer values. 1In all cases where nmulti-byte integer values are
used, they are considered to be in network-byte order (big-endian).

SASP is organi zed into several nessage conponents. For extendibility
and ease of processing, each nessage conponent is described in a TLV
(Type, Length, Value) format. An illustration of the SASP structure
can be found in the exanple below. The first section is the header
foll owed by the nessage conponent type. As nentioned, the header,
nmessage conponent, and all other conponents have a TLV format. Each
conmponent val ue contains a variable nunber of fields, sone of which
refer to upcomni ng conponents (expl ai ned conponent descriptions are in
upconi ng sections). After the first nmessage conponent, any nunber of
addi ti onal conmponents may be included (as stipulated in the fields of
the nmessage type).
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Fi gure 2
4.1. TLV Structure

An illustration of the TLV format is shown below. The Type is a
two-byte field containing a binary value for the conponent type. The
Length is a two-byte field containing the size of the TLV in bytes
(including the Type and Length fields). The Value field is a
variable-length field that actually contains the data of the

conponent .
< XXXX XXXX XXXX XXXX, XXXX XXXX XXXX XXXX, XXXX........... XXXX >
e I I P |
Type(2 bytes) Lengt h(2 bytes) Val ue(vari abl e)

Figure 3
4.2. Conponent Types

The TLV structure requires a type value for each protocol conponent.
Al'l SASP types are listed in this section

Reserved 0x0000-0x1000
Message Types
Regi strati on Request 0x1010
Regi strati on Reply 0x1015
DeRegi strati on Request 0x1020
DeRegi stration Reply 0x1025
Get Wei ghts Request 0x1030
Get Weights Reply 0x1035
Send Wi ghts 0x1040
Set Load Bal ancer State Request 0x1050
Set Load Bal ancer State Reply 0x1055
Set Menber State Request 0x1060

Set Menber State Reply 0x1065
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Uility Conponent Types
SASP Header 0x2010
Si ngul ar Conponent Types
Menber Data 0x3010
G oup Data 0x3011
Wei ght Entry Data 0x3012
Menber State Instance 0x3013
G oup Conmponent Types
G oup of Menmber Data 0x4010
G oup of Wight Entry Data 0x4011
G oup of Menber State Data 0x4012
Reserved 0OxFO000- OxXFFFF
4.3. SASP Protocol Header
An illustration of the SASP Header is found in the table below It
is expected that every nessage will start with the SASP Protoco
Header conponent.
0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| SASP header type (0x2010) | Size of this TLV |
T S o T s T T o S T il sl S T R S i i
| Ver si on | Message Length
T S o T s T T o S T il sl S T R S i i

| Message | D
T S T ST S il ST I S T S A e S

T e S S

Figure 4

0 Version: The version of the protocol used in this nmessage.
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0 Message Length: A 4-byte signed integer value representing the
total length of the SASP nessage. It is said to be a signed
4-byte value to nake any Java i npl enentati ons easier (or any other
i mpl ement ati ons wi thout unsi gned val ues); however, no negative
| engths are valid.

0 Message ID: Each request nessage is given a 4-byte Message |ID by
the nmessage originator, which is sinply returned in the Message ID
field of the reply. This field is neant to assist the requester
in correlating replies to the appropriate request when nany

requests have been sent. In the Send Wi ghts nessage (the only
nmessage transaction that has no reply), this field serves no
pur pose.

4.4. Version Negotiation

To negotiate the version of the protocol used by the entities
i nvol ved in the connection, the GAM views the version included in the
| oad bal ancer request as the | oad bal ancer’s proposed versi on.

If the GAMM supports the version proposed by the | oad bal ancer, it

will respond to the connection with the appropriate response code and
the | oad bal ancer’s proposed version in the response header. This
proposed version should be the version used for all messages in this
connecti on.

If the GAMM does not support the version proposed by the | oad

bal ancer, the GAM will respond with a "nmessage not under st ood"
response code and the GAM s hi ghest supported SASP version in the
version field of the response header. This is an indication for the
| oad bal ancer to cone down to GAMM s SASP version |evel
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5.

5.

Si ngul ar Prot ocol Conponents

The nost basi c of SASP conponents are singul ar conponents because
they describe a single instance of a nenber, nenber resource, nenber
wei ght, or group. Sone of the SASP conponents reuse other SASP
conmponents. \When this is the case, any conponent being reused by a
base conmponent will sinply be given imediately foll owi ng the base
conmponent. Sone exanpl es of this technique are seen and explained in
the Weight Entry and Menber State |Instance conponents.

1. Menber Data Conponent

The nmenber data conponent describes a particular nmenber and is
referred to by other conponents.

0 1 2 3
01234567890123456789012345678901
I T S I T i i S e S I S
Menber Data Type (0x3010) | Size of this TLV |
I T S I T i i S e S I S
Pr ot ocol | Por t |
T S T i S ST S S il 1 a2

| P Address of Menber

N e
| Label Length

+-
I
+-
I
+-
I
+
I
+
I
+
I
T S S T e S S S S T T T S S S S e S L o
I

T+ +— +— +—

Label

B I i ST S I S S S s ST I I S Y S i T S S Y
Figure 5

o Protocol: The assigned nunber of the IP transport |ayer used in
the Protocol Field of the IP header. These are defined in
[ RFC1700]; however, a current list is naintained at
http://ww. i ana. org.
for exanple: TCP = 0x06, UDP = 0x11, etc.
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Port: The port nunber used for comuni cation to the nmenber.

*** A value of 0 can be given for the Protocol and Port to signify
a systemlevel nmenber. However, 0 shouldn’t be perceived as a

wi l dcard for either Port or Protocol fields (i.e., a

deregi stration request that includes a MenberData conponent with a
O for the port doesn’t nean deregister all applications |istening
on any port of that |IP and protocol).

| P Address: The current format is described by the follow ng 16
bytes, where |IPv4 addresses are represented as "Il Pv4-conpatible

| Pv6 addresses" [RFC4291]. 1In the follow ng exanple, the x’s and
zeros represent 4-bit hex values. The x's describe arbitrary hex
val ues.

| Pv4 Address: 00 00 OO0 00 OO OO0 00 OO 00 OO0 00 00 XX XX XX XX
| Pv6 Address: XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX
Label length: The length, in bytes, of the |abel string to foll ow

Label : A UTF8 string that nmay be set while registering a nenber.
This string is opaque to the GMMand is sinply included with any
correspondence containing the nenber data conponent. Note that
the size of this label is <= 255 bytes. Because UTF8 character
encodi ngs nay be up to 6 bytes, care nust be exercised by the |oad
bal ancer or nenber to make sure the UTF8 string it sends the GAM
is in fact <= 255 bytes.
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5.2. Goup Data Conponent

The group data conponent sinply describes a group with which to
associ ate ot her singular conponents.

0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| G oup Data Type (0x3011) | Size of this TLV |
T S o T s T T o S T il sl S T R S i i
| LB UD Length | I
R i T e +

LB U D

+ T S T S B S S
| G oup Nane Len |
T S L T i i ST S B S M S S S St Tk ik S S

G oup Nane
:|--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:|-
Figure 6
o LB UDLength: Length of the LB UDto follow (in bytes).

o LB UD A UTF8 string used as a unique identifier and a context
for the Goup Name (e.g., a UTF8 representation of the MAC address
of the | oad bal ancer or some type of Universally Unique Identifier
(UUD)). This string is used by the G oup Wrkl oad Manager to
associ ate application registration and deregistration, and to set
state nmessages with the correct |oad bal ancer. This unique
identifier should not be any |onger than 64 bytes.

0 Goup Nane Len: Length of the Goup Nanme field to follow (in
byt es) .

0 Goup Nanme: A UTF8 string the | oad bal ancer has chosen to tell the
Group Workl oad Manager that nenbers being registered with this
Group Nane are equivalent in function. In Get Wight and
DeRegi strati on nessages, the Group Nanme may be onitted (G oup Nane
Length = 0) to indicate all groups fromthe associ ated | oad
bal ancer.
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5.3. Weight Entry Data Conponent

The Weight Entry Conponent is used by the get and send wei ght
nmessages to associate a weight with a particul ar nmenber (or Menber
Data). It also uses an opaque nenber state field and a genera

menber flags field to denote extra infornmation about a nenber
(described below). When the Wight Entry conponent is used, the
Menber Data TLV it refers to is listed first, inmediately followed by
the Weight Entry TLW.

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i

| Menber Data Type (0x3010) | Size of this Menber Data TLV
T S o T s T T o S T il sl S T R S i i

Menber Data Fiel ds

B s S S S T S S i i Tl Tk ks s S S S S S S S S
| Wei ght Entry Type (0x3012) | Size of this Wight Entry TLV
B s S S S T S S i i Tl Tk ks s S S S S S S S S
| State Field | Flags Field | Wei ght

+-

+
+
T S S T A S S S T ik o S S S S S S S S S S

Figure 7

0o State Field: This field is used by the nmenber to communi cate state
information to the scheduler. The infornmation placed in this
field is opaque to the GMMand will sinply be forwarded to the
schedul er with the nmenber weights. There are no defined val ues
for this field.

o Flags Field: This field has several flag values that describe
several attributes of the nmenber.

A. Contact Success Flag (set by the GM): describes whether the
nmenber is currently running. |If the contact success flag is
of f, this nenber shoul d be avoi ded by the | oad bal ancer.

+ xxxX xxx1 The GM has | ocated this running system or
appl i cati on.

+ XxXXxX XxX0 The GMM has not |ocated this running system or
appl i cati on.

B. Quiesce Flag (set by the | oad bal ancer or Menber): used when

an adm nistrator would like to tenporarily renove a nenber
fromthe weight calculation, but not deregister it fromthe
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group. Wen qui esced, the nenber will still show up in the
wei ghts, but the quiesce flag will be set, and its weight wll
be zero. Wen the adninistrator returns this nenber to
active, the quiesce flag will be 0, and a weight will be
provided. |If the quiesce flag is on, this nenber should be

avoi ded by the | oad bal ancer.
+ xxxXx xx1x The menber is quiesced.
+ xxxX xx0x The menber is active (not quiesced).

Regi stration Flag (set by the GMW): stores how t he nenber was
regi stered.

+ xxxX X1xx This nmenber has been registered by the | oad
bal ancer/ schedul er

+ Xxxxx XOxx This menber has registered itself.

Confident Flag (set by the GM): describes whether the GAM has
know edge of this menber’s state. |If this flag is off for
only sonme of the nmenbers in the group while the remaining
nmenbers have valid weights, the | oad bal ancer should avoid
sending work to those nenbers with the confident flag off. |If
the confident flag is off for all valid group nenbers, the

| oad bal ancer shoul d disregard any recommendati on fromthe GAM
until the confident flag cones back on for at |east one
menber. In this case where all confident flags are off, the

| oad bal ancer shoul d determ ne the correct distribution of
work by ot her nmeans (perhaps a different advisor, previously
configured static weights, etc.).

The goal of the confident flag is to convey to the | oad

bal ancer that it should | ook to other nmethods of distribution
recommendations if the GAM cannot give recomendati ons for any
of the valid group nenbers. |f sone nenbers of the group have
the confident flag on but the contact flag off or the quiesced
flag on (nmeaning these nmenbers shoul d al ways be avoi ded) while
the remai ni ng nmenbers of the group have their confident flag
of f, the load bal ancer should determ ne the appropriate

di stribution of work for those nenbers with the confident flag
of f by ot her means.

+ XxXxxX 1xxx GM has determined it has know edge of the state
of this nenber.

+  xxxX Oxxx GM has no know edge of the state of this nenber.
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E. Leftnost four bits are reserved (0000 xxxx - 1111 XXXX).

o Weight: This field represents the GAM s recommendation for the
rel ati ve amount of work that should be sent to this nenber. This
is a 16-bit field with a possible range of 0 to 65536. Load
bal ancers shoul d be prepared to receive a w de range of weight
val ues. Load balancers with limted maxi rum wei ght val ues may
restrict the granularity of managenent by the GAM and in turn
cause |l ess than optimal performance. Many existing
i mpl ement ati ons have supported a m ni mum raw wei ght range fromoO0
to 100.

Menber State |nstance Conponent

The Menber State |Instance Conponent is used by the set nenber state
nmessage to indicate the sender’s perceived state of the nmenber
mentioned. This conponent is used to set values that will ultimately
end up in the Wi ghtEntry conponent. Wen the Menber State |nstance
conmponent is used, the Menmber Data TLV it refers to is listed first,

i medi ately foll oned by the Menber State |nstance TLV

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i

| Menber Data Type (0x3010) | Size of this Menber Data TLV
T S o T s T T o S T il sl S T R S i i

Menber Data Fiel ds

T S o T s T T o S T il sl S T R S i i
| Menber State Instance(0x3013) | Size of Menber State Inst TLV |
T S o T s T T o S T il sl S T R S i i
| State Field | Flags Field
T S S T i (e ST Y S S

Fi gure 8

0o State Field: This field is used by the nmenber to communi cate state
information to the | oad bal ancer or scheduler. There are no
defined values for this field.

o Flags Field: This field describes attributes of the nmenber.
Currently the only flag value defined is that of the quiesce flag.
The qui esce flag is used when an adninistrator would like to
tenporarily renove a nenber fromthe weight cal cul ation, but not
deregister it fromthe group. Wen quiesced, the nenber wll
still show up in the weights, but the quiesce flag will be set,
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6.

6.

and its weight will be zero. Wen the administrator returns this
menber to active, the quiesce flag will be 0, and a weight will be
provi ded.

A. Quiesce Flag

+ xxxXx xxx1 The menber or | oad bal ancer setting this state is
qui esci ng this nmenber.

+ xxxX Xxx0 The menber or | oad bal ancer setting this state is
pl acing the nmenber in a non-qui esced state.

B. Leftnost seven bits are reserved (0000 000x - 1111 111x).
Group Protocol Conponents

Group protocol components each contain a collection of related

si ngul ar conponents. In particular, they associate Menber Dat a,

Wi ght Entry, or Menmber State |Instance conponents to a particul ar

G oup Data component. In these cases, the particular "G oup of x"
conmponent will be imediately followed by the G oup Data conponent.
The Group Data conponent will be imrediately foll owed by any nunber
of singular conponents the group contains. |In figures listed in this
docunent, a conponent type with an asteri sk denotes a conponent that
is repeated a nunmber of tines.

Group of Menber Data Conponent

The "group of nenber data" conmponent describes a particular group of
menbers and is used in the registrati on nessage conmponents.

0 1 2 3

01234567890123456789012345678901

T i S o e iy S S S S S S T i i S

G oup of Menber Data (0x4010) | Size of G oupOf MenberData TLV

T i S o e iy S S S S S S T i i S
Menber Count |

+- +
I I
+- +
I I
s T i S S S s o S S +

G oup Data TLV
:I-- T i S o e iy S S S S S S T i i S +
*Array of Menber Data Conponents
:I-- T i S o e iy S S S S S S T i i S +

Figure 9
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o Menber Count: The nunber of Menber Data Conponents inmmediately
follow ng the Goup Data structure.

o0 Array of Menber Data Conponents: There will be as many Menber Data
TLVs as Menmber Count has specified. A |oad bal ancer/schedul er
woul d use these conmponents to pass information that woul d enabl e
the G oup Wrkload Manager to identify the nenbers to associate
with this Goup Name. The Menber Data Conponent was described in
Section 5.1. In DeRegistration nmessages, the Menber Count nmay be
set to O to indicate all nenbers of a particular group.

6.2. Goup of Wight Data Conponent

The "Group of Wi ght Data" Conmponent is used by the get and send
wei ght nmessages to create a |ist of Wight Entry Conponents for a
particul ar group.

0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Group Weight Entry Type(0x4011)| Size of G oupOFrWightEntry TLV|
T S o T s T T o S T il sl S T R S i i
| Wei ght Entry Count | |
T S S T i (e ST Y S S +

G oup Data TLV
:|--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:|-
*Array of Weight Entry Data Conponents
:|--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:|-
Figure 10

o Wight Entry Count: The nunber of Menber Data / Weight Entry
conbi nations to follow the Goup Data TLV.

o Array of Weight Entry Data TLVs: There will be as many [ Menber
Data / Weight Entry] TLVs as Weight Entry Count has specifi ed.
Each Wi ght Entry component is preceded by its correspondi ng
Menber Data conponent as explained in Section 5.3. This Menber
Data / Weight Entry data conmbination will repeat to formas many
Weight Entry itens as the Weight Entry Count specifies.
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6.

7.

Group of Menber State Data Conponents

The "group of menber state data" conmponent describes a particular set
of nmenbers and their corresponding state fields used in the Set
Menber State nessages.

0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Group Weight Entry Type(0x4011)| Size of G oupOFrWightEntry TLV|
T S o T s T T o S T il sl S T R S i i
| Menmber State |Instance Count | |
T S S T i (e ST Y S S +

G oup Data TLV
:|--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:|-
*Array of Menber State Data Conponents
:|--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:|-
Figure 11

o0 Menber State Instance Count: The nunber of Menber Data / Menber
State I nstance conbi nations followi ng the Goup Data conponent.

o Array of Menber State Data Conponents: Each Menber State |nstance
conmponent is inmediately preceded by its correspondi ng Menber Data
component as explained in Section 5.4. This Menber Data / Menber
State Instance conbination will repeat to formas nmany Menber
State items as the Menber State |Instance Count specifies.

Pr ot ocol Messages

SASP nessages are a collection of TLVs (Type, Length, and Val ue
conponents). The header has no information as to what type of
nmessage it is part of; the purpose-specific information is in the
nmessage conponent. This format could facilitate placing nore than
one nessage conponent in a single nessage; however, this use of
mul ti pl e message conponents is not supported in every GAM and coul d
produce indeterm nate behavior. Simlar to the other protoco
conmponents, when a nmessage conponent needs to involve other
conponents, the additional conmponents inmediately follow the nessage
conponent .
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Al'l SASP requests sent to the GAM wi || be acknow edged with a reply.
The reply contains infornmation requested as well as a single-byte

response code describing the success of the request. SASP defines

some general response codes in the range of 0x00 - Ox3F that nay be
used regardl ess of the response nmessage type. However, sone request
types may cause specific error conditions not covered by the general
response codes. The response code range of 0x40 - OxFF is used for
t hese nmessage-specific response codes. Any given SASP response wil |l
only contain one response code (depending on the error type). This
section explains the format and purpose of specific SASP nmessages.

7.1. Registration Request and Reply

Thi s exchange happens between the | oad bal ancer/schedul er and the

G oup Workl oad Manager as well as between the G oup Wrkl oad Manager
and the nmenber to register the nenbers in a group specified by G oup
Name. Applications are identified with an I P address, Protocol, and
Port. Systens are identified only with an IP Address (Port = 0x0000
and Protocol = 0x00). Al nenbers in a group have equival ent
functionality, so the Group Wrkload Manager can direct routers, |oad
bal ancers, and schedulers to any nmenber in the group. Even though
regi strations can cone fromeither the | oad bal ancer/schedul er or the
actual nenber, nmenmber-initiated registrations will only be considered
if the Trust flag is set while the state of the | oad

bal ancer/schedul er is set.

7.1.1. Registration Request
0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
SASP Header TLV
T e i o o il s st St S I S SN S S T S +-:|-

+-

| Registration Req. Type(0x1010)| Size of Registration Req. TLV |
T S o T s T T o S T il sl S T R S i i
I
+-

Flag Field | G oup of Menber Data Count | |
T S T i S ST S S il 1 a2 +
*Array of Group of Menber Data Conponents

T S T T S e T S S T i S S S S s i s

*There will be as many Group of Menber Data Conponents as "G oup of
Menmber Data Count” has specified.

Fi gure 12
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Bi vens

. 2.

Flag Field
A. Load Bal ancer Fl ag

+ xxxX Xxx1 The entity sending this nessage is the | oad
bal ancer.

+ xxxX XxxX0 The entity sending this nmessage is an
Applicati on.

B. Leftnost seven bits are reserved (0000 000x - 1111 111x).

G oup of Menber Data Count: The nunber of "G oup of Menber Data"
components inmediately followi ng the Registration Request
conponent .

Array of G oup of Menber Data Conponents: Each "G oup of Menber
Dat a" conponent is imediately foll owed by G oup Data Conponents
and its Menber Data conponents (as described in Section 6.1). 1In
the case where several of these "G oup of Menber Data" conponents
may be present, the second "G oup of Menber Data" conponent only
appears after all of the internal conmponents that are referred to
by the first "G oup of Menber Data" conponent are listed. The
format is the same for all subsequent "G oup of Menber Data"
conponents in the nessage.

Regi stration Reply

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i

SASP Header TLV
:|-- B s T T ST e S o I S I I T T sl s S S S +-:|-
| Regi stration Reply Type(0x1015)| Size of Registration Reply TLV|
T S o T s T T o S T il sl S T R S i i
| Return Code |
T S S S SR S R S

Fi gure 13

General SASP return codes (0x00 - Ox3F)
* 0x00 Successf ul

*  0x10 Message not understood
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* 0x11 GWwi Il not accept this nessage fromthe sender. Reasons
for this include the foll ow ng:
a. The nessage was not sent by a LB and trust flag is off
b. LB attenpted to address nenbers of a different LB in the
nessage
c. Vendor specific criteria for this nessage type were not net.

0 Message-Specific return codes (0x40 - OxFF)
*  0x40 Menmber already registered
* 0x44 Duplicate Menmber in Request
* 0x45 Invalid Goup (determ ned by the G
* 0x50 Invalid G oup Nane Size (size == 0)
* 0x51 Invalid LB U D Size (size == 0 or > max)

*  0x61 Menber is registering itself, but LB hasn't yet contacted
the GAWM This registration will not be processed.

**The Invalid Goup error return code refers to the LB or nenber
attenpting to forma group that the GAM considers invalid. For
exanpl e, some GAM vendors may not support the registration of both
System and Application nenbers in the sane group. To deterni ne what
can cause a GMto return this error code, the vendor’s docunentation
nmust be consul t ed.

7.2. DeRegistration Request and Reply

Thi s exchange happens between the | oad bal ancer/schedul er and the

G oup Workl oad Manager as well as between the G oup Wrkl oad Manager
and the Menber to deregister nenbers froma group specified by G oup
Name with the Group Wirkl oad Manager. Even though deregistrations
can come fromeither the | oad bal ancer/schedul er or the actua
menber, nenber-initiated deregistrations will only be considered if
the Trust flag is set with a Set LB State nessage.
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7.2. 1.

*Th

DeRegi strati on Request
0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
SASP Header TLV
:|-- B s T T ST e S o I S I I T T sl s S S S +-:|-
| DeRegi stration Req. Type(0x1020)| Si ze of DeRegistration Req. TLV|
T S o T s T T o S T il sl S T R S i i
| Flag Field | Reason | G oup of Menber Data Count |
T S o T s T T o S T il sl S T R S i i
*Array of Group of Menber Data Conponents

T S T T S e T S S T i S S S S s i s

ere will be as many G oup of Menber Data Conponents as "G oup of

Menmber Data Count” has specified.

Bi vens

Figure 14
Flag Field
A. Load Bal ancer Fl ag

+ xxxX Xxx1 The entity sending this nessage is the | oad
bal ancer.

+ xxxX XxxX0 The entity sending this nessage is an
Applicati on.

B. Leftnopst seven bits are reserved (0000 000x - 1111 111x).

Reason: Byte describing the reason for deregistering the group or
i nstance.

A. SASP-defined Reason Codes (0x00-0x7F)
+ O0x00 No reason given

+ O0x01 Learned and Purposeful, i.e., a human has deconfigured
this menber fromthe | oad bal ancer configuration

+ 0x80- OxFF Open for vendor specific deregistration reason
codes.
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0 Goup of Menber Data Count: The nunber of "G oup of Menber Data"
conmponents inmedi ately follow ng the DeRegi stration Request
conponent .

o Array of Group of Menber Data Conponents: Each "G oup of Menber
Dat a" conponent is immediately foll owed by G oup Data Conponents
and its Menber Data conponents (as described in Section 6.1). 1In
this case, where several of these "Group of Menber Data"
conmponents may be present, the second "G oup of Menber Data"
conmponent only appears after all of the internal conponents that
are referred to by the first "Group of Menber Data" conponent are
listed. The format is the sane for all subsequent "G oup of
Menber Data" conponents in the nessage.

** |f Menber Count equals zero in the Group of Menber Data conponent,
the G oup Workl oad Manager will deregister the entire group.

** Recall that the G oup Data Conponent contains both a Unique LB
Identifier field and a Goup Nanme field. |If the G oup Data conponent
has no Group Nanme (G oupbData’'s G oup Nanme Length==0), the G oup
Wor kl oad Manager will deregister all groups associated with this | oad
bal ancer.
7.2.2. DeRegistration Reply
0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
SASP Header TLV
:|--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:|-
| DeReg. Reply Type(0x1025) | Size of DeReg. Reply TLV |
T S o T s T T o S T il sl S T R S i i
| Return Code |
T S S S SR S R S

Fi gure 15

0 Return Code: A byte return code indicating the status of action
t aken.

A.  Ceneral SASP return codes (0x00 - Ox3F)
+ 0x00 Successf ul

+ O0x10 Message not understood
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+ Ox11 GMWIwill not accept this nessage fromthe sender.
Reasons for this include the foll ow ng:
a. The nessage was not sent by a LB and trust flag is off
b. LB attenpted to address nenbers of a different LB in the
nmessage
c. Vendor specific criteria for this nessage type were not
met .

B. Message-Specific return codes (0x40 - OxFF)
+ O0x41 Application or System not registered
+ 0x42 Unknown Group Nane
+ 0x43 Unknown LB U D
+ Ox44 Duplicate Menmber in Request

+ O0x46 Duplicate G oup in Request (for renove al
nmenber s/ groups requests)

+ O0x51 Invalid LB UD Size (size == 0 or > nax)

+ O0x61 Menber is deregistering itself, but LB hasn't yet
contacted the GAMM This deregistration will not be
processed.

7.3. Get Weights Request and Reply

Thi s exchange happens between the | oad bal ancer/schedul er and the

G oup Workl oad Manager to get weights for the groups specified in the
list of GroupData objects. |In the case of application |oad bal anci ng
(bal anci ng wor kl oads between applications with the same
functionality), the | oad bal ancer would call the G oup Wrkl oad
Manager every Interval (paraneter returned by the G oup Wrkl oad
Manager below) to get an array of weights and associ ated nenbers
(e.g., Applicationl 20, SecondCopyO Application 30,

Thi rdCopyOf Application 5). The | oad bal ancer then uses these weights
to determne the fashion in which work will be sent to each of the
menbers. For exanple, in the case of weighted round robin, the | oad
bal ancer/schedul er would then send a request to Applicationl, the
next to SecondCopyOf Application, and the next to

Thi rdCopyOf Appl i cation. After 15 requests, the |oad

bal ancer/schedul er would only send work to Applicationl and
SecondCopyOf Application. After an additional 30 requests, the |oad
bal ancer/schedul er would only send requests to

SecondCopyof Application. After another 10 requests, the | oad

bal ancer/schedul er product would start over using the weights of 20,
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30, and 5 again; or if the Interval nunber of seconds have passed,
the | oad bal ancer/schedul er woul d get a new set of weights.

7.3.1. Get Wights Request

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

SASP Header TLV

I T S I T i i S e S I S
Get Weights Req. Type(0x1030) | Size of Get Wights Req. TLV |
I T S I T i i S e S I S

Group Data Count | |
B T AT sl S YN SR S Y Y S +

.
I
+-
I
+-

*Array of Group Data Conponents

T S T T S e T S S T i S S S S s i s

*There will be as many Group Data Conponents as "G oup Data Count”
has specifi ed.

Fi gure 16

0 Goup Data Count: The nunber of "G oup Data" conponents
i medi ately followi ng the Get Wi ghts Request TLV.

0o Array of Goup Data Conponents: This array of Goup Data
Components lists the groups for which the | oad bal ancer wants to
get weights.

** |f there is no group nane in the Goup Data structure of the Cet

Wei ght s Request, the | oad bal ancer is requesting weights for all
groups registered for the | oad bal ancer.
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7.3.2. Cet Weights Reply
0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i

SASP Header TLV

T S i S S T S S e i i R S S S

+- - -+

| Get Weights Reply Type(0x1035)| Size of Get Weights Reply TLV |
T S o T s T T o S T il sl S T R S i i
| Return Code | | nt erval | Group of Weight

T S o T s T T o S T il sl S T R S i i

Entry Data Count | |

T S S S SR S R S +
*Goup of Weight Entry Data Conponents

T S T T S e T S S T i S S S S s i s

* There will be as many Group of Wight Entry Data Conponents as
"Group of Weight Entry Data Count" has specified.

Fi gure 17

0 Return Code: A byte return code indicating the status of action
t aken.

A.  Ceneral SASP return codes (0x00 - Ox3F)
+ O0x00 Successful
+ O0x10 Message not understood
+ Ox11 GMWMIwill not accept this nessage fromthe sender.
Reasons for this include the foll ow ng:
a. LB attenpted to address nenbers of a different LB in the
nmessage
b. Vendor specific criteria for this nmessage type were not
met .
B. Message-Specific return codes (0x40 - OxFF)
+ 0x42 Unknown Group Nane
+ 0x43 Unknown LB U D

+ 0x46 Duplicate Group in Request
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+ Ox51 Invalid LB uid Size (size == 0 or > max)

o Interval: These two bytes indicate a recommended polling interval
for the load bal ancer to use. The G oup Wrkload Manager is
stating that any polling interval snaller than the suggested
interval would probably retrieve values before they have had a
chance to change.

0 Goup of Wight Entry Data Conmponents: Each "G oup of Wi ght Data"
conmponent is inmediately followed by G oup Data Conponents and its
Wei ght Entry Data conmponents (as described in Section 6.2). In
this case, where several "G oup of Wight Data" conmponents may be
present, the second "Group of Wi ght Data" conmponent only appears
after all of the internal conponents that are referred to by the
first "G oup of Wight Data" conponent are listed. The format is
the same for all subsequent "Group of Weight Data" conponents in
the nmessage.

7.4. Send Wights

Thi s exchange happens between the G oup Wrkl oad Manager and the | oad
bal ancer/schedul er to send the new weights for the group specified in
Group Nane. This nessage is unique in that it is the only nessage
exchange initiated by the G oup Wrkl oad Manager and the only nessage
that has no reply. |In the case of application |oad bal anci ng

(bal anci ng wor kl oads between applications with the same
functionality), the G oup Wrkload Manager woul d nessage the | oad

bal ancer at a possibly dynanic interval (chosen by the G oup Wrkl oad
Manager) to send an array of weights and associ ated nmenbers (e.g.,
Applicationl 20, SecondCopyO Application 30, ThirdCopyOf Application
5). The | oad bal ancer then uses these weights to determ ne the
fashion in which work will be sent to each of the nenbers. For
exanmple, in the case of weighted round robin, the | oad

bal ancer/schedul er would then send a request to Applicationl, the
next to SecondCopyOf Application, and the next to

Thi rdCopyOf Appl i cation. After 15 requests, the |oad

bal ancer/schedul er would only send work to Applicationl and
SecondCopyOX Application. After another 30 requests, the | oad

bal ancer/schedul er would only send requests to

SecondCopyof Application. After an additional 10 requests, the |oad
bal ancer/schedul er product would start over using the weights of 20,
30, and 5 again, if it has not yet received a new set of weights.

The Group Workl oad Manager only sends this nessage if the Push flag
has been enabl ed using a Set Load Bal ancer State message.
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7.

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

SASP Header TLV

T S o T s T T o S T il sl S T R S i i
| Send Wei ghts Type(0x1040) | Size of Send Weights TLV |
T S o T s T T o S T il sl S T R S i i
| Group of Weight Data Count | |
B s T o S S S S i it S S +

*Goup of Weight Entry Data Conponents
T i T s s I T sl S P Y S Y S S S S

* There will be as many Group of Wight Entry Data Conponents as
"Group of Weight Data Count" has specified.

Fi gure 18

0 Goup of Wight Entry Data Conmponents: Each "G oup of Wi ght Data"
conmponent is inmediately followed by G oup Data Conponents and its
Wei ght Entry Data conmponents (as described in Section 6.2). In
this case, where several "G oup of Wight Data" conponents may be
present, the second "Group of Wi ght Data" conmponent only appears
after all of the internal conponents that are referred to by the
first "G oup of Wight Data" conponent are listed. The format is
the same for all subsequent "Group of Weight Data" conponents in
t he nmessage.

Set Menmber State Request and Reply

This is a special exchange that can take place between the | oad

bal ancer and the G oup Wrkl oad Manager or between the Menber and the
Group Workl oad Manager to pass informati on about the state of the
menber including placing the nenber in quiesced or non-quiesced
states. In particular, the |oad bal ancer/schedul er can use this
nmessage to qui esce a set of nmenbers. Menbers can al so use this
nmessage to qui esce thenselves as well as to pass certain state
information to the | oad bal ancer/schedul er that is opaque to the
Group Workl oad Manager. This opaque state information is passed to
the | oad bal ancer/scheduler with the weights during get and send
wei ght nessages.
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7.5.1. Set Menber State Request

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

SASP Header TLV

T S o T s T T o S T il sl S T R S i i
| Set Menber St at e Req. Type(0x1060) | Si ze of Set Menber State Req. TLV|
T S o T s T T o S T il sl S T R S i i
| Flag Field | Goup of MenberStateData Count | |
s T o S S S S i et S o R i S S +

*Array of Group of Menber State Data Conponents
T S o T s T T o S T il sl S T R S i i

*There will be as many Group of Menber State Data Conponents as
"Group of Menber State Data Count" has specified.

Fi gure 19
o Flag Field
A. Load Bal ancer Fl ag

+ xxxX Xxx1 The entity sending this nessage is the | oad
bal ancer.

+ xxxX XxxX0 The entity sending this nessage is an
Applicati on.

B. Leftnopst seven bits are reserved (0000 000x - 1111 111x).

o0 Goup of Menmber State Data Count: The number of "G oup of Menber
State Data" conponents imediately foll owing the Set Menber State
Request TLV.

o Array of Group of Menmber Data Conponents: Each "G oup of Menber
State Data" conponent is immediately foll owed by Goup Data
Components and its Menber State |nstance conmponents (as descri bed
in Section 6.3). In the case where several "G oup of Menmber State
Dat a" conponents nay be present, the second "Group of Menber State
Dat a" conponent only appears after all of the internal conponents
that are referred to by the first "Group of Menber State Data"
conponent are listed. The format is the sane for all subsequent
"Group of Menber State Data" conponents in the nessage.
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7.5.2. Set Menber State Reply
0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
SASP Header TLV
:|--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:|-
| Set Menber State Reply(0x1025)|Size of Set Menber StateReply TLV|
T S o T s T T o S T il sl S T R S i i
| Return Code |
T S S S SR S R S

Fi gure 20

0 Return Code: A byte return code indicating the status of action
t aken.

A.  Ceneral SASP return codes (0x00 - Ox3F)
+ O0x00 Successful
+ O0x10 Message not understood
+ Ox11 GMWMIwill not accept this nessage fromthe sender.
Reasons for this include the foll ow ng:
a. The nessage was not sent by a LB and trust flag is off
b. LB attenpted to address nenbers of a different LB in the
nmessage
c. Vendor specific criteria for this nessage type were not
met .
B. Message-Specific return codes (0x40 - OxFF)
+ O0x41 Application or System not registered
+ 0x42 Unknown Group Nane
+ 0x43 Unknown LB U D
+ Ox44 Duplicate Menmber in Request
+ 0x46 Duplicate Group in Request
+ O0x50 Invalid Goup Nane Size (size == 0)

+ Ox51 Invalid LB U D Size (size == 0 or > than nmax)
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+ Ox61 Menber is setting state for itself, but LB hasn't yet
contacted the GMM This request will not be processed.

7.6. Set Load Bal ancer State Request and Reply
This is an exchange that can take place between the | oad bal ancer and
the Group Workl oad Manager to pass information about the state (and
partial configuration) of the | oad bal ancer.
7.6.1. Set LB State Request
0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
SASP Header TLV
:|--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:|-
| Set LB State Req. Type (0x1050)| Size of Set LB State Req. TLV |
T S o T s T T o S T il sl S T R S i i
| LB UD Length | I
T S S S SR S R S +
LB U D
:|--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:|-
LB Health | LB Fl ags |
T S S T i (e ST Y S S

Figure 21

0o LB UD Length: one-byte length field describing the size of the
follow ng LB U D

o LB UD This should be the same unique identifier given when
regi stering group nenbers for this particular |oad bal ancer.

0o LB Health: This field gives the | oad bal ancer a chance to pass in
a metric describing its own health or state.

0x00 - Ox7F Least Healthy - Mst Healthy
0x80 - OxFF Reserved
o LB Fl ags:

A.  Push Fl ag
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+ xxxx xxx1 The | oad bal ancer shoul d receive wei ghts through
the Send Wi ghts nessage (GA pushes wei ghts to | oad
bal ancer). Even if this flag is set, the GAMM nust stil
respond accordingly to any Get Wights nmessages fromthe
| oad bal ancer.

+ xxxX XxxX0 The | oad bal ancer will send a Get Wi ghts nessage
to get the new weights. This is the default behavi or.
(l oad bal ancer pulls weights from GAW) .

B. Trust Flag

+ XXXX xx1x Trust any menber-initiated registration,
deregi stration, or set state nessage. |Imediately reflect
the registration, deregistration, or new state in the
wei ghts sent.

+ xxxX Xx0x Do not trust any nenber-initiated registration,
deregi stration, or set state nessage. Registration
Deregi stration, and State Setting of menmbers can only occur
fromthe | oad bal ancer. Discard any nenber-initiated
regi stration, deregistration, or set state nmessage. This
is the default behavior.

C. No Change / No Send Fl ag

+ xxxX X1xx The GMM must not include nmenbers whose wei ghts
and state (i.e., contact and quiesce flags) have not
changed since they were | ast sent.

+ XxxXxX XOxx The GMM must include the weights of all group
menbers when sending the weights to this | oad bal ancer
(i ncludi ng nenbers whose wei ghts and state have not
changed). This is the default behavior.

D. Leftnost five bits are reserved (0000 Oxxx - 1111 1xxXx).
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7.

8.

6.2. Set LB State Reply

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

SASP Header TLV

T S o T s T T o S T il sl S T R S i i
| Set LB State Reply (0x1025) | Size of Set LB State Reply TLV|
T S o T s T T o S T il sl S T R S i i
| Return Code |
T S S S SR S R S

Fi gure 22

0 Return Code: A byte return code indicating the status of action
t aken.

A.  Ceneral SASP return codes (0x00 - Ox3F)
+ 0x00 Successf ul
+ O0x10 Message not understood

+ Ox11 GMWMIwill not accept this nessage fromthe sender.
Reasons for this include the foll ow ng:
a. LB attenpted to address the state of a different LB
b. Vendor specific criteria for this nmessage type were not
met .

B. Message-Specific return codes (0x40 - OxFF)
+ O0x51 Invalid LB UD Size (size == 0 or > nax)
Exanpl e of SASP Message Encodi ng

Thi s section provides an exanple of the actual SASP nessage encodi ng.
For this exanple, we will look at a sanple Get Wi ghts Reply in which
two webservers are registered to a serverfarmcalled FARML. The IP
addresses of the two webservers are 10.10.10.1 and 10. 10. 10. 2.
Currently the GAM has a wei ght of 40 for 10.10.10.1 and 20 for
10.10.10.2. The | oad bal ancer has a unique ldentifier of "LB1" and
the nmessage exanple was sent by the GAMin response to a request
(Messagel D: 0x32000000) for FARML' s wei ghts.
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The TLVs necessary for this nessage are shown in the following list.

1. SASP Header TLV

I
| GAD Count| 2 bytes | 0x0001 |

*GAD Count = Group of Weight Data Count

Fi gure 24
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3. Goup of Weight Data TLV

| TI Type | 2 bytes I 0x4011 |
| L] Length I 2 bytes | 0x0006 |
| VI WE Countl 2 bytes I 0x0002 I
“VE Count = Vight Entry Count
Fi gure 25

4. Goup Data TLV

| LBUD | 3 bytes | "LB1" or |
I | | 0x4C 42 31 |

I
I
I I
I
I
| V] ------ - | -me e Rt |
| | GoupNane| 1 byte | 0x05 |
i T
| | Goup | | "FARML" or |
| | Name | 5 bytes | 0x46 41 52 |
|| I | 4D 31 I

Fi gure 26
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5. Menber Data TLV

SASPv1

| P

| Protocol

| Label Len|

1 byte

| 16 bytes
Addr ess |

1 byte

| 0x0000 0000|
| 0000 0000|
| 0000 0000|
| 0AOA 0AO1|

Bi vens
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7. Menber Data TLV

SASPv1

| P

| Protocol

| Label Len|

1 byte

| 16 bytes
Addr ess |

1 byte

| 0x0000 0000|
| 0000 0000|
| 0000 0000|
| 0AOA 0AO2|

A hex streamrepresenting this sanme nessage i s bel ow

Fi gure 30

Sept ember 2006

20 10 00 OD 01 00 00 00 6A 32 00 00 00 10 35 00 09 00 00 40

00 01 40 11 00 06 00 02 30 11 00 OE 03 4C 42 31 05 46 41 52

Bi vens
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4D 31 30 10 00 18 06 00 50 00 00 00 00 00 00 00 00 00 00 00
00 OA OA OA 01 00 30 12 00 08 00 OD 00 28 30 10 00 18 06 00
50 00 00 00 00 00 00 00 00 00 00 00 00 OA OA OA 02 00 30 12
00 08 00 OD 00 14
(106 bytes)
9. Protocol Flow

This section describes the expected general flow of the SASP
nessages.

9.1. Nor mal Protocol Flow

SASP first starts with a connection froman LB to the GMW This is
expected to be a long-running connection and will be used for many
nmessages. After establishing the connection, the LB either registers
a group of menbers or sets a Trust flag to allow the nmenbers to

regi ster thenselves. The Trust flag is set using a Set LB State
Request (both nmessage flows are shown bel ow).

Regi stration from |l oad bal ancer

| R T > |
| Load | | Goup Workl oad |
| Balancer | Registration Reply | Manager |
| | < | |
Set LB State from |l oad bal ancer

------------ Set LB State Request ------------------
| |- > |
| Load | | Goup Workl oad |
| Balancer | Set LB State Reply | Manager |
| R EEREEEEE R | |

Fi gure 31
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The connection can start with other requests, but any other request
would likely result in an error (unless this connection is a
reconnection that has happened a short period of tinme after the
original connection). For exanple, if the |oad bal ancer issues a
deregistration request as its first nmessage, it will receive an error
because it has not registered any groups.

The | oad bal ancer always drops all state information after a | oss of
connection and can recover it using a GetWights nessage. The
establ i shnment of a new connection causes the GAMto assune that the

old one is broken. In this case, the GAMMwi Il keep all state for the
| oad bal ancer for a limted tinme after a detected break. After the
limted time has expired, all state for the broken connection will be

di scarded by the GMW

Regi strati on of group nmenbers nay be done at any tine. A |oad

bal ancer can regi ster anywhere from one group with one nenber to nany
groups of many nmenbers. The nenber may al so register itself if the
Trust flag has been set and it knows the appropriate | oad bal ancer
information. Registrations will add to groups that already exi st,

but return errors if any of the registered nenbers already exist.

In the case of system | oad bal ancing, the representation of a nenber
is only the nenber’s I P address with a 0 used as the value for the
port and protocol. |In the case of application |oad bal ancing, the
representation of a nenber is the nenber’s | P address and the
Application’s port and protocol.

Deregi stration of group nmenbers nay be done at any tine. A |oad

bal ancer can deregi ster anywhere from one group with one nenber to
many groups of many nmenbers. The LB may al so deregister entire
groups or deregister all of its groups at once. The nenber may al so
deregister itself if the Trust flag has been set and it knows the
appropriate | oad bal ancer infornation

Once nenbers are registered, the G w |l start the nonitoring and
wei ght conputation processes to determ ne weights to be sent back to
the load bal ancer. At any tinme the |oad bal ancer may issue a
Get Wi ght s nmessage and ask for the weights for nmenbers in a
particular group. The LB may also set a flag telling the GAMto send
the weights without waiting for the Get Wi ghts nessage. |If this flag
is set, the G will send the weights at an interval it feels is
appropriate (the interval could change depending on the al gorithm
used and variance of the weights generated).

At any tine the LB or a particul ar nenber may qui esce the nenber

t hrough the use of a SetMenberState nessage. |In this case, the
menber’ s weight will always be zero, and the quiesce flag will be
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turned on when sending its weight. Menbers may al so use this nessage
to send an opaque state value that will also be presented when
sendi ng wei ghts.

At any tine, the |oad bal ancer may choose to send the GAM a
SetLBState request to configure its interaction. The nmessage all ows
the | oad bal ancer to set the Push, Trust, and NoChange_NoSend fl ags.
It also allows the |oad bal ancer to pass a health value to the GMMto
be di spl ayed.

9. 2. Behavior in Error Cases

Whil e behaviors in many error conditions will be product specific,
the followi ng error cases should have the foll owi ng expected
behavi or.

Case: The protocol is violated in an unrecoverable manner by either
end of the connection

Behavi or: Either end of the connection may choose to di sconnect to
avoi d future nmessage synchronization problenms. The state kept
when di sconnected is vendor specific.

Case: LB or application attenpts to connect to the GAM before the
GMWis fully up and running.
Behavior: The LB or application should wait at |east 20 seconds to

retry the connection

Case: Menbers attenpt to register or deregister thenselves before
the LB devel ops the connection with the GAM

Behavior: In this case, the nenbers would receive a reply with an
error code signifying that there is no LB registered with that LB
Ul D.

Case: Menber registers or deregisters for an LB who has not set the
Trust fl ag.

Behavior: GM w Il send Menber a reply containing an error code.
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Case: LB asks for weights for a group that doesn't exist.

Behavior: GM w |l send LB a reply contai ning an error code.

Case: LB or Menmber attenpts to register a nmenber that is already
registered in that group.

Behavior: GM w Il send sender a reply containing an error code.

Case: LB or Menber attenpts to deregister a nmenber or group that
doesn’t exist.

Behavior: GM w Il send sender a reply containing an error code.

Case: LB or Menmber tries to set state for a non-registered server.

Behavior: GM w Il send sender a reply containing an error code.

Case: LB tries to Get Wights for an unregistered group.

Behavior: GM w |l send LB a reply contai ning an error code.
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9.3. Exanple Flow 1: Load Bal ancer Registration, Getting Wights, and
Application-Si de Quiescing
Load G oup Wor kl oad
Bal ancer Manager
I I
| 1) Registration Request |
R R RREREREEEE >
| < |
| Regi strati on Reply |
I I
| 2) Set LB State Request |
|- >
| < |
| Set LB State Reply |
I I
| 3) Get Weights Request |
R RGREREEE T >
| < |
| Get Weights Reply |
| | 4) Set Menmber State Req. --------
| R | Merber |
I R Tt 5 A
| | Set Menmber State Reply --------
I I
| | 5 Set Menmber State Req. --------
| I R | Merber |
| |- > C |
| | Set Menmber State Reply --------
I I
| 6) Get Weights Request |
R RGREREEE R >
| < |
| Get Weights Reply |
I I
| | 7) Set Menmber State Req. --------
| I R | Merber |
I R Tt > C |
| | Set Menmber State Reply --------
I I
| 8) Get Weights Request |
e RGREREEE R >
| < |
| Get Weights Reply |
I
Fi gure 32
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Bi vens

The LB registers Menbers A, B, and Cin a group naned GRP1. The
GM replies with no error.

The LB turns its trust flag on by issuing a Set LB State nessage:
LB Health: 0x00 Fl ags: 0000 0010

The LB sends a Get Weights nmessage for GRP1 and gets the reply:

Menber s Opaque State FI ags Wei ght
Menber A 0x00 0000 1101 20
Menber B 0x00 0000 1101 40
Menber C 0x00 0000 1101 5

Menber A 0x32 0000 0000

Menber C sends a Set Menber State nessage to quiesce itself with
the follow ng flags:

Menber s Opaque State Fl ags

The LB sends the Get Weights nmessage for GRP1 and receives the
fol |l ow ng:

Menber s Opaque State Fl ags Wei ght
Menber A 0x32 0000 1101 20
Menber B 0x00 0000 1101 40
Menber C Ox0A 0000 1111 5

Menber C sends a Set Menber State nessage to resune (un-quiesce
itself) with the followi ng flags:

Menber s Opaque State Fl ags

Menber C Ox0A 0000 0000
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8. The LB sends a Get Wi ghts nessage for GRP1 and gets the reply:

Menber s Opaque State Fl ags Wei ght
Menber A 0x32 0000 1101 20
Menber B 0x00 0000 1101 40
Menber C Ox0A 0000 1101 5
9.4. Exanple Flow 2: Set Load Bal ancer State, Application
Regi stration, and Load Bal ancer Group DeRegi stration
Load G oup Wor kl oad
Bal ancer Manager
I I
| 1) Set LB State Request |
R RREEEETE >
| <o |
| Set LB State Reply |
I I
| | 2) Registration Request --------
| I R | Merber |
| |- > A
| | Regi stration Reply  --------
I I
| | 3) Registration Request --------
| I R | Merber |
| |- > B |
| | Regi stration Reply  --------
I I
| 4) Send Weights Mesg |
| <o |
I I _ _
| | 5 Registration Request --------
| I R | Merber |
| |- > C |
| | Regi stration Reply  --------
I I
| 6) Send Weights Mesg |
| <o |
I _ _ I
| 7) Deregistration Request|
------------------------ >|
| <o |
| Deregistration Reply |
I
Fi gure 39
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9.

Bi vens

5.

The LB sets its state with the Set LB State nessage and the
foll ow ng paraneters.

Heal th: Ox7F Fl ags: 0000 0011

Menmber A registers itself for work in GRP1 using the Register
nessage.

Menber B registers itself for work in GRP1 using the Register
nessage.

The GMWM issues a Send Wi ghts nessage to the LB

Menber s Opaque State Fl ags Wei ght
Menber A 0x00 0000 1001 20
Menber B 0x00 0000 1001 40

Menmber C registers itself for work in GRP1 using the Register
nessage.

The GMWM issues a Send Wi ghts nessage to the LB

Menber s Opaque State Fl ags Wei ght
Menber A 0x00 0000 1001 20
Menber B 0x00 0000 1001 40
Menber C 0x00 0000 1001 5

LB deregi sters GRP1 by using the DeRegi ster nessage with the
Menmber Data Count = O

Avoi ding Single Points of Failure

To avoid having a single point of failure at the | oad bal ancer, an
admi ni strator nmay choose to have nmultiple | oad bal ancers in his or
her environnment. SASP provides for the GMMto keep track of

nmul tipl e | oad bal ancers through the use of | oad bal ancer uni que
identifiers (LB Ul Ds).

To avoid having a single point of failure at the GAM or enhance

the |l oad bal ancing strategy by utilizing the strengths of several
di fferent GAVs, an adninistrator may choose to have multiple GMEG
in his or her environnent. 1In this case, the | oad bal ancer would
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10.

connect to nultiple GAWMs and regi ster the sane groups with
correspondi ng nenbers. The | oad bal ancer may choose to coordi nate
t he recommendati ons of each GAMM by any nethod it chooses (e.g.
statistical conbination such as averaging). The coordination of
wei ghts frommnultiple GMWs is product specific and not addressed
in this protocol.

Security Considerations

SASP is a binary stream expected to be transported over a TCP
connection. To secure this protocol, it is expected that

i npl emrenters of the protocol use a secure node of transport such as
SSL/TLS. Discussions around security concerns have been |isted

bel ow.

Security Issue: In insecure environnents, if the LB U D becones
known by another system the other systemcould initiate a
connection and send nessages to the GMM causing the GAM to repl ace
the previous (possibly valid) connection for the new (potentially
bad) connecti on.

So

ution: This may not be a concern if the |oad bal ancer and GM are
in protected parts of the network. |If the administrator is
concerned about this vulnerability, she should use SSL or TLS to
provi de authentication for the connection. Wen using SSL or TLS
to secure the connection, the adm nistrator SHOULD use both server
and client authentication through client and server certificates.
The GMM will trust any certificate that is signed by an authority
it’s been configured to trust.

Security Issue: In insecure environnents, if the |load bal ancer turns
the Trust Flag on, any nmenber or other system can send a
Regi strati on Message and be included in the serverfarmto receive
work. A person with bad intentions and the correct information
could exploit this feature and register his own application to
receive work. His counterfeit application could capture val uable
data from unsuspecting clients as their transactions are sent to
his system

So

ution: This may not be a concern if the GMM and its nmenbers are
in protected parts of the network. |If the administrator is
concerned about this vulnerability, she should use SSL or TLS to
provi de authentication for the nmenber connections. Wen using SSL
or TLS to authenticate the connection, the adm nistrator would
need to explicitly install valid certificates on each conponent
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while at the sane tinme establishing the trusted certificates of
each conmponent. This would rmake certain that only those trusted
conmponents woul d be pernitted to connect to the GAM
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