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Abstract
This is an update to the wildcard definition of RFC 1034. The
interaction with wildcards and CNAME i s changed, an error condition
is removed, and the words defining some concepts central to wldcards

are changed. The overall goal is not to change wildcards, but to
refine the definition of RFC 1034.
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1.

1.

1.

| nt roducti on

In RFC 1034 [ RFC1034], sections 4.3.2 and 4.3.3 describe the
synthesis of answers from special resource records (RRs) called

wi |l dcards. The definition in RFC 1034 is inconplete and has proven
to be confusing. This docunment describes the wldcard synthesis by
adding to the discussion and nmaking limted nodifications.
Modi fi cati ons are made to cl ose inconsistencies that have led to
interoperability issues. This description does not expand the
service intended by the original definition

Staying within the spirit and style of the original docunents, this
docunent avoids specifying rules for DNS inpl enmentati ons regarding
wi |l dcards. The intention is to only describe what is needed for
interoperability, not restrict inplenmentation choices. |In addition
consideration is given to mnimze any backward-conpatibility issues
with inplenmentations that conply with RFC 1034’ s definition.

Thi s docunent is focused on the concept of wildcards as defined in
RFC 1034. Nothing is inplied regarding alternative means of

synt hesi zing resource record sets (RRSets), nor are alternatives
di scussed.

1. NMbtivation

Many DNS i npl enentations diverge, in different ways, fromthe
original definition of wildcards. Although there is clearly a need
to clarify the original docunents in light of this alone, the inpetus
for this docunent lay in the engineering of the DNS security
extensions [RFC4033]. Wth an unclear definition of wldcards, the
desi gn of authenticated deni al becane entangl ed.

This docunment is intended to limt its changes, docunenting only
those deened necessary based on inplenentation experience, and to
remain as close to the original docunment as possible. To reinforce
that this docunment is neant to clarify and adjust and not redefine
wi | dcards, relevant sections of RFC 1034 are repeated verbatimto
facilitate conparison of the old and new text.

2. The Oiginal Definition

The definition of the wildcard concept is conprised by the
docunentati on of the algorithm by which a name server prepares a
response (in RFC 1034's section 4.3.2) and the way in which a
resource record (set) is identified as being a source of synthetic
data (section 4.3.3).
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This is the definition of the term"wildcard" as it appears in RFC
1034, section 4.3.3.

# In the previous algorithm special treatnent was given to RRs with
owner names starting with the label "*"., Such RRs are called

wi | dcards. Wldcard RRs can be thought of as instructions for
synthesi zing RRs. Wien the appropriate conditions are nmet, the
nane server creates RRs with an owner nane equal to the query name
# and contents taken fromthe wildcard RRs.

Thi s passage follows the algorithmin which the termw ldcard is
first used. In this definition, wildcard refers to resource records.
In other usage, wildcard has referred to dormain nanes, and it has
been used to describe the operational practice of relying on

Wil dcards to generate answers. It is clear fromthis that there is a
need to define clear and unamnbi guous terninology in the process of

di scussing wil dcards.

The mention of the use of wildcards in the preparation of a response
is contained in step 3, part 'c¢’ of RFC 1034’'s section 4.3. 2,
entitled "Algorithnf. Note that "wildcard" does not appear in the
algorithm instead references are made to the "*" |abel. The portion
of the algorithmrelating to wildcards is deconstructed in detail in
section 3 of this docunent; this is the beginning of the rel evant
portion of the "Algorithni.

# c. If at sonme |abel, a match is inpossible (i.e., the
# correspondi ng | abel does not exist), look to see if [...]
# the "*" | abel exists.

The scope of this docunent is the RFC 1034 definition of wildcards
and the inplications of updates to those docunents, such as DNS
Security (DNSSEC). Alternate schenmes for synthesizing answers are
not considered. (Note that there is no reference listed. No
docunent is known to describe any alternate schenes, although there
has been sone nention of themin nmailing lists.)

1.3. Roadmap to This Docunent
Thi s docunent acconplishes these three tasks.
0 Defines new termns
o Makes minor changes to avoid conflicting concepts

o Describes the actions of certain resource records as w | dcards
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1.3.1. New Ter ns

To help in discussing what resource records are w ldcards, two terns
will be defined: "asterisk label” and "w | dcard domai n nane". These
are defined in section 2.1.1.

To assist in clarifying the role of wildcards in the nanme server
algorithmin RFC 1034, section 4.3.2, "source of synthesis" and
"cl osest encloser"” are defined. These definitions are in section
3.3.1. "Label match" is defined in section 3.2.

The new terns are used to nmake di scussions of w | dcards clearer.
Ternmi nol ogy does not directly have an inpact on inplenentations.

1.3.2. Changed Text

The definition of "existence" is changed superficially. This change
will not be apparent to inplenentations; it is needed to make
descriptions nore precise. The change appears in section 2.2.3.

RFC 1034, section 4.3.3, seens to prohibit having two asterisk |abels
in a wldcard owner name. Wth this docunent, the restriction is
renoved entirely. This change and its inplications are in section
2.1.3.

The actions when a source of synthesis owns a CNAME RR are changed to
mrror the actions if an exact match name owns a CNAME RR.  This is
an addition to the words in RFC 1034, section 4.3.2, step 3, part

"c'. The discussion of this is in section 3.3.3.

Only the latter change represents an inpact to inplenentations. The
definition of existence is not a protocol inpact. The change to the
restriction on nanmes is unlikely to have an inpact, as RFC 1034
contai ned no specification on when and how to enforce the
restriction.

1.3.3. Considerations with Special Types

Thi s docunent describes semantics of wildcard RRSets for
"interesting" types as well as enpty non-term nal wl dcards.
Under st andi ng these situations in the context of wldcards has been
cl ouded because these types incur special processing if they are the
result of an exact match. This discussion is in section 4.

These di scussions do not have an inplenmentation inpact; they cover
exi sting know edge of the types, but to a greater |evel of detail.
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1.4. Standards Terni nol ogy

Thi s docunment does not use terns as defined in "Key words for use in
RFCs to Indicate Requirenment Levels" [RFC2119].

Quot ati ons of RFC 1034 are denoted by a '# at the start of the line.
Ref erences to section "4.3.2" are assuned to refer to RFC 1034’ s
section 4.3.2, sinmply titled "Algorithni.

2. Wldcard Syntax

The syntax of a wildcard is the same as any other DNS resource
record, across all classes and types. The only significant feature
is the owner nane.

Because wil dcards are encoded as resource records with special nanes,
they are included in zone transfers and increnental zone transfers

[ RFC1995] just as non-w |l dcard resource records are. This feature
has been under appreciated until discussions on alternative
approaches to wildcards appeared on nmailing |ists.

2.1. ldentifying a Wldcard

To provide a nore accurate description of wldcards, the definition
has to start with a discussion of the donain nanmes that appear as
owners. Two new terns are needed, "asterisk |label" and "w | dcard
domai n nane".

2.1.1. WIldcard Domai n Nane and Asterisk Label

A "wi |l dcard domain nane" is defined by having its initial (i.e.,
| eftnost or least significant) |abel be, in binary formt:

0000 0001 0010 1010 (binary) = 0x01 0Ox2a (hexadeci nal)
The first octet is the nornal |abel type and length for a 1-octet-
long | abel, and the second octet is the ASCI| representation [ RFC20]
for the "*' character.

A descriptive name of a |abel equaling that value is an "asterisk
| abel ".

RFC 1034’ s definition of wildcard would be "a resource record owned
by a wildcard domai n nane"
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2.1.2. Asterisks and O her Characters

No | abel values other than that in section 2.1.1 are asterisk | abel s,
hence nanes beginning with other |abels are never wildcard donain
nanes. Labels such as '"the*’ and '**' are not asterisk |labels, so
these | abels do not start wldcard donmmi n nanes.

2.1.3. Non-terminal WIdcard Domai n Nanes
In section 4.3.3, the following is stated:

B The owner nanme of the wildcard RRs is
# of the form"*. <anydonai n>", where <anydomai n> i s any domai n nane.
# <anydomai n> shoul d not contain other * labels......................

The restriction is now renoved. The original docunentation of it is
i nconplete and the restriction does not serve any purpose given years
of operational experience.

There are three possible reasons for putting the restriction in

pl ace, but none of the three has held up over tinme. One is that the
restriction neant that there would never be subdomai ns of wildcard
domai n nanes, but the restriction as stated still pernmits
"exanpl e. *. exanple." for instance. Another is that wildcard domain
nanes are not intended to be enpty non-terninals, but this situation
does not disrupt the algorithmin 4.3.2. Finally, "nested" wildcard
domai n nanmes are not anbi guous once the concept of the cl osest

encl oser had been docunent ed.

A wildcard domai n nane can have subdonains. There is no need to

i nspect the subdomains to see if there is another asterisk l|abel in

any subdonmai n.

A wildcard domain nane can be an enpty non-terminal. (See the

upconi ng sections on enpty non-ternminals.) In this case, any | ookup

encountering it will termnate as would any enpty non-term nal match
2.2. Existence Rul es

The notion that a domain nane "exists’ is nentioned in the definition
of wldcards. |In section 4.3.3 of RFC 1034:

# Wl dcard RRs do not apply:

#
# - \Wen the query nane or a nane between the w | dcard domain and
# the query nanme is known] to exist.
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"Exi stence" is therefore an inportant concept in the understandi ng of
wi |l dcards. Unfortunately, the definition of what exists, in RFC
1034, is unclear. So, in sections 2.2.2. and 2.2.3, another look is
taken at the definition of existence.

2.2.1. An Exanple
To illustrate what is neant by existence consider this conplete zone:

$ORI G N exanpl e.

exanpl e. 3600 IN SOA <SCOA RDATA>

exanpl e. 3600 NS ns. exanpl e. com
exanpl e. 3600 NS ns. exanpl e. net .

*. exanpl e. 3600 TXT "this is a wldcard"
*. exanpl e. 3600 MX 10 host 1. exanpl e.
sub. *. exanpl e. 3600 TXT "this is not a wldcard"
host 1. exanpl e. 3600 A 192.0.2.1

_ssh. _tcp. host 1. exanpl e. 3600 SRV <SRV RDATA>

_ssh. _tcp. host 2. exanpl e. 3600 SRV <SRV RDATA>

subdel . exanpl e. 3600 NS ns. exanpl e. com
subdel . exanpl e. 3600 NS ns. exanpl e. net .

A l ook at the domain nanes in a tree structure is hel pful

------------- exanple------------
/ / \ \
/ / \ \
/ / \ \
* host 1 host 2 subde
I I I
I I I
sub _tcp _tcp
I I
I I
ssh _ssh

The foll owi ng responses woul d be synthesized fromone of the
Wil dcards in the zone:

NAME=host 3. exanpl e. QIYPE=MX, QCLASS=I N
the answer will be a "host3.example. IN MX ..."

NAME=host 3. exanpl e. QIYPE=A, QCLASS=I N

the answer will reflect "no error, but no data"
because there is no A RR set at '*.exanple.’
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ONAME=f 00. bar . exanpl e. QI'YPE=TXT, QCLASS=I N

the answer will be "foo.bar.exanple. INTXT ..."
because bar. exanpl e. does not exist, but the wldcard
does.

The followi ng responses woul d not be synthesized fromany of the
wi | dcards in the zone:

ONAME=host 1. exanpl e., QTYPE=MX, QCLASS=I N
because host 1. exanpl e. exists

NAME=sub. *. exanpl e., QTYPE=MX, QCLASS=I N
because sub. *. exanpl e. exists

ONAME=_t el net. _tcp. host 1. exanpl e., QIYPE=SRV, QCLASS=IN
because _tcp. hostl. exanple. exists (wthout data)

NAME=host . subdel . exanmpl e., QTYPE=A, QCLASS=I N
because subdel . exanple. exists (and is a zone cut)

NAME=ghost . *. exanpl e., QTYPE=MX, QCLASS=I N
because *.exanple. exists

The final exanple highlights one comon mni sconception about

wi | dcards. A wildcard "blocks itself" in the sense that a wldcard
does not match its own subdomains. That is, "*.exanple." does not
mat ch all nanes in the "exanple." zone; it fails to match the nanes
bel ow "*. exanple.". To cover nanes under "*.exanple.", another

wi | dcard donain name is needed--"*.*.exanple."--which covers all but
its own subdonai ns.

2.2.2. Enpty Non-termnals

Enmpty non-term nals [ RFC2136, section 7.16] are domain nanes that own
no resource records but have subdomains that do. In section 2.2.1,

" tcp.hostl.exanple.” is an exanple of an enpty non-termninal nane.
Enpty non-terninals are introduced by this text in section 3.1 of RFC
1034:

# The dommin nane space is a tree structure. Each node and |eaf on
# the tree corresponds to a resource set (which may be enpty). The
# domai n system makes no di stinctions between the uses of the

# interior nodes and | eaves, and this neno uses the term "node" to

# refer to both.

The parenthesized "which may be enpty" specifies that enpty non-

terminals are explicitly recogni zed and that enpty non-terninals
"exist".
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Pedantically readi ng the above paragraph can lead to an
interpretation that all possible domains exist--up to the suggested
limt of 255 octets for a domain nane [ RFC1035]. For exanple,

www, exanmpl e. may have an A RR, and as far as is practically
concerned, is a |leaf of the domain tree. But the definition can be
taken to nean that sub.ww. exanple. also exists, albeit with no data.
By extension, all possible domains exist, fromthe root on down.

As RFC 1034 also defines "an authoritative nanme error indicating that
t he name does not exist" in section 4.3.1, so this apparently is not
the intent of the original definition, justifying the need for an
updat ed definition in the next section.

2.2.3. Yet Another Definition of Existence
RFC 1034's wording is fixed by the follow ng paragraph:

The domai n nane space is a tree structure. Nodes in the tree either
own at | east one RRSet and/or have descendants that collectively own
at | east one RRSet. A node may exist with no RRSets only if it has
descendants that do; this node is an enpty non-term nal

A node with no descendants is a |leaf node. Enpty |eaf nodes do not
exi st.

Note that at a zone boundary, the domain nane owns data, including
the NS RR set. In the delegating zone, the NS RR set is not
authoritative, but that is of no consequence here. The domai n nane
owns data; therefore, it exists.

2.3. Wen Is a Wldcard Dormai n Nane Not Speci al ?

When a wi |l dcard dommi n name appears in a nessage’s query section, no
speci al processing occurs. An asterisk |abel in a query nanme only
mat ches a single, corresponding asterisk label in the existing zone
tree when the 4.3.2 algorithmis being foll owed.

When a wil dcard donmmi n name appears in the resource data of a record,
no special processing occurs. An asterisk [abel in that context
literally neans just an asteri sk.

3. Inpact of a Wldcard Donai n Name on a Response
RFC 1034’ s description of how wildcards inpact response generation is
inits section 4.3.2. That passage contains the algorithmfollowed

by a server in constructing a response. Wthin that algorithm step
3, part 'c¢’ defines the behavior of the wldcard.
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The algorithmin section 4.3.2 is not intended to be pseudo-code;

that is, its steps are not intended to be followed in strict order
The "algorithmi is a suggested nmeans of inplenenting the
requirements. As such, in step 3, parts "a’, 'b’, and 'c¢’ do not
have to be inplenented in that order, provided that the result of the
i npl emrented code is conpliant with the protocol’s specification

3.1. Step 2
Step 2 of section 4.3.2 reads:

# 2. Search the avail able zones for the zone which is the nearest
# ancestor to QNAME. |If such a zone is found, go to step 3,
# ot herwi se step 4.

In this step, the nost appropriate zone for the response i s chosen
The significance of this step is that it nmeans all of step 3 is being
performed within one zone. This has significance when considering
whet her or not an SOA RR can ever be used for synthesis.

3.2. Step 3

Step 3 is donminated by three parts, labeled "a’, 'b’, and 'c’'. But
the beginning of the step is inportant and needs expl anati on.

# 3. Start matching down, |abel by label, in the zone. The
# mat chi ng process can terminate several ways:

The word "matching’ refers to | abel matching. The concept is based
in the view of the zone as the tree of existing nanes. The query
nane is considered to be an ordered sequence of |abels--as if the
nane were a path fromthe root to the owner of the desired data
(which it is--3rd paragraph of RFC 1034, section 3.1).

The process of |abel matching a query name ends in exactly one of
three choices, the parts "a', 'b’, and '¢’. Either the nane is
found, the nane is below a cut point, or the nane is not found.

Once one of the parts is chosen, the other parts are not considered
(e.g., do not execute part 'c¢' and then change the execution path to
finish in part "b’). The process of |abel matching is also done

i ndependent of the query type (QTYPE)

Parts 'a’ and 'b’ are not an issue for this clarification as they do

not relate to record synthesis. Part 'a is an exact match that
results in an answer; part 'b’ is a referral.
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3. 3. Part 'c’

The context of part 'c¢’ is that the process of |abel matching the

| abel s of the query nanme has resulted in a situation in which there
is no corresponding label in the tree. It is as if the |ookup has
"fallen off the tree"

# c. If at sonme label, a match is inpossible (i.e., the
# correspondi ng | abel does not exist), look to see if [...]
# the "*" | abel exists.

To hel p describe the process of looking "to see if [...] the "*"
| abel exists’ a term has been coined to describe the [ast domain
(node) matched. The termis "cl osest encloser".

3.3.1. dosest Encloser and the Source of Synthesis

The cl osest encloser is the node in the zone’'s tree of existing
domai n nanes that has the nost |abels matching the query nane
(consecutively, counting fromthe root |abel downward). Each match
is a "label match" and the order of the labels is the sane.

The cl osest encloser is, by definition, an existing name in the zone.
The cl osest encl oser might be an enpty non-terminal or even be a
wi | dcard domain nane itself. In no circunstances is the cl osest
encl oser to be used to synthesize records for the current query.

The source of synthesis is defined in the context of a query process
as that wldcard domain nane i medi ately descending fromthe cl osest
encl oser, provided that this wldcard domain nane exists.

"I mmedi at el y descendi ng" neans that the source of synthesis has a
nane of the form

<asterisk | abel >. <cl osest encl oser >.

A source of synthesis does not guarantee having a RRSet to use for
synthesis. The source of synthesis could be an enpty non-term nal

If the source of synthesis does not exist (not on the domain tree),
there will be no wildcard synthesis. There is no search for an
al ternate.

The inportant concept is that for any given | ookup process, there is
at nost one place at which wildcard synthetic records can be
obtained. |If the source of synthesis does not exist, the | ookup
ternmi nates, and the | ookup does not | ook for other wildcard records.
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3.

3.

3.

3.

2. Cosest Encloser and Source of Synthesis Exanples

To illustrate, using the exanple zone in section 2.2.1 of this
docunent, the follow ng chart shows OQNAMEs and the cl osest encl osers.

QNAME Cl osest Encl oser Source of Synthesis
host 3. exanpl e. exanpl e. * . exanpl e.
_telnet. _tcp. hostl. exanple. _tcp.hostl. exanple. no source
_dns. _udp. host 2. exanpl e. host 2. exanpl e. no source
_telnet._tcp. host 3. exanpl e. exanpl e. * exanpl e.
_chat. _udp. host 3. exanpl e. exanpl e. * exanpl e.
f oobar. *. exanpl e. * . exanpl e. no source

3. Type Matching
RFC 1034 concludes part "¢’ with this:

If the "*" |abel does not exist, check whether the nanme
we are looking for is the original QNAME in the query
or a name we have followed due to a CNAME. |f the nane
is original, set an authoritative name error in the
response and exit. Qherw se just exit.

If the "*" |abel does exist, match RRs at that node
against QIYPE. |If any match, copy theminto the answer
section, but set the owner of the RRto be QNAME, and
not the node with the "*" label. GCo to step 6

HHFEHFHFHEHFHHHH

The final paragraph covers the role of the QI'YPE in the | ookup
process.

Based on inplenentati on feedback and simlarities between part "a

and part ’

c', a change to this passage has been nade.

The change is to add the following text to part 'c

instructions to "go to step 6":

prior to the

If the data at the source of synthesis is a CNAVE, and QTYPE
doesn’t match CNAME, copy the CNAME RR into the answer section of
t he response changi ng the owner name to the QNAME, change OQONAME to
t he canonical name in the CNAME RR, and go back to step 1

This is essentially the sane text in part
of CNAME RRSet s.

a’ covering the processing
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4. Considerations with Special Types

Sections 2 and 3 of this docunent discuss wildcard synthesis with
respect to nanmes in the domain tree and ignore the inpact of types.
In this section, the inplication of wildcards of specific types is
di scussed. The types covered are those that have proven to be the
nmost difficult to understand. The types are SOA, NS, CNAME, DNAME
SRV, DS, NSEC, RRSIG and "none", that is, enpty non-term na

wi | dcard domai n nanes.

4.1. SOA RRSet at a Wl dcard Donmi n Nane

A wildcard domai n nane owni ng an SOA RRSet neans that the donain is
at the root of the zone (apex). The domain cannot be a source of
synthesi s because that is, by definition, a descendant node (of the
cl osest encloser) and a zone apex is at the top of the zone.

Al though a w I dcard domai n name owni ng an SOA RRSet can never be a
source of synthesis, there is no reason to forbid the owership of an
SOA RRSet .

For exanpl e, given this zone:

$ORI G N *. exanpl e.

@ 3600 IN SOA <SOA RDATA>
3600 NS nsl. exanpl e. com
3600 NS nsl. exanpl e. net.
WY 3600 TXT "the www txt record"
A query for ww. *. exanple.’s TXT record would still find the "the ww

txt record" answer. The asterisk |abel only becones significant when
section 4.3.2, step 3, part 'c’ is in effect.

O course, there would need to be a delegation in the parent zone,
"exanple." for this to work too. This is covered in the next
secti on.

4.2. NS RRSet at a Wl dcard Donai n Nane

Wth the definition of DNSSEC [ RFC4033, RFC4034, RFC4035] now in

pl ace, the semantics of a wldcard domain name owni ng an NS RRSet has
come to be poorly defined. The dilemma relates to a conflict between
the rules for synthesis in part "¢’ and the fact that the resulting
synthesis generates a record for which the zone is not authoritative.
In a DNSSEC si gned zone, the mechani cs of signature nmanagenent
(generation and inclusion in a nessage) have beconme uncl ear.
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Sal i ent points of the working group discussion on this topic are
sumari zed in section 4.2.1.

As a result of these discussions, there is no definition given for
wi | dcard donai n names owning an NS RRSet. The senantics are |eft
undefined until there is a clear need to have a set defined, and
until there is a clear direction to proceed. Operationally,

i nclusion of wildcard NS RRSets in a zone is discouraged, but not
barr ed.

4.2.1. Discarded Notions

Prior to DNSSEC, a wildcard donmai n name owning a NS RRSet appeared to
be workable, and there are sonme instances in which it is found in
depl oynment s using inpl enmentations that support this. Continuing to
allow this in the specification is not tenable with DNSSEC. The
reason is that the synthesis of the NS RRSet is being done in a zone
that has del egated away the responsibility for the name. This
"unaut hori zed" synthesis is not a problemfor the base DNS protocol
but DNSSEC in affirm ng the authorization nodel for DNS exposes the
pr obl em

Qutright banning of wildcards of type NS is also untenable as the DNS
protocol does not define howto handle "illegal" data.

| npl erent ati ons may choose not to |oad a zone, but there is no
protocol definition. The lack of the definition is conplicated by
having to cover dynam ¢ update [ RFC2136] and zone transfers, as well
as loading at the master server. The case of a client (resolver
caching server) getting a wildcard of type NSin a reply would al so
have to be consi dered.

G ven the daunting challenge of a conplete definition of how to ban
such records, dealing with existing inplenentations that permt the
records today is a further conplication. There are uses of wldcard
domai n name owni ng NS RRSet s.

One conproni se proposed woul d have redefined wildcards of type NS to
not be used in synthesis, this conprom se fell apart because it would
have required significant edits to the DNSSEC signing and validation
wor k.  (Agai n, DNSSEC cat ches unaut horized data.)

Wth no clear consensus fornming on the solution to this dilemm, and
the realization that wildcards of type NS are a rarity in operations,
the best course of action is to |eave this open-ended until "it
matters"
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4.3. CNAME RRSet at a Wl dcard Domai n Nane

The issue of a CNAME RRSet owned by a wildcard domai n nane has
pronpted a suggested change to the | ast paragraph of step 3c of the
algorithmin 4.3.2. The changed text appears in section 3.3.3 of
thi s docunent.

4.4, DNAME RRSet at a Wl dcard Domai n Nane

Omnership of a DNAMVE [ RFC2672] RRSet by a wildcard domai n nane
represents a threat to the coherency of the DNS and is to be avoi ded
or outright rejected. Such a DNAME RRSet represents non-
determnistic synthesis of rules fed to different caches. As caches
are fed the different rules (in an unpredictable manner) the caches
will cease to be coherent. ("As caches are fed" refers to the
storage in a cache of records obtained in responses by recursive or
iterative servers.)

For exanpl e, assune one cache, responding to a recursive request,
obtains the follow ng record:

"a. b. exanpl e. DNAME foo. bar. exanpl e. net. "
and anot her cache obt ai ns:

"b. exanpl e. DNAME foo. bar. exanpl e. net."
both generated fromthe record:

"*_ exanpl e. DNAME fo0o0. bar. exanpl e. net."
by an authoritative server

The DNAME specification is not clear on whether DNAME records in a
cache are used to rewite queries. In sone interpretations, the
rewite occurs; in others, it does not. Allowi ng for the occurrence
of rewiting, queries for "sub.a.b.exanple. A" may be rewitten as
"sub.foo.bar.tld. A" by the forner caching server and may be
rewitten as "sub.a.foo.bar.tld. A" by the latter. Coherency is

| ost, and an operational nightmare ensues.

Anot her justification for a recomendation to avoid the use of

wi | dcard DNAME records is the observation that such a record could
synt hesi ze a DNAME owned by "sub. foo. bar. exanple." and
"foo.bar.exanple.". There is a restriction in the DNAVE definition
that no domai n exi st bel ow a DNAME- owni ng domai n; hence, the wildcard
DNAME is to be avoi ded.
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4.5, SRV RRSet at a Wl dcard Donmi n Nane

The definition of the SRV RRset is RFC 2782 [RFC2782]. In the
definition of the record, there is sone confusion over the term
"Nane". The definition reads as foll ows:

# The format of the SRV RR
_Service. _Proto.Name TTL O ass SRV Priority Wight Port Target

#
# Nanme

# The domain this RRrefers to. The SRV RRis unique in that the
# nane one searches for is not this nane; the exanple near the end
# shows this clearly.

Do not confuse the definition "Name" with the owner nane. That is,
once renoving the _Service and _Proto |abels fromthe owner nane of
the SRV RRSet, what remains could be a wildcard domain name but this
is imuaterial to the SRV RRSet.

For example, if an SRV record is the foll ow ng:

_foo._udp.*.exanple. 10800 IN SRV 0 1 9 ol d-sl ow box. exanpl e.
*.exanmple is a wildcard dormain nane and although it is the Nane of
the SRV RR, it is not the owner (dommin nane). The owner donain name
is "_foo._udp.*.exanple.”, which is not a wildcard domai n nane.

A query for the SRV RRSet of "_foo._udp.bar.exanple." (class IN),

will result in a nmatch of the nane "*.exanple." (assuning there is no
bar. exanple.) and not a match of the SRV record shown. |If there is
no SRV RRSet at "*.exanple.", the answer section will reflect that

(be enpty or a CNAME RRset).

The confusion is likely based on the m xture of the specification of
the SRV RR and the description of a "use case"

4.6. DS RRSet at a Wl dcard Donai n Nane

A DS RRSet owned by a wildcard domain name i s meaningl ess and

harm ess. This statenment is made in the context that an NS RRSet at
a wildcard domain name is undefined. At a non-delegation point, a DS
RRSet has no val ue (no correspondi ng DNSKEY RRSet will be used in

DNSSEC validation). |If there is a synthesized DS RRSet, it al one
will not be very useful as it exists in the context of a del egation
poi nt .
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4.7. NSEC RRSet at a Wl dcard Donmai n Nane

Wl dcard domain nanes i n DNSSEC si gned zones will have an NSEC RRSet.

Synthesis of these records will only occur when the query exactly
mat ches the record. Synthesized NSEC RRs will not be harnful as they
will never be used in negative caching or to generate a negative

response [ RFC2308].

4.8. RRSIG at a Wl dcard Domai n Nane
RRSI G records will be present at a wildcard domain nanme in a signed
zone and will be synthesized along with data sought in a query. The
fact that the owner name is synthesized is not a problemas the |abel
count in the RRSIGw Il instruct the verifying code to ignore it.

4.9. Enpty Non-term nal WIdcard Domai n Nanme
If a source of synthesis is an enpty non-terminal, then the response
will be one of no error in the return code and no RRSet in the answer
secti on.

5. Security Considerations
This docunent is refining the specifications to make it nore likely
that security can be added to DNS. No functional additions are being
made, just refining what is considered proper to allow the DNS
security of the DNS, and extending the DNS to be nore predictable.
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