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Abstract

This meno defines a set of extensions that instrument RAD US

aut henti cation server functions. These extensions represent a
portion of the Managenment Information Base (MB) for use with network
managenent protocols in the Internet comunity. Using these

extensi ons, |P-based managenent stations can manage RAD US

aut henti cation servers.

This nenp obsol etes RFC 2619 by deprecating the M B table containing
| Pv4-only address formats and defining a new table to add support for
version-neutral |IP address formats. The renaining MB objects from

RFC 2619 are carried forward into this docunent. This neno al so adds
UNI TS and REFERENCE cl auses to sel ected objects.
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1.

| nt roducti on

This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenent protocols in the Internet conmunity.
The objects defined within this neno relate to the Renote

Aut hentication Dial-1n User Service (RAD US) Authentication Server as
defined in RFC 2865 [ RFC2865] .

Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunent uses terninology from RFC 2865 [ RFC2865] .

Thi s docunent uses the word "mal fornmed" with respect to RAD US
packets, particularly in the context of counters of "malforned
packets". While RFC 2865 does not provide an explicit definition of
"mal formed", mal formed generally neans that the inplenmentation has
determ ned the packet does not nmatch the format defined in RFC 2865.
Sone inplenentations nay deternine that packets are mal formed when
the Vendor Specific Attribute (VSA) fornmat does not follow the RFC
2865 recomendations for VSAs. Those inplenentations are used in
depl oynment s today, and thus set the de facto definition of
"mal f or med".

The | nternet-Standard Managenent Framework

For a detailed overview of the docunents that describe the current
I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Scope of Changes

Thi s docunent obsol etes RFC 2619 [ RFC2619], RADI US Aut henti cati on
Server M B, by deprecating the radi usAuthC ientTable table and addi ng
a new tabl e, radiusAuthC ient Ext Tabl e, containing

radi usAut hC i ent | net Addr essType and radi usAut hd i ent| net Address. The
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pur pose of these added M B objects is to support version-neutral |P
addressing fornmats. The existing table containing

radi usAut hCl i ent Address is deprecated. The remaining MB objects
fromRFC 2619 are carried forward into this docunent. This neno al so
adds UNI TS and REFERENCE cl auses to sel ected objects.

RFC 4001 [ RFC4001], which defines the SM Textual Conventions for
version-neutral |IP addresses, contains the foll owing recommendati on

"In particular, when revising a MB nodul e that contains |IPv4
specific tables, it is suggested to define new tables using the
textual conventions defined in this nmeno [ RFC4001] that support al
versions of IP. The status of the new tables SHOULD be "current",
whereas the status of the old IP version specific tables SHOULD be
changed to "deprecated". The other approach, of having nultiple
simlar tables for different IP versions, is strongly discouraged.’

5. Structure of the M B Mdul e

The RADI US aut henti cation protocol, described in RFC 2865 [ RFC2865],
di sti ngui shes between the client function and the server function

In RADI US aut hentication, clients send Access-Requests, and servers
reply with Access-Accepts, Access-Rejects, and Access-Chal |l enges.

Typi cal ly, NAS devices inplenent the client function, and thus would
be expected to inplenment the RADI US authentication client MB, while
RADI US aut hentication servers inplenment the server function, and thus
woul d be expected to inplenent the RADIUS aut hentication server M B.

However, it is possible for a RAD US authentication entity to perform
both client and server functions. For exanple, a RADI US proxy may
act as a server to one or nore RADI US aut hentication clients, while

si mul taneously acting as an authentication client to one or nore

aut hentication servers. In such situations, it is expected that

RADI US entities conmbining client and server functionality wll

support both the client and server MBs. The server MB is defined
in this docunment, and the client MB is defined in [ RFC4668] .

This M B nodul e contains fourteen scalars as well as a single table,
the RADI US Authentication Client Table, which contains one row for
each RADI US aut hentication client with which the server shares a
secret. Each entry in the RADIUS Authentication Cient Table
includes thirteen colums presenting a view of the activity of the
RADI US aut hentication server.

This MB inmports from[RFC2578], [RFC2580], [RFC3411], and [ RFC4001].
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6. Deprecated hjects

The deprecated table in this MBis carried forward from RFC 2619
[ RFC2619]. There are two conditions under which it MAY be desirable
for managed entities to continue to support the deprecated table:

1. The managed entity only supports |Pv4 address fornats.

2. The managed entity supports both IPv4 and | Pv6 address fornmats,
and the deprecated table is supported for backwards conpatibility
wi th ol der nanagenent stations. This option SHOULD only be used
when the I P addresses in the newtable are in IPv4 format and can
accurately be represented in both the new table and the
deprecated table.

Managed entities SHOULD NOT instantiate row entries in the deprecated
tabl e, containing IPv4-only address objects, when the RAD US cli ent
address represented in such a table rowis not an | Pv4 address.
Managed entities SHOULD NOT return inaccurate values of |IP address or
SNMP obj ect access errors for |Pv4-only address objects in otherw se
popul ated tables. Wen row entries exist in both the deprecated

| Pv4-only table and the new | P-version-neutral table that describe
the same RADIUS client, the row i ndexes SHOULD be the sane for the
corresponding rows in each table, to facilitate correlation of these
rel ated rows by nanagenent applications.

7. Definitions
RADI US- AUTH SERVER-M B DEFI NI TIONS :: = BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, OBJECT- | DENTI TY,
Counter 32, |nteger32

| pAddr ess, TimeTicks, mb-2 FROM SNWPv2- SM
SnimpAdmi nStri ng FROM SNMP- FRAMEWORK- M B
| net Addr essType, | net Address FROM | NET- ADDRESS- M B

MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWPv2- CONF;

r adi usAut hSer vM B MODULE- | DENTI TY
LAST- UPDATED "200608210000Z" -- 21 August 2006
ORGANI ZATI ON "1 ETF RADI US Ext ensi ons Worki ng G oup. "
CONTACT- | NFO
" Bernard Aboba

M cr osoft

One M crosoft \Way

Rednond, WA 98052

Us

Phone: +1 425 936 6605
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EMai | : bernarda@n crosoft. conf
DESCRI PTI ON
"The M B nodule for entities inplenenting the server
side of the Renpote Authentication Dial-In User
Service (RADI US) authentication protocol. Copyright
(C The Internet Society (2006). This version of this
M B nodule is part of RFC 4669; see the RFCitself for

full legal notices."
REVI SI ON "200608210000Z" -- 21 August 2006
DESCRI PTI ON

"Revi sed version as published in RFC 4669. This
versi on obsol etes that of RFC 2619 by deprecating the
M B tabl e containing | Pv4-only address formats and
defining a new table to add support for version-neutra
| P address formats. The renmaining M B objects from RFC
2619 are carried forward into this version."
REVI SI ON "199906110000Z" -- 11 Jun 1999
DESCRI PTION "I nitial version as published in RFC 2619."
::={ radiusAuthentication 1 }

radi usM B OBJECT-| DENTI TY
STATUS current

DESCRI PTI ON
"The O D assigned to RADIUS M B work by the | ANA. "
o= { mb-2 67}
radi usAut hentication OBJECT IDENTIFIER ::= {radiusMB 1}

radi usAut hSer vM BOhj ect s OBJECT | DENTI FI ER
::= { radiusAuthServM B 1 }

radi usAut hServ  OBJECT | DENTI FI ER
::={ radi usAut hServM BObj ects 1 }

radi usAut hSer vl dent OBJECT- TYPE
SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The inplenmentation identification string for the
RADI US aut hentication server software in use on the
system for exanple, "FNS-2.1'."
;= {radi usAut hServ 1}

radi usAut hSer vUpTi me OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"If the server has a persistent state (e.g., a
process), this value will be the time elapsed (in

hundredt hs of a second) since the server process
was started. For software without persistent state,
this value will be zero."

::= {radi usAut hServ 2}

r adi usAut hSer vReset Ti ne OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"If the server has a persistent state (e.g., a process)
and supports a 'reset’ operation (e.g., can be told to
re-read configuration files), this value will be the
time elapsed (in hundredths of a second) since the
server was 'reset.’ For software that does not
have persistence or does not support a ’'reset’
operation, this value will be zero."

::= {radi usAut hServ 3}

r adi usAut hSer vConfi gReset OBJECT- TYPE
SYNTAX | NTEGER { other (1),
reset(2),
initializing(3),
runni ng(4)}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Status/action object to reinitialize any persistent
server state. \When set to reset(2), any persistent
server state (such as a process) is reinitialized as
if the server had just been started. This value wll
never be returned by a read operation. Wen read,
one of the followi ng values will be returned:
other(1) - server in some unknown state;
initializing(3) - server (re)initializing;
runni ng(4) - server currently running."
::= {radi usAut hServ 4}

r adi usAut hSer vTot al AccessRequest s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunmber of packets received on the
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aut henti cation port."
REFERENCE " RFC 2865 section 4.1"
::= { radiusAut hServ 5}

radi usAut hServTot al | nval i dRequest s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The nunber of RADI US Access- Request packets

recei ved from unknown addresses."
REFERENCE " RFC 2865 section 4.1"
::={ radiusAuthServ 6 }

r adi usAut hSer vTot al DupAccessRequest s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packet s"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

August 2006

"The nunber of duplicate RADI US Access- Request

packets received."
REFERENCE "RFC 2865 section 4. 1"
::={ radiusAuthServ 7 }

radi usAut hSer vTot al AccessAccepts OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packet s"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of RADIUS Access- Accept
REFERENCE "RFC 2865 section 4. 2"
::={ radiusAuthServ 8 }

radi usAut hSer vTot al AccessRej ects OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

packets sent."

"The nunber of RADI US Access- Rej ect packets sent."

REFERENCE " RFC 2865 section 4.3"
::={ radiusAuthServ 9 }

radi usAut hSer vTot al AccessChal | enges OBJECT- TYPE
SYNTAX Count er 32
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UNI TS "packets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of RADI US Access- Chal | enge packets sent."
REFERENCE " RFC 2865 section 4.4"
::={ radiusAuthServ 10 }

radi usAut hSer vTot al Mal f or nedAccessRequest s OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packets"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The nunber of mal formed RADI US Access- Request

packets received. Bad authenticators
and unknown types are not included as
mal f orned Access- Requests.”

REFERENCE " RFC 2865 section 4.1"

::={ radiusAuthServ 11 }

r adi usAut hSer vTot al BadAut henti cat ors OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of RADI US Aut henti cati on- Request packets
that contained invalid Message Aut henti cat or
attributes received."
REFERENCE "RFC 2865 section 3"
::={ radiusAuthServ 12 }

r adi usAut hSer vTot al Packet sDr opped OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of incomning packets
silently discarded for sone reason ot her
than mal fornmed, bad aut henticators or
unknown types."
REFERENCE " RFC 2865 section 3"
::={ radiusAuthServ 13 }

radi usAut hSer vTot al UnknownTypes OBJECT- TYPE
SYNTAX Count er 32

Nel son St andar ds Track [ Page 9]



RFC 4669

RADI US Auth Server M B (I Pv6)

UNI TS "packets"

MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The nunber of RADI US packets of unknown type that

were received."

REFERENCE " RFC 2865 section 4"
::={ radiusAuthServ 14 }

radi usAut hCl i ent Tabl e OBJECT- TYPE

August 2006

SYNTAX SEQUENCE OF Radi usAuthdientEntry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"The (conceptual) table listing the RAD US
authentication clients with which the server shares

a secret."”
{ radi usAuthServ 15 }

radi usAut hd i ent Entry OBJECT- TYPE
SYNTAX Radi usAut hCl i ent Entry

MAX-

ACCESS not - accessi bl e

STATUS depr ecat ed
DESCRI PTI ON

"An entry (conceptual row) representing a RADI US
authentication client with which the server shares a

secret."

| NDEX { radi usAuthdientlndex }

{ radiusAuthClientTable 1 }

Radi usAut hClientEntry ::= SEQUENCE {

}

r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi

usAut hd i ent | ndex

usAut hd i ent Addr ess

usAut hCientl D

usAut hSer vAccessRequest s
usAut hSer vDupAccessRequest s
usAut hSer vAccessAccept s
usAut hSer vAccessRej ect s
usAut hSer vAccessChal | enges
usAut hSer vMal f or medAccessRequest s
usAut hSer vBadAut henti cat ors
usAut hSer vPacket sDr opped
usAut hSer vUnknownTypes

radi usAut hCl i ent | ndex OBJECT- TYPE

Nel son
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SYNTAX | nt eger32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"A nunber uniquely identifying each RADI US

authentication client with which this server
comruni cates. "

::={ radiusAuthCientEntry 1 }

radi usAut hC i ent Addr ess OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The NAS-| P- Address of the RADI US aut hentication client
referred to in this table entry."
REFERENCE " RFC 2865 section 2"
::={ radiusAuthCientEntry 2 }

radi usAut hCl i ent| D OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON

"The NAS-Identifier of the RADI US authentication client

referred to in this table entry. This is not
necessarily the same as sysNane in MB II."

REFERENCE " RFC 2865 section 5.32"

.= { radiusAuthdientEntry 3}

-- Server Counters

-- Responses = AccessAccepts + AccessRejects + AccessChall enges

-- Requests - DupRequests - BadAut henticators - Ml fornedRequests -
-- UnknownTypes - PacketsDropped - Responses = Pendi ng

-- Requests - DupRequests - BadAut henticators - Ml fornedRequests -
-- UnknownTypes - PacketsDropped = entries |ogged

radi usAut hSer vAccessRequest s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunmber of packets received on the authentication
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port fromthis client."
REFERENCE " RFC 2865 section 4.1"
::={ radiusAuthClientEntry 4 }

r adi usAut hSer vDupAccessRequest s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunmber of duplicate RADI US Access- Request
packets received fromthis client."
REFERENCE " RFC 2865 section 4.1"
c:={ radiusAuthCientEntry 5 }

radi usAut hSer vAccessAccept s OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunmber of RADIUS Access- Accept packets
sent to this client."

REFERENCE " RFC 2865 section 4.2"

c:={ radiusAuthCientEntry 6 }

radi usAut hSer vAccessRej ect s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunmber of RADIUS Access- Rej ect packets
sent to this client."
REFERENCE "RFC 2865 section 4. 3"
::={ radiusAuthClientEntry 7 }

r adi usAut hSer vAccessChal | enges OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunmber of RADI US Access- Chal | enge packets
sent to this client."

REFERENCE " RFC 2865 section 4.4"

c:={ radiusAuthCientEntry 8 }
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radi usAut hSer vMal f or medAccessRequest s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of mal formed RADI US Access- Request
packets received fromthis client.
Bad aut henticators and unknown types are not included
as nmal formed Access- Requests.”
REFERENCE " RFC 2865 section 3"
c:={ radiusAuthCientEntry 9 }

r adi usAut hSer vBadAut hent i cat ors OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunmber of RADIUS Aut henti cati on- Request packets
that contained invalid Message Authenticator
attributes received fromthis client."

REFERENCE " RFC 2865 section 3"

::={ radiusAuthClientEntry 10 }

r adi usAut hSer vPacket sDropped OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of incom ng packets fromthis
client silently discarded for some reason other
than mal fornmed, bad aut henticators or
unknown types."
REFERENCE " RFC 2865 section 3"
c:={ radiusAuthCientEntry 11 }

r adi usAut hSer vUnknownTypes OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunmber of RADIUS packets of unknown type that
were received fromthis client."

REFERENCE " RFC 2865 section 4"

c:={ radiusAuthClientEntry 12 }
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-- New M B objects added in this revision

r adi usAut hC i ent Ext Tabl e OBJECT- TYPE

SYNTAX SEQUENCE COF Radi usAut hClient ExtEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the RAD US
authentication clients with which the server shares
a secret."
::={ radi usAuthServ 16 }

radi usAut hd i ent Ext Entry OBJECT- TYPE
SYNTAX Radi usAut hd i ent Ext Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) representing a RADI US
authentication client with which the server shares a

secret."

| NDEX { radi usAut hd i ent Ext I ndex }
::={ radiusAuthC ientExtTable 1 }

Radi usAuthd ient ExtEntry ::= SEQUENCE {
radi usAut hC i ent Ext | ndex | nt eger 32,
radi usAut hd i ent | net Addr essType | net Addr essType,
radi usAut hd i ent | net Addr ess | net Addr ess,
radi usAuthd i ent Ext I D SnnpAdmi nStri ng,
radi usAut hSer vExt AccessRequest s Count er 32,
radi usAut hSer vExt DupAccessRequest s Count er 32,
radi usAut hSer vExt AccessAccept s Count er 32,
radi usAut hSer vExt AccessRej ect s Count er 32,
radi usAut hSer viExt AccessChal | enges Count er 32,
radi usAut hSer vExt Mal f or nedAccessRequest s Count er 32,
radi usAut hSer vExt BadAut henti cat or s Count er 32,
radi usAut hSer vExt Packet sDr opped Count er 32,
radi usAut hSer vExt UnknownTypes Count er 32,
r adi usAut hSer vCount er Di scontinuity Ti meTi cks

}

radi usAut hC i ent Ext | ndex OBJECT- TYPE
SYNTAX | nt eger32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A nunber uniquely identifying each RADI US
authentication client with which this server
communi cates. "
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o= { radiusAuthdientExtEntry 1 }

radi usAut hd i ent | net Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The type of address format used for the
radi usAut hd i ent | net Addr ess obj ect. "
c:={ radiusAuthdientExtEntry 2 }

radi usAut hd i ent | net Addr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The I P address of the RADI US aut hentication

client referred to in this table entry, using
the version-neutral | P address format."

o= { radiusAuthdientExtEntry 3 }

radi usAut hd i ent Ext | D OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The NAS-ldentifier of the RADIUS authentication client

referred to in this table entry. This is not
necessarily the same as sysNane in MB II."

REFERENCE " RFC 2865 section 5.32"

::={ radiusAuthCientExtEntry 4 }

-- Server Counters

-- Responses = AccessAccepts + AccessRejects + AccessChall enges

-- Requests - DupRequests - BadAut henticators - Ml fornedRequests -
-- UnknownTypes - PacketsDropped - Responses = Pendi ng

-- Requests - DupRequests - BadAut henticators - Ml fornedRequests -
-- UnknownTypes - PacketsDropped = entries |ogged

r adi usAut hSer vExt AccessRequest s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packets"
MAX- ACCESS r ead-only
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STATUS current

DESCRI PTI ON
"The nunmber of packets received on the authentication
port fromthis client. This counter may experience a
di scontinuity when the RADIUS Server nodule within the
managed entity is reinitialized, as indicated by the
current val ue of radi usAut hServCounterDi scontinuity."

REFERENCE "RFC 2865 section 4. 1"

o= { radiusAuthd ientExtEntry 5 }

r adi usAut hSer vExt DupAccessRequest s OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packets"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunmber of duplicate RADI US Access- Request
packets received fromthis client. This counter may
experience a discontinuity when the RADIUS Server
nmodul e within the managed entity is reinitialized, as
i ndi cated by the current val ue of
radi usAut hSer vCount er Di scontinuity."

REFERENCE "RFC 2865 section 4. 1"

c:={ radiusAuthd ientExtEntry 6 }

r adi usAut hSer vExt AccessAccepts OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunmber of RADIUS Access- Accept packets
sent to this client. This counter nay experience a
di scontinuity when the RADIUS Server nodule within the
managed entity is reinitialized, as indicated by the
current val ue of radi usAut hServCounterDi scontinuity."

REFERENCE "RFC 2865 section 4. 2"

c:={ radiusAuthd ientExtEntry 7 }

r adi usAut hSer vExt AccessRej ect s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunmber of RADIUS Access- Rej ect packets
sent to this client. This counter nmay experience a
di scontinuity when the RADIUS Server nodule within the
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managed entity is reinitialized, as indicated by the
current val ue of radi usAut hServCounterDi scontinuity."
REFERENCE " RFC 2865 section 4.3"
o= { radiusAuthd ientExtEntry 8 }

r adi usAut hSer vExt AccessChal | enges OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packets"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunmber of RADI US Access- Chal | enge packets
sent to this client. This counter nay experience a
di scontinuity when the RADIUS Server nodule within the
managed entity is reinitialized, as indicated by the
current val ue of radi usAut hServCounterDi scontinuity."

REFERENCE "RFC 2865 section 4. 4"

o= { radiusAuthd ientExtEntry 9 }

r adi usAut hSer vExt Mal f or redAccessRequest s OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of mal formed RADI US Access- Request
packets received fromthis client. Bad authenticators
and unknown types are not included as mal fornmed
Access- Requests. This counter mmy experience a
di scontinuity when the RADIUS Server nodule within the
managed entity is reinitialized, as indicated by the
current val ue of radi usAut hServCounterDi scontinuity."

REFERENCE " RFC 2865 sections 3, 4.1"

o= { radiusAuthdientExtEntry 10 }

r adi usAut hSer vExt BadAut henti cat ors OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packets"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of RADIUS Aut henticati on- Request packets
that contained invalid Message Authenticator
attributes received fromthis client. This counter
may experience a discontinuity when the RADI US Server
nodul e within the managed entity is reinitialized, as
i ndi cated by the current val ue of
radi usAut hSer vCount er Di scontinuity."
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REFERENCE " RFC 2865 section 3"
::={ radiusAuthCientExtEntry 11 }

r adi usAut hSer vExt Packet sDr opped OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of incoming packets fromthis client
silently discarded for sone reason other than
mal f or med, bad aut henticators or unknown types.
This counter may experience a discontinuity when the
RADI US Server nodule within the nanaged entity is
reinitialized, as indicated by the current val ue of
radi usAut hSer vCount er Di scontinuity."
REFERENCE " RFC 2865 section 3"
::={ radiusAuthCientExtEntry 12 }

r adi usAut hSer vExt UnknownTypes OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunmber of RADIUS packets of unknown type that
were received fromthis client. This counter may
experience a discontinuity when the RADIUS Server
nodul e within the managed entity is reinitialized, as
i ndi cated by the current val ue of
radi usAut hServCount er Di scontinuity."

REFERENCE " RFC 2865 section 4"

o= { radiusAuthdientExtEntry 13 }

r adi usAut hServCount er Di sconti nuity OBJECT- TYPE

SYNTAX Ti nmeTi cks

UNI TS "centi seconds"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunmber of centiseconds since the | ast
di scontinuity in the RADIUS Server counters.
A discontinuity may be the result of a
reinitialization of the RADIUS Server nodul e
wi thin the managed entity."

c:={ radiusAuthd ientExtEntry 14 }
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-- confornmance i nformati on

r adi usAut hSer vM BConf or mance OBJECT | DENTI FI ER
::={ radi usAuthServM B 2 }

radi usAut hSer vM BConpl i ances OBJECT | DENTI FI ER
;= { radi usAut hSer vM BConf or mance 1 }

radi usAut hSer vM BGroups OBJECT | DENTI FI ER
;= { radi usAut hSer vM BConf or mance 2 }

-- conpliance statenents
r adi usAut hSer vM BConpl i ance MODULE- COVPLI ANCE

STATUS deprecat ed
DESCRI PTI ON

August 2006

"The conpliance statenment for authentication
servers inplenenting the RADI US Aut henticati on

Server MB. Inplenentation of this nodule is for
| Pv4d-only entities, or for backwards conpatibility

use with entities that support both I|IPv4 and
| Pv6. "

MODULE -- this nodul e

MANDATORY- GROUPS { radi usAut hSer vM BG oup }

OBJECT r adi usAut hSer vConfi gReset
WRI TE- SYNTAX | NTEGER { reset(2) }
DESCRI PTION "The only SETable value is "reset’ (2)."

::={ radi usAut hServM BConpl i ances 1 }

r adi usAut hSer vM BExt Conpl i ance MODULE- COVPLI ANCE

Nel son

STATUS current
DESCRI PTI ON
"The conpliance statenment for authentication

servers inplenenting the RADI US Aut hentication
Server |Pv6 Extensions MB. |Inplenmentation of
this nodule is for entities that support |Pv6,
or support |IPv4 and | Pv6."

MODULE -- this nodul e

MANDATORY- GROUPS { radi usAut hSer vExt M BGr oup }

OBJECT r adi usAut hSer vConfi gReset
WRI TE- SYNTAX | NTEGER { reset(2) }
DESCRI PTION "The only SETable value is "reset’ (2)."

OBJECT radi usAut hd i ent | net Addr essType
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SYNTAX | net Addr essType { ipv4(1l), ipv6(2) }
DESCRI PTI ON
"An inplenmentation is only required to support
| Pv4 and gl obally uni que | Pv6 addresses."

OBJECT radi usAut hd i ent | net Addr ess
SYNTAX | net Address ( SI ZE (4] 16) )
DESCRI PTI ON
"An inplenmentation is only required to support
| Pv4 and gl obally uni que | Pv6 addresses."

::={ radi usAut hServM BConpl i ances 2 }

-- units of confornmance

r adi usAut hSer vM BGr oup OBJECT- GROUP
OBJECTS {radi usAut hSer vl dent,

radi usAut hSer vUpTi e,
radi usAut hSer vReset Ti ne,
radi usAut hSer vConfi gReset,
radi usAut hSer vTot al AccessRequest s,
radi usAut hServTot al | nval i dRequest s,
radi usAut hSer vTot al DupAccessRequest s,
radi usAut hSer vTot al AccessAccept s,
radi usAut hSer vTot al AccessRej ect s,
radi usAut hSer vTot al AccessChal | enges,
radi usAut hSer vTot al Mal f or nedAccessRequest s,
radi usAut hSer vTot al BadAut henti cat or s,
radi usAut hSer vTot al Packet sDr opped,
radi usAut hSer vTot al UnknownTypes,
radi usAut hd i ent Addr ess,
radi usAut hd i ent| D,
radi usAut hSer vAccessRequest s,
radi usAut hSer vDupAccessRequest s,
radi usAut hSer vAccessAccept s,
radi usAut hSer vAccessRej ect s,
radi usAut hSer vAccessChal | enges,
radi usAut hSer vial f or medAccessRequest s,
radi usAut hSer vBadAut henti cat or s,
radi usAut hSer vPacket sDr opped,
radi usAut hSer vUnknownTypes

}
STATUS deprecat ed
DESCRI PTI ON
"The coll ection of objects providi ng nanagenent of
a RADI US Aut hentication Server."
::={ radi usAut hServM BGroups 1 }
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r adi usAut hSer vExt M BGr oup OBJECT- GROUP
OBJECTS {radi usAut hSer vl dent,

radi usAut hSer vUpTi e,
radi usAut hSer vReset Ti ne,
radi usAut hSer vConfi gReset,
radi usAut hSer vTot al AccessRequest s,
radi usAut hServTot al | nval i dRequest s,
radi usAut hSer vTot al DupAccessRequest s,
radi usAut hSer vTot al AccessAccept s,
radi usAut hSer vTot al AccessRej ect s,
radi usAut hSer vTot al AccessChal | enges,
radi usAut hSer vTot al Mal f or nedAccessRequest s,
radi usAut hSer vTot al BadAut henti cat or s,
radi usAut hSer vTot al Packet sDr opped,
radi usAut hSer vTot al UnknownTypes,
radi usAut hd i ent | net Addr essType,
radi usAut hd i ent | net Addr ess,
radi usAut hd i ent Ext | D,
radi usAut hSer vExt AccessRequest s,
radi usAut hSer vExt DupAccessRequest s,
radi usAut hSer vExt AccessAccept s,
radi usAut hSer vExt AccessRej ect s,
radi usAut hSer vExt AccessChal | enges,
radi usAut hSer vExt Mal f or nedAccessRequest s,
radi usAut hSer vExt BadAut henti cat or s,
radi usAut hSer vExt Packet sDr opped,
radi usAut hSer vExt UnknownTypes,
radi usAut hServCount er Di scontinuity

}
STATUS current
DESCRI PTI ON
"The coll ection of objects providi ng nanagenent of
a RADI US Aut hentication Server."
::={ radi usAut hServM BGroups 2 }

END
8. Security Considerations

There are a nunmber of nanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent w thout proper protection can have a negative effect on
network operations. These are:
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r adi usAut hSer vConfi gReset
Thi s object can be used to reinitialize the persistent state of
any server. Wen set to reset(2), any persistent server state
(such as a process) is reinitialized as if the server had just
been started. Depending on the server inplenentation details,
this action may or may not interrupt the processing of pending
request in the server. Abuse of this object nmay | ead to a Denial
of Service attack on the server

There are a nunber of nanaged objects in this MB that may contain
sensitive information. These are:

radi usAut hCl i ent | PAddr ess
This can be used to deternine the address of the RADI US
aut hentication client with which the server is conmunicating.
This informati on could be useful in nmounting an attack on the
aut hentication client.

radi usAut hd i ent | net Addr ess
This can be used to determ ne the address of the RADI US
aut hentication client with which the server is conmunicating.
This information could be useful in nmounting an attack on the
aut hentication client.

It is thus inportant to control even GET access to these objects and
possibly to even encrypt the values of these object when sending them
over the network via SNMP. Not all versions of SNWMP provide features
for such a secure environment.

SNMP versions prior to SNMPv3 do not provide a secure environnent.
Even if the network itself is secure (for exanple by using |IPsec),
there is no control as to who on the secure network is allowed to
access and CET/ SET (read/change/create/ del ete) the objects in this
M B.

It is RECOMWENDED that inplenmenters consider the security features as
provi ded by the SNWMPv3 framework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographi c mechani snms (for
aut henti cati on and privacy).

Further, deploynent of SNWP versions prior to SNVPv3 is NOT
RECOVMENDED. Instead, it is RECOMVENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNMP entity giving access to an

i nstance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them
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