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1. Introduction

This docunent is a record of the process and findings of the Control
and Provisioning of Wrel ess Access Points Wrking Goup (CAPWAP WG
eval uation team The evaluation teamreviewed the 4 candidate
protocols as they were submitted to the working group on June 26,
2005.
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1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Termnol ogy

Thi s docunent uses terninology defined in RFC 4118 [ ARCH], RFC 4564
[OBJ], and | EEE 802. 11i [802.11i].

2. Process Description

The process to be described here has been adopted from a previous
evaluation in | ETF [ RFC3127]. The CAPWAP obj ectives in RFC 4564

[OBJ] were used to set the scope and direction for the evaluators and
was the primary source of requirenments. However, the evaluation team
al so used their expert know edge and professional experience to

consi der how well a candi date protocol net the working group

obj ecti ves.

For each of the 4 candi date protocols, the eval uation docunent editor
assigned 2 team nenbers to wite evaluation briefs. One nmenber was
assigned to wite a "Pro" brief and could take a generous
interpretation of the proposal; this evaluator could grant benefit of
doubt. A second eval uator was assigned to wite a "Con" brief and
was required to use strict criteria when perforning the eval uation

2.1. Ratings
The "Pro" and "Con" nenbers independently eval uated how wel |l the
candi date protocol net each objective. Each objective was scored as
an 'F for failure, "P for partial, or "C for conpletely neeting
t he objecti ve.
F - Failure to Conply
The eval uation team believes the proposal does not neet the
obj ective. This could be due to the proposal conpletely missing any
functionality towards the objective. A proposal could also receive
an 'F for inproperly inplenenting the objective.
P - Partial Conpliance

The proposal has sonme functionality that addresses the objective, but
it is inconplete or ambiguous.
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C - Conpliant

The proposal fully specifies functionality neeting the objective.

The specification nust be detail ed enough that interoperable

i npl enentations are likely fromreading the proposal alone. |If the
nmet hod i s amnbi guous or particularly conplex, an explanation, use
cases, or even diagranms may need to be supplied in order to receive a
conpliant rating.

The 4-person evaluation teamheld a tel econference for each candi date
to discuss the briefs. One of the working group chairs was al so
present at the nmeeting in an advisory capacity. Each eval uator
presented a brief with supporting details. The team di scussed the

i ssues and delivered a teamrating for each objective. These

di scussi ons are docunmented in the neeting mnutes. The teamratings
are used for the conpliance eval uati on.

The candi date protocols were scored only on the information witten
intheir draft. This neans that a particular protocol mght actually
nmeet the specifics of a requirenent, but if the proposal did not
state, describe, or reference how that requirement was nmet, it m ght
be scored | ower.

3. Menber Statenents
Darren Loher, Roving Pl anet

| am enpl oyed as the senior architect at Roving Planet, which wites
network and security nanagenent software for wrel ess networks. |
have over 11 years of commercial experience designing and operating
networks. | have inplenented and operated networks and network
managenent systens for a university, large enterprises, and a ngj or

I nternet service provider for over 4 years. | also have software
devel opnent experience and have witten web-based network and systens
managenent tools including a systemfor nanaging a very |arge
distributed DNS system | have witnessed the | ETF standards process
for several years, ny first event being |ETF 28. | have rarely
directly participated in any working group activities before this
point. To nmy know edge, ny conpany has no direct relationship with
any conpani es that have authored the CAPWAP protocol subm ssions.

Davi d Nel son, Enterasys

| amcurrently cochair of the RADEXT WG AAA Doctor in O%M Area, and

enpl oyed in the core router engineering group of my conpany. | have
previously served on a protocol evaluation teamin the AAA W5 and am
a coaut hor of RFC 3127 [RFC3127]. | was an active contributor in the

| EEE 802. 11i task group, and previously enployed in the W.AN
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engi neeri ng group of my conpany. | have had no participation in any
of the submitted protocols. M conpany does have an CEMrel ationship
with at | east one conpany whose enpl oyees have coaut hored one of the
subm ssions, but | have no direct involvenment with our WLAN product
at this tine.

A eg Vol insky, Colubris Networks

I am a nenber of the Enterprise group of Colubris Networks, a W.AN
vendor. | have over 10 years of experience in design and devel opnent
of network products fromcore routers to home networki ng equi pnent.
Over years | have participated in various | ETF groups. | have been a
menber of CAPWAP WG for over a year. In my current position | have
been nonitoring the devel opnents of CAPWAP standards and potenti al

i ntegration of the resulting protocol into the conmpany’ s products. |
have not participated in any of the candidate protocol drafts. |
have not worked for any of the conpani es whose staff authored any of
t he candi date protocols.

Behcet Sarikaya, University of Northern British Col unbia

| amcurrently Professor of Conputer Science at UNBC. | have so far
5 years of experience in |ETF as a nenber of nobile networking-

rel ated working groups. | have nmade nunerous |-D contributions and
am a coaut hor of one RFC. | have submtted an evaluation draft (with

Andy Lee) that evaluated LWAPP, CTP, and WCoP. Also | submtted
anot her draft (on CAPWAPHP) that used LWAPP, CTP, W CoP, and SLAPP as
transport. | also have research interests on next-generation access
poi nt/controller architectures. | have no involvenent in any of the
candi date protocol drafts, have not contributed any of the drafts. |
have not worked in any of the conpani es whose staff has produced any
of the candi date protocols.

4. Protocol Proposals and Highlights

The follow ng proposals were submtted as proposals to the CAPWAP
wor ki ng group

4.1. LWAPP

The "Light Weight Access Point Protocol"™ [LWAPP] was the first CAPWAP
protocol originally subnitted to Seanmoby Wrking G oup. LWAPP
proposes original solutions for authentication and user data
encapsul ati on as well as managenent and configuration information

el enents. LWAPP originated as a "split MAC' protocol, but recent
changes have added | ocal MAC support as well. LWAPP has received a
security review from Charles O ancy of the University of Maryl and
Informati on Systenms Security Lab
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LWAPP is the nost detailed CAPWAP proposal. It provides a thorough
specification of the discovery, security, and system nmanagenent

nmet hods. LWAPP focuses on the 802.11 W.LAN-specific nonitoring and
configuration. A key feature of LWAPP is its use of raw 802.11
frames that are tunnel ed back to the Access Controller (AC) for
processing. In both [ocal- and split-MAC nodes, raw 802.11 franes
are forwarded to the AC for managenent and control. |In addition, in
split-MAC node, user data is tunneled in raw 802.11 formto the AC
While in concept, LWAPP could be used for other wireless
technol ogi es, LWAPP defines very few prinmitives that are independent
of the 802.11 | ayer.

4.2. SLAPP

"Secure Light Access Point Protocol"” [SLAPP] distinguishes itself
with the use of well-known, established technol ogies such as Ceneric
Routi ng Encapsul ation (GRE) for user data tunneling between the AC
and Wreless Ternination Point (WIP) and the proposed standard

Dat agram Transport Layer Security [DTLS] for the control channel
transport.

4 nmodes of operation are supported, 2 |ocal-MAC nodes and 2 split-MAC
nodes. STA control may be perforned by the AC using native 802.11
frames that are encapsulated in SLAPP control packets across al

nodes. (STA refers to a wireless station, typically a |laptop.)

In SLAPP | ocal - MAC npdes, user data franes nay be bridged or tunnel ed
back using GRE to the AC as 802.3 franmes. |n the split-MAC nodes,
user data is always tunneled back to the AC as native 802.11 franes.
Encryption of user data may be perfornmed at either the AC or the WP
in split-MAC node.

4.3. CITP

"CAPWAP Tunneling Protocol" [CTP] distinguishes itself with its use
of Sinple Network Managenent Protocol (SNWP) to define configuration
and managenent data that it then encapsulates in an encrypted contro
channel. CTP was originally designed as a | ocal - MAC protocol but the
new version has split-MAC support as well. 1In addition, CIP is
clearly designed fromthe beginning to be conpatible with nultiple
wirel ess technol ogi es.

CTP defines information el enents for managenent and control between

the AC and WIP. CTP control messages are specified for STA session
state, configuration, and statistics.
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In | ocal - MAC node, CTP does not forward any native wireless frames to
the AC. CTP specifies control messages for STA session activity,
mobility, and radio frequency (RF) resource nanagenent between the AC
and WIP. CTP | ocal - MAC node specifies that the integration function
fromthe wireless network to 802.3 Ethernet is perforned at the WP
for all user data. User data may either be bridged at the WIP or
encapsul ated as 802.3 franes in CTP packets at the WIP and tunnel ed
to the AC

CTP' s split-MAC node is defined as an extension to | ocal - MAC node

In CTP's version of split-MAC operation, wreless managenent franes
are forwarded in their raw format to the AC. User data franmes nay be
bridged locally at the WIP, or they may be encapsulated in CITP
packets and tunneled in their native wireless formto the AC

CTP supplies STA control abstraction, nethods for extending the
forwarding of nmultiple types of native wi rel ess managenent franes,
and many options for user data tunneling. Configuration managenent
is an extension of SNMP. This nakes CTP one of the nost flexible of
the proposed CAPWAP protocols. However, it does define new security
and data tunneling nechanisnms instead of |everaging existing

st andar ds.

4.4. W CoP

"Wreless LAN Control Protocol" [WCOP] introduces new di scovery,
configuration, and nmanagenent of Wreless LAN (W.AN) systens. The
protocol defines a distinct discovery nechanismthat integrates WP-
AC capabilities negotiation.

W CoP defines 802.11 Quality of Service (QoS) paraneters. In

addi tion, the protocol proposes to use standard security and

aut henti cati on net hods such as | Psec and Extensibl e Authentication
Protocol (EAP). The protocol needs to go into detail with regards to
explicit use of the above-nmentioned nethods. To ensure interoperable
protocol inplenentations, it is critical to provide users with
det ai | ed unanbi guous specificati on.

5. Security Considerations

Each of the candidate protocols has a Security Considerations
section, as well as security properties. The CAPWAP obj ecti ves
docunent [OBJ] contains security-related requirenents. The

eval uation team has considered if and how t he candi date protocols
i npl erent the security features required by the CAPWAP obj ecti ves.
However, this evaluation teamis not a security team and has not
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perfornmed a thorough security evaluation or tests. Any protoco
com ng out of the CAPWAP wor ki ng group nust undergo an | ETF security
reviewin order to fully neet the objectives.
6. Mandatory Objective Conpliance Eval uation
6.1. Logical G oups
LWAPP: C, SLAPP:C, CTP:C, W CoP:C
LWAPP
LWAPP provides a control nessage called "Add WLAN'. This nmessage is
used by the ACto create a W AN with a unique ID, i.e., its Service

Set ldentifier (SSID). The WIPs in this W.AN have their own Basic
Service Set ldentifiers (BSSIDs). LWAPP neets this objective.

SLAPP
SLAPP explicitly supports 0-255 BSSI Ds.
CTP
CTP inplements a NETWORK ID attribute that allows a wirel ess-
t echnol ogy-i ndependent way of creating |ogical groups. CITP neets
this objective.
W CoP
W CoP provides control tunnels to manage | ogical groups. There is
one control tunnel for each logical group. WGCoP neets this
obj ecti ve.
6.2. Traffic Separation
LWAPP: C, SLAPP: C, CTP: P, W CoP:. P

If a protocol distinguishes a data nmessage froma control nessage,
then it neets this objective.

LWAPP

LWAPP separates control nessages from data nmessages using "C-bit".
"C-bit" is defined in the LWAPP transport header. Wen Cbit is
equal to zero, the nessage is a data nessage. Wien C-bit is equal to
one, the nessage is a control nmessage. So, LWAPP neets this

obj ecti ve.
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SLAPP

The SLAPP protocol encapsul ates control using DTLS and optionally,
user data with GRE. O particular note, SLAPP defines 4
"architecture nodes" that define how user data is handled in relation
to the ACC SLAPP is conpliant with this objective.

CTP

CTP defines separate packet frane types for control and data.
However, the evaluation teamcould not find a way to configure the
tunneling of user data, so it opted to rate CTP as only partially
conpliant. It appears that CTP would rely on SNVP M B bj ect
Identifiers (O Ds) for this function, but none were defined in the
specification. Defining the necessary O Ds would make CTP fully
conpl i ant.

W CoP
W CoP provides for separation between control and data channels.
However, tunneling nethods are not explicitly described. Because of
this, WCoP partially neets this objective.

6.3. STA Transparency
LWAPP: C, SLAPP:C, CTP:C, W CoP:C

If a protocol does not indicate that STA needs to know about the
protocol, then this objective is net.

The protocol nust not define any nmessage formats between STA and
WP/ AC

LWAPP

LWAPP does not require a STA to be aware of LWAPP. No nessages or
protocol primtives are defined that the STA nust interact with
beyond the 802.11 standard. LWAPP is fully conpliant.

SLAPP

SLAPP pl aces no requirenents on STA network el ements. No nessages or

protocol primtives are defined that the STA nust interact with
beyond the 802.11 standard.
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CTP

CTP does not require a termnal to know CTP. So, CTP neets this
obj ecti ve.

W CoP

W CoP does not require a ternmnal to know WCoP. So, W CoP neets
this objective.

6.4. Configuration Consistency
LWAPP: C, SLAPP: C, CTP:C, W CoP: C

G ven the objective of maintaining configurations for a |arge nunber
of network el enments involved in 802.11 wirel ess networks, the

eval uation teamwould |ike to recommend that a token, key, or serial
nunber for configuration be inplenented for configuration
verification.

LWAPP

It is possible to obtain and verify all configurable val ues through
LWAPP. Notably, LWAPP takes an approach that only "non-default"
settings (defaults are specified by LWAPP) are necessary for
transni ssi on when perforning configuration consistency checks. This
behavior is explicitly specified in LWAPP. LWAPP is conpliant with
this objective.

SLAPP

Nurer ous events and statistics are available to report configuration
changes and WIP state. SLAPP does not have any built-in abilities to
m nimze or optimze configuration consistency verification, but it
is conpliant with the objective.

CTP

CTP' s use of SNMP mmkes configuration consistency checking
straightforward. Where specified in a MB, one could take advantage
of default val ues.

W CoP

The W CoP configuration starts with exchange of capability nmessages

between the WIP and AC. Next, configuration control data is sent to
the WIP.
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W CoP defines configuration values in groups of configuration data
nmessages. |In addition, the protocol supports configuration using MB
objects. To maintain data consistency, each configuration nmessage
fromthe AC is acknow edged by the WP

6.5. Firmnare Trigger
LWAPP: P, SLAPP: P, CTP: P, W CoP: C

The eval uation team consi dered the objective and deternined that for
full conpliance, the protocol state machi ne nmust support the ability
to initiate the process for checking and perform ng a firmiware update
i ndependently of other functions.

Many protocols performa firmvare check and update procedure only on
systemstartup tinme. This nmethod received a partial conpliance. The
team beli eved that performng the firmvare check only at startup tine
was unnecessarily limting and that allowing it to occur at any tine
in the state machine did not increase conplexity of the protocol.
Al'lowing the firmvare update process to be initiated during the
running state allows nore possibilities for nminimzing downtine of
the WIP during the firmvare update process.

For exanple, the firmware check and downl oad of the inmage over the
network could potentially occur while the WIP was in a running state.
After the file transfer was conplete, the WIP coul d be rebooted j ust
once and begin running the new firmvare image. This could pose a
meani ngful reduction in downtinme when the firmvare i mage is |arge,
the link for loading the file is very slow, or the WIP reboot tine is
| ong.

A protocol would only fail conpliance if no nmethod was specified for
updating of firmare.

LWAPP

Firmvare download is initiated by the WIP only at the Join phase
(when a WIP is first associating with an AC) and not at any ot her
time. The firmvare check and update could be "triggered" indirectly
by the AC by sending a reset nessage to the WIP. The resulting
reboot would cause a firmwvare check and update to be perforned.

LWAPP is partially conpliant because its firmmvare trigger can only be
used in the startup phases of the state nachi ne.
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SLAPP

SLAP includes a firmvare check and update procedure that is perforned
when a WIP is first connecting to an AC. The firnmware check and
update can only be "triggered" indirectly by the AC by sending a
reset nessage to the WIP. SLAPP is partially conpliant because its
firmvare trigger can only be used in the startup phases of the state
machi ne.

CTP

The CTP state machine specifies that the firmware upgrade procedure
must be perforned i nmediately after the authentication exchange as
defined in section 6.2 of [CTP]. However, section 5.2.5 of [CTP]
states that the SW Updat e- Req nmessage MAY be sent by the AC. This
indirectly inplies that CTP could support an AC-triggered software
updat e during the regular running state of the WIP. So it seens that
CTP nmight be fully conpliant, but the proposal should be clarified
for full conpliance.

W CoP

In WCoP, firmvare update nay be triggered any tine in the active
state, so WCoP is fully conpliant.

6.6. Monitor and Exchange of System w de Resource State
LWAPP: C, SLAPP:C, CTP:P, W CoP:C

The eval uation team focused on the protocols supplying 3 methods
relevant to statistics fromWPs: The ability to transport

statistics, a mninmumset of standard data, and the ability to extend
what data could be reported or coll ected.

LWAPP

Statistics are sent by the WIP using an "Event Request" nessage.
LWAPP defines an 802.11 statistics nmessage that covers 802.11 MAC
| ayer properties. LWAPP is conpliant.

SLAPP

WLAN statistics transport is supplied via the control channel and
encoded in SLAPP-defined TLVs called information el ements. 802.11
configuration and statistics information elenents are supplied in
[ SLAPP] 6.1.3.1. These are extendabl e and include vendor-specific
ext ensi ons.

Loher, et al. | nf or mat i onal [ Page 12]



RFC 4565 Eval uati on of Candi date CAPWAP Protocol s July 2006

CTP

CTP defines a control nessage called "CIP Stats-Notify". This
control message contains statistics in the formof SNMP O Ds and is
sent fromthe WIP to AC. This approach is novel because it |everages
t he use of standard SNWVP

Section 5.3.10 of [CTP] recommends the use of 802.11 M Bs where
appl i cabl e. However, the proposal acknow edges that additiona
configuration and statistics information is required, but does not
specify these M B extensions. CIP needs to add these extensions to
the proposal. Also, this nmininmmset of statistics and configuration
O Ds nust becone requirenents in order to fully neet the objective.

W CoP

The feedback control nessage sent by the WP cont ai ns nany
statistics. WGCoP specifies 15 statistics that the WIP needs to send
to the AC. New versions of W CoP can address any new statistics that
the AC needs to nonitor the WIP. W CoP neets this objective.

6.7. Resource Contro
LWAPP: C, SLAPP: P, CTP: P, W CoP: P

The eval uation teaminterpreted the resource control objective to
mean that the CAPWAP protocol mnust map 802.11e QS markings to the
wired network. This mapping nust include any encapsul ati on or
tunneling of user data defined by the CAPWAP protocol. O particular
note, the evaluation team agreed that the CAPWAP protocol shoul d
supply an explicit capability to configure this mapping. Since nost
of the protocols relied only on the 802.11e statically defined

mappi ng, nost received a partial conpliance.

LWAPP

LWAPP defines its own custom TLV structure, which consists of an
8-bit type or class of information value and an additional 8-bit
val ue that indexes to a specific variable.

LWAPP all ows the npbile station-based QoS configuration in each Add
Mobi | e Request sent by ACto WIP for each new nobile station that is
attached. Packet prioritization is left to individual WIPs. 4
different QoS policies for each station to enforce can be confi gured.
Updat e Mobil e QoS nessage el ement can be used to change QS policy at
the WIP for a given nobile station. LWAPP should support 8 QS
policies as this matches 802.11e 802.1p and IP TGS, but for this

obj ective, 4 classes is conpliant.
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Overall, LWAPP conforms to the resource control objective. It
enabl es QoS configuration and mappi ng. The control can be applied on
a logical group basis and al so enables the wireless traffic to be
flexibly nmapped to the wired segnent.

SLAPP

Al t hough 802. 11e specifies 802.1p and Differentiated Servi ce Code
Poi nt (DSCP) nmappings, there is no explicit support for 802.11le in
SLAPP. SLAPP nust be updated to add 802.1l1e as one of the standard
capabilities that a WIP coul d support and specify a nechani smthat
woul d al l ow configuration of mapping the QoS cl asses.

CTP

CTP requires that the WIP and AC copy the QS marking of user data to
the data nessage encapsul ation. This mapping is acconplished by the
CTP Header’'s 1-byte policy field. However, no configuration of QS
mappi ng other than copying the user data’s al ready existing markings
is defined in CTP. It seens clear that SNWP could be used to
configure the mapping to occur differently, but no O Ds are defined
that woul d enable this. Partial conpliance is assigned to CTP for
this objective.

W CoP

Note: W CoP rating for resource control objectives has been upgraded
fromFailed to Partial. After an additional review of the W CoP
protocol proposal, it was determ ned that the protocol partially

neets resource control objectives.

W CoP protocol starts its QoS configuration with 802.11e capability
exchange between the WIP and AC. The QS capabilities primtives are
included in the capability nessages.

W CoP defines the QoS-Val ue nessage that contains 802. 1le
configuration paraneters. This is sent for each group supported by
the WIP. W CoP does not provide an explicit nmethod for configuration
of DSCP tags and 802. 1P precedence values. It is possible to
configure these paranmeters through SNMP O D configuration nethod, but
W CoP does not explicitly identify any specific MBs. Overall, WCoP
partially nmeets resource control CAPWAP objectives. |In order to be
fully compliant with the given objective, the protocol needs to
identify a clear nethod to configure 802.1p and DSCP mappi ngs.
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6.8. Protocol Security
LWAPP: C, SLAPP:C, CTP:F, W CoP:F

For the purposes of the protocol security objective, the eval uation
team primarily considered whether or not the candi date protocols

i npl emrent the security features required by the CAPWAP obj ecti ves.

Pl ease refer to the Security Considerations section of this docunent.

LWAPP

It appears that the security mechani sns, including the key managenent
portions in LWAPP, are correct. One third-party security review has
been perforned. However, further security reviewis warranted since
a CAPWAP-speci fic key exchange nechanismis defined. LWAPP is
conpliant with the objective.

SLAPP

The SLAPP protocol inplenents authentication of the WIP by the AC
usi ng the DTLS protocol. This behavior is defined in both the

di scovery process and the 802.11 control process. SLAPP allows
nmutual and asynmetric authentication. SLAPP also gives informative
exanpl es of how to properly use the authentication. SLAPP should add
anot her informative exanple for authentication of the AC by the WIP.
SLAPP is conpliant with the objective.

CTP

The original presentation at |IETF63 of the prelininary findings of
the evaluation teamreported that CIP failed this objective. This
was on the basis of asymretric authentication not being supported by
CTP. This was due to a mi sunderstandi ng of what was neant by
asymetric authentication by the evaluation team The definitions of
the terninology used in [OBJ] were clarified on the CAPWAP mai | i ng
list. CTP in fact does inplement a formof asymetric authentication
t hrough the use of public keys.

However, CTP still fails to conply with the objective for two
reasons:

First, CTP does not nutually derive session keys. Second, CTP does

not performexplicit nmutual authentication because the 2 parties
aut henti cating do not confirmthe keys.
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W CoP

There is not enough specific information to inplenment W CoP protoco
security features. Although in concept EAP and | Psec nake sense,
there is no explicit description on how these nmet hods woul d be used.

6.9. SystemWde Security
LWAPP: C, SLAPP:C, CTP:F, W CoP:F
LWAPP

LWAPP wraps all control and managenent conmunication in its

aut henti cated and encrypted control channel. LWAPP does not seem
particularly vulnerable to Denial of Service (DoS). LWAPP should
make a reconmendation that the Join nmethod be throttled to reduce the
i npact of DoS attacks against it. Use of an established security
mechani sm such as | Psec would be preferred. However, LWAPP' s

i ndependent security review | ent enough confidence to decl are LWAPP
conpliant with the objective.

SLAPP

SLAPP is conpliant due to wapping all control and nanagenent

comuni cation in DTLS. SLAPP al so reconmends neasures to protect

agai nst di scovery request DoS attacks. DTLS has undergone security
review and has at |east one known inplenentation outside of SLAPP

At the tine of this witing, DILS is pending proposed standard status
in the | ETF.

CTP

CTP introduces a new, unestablished nechanismfor AC-to-WP

aut hentication. For conplete conpliance, use of an established
security nmechanismwi th detailed specifications for its use in CIP is
preferred. Alternatively, a detailed security review could be
perforned. CTP does not point out or reconmend or specify any DoS
attack mtigation requirenments agai nst Reg-Req and Aut h- Req fl oods,
such as a rate limter. Because CTP received an 'F on its protoco
security objective, it follows that systemw de security must also be
rated 'F .

W CoP
W Cop does not address DoS attack threats. Al so, as with the

protocol security objective, the protocol needs to explicitly
describe its tunnel and authentication nethods.
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6.10. 802.11i Considerations
LWAPP: C, SLAPP: C, CTP: F, W CoP: P
LWAPP

LWAPP explicitly defines mechanisnms for handling 802.11i in its nodes
with encryption termnated at the WIP. In order to acconplish this,
the AC sends the Pairw se Transient Key (PTK) using the encrypted
control channel to the WIP using the Add Mbil e nessage. When
encryption is termnated at the AC, there are no special

requi rements. LWAPP is conpliant.

SLAPP

SLAPP defines a control nessage to send the PTK and G oup Tenpora
Key (GIK) to the WIP when the WIP is the encryption endpoint. This
control nessage is carried on the DTLS protected control channel
SLAPP i s conpliant.

CTP

CTP |l acks a specification for a control nessage to send 802. 11li PTK
and GIK keys to a WIP when the WIP is an encryption endpoint. Based
on this, CTP fails conpliance for this objective. This requirenent
coul d be addressed either by defining new control channel infornmation
el enents or by sinply defining SNMP O Ds. The transport of these

O Ds woul d be contained in the secure control channel and therefore
pr ot ect ed.

W CoP

W CoP | acks docunentation on how to handl e 4-way handshake. The case
for encryption at the AC needs clarification.

6.11. Interoperability
LWAPP: C, SLAPP: C, CTP:C, W CoP: C
LWAPP
LWAPP supports both split- and | ocal -MAC architectures and is
therefore conpliant to the letter of the objectives. LWAPP is
particularly rich in its support of the split-MAC architecture.

However, LWAPP' s support of local-MAC is somewhat |imted and coul d
be expanded. LWAPP is |acking a node that all ows |ocal-MAC data
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6.

franmes to be tunnel ed back to the AC. A discussion of possible
extensions and issues is discussed in the recommendati ons section of
this eval uati on.

SLAPP

SLAPP i s conpliant.

CTP

CTP is conpliant.

W CoP

W CoP is conpliant.
12. Protocol Specifications

LWAPP: C, SLAPP: P, CTP:P, W CoP:P

LWAPP

LWAPP is nearly fully docunented. Only a few sections are noted as
i nconplete. Detailed descriptions are often given to explain the
pur pose of the protocol primtives defined that shoul d encourage

i nteroperabl e i mpl ement ati ons.

SLAPP

SLAPP is largely inmplenmentable fromits specification. |t contains
enough information to performan interoperable inplementation for its
basi c el ements; however, additional informative references or
exanpl es shoul d be provi ded covering use of information el enents,
configuring nmultiple |ogical groups, and so on.

CTP

As noted earlier, there are a few areas where CTP | acks a conpl ete
specification, primarily due to the lack of specific MB definitions.

W CoP

Due to the lack of specific tunnel specifications and authentication
specifications, WCoP is only partially conpliant.
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6.13. Vendor I|Independence
LWAPP: C, SLAPP: C, CTP:C, W CoP: C
LWAPP
LWAPP i s conpliant.
SLAPP
SLAPP i s conpliant.
CTP
CTP is conpliant.
W CoP
W CoP is conpliant.
6.14. Vendor Flexibility
LWAPP: C, SLAPP: C, CTP:C, W CoP: C
LWAPP
LWAPP i s conpliant.
SLAPP
SLAPP i s conpliant.
CTP
CTP is conpliant.
W CoP

W CoP is conpliant.
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6.15. NAT Traversal
LWAPP: C, SLAPP: C, CTP:C, W CoP: C
LWAPP
LWAPP may require special considerations due to it carrying the IP
address of the AC and data term nation points in the payl oad of
encrypted control nessages. To overcome Network Address Translation
(NAT), static NAT mappings nmay need to be created at the NAT ing
device if the AC or data term nation points addresses are transl ated
fromthe point of view of the WIP. A WP should be able to function
in the hidden address space of a NAT d network.
SLAPP
SLAPP pl aces no out-of-the-ordinary constraints regarding NAT. A WP
could function in the hidden address space of a NAT' d network without
any special configuration.
CTP
CTP pl aces no out-of-the-ordinary constraints regarding NAT. A WP
could function in the hidden address space of a NAT' d network without
any special configuration.
W CoP
W CoP pl aces no out-of-the-ordinary constraints regarding NAT. A WP
could function in the hidden address space of a NAT' d network without
any special configuration.

7. Desirable Objective Conpliance Eval uation

7.1. Miltiple Authentication
LWAPP: C, SLAPP: C, CTP:C, W CoP: C
LWAPP
LWAPP al lows for nultiple STA authentication nmechani sns.

SLAPP

SLAPP does not constrain other authentication techniques from being
depl oyed.
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CTP

CTP supports multiple STA authentication mechani sns.

W CoP

W CoP allows for nultiple STA authentication nechani sns.
7.2. Future Wrel ess Technol ogi es

LWAPP: C, SLAPP: C, CTP:C, W CoP: C

LWAPP

LWAPP coul d be used for other wireless technol ogies. However, LWAPP
defines very few primtives that are independent of the 802.11 |ayer

SLAPP

SLAPP coul d be used for other wireless technol ogi es. However, SLAPP
defines very few primtives that are independent of the 802.11 | ayer

CTP

CTP supplies STA control abstraction, nethods for extending the
forwarding of nmultiple types of native wi rel ess managenent franes,
and many options for user data tunneling. Configuration managenent
is an extension of SNMP, to which new MBs could, in concept, be
easily plugged in. This helps nakes CTP a particularly flexible
proposal for supporting future wireless technologies. |In addition
CTP has already defined rmultiple wireless protocol types in addition
to 802. 11.

W CoP
W CoP coul d be used for other wrel ess technol ogi es.
7.3. New | EEE Requirenents
LWAPP: C, SLAPP: C, CTP:C, W CoP: C
LWAPP
LWAPP' s extensive use of native 802.11 franme forwarding allows it to
be transparent to many 802. 11 changes. |It, however, shifts the

burden of adapting MAC | ayer changes to the packet processing
capabilities of the AC
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SLAPP

SLAPP' s use of native 802.11 frames for control and managenent all ows
SLAPP a neasure of transparency to changes in 802.11. Because SLAPP
al so supports a node that tunnels user data as 802.3 franes, it has
addi tional architectural options for adapting to changes on the

wirel ess infrastructure.

CTP

CTP has perhaps the greatest ability to adapt to changes in | EEE
requirements. Architecturally speaking, CTP has several options
avail abl e for adapting to change. SNWP O Ds are easily extended for
addi ti onal control and managenent functions. Native w reless franes
can be forwarded directly to the ACif necessary. Wreless franes
can be bridged to 802.3 franmes and tunnel ed back to the AC to protect
the AC from changes at the wirel ess MAC | ayer. These options all ow
many possi bl e ways to adapt to change of the wireless MAC | ayer.

W CoP
Because W CoP uses 802.11 franes for the data transport, it is
transparent to nost | EEE changes. Any new | EEE requirenents may need
new configuration and new capability nmessages between the WIP and AC.
The AC woul d need to be nodified to handl e new 802. 11 control and
managenent franes.

7.4. Interconnection (I1Pv6)
LWAPP: C, SLAPP: C, CTP:C, W CoP: C
LWAPP
LWAPP explicitly defines nmeasures for accommodating | Pv6. LWAPP is
nore sensitive to this in part because it carries |P addresses in two
control nessages.
SLAPP

SLAPP is transparent to the interconnection |layer. DILS and GRE will
bot h operate over |Pv6.

CTP

CTP is transparent to the interconnection layer. CTP should be able
to operate over |Pv6 wi thout any changes.
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W CoP

W CoP is transparent to the interconnection |layer and should be able
to operate over |Pv6 w thout changes.

7.5. Access Contro
LWAPP: C, SLAPP: C, CTP:C, W CoP: C
LWAPP
LWAPP uses native 802.11 nmanagenent frames forwarded to the AC for
t he purpose of perform ng STA access control. WWPs are authenticated
in LWAPP's control protocol Join phase.
SLAPP
SLAPP has support for multiple authentication nethods for WIPs. In
addi tion, SLAPP can control STA access via 802.11 managenent franes
forwarded to the AC or via SLAPP' s information elenent primtives.
CTP
CTP specifies STA access control primtives.
W CoP

W CoP specifies access control in [WCOP] section 5.2.2.
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8. Evaluation Summary and Concl usi ons

See Figure 1 (section nunmbers correspond to RFC 4564 [OBJ]).

| CAPWAP Eval uati on | LWAPP | SLAPP | CTP | WCoP |

1 Logical G oups |
2 Traffic Separation |
3 STA Transparency |
4 Config Consistency |
5 Firmnare Trigger |
6 Monitor System

7 Resource Control |
8 Protocol Security |
9 System Security |
10 802. 11i Consi deration |
1.11 Interoperability | C
1.12 Protocol Specifications | C
1.13 Vendor | ndependence | C
1 | C
1 | C

RGNS RORE RS RO RO RO NS

.14 Vendor Flexibility
.15 NAT Traversal

aooao
OO0 TO

2.1 Miltiple Authentication | C
2.2 Future Wreless | C
2.3 New | EEE Requi rements | C
2.4 Interconnection (IPve) | C
2.5 Access Control | C

aooao
O0O00O00

Figure 1: Sunmary Results
9. Protocol Recommendati on

The proposal s presented offer a variety of novel features that
together woul d deliver a full-featured, flexible, and extensible

CAPWAP protocol. The nost novel of these features | everage existing
standards where feasible. It is this evaluation tean s opinion that
a mix of the capabilities of the proposals will produce the best

CAPWAP pr ot ocol
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The recommended features are described below. Mny of these novel
capabilities come from CTP and SLAPP and W CoP. However, LWAPP has
the nost conpl ete base protocol and is flexible enough to be extended
or nodified by the working group. W therefore recomend that LWAPP
be used as the basis for the CAPWAP protocol.

The eval uati on team reconmends that the working group carefully
consider the follow ng i ssues and recommended changes. The

eval uation team believes that a nore conpl ete CAPWAP protocol will be
delivered by addressing these issues and changes.

9.1. High-Priority Recormendati ons Rel evant to Mandatory bjectives
9.1.1. Information El enents

LWAPP' s attribute value pair systemneets the objectives as defined
by the working group. However, it has only 8 bits assigned for
attribute types, with an additional 8 bits for a specific el ement
within an attribute type. The evaluation team strongly recomends
that a | arger nunmber of bits be assigned for attribute types and

i nformati on el ements.

9.1.2. Control Channel Security

LWAPP' s security nechani sns appear satisfactory and could serve
CAPWAP going forward. However, the eval uation teamrecomends
adoption of a standard security protocol for the control channel

There are several notivations for a standards-based security
protocol, but the prinmary di sadvantage of a new security protocol is
that it will take |longer and be nore difficult to standardi ze than
reusing an existing | ETF standard. First, a new security protoco
will face a longer, slower approval processes fromthe Security Area
Directorate and the | ESG  The new CAPWAP security protocol will need
to pass several tests including the follow ng:

What is uniquely required by CAPWAP that is not available froman

exi sting standard protocol? How will CAPWAP s security protocol neet
security area requirenments for extensibility, such as the ability to
support future cipher suites and new key exchange net hods? How does
this ability conpare to established security protocols that have
these capabilities?

Poi nts such as these are continually receiving nore attention in the
i ndustry and in the ETF. Extensibility of key exchange nethods and
ci pher suites are becom ng industry standard best practices. These
i ssues are inportant topics in the | ETF Security Area Advisory G oup
(SAAG and the SecMech BOF, held during the 63rd | ETF neeting.
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These issues could be nullified by adopting an appropriate existing
standard security protocol. |1Psec or DTLS could be a standards
alternative to LWAPP's specification. DILS presents a UDP variant of
Transport Layer Security (TLS). Although DTLS is relatively new, TLS
is a heavily used, tried-and-tested security protocol.

The eval uati on team reconmends that whatever security protocol is
specified for CAPWAP, its use cases nmust be described in detail.
LWAPP does a good job of this with its proposed, proprietary mnethod.
I f an updated specification is developed, it should contain at |east
one mandatory aut hentication and ci pher method. For exanple, pre-
shared key and x.509 certificates could be specified as nandatory
aut henti cati on net hods, and Advanced Encryption Standard (AES)
Counter Mode with CBC-MAC Protocol (CCWP) could be selected as a
mandat ory ci pher

G ven the possibilities for code reuse, industry reliance on TLS, and
the future for TLS, DTLS may be a wise alternative to a security

nmet hod specific to CAPWAP. In addition, use of DILS would likely
expedite the approval of CAPWAP as a proposed standard over the use
of CAPWAP-specific security mechani sns.

9.1.3. Data Tunneling Mdes
9.1.3.1. Support for Local MAC User Data Tunneling

The issue of data encapsulation is closely related to the split- and
| ocal - MAC architectures. The split-MAC architecture requires some
formof data tunneling. All the proposals except LWAPP offer a

nmet hod of tunneling in local-MAC node as well. By |ocal-MAC data
tunneling, we mean the tunneling of user data as 802. 3 Ethernet
frames back to the AC froma WP that is otherw se in |ocal - MAC node.

Tunneling data in | ocal -MAC node offers the ability for inplenmenters
to innovate in several ways even while using a |ocal - MAC
architecture. For exanple, functions such as nmobility, flexible user
data encryption options, and fast handoffs can be enabl ed through
tunneling of user data back to an AC, or as LWAPP defines, a data

term nation endpoint, which could be different fromthe AC. In
addition, there are special QoS or application-aware treatnents of
user data packets such as voice or video. Inproved transparency and

conpatibility with future wireless technol ogies are al so possible
when encapsul ating user data in a conmon format, such as 802. 3,

bet ween the access point and the AC or other term nation point in the
net wor k.
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Anot her possibility is when a native wrel ess MAC changes in the
future, if a new WIP that supports this MAC change can al so support a
wireless MAC -> 802.3 integration function, then the wirel ess MAC

| ayer change may renmmin transparent to an AC and still naintain many
of the benefits that data tunneling can bring.

LWAPP does support a header for tunneled user data that contains
layer 1 wireless information (Received Signal Strength Indication
(RSSI) and Signal-to-Noise Ratio (SNR)) that is independent of the
wireless layer 2 MAC. Innovations related to the use of RSSI and SNR
at the AC may be retai ned even when tunneling 802.3 user data across
different wirel ess MAGCs.

It is likely that many ot her features could be created by innovative
i npl emrenters using this nmethod. However, LWAPP narrow y defines the
| ocal - MAC architecture to exclude an option of tunneling data franes
back to the AC. G ven the broad support for tunneling 802.3 data
frames between the WIP and AC across all the proposals and existing
proprietary industry inplenmentations, the evaluation teamstrongly
reconmends that the working group consider a data tunneling node for
| ocal - MAC be added to the LWAPP proposal and becone part of the

st andard CAPWAP pr ot ocol

9.1.3.2. Mandatory and Optional Tunneling Mdes

If nmore than one tunneling node is part of the CAPWAP protocol, the
eval uation team reconmends that the working group choose one mnethod
as nmandatory and ot her methods as optional. |In addition, the CAPWAP
protocol rmnust inplenent the ability to negotiate which tunneling

nmet hods are supported through a capabilities exchange. This allows
ACs and WIPs freedomto inplenment a variety of nobdes but al ways have
the option of falling back to a commn node.

The choi ce of which node(s) should be mandatory is an inportant

deci sion and may i npact many decisions inplenenters have to make with
their hardware and software choices for both WIPs and ACs. The

eval uation team bel i eves that the working group should address this

i ssue of local-MAC data tunneling and carefully choose which node(s)
shoul d be mandatory.

9.2. Additional Reconmendations Rel evant to Desirable Objectives
9.2.1. Access Control
Abstraction of STA access control, such as that inplenented in CIP
and W CoP, stands out as a valuable feature as it is fundanmental to

the operational capabilities of many types of wirel ess networks, not
just 802.11. LWAPP inplenents station access control as an 802. 11-
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specific function via forwarding of 802.11 control frames to the
access controller. LWAPP has abstracted the STA Del ete function out
of the 802.11 binding. However, the Add STA function is part of the
802.11 binding. It would be useful to inplenment the wireless MAC

i ndependent functions for adding a STA outside of the 802.11 bi nding.

9.2.2. Renopval of Layer 2 Encapsul ation for Data Tunneling

LWAPP currently specifies layer 2 and | ayer 3 nethods for data
tunneling. The evaluation team believes that the layer 2 nethod is
redundant to the layer 3 nethod. The teamrecomends that the |ayer
2 met hod encapsul ati on be renoved fromthe LWAPP pr ot ocol

9.2.3. Data Encapsul ati on Standard

LWAPP' s | ayer 3 data encapsul ati on nmeets the working group

obj ectives. However, the evaluation teamrecomends the use of a

st andar ds- based protocol for encapsul ation of user data between the
WP and AC. GRE or Layer 2 Tunneling Protocol (L2TP) could nake good
candi dat es as standards-based encapsul ati on protocols for data
tunnel i ng.

Using a standard gives the opportunity for code reuse, whether it is
of f-the-shel f nicrocode for processors, code nodul es that can be
purchased for real-tinme operating systenms, or open-source

i npl ementations for Uni x-based systens. |n addition, L2TP and GRE
are designed to encapsulate nmultiple data types, increasing
flexibility for supporting future wirel ess technol ogi es.
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Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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