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Abstract
Thi s docunent defines the Subject Identification Method (SIM for
including a privacy-sensitive identifier in the subjectAl tNane
extension of a certificate.
The SIMis an optional feature that may be used by relying parties to

determ ne whether the subject of a particular certificate is also the
person corresponding to a particular sensitive identifier.
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1. Introduction

A Certification Authority (CA) issues X 509 public key certificates
to bind a public key to a subject. The subject is specified through
one or nore subject nanes in the "subject” or "subjectAltName" fields
of a certificate. The "subject"” field contains a hierarchically
structured distingui shed nane. The "subjectAl tNanme field" may
contain an electronic nmail address, |P address, or other name forns
that correspond to the subject.

For each particular CA, a subject nane corresponds to a uni que
person, device, group, or role. The CAwll not know ngly issue
certificates to nultiple entities under the sanme subject name. That
is, for a particular certificate issuer, all currently valid
certificates asserting the sane subject nane(s) are bound to the sane
entity.
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Where the subject is a person, the nane that is specified in the
subject field of the certificate may reflect the nane of the

i ndi vidual and affiliated entities (e.g., their corporate
affiliation). |In reality, however, there are individuals or
corporations that have the sanme or simlar nanes. It may be
difficult for a relying party (e.g., a person or application) to
associate the certificate with a specific person or organization
based solely on the subject name. This anbiguity presents a problem
for many applications.

In sone cases, applications or relying parties need to ensure that
the subject of certificates issued by different CAs are in fact the
sane entity. This requirement may be nmet by including a "pernmanent
identifier" in all certificates issued to the sane subject, which is
uni que across nultiple CAs. By conparing the "permanent identifier"
the relying party may identify certificates fromdifferent CAs that
are bound to the sane subject. This solution is defined in [RFC
4043] .

In many cases, a person’s or corporation's identifier (e.g., a Social
Security Nunber) is regarded as sensitive, private, or personal data.
Such an identifier cannot sinply be included as part of the subject
field, since its disclosure nay lead to misuse. Therefore, privacy-
sensitive identifiers of this sort should not be included in
certificates in plaintext form

On the other hand, such an identifier is not actually a secret.
Peopl e choose to disclose these identifiers for certain classes of
transactions. For exanple, a person nay disclose a Social Security
Nurmber to open a bank account or obtain a loan. This is typically
corroborated by presenting physical credentials (e.g., a driver’s
license) that confirmthe person’s nane or address.

To support such applications in an online environnent, relying
parties need to deterni ne whether the subject of a particular
certificate is also the person corresponding to a particul ar
sensitive identifier. ldeally, applications would |everage the
applicants’ electronic credential (e.g., the X 509 public key
certificate) to corroborate this identifier, but the subject field of
a certificate often does not provide sufficient information

To fulfill these demands, this specification defines the Subject

| dentification Method (SIM and the Privacy-Enhanced Protected

Subj ect Information (PEPSI) format for including a privacy sensitive
identifier in a certificate. Although other solutions for binding
privacy-sensitive identifiers to a certificate could be devel oped,
the method specified in this docunent has especially attractive
properties. This specification extends common PKI practices and
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nmechani sns to allow privacy-sensitive identifiers to be included in
the certificate as well. The SIM nmechanismal so pernits the subject
to control exposure of the sensitive identifier; when the subject
chooses to expose the sensitive identifier, relying parties can
verify the binding. Specifically:

(1) A Public Key Infrastructure (PKI) depends upon a trusted third
party -- the CA -- to bind one or nore identities to a public key.
Traditional PKI inplenentations bind X 501 distinguished nanes to the
public key, but identity nay also be specified in ternms of RFC 822
addresses or DNS nanmes. The SIM specification allows the sane
trusted third party -- the CA -- that binds a nanme to the public key
to include a privacy-sensitive identifier in the certificate as well.
Since the relying party (RP) already trusts the CA to issue
certificates, it is a sinple extension to cover verification and

bi nding of a sensitive identifier as well. This binding could be
establ i shed separately, by another trusted third party, but this
woul d conplicate the infrastructure.

(2) This specification |everages standard PKlI extensions to achieve
new functional goals with a m nimumof new code. This specification
encodes the sensitive identifier in the otherNanme field in the
alternative subject nane extension. Since otherNane field is widely
used, this solution leverages a certificate field that is often
popul ated and processed. (For exanple, smart card | ogon

i npl ement ati ons generally rely upon nanes encoded in this field.)

Whereas inplenentations of this specification will require sonme SIM
specific code, an alternative fornmat woul d i ncrease cost w t hout
enhancing security. |In addition, that has no inpact on

i npl ementations that do not process sensitive identifiers.

(3) By explicitly binding the public key to the identifier, this
specification allows the relying party to confirmthe claimnt’s
identifier and confirmthat the clainmant is the subject of that
identifier. That is, proof of possession of the private key confirns
that the claimant is the same person whose identity was confirnmed by
the PKI (CA or RA, depending upon the architecture).

To achieve the sane goal in a separate nessage (e.g., a signed and
encrypted Secure M ME (S/M ME) object), the nessage woul d need to be
bound to the certificate or an identity in the certificate (e.g., the
X. 501 distinguished nane). The former solution is problematic, since
certificates expire. The latter solution nmay cause problens if nanes
are ever reused in the infrastructure. An explicit binding in the
certificate is a sinpler solution, and nore reliable.
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(4) This specification allows the subject of the privacy-sensitive
identifier to control the distribution and |Ievel of security applied
to the identifier. The identifier is only disclosed when the subject
chooses to disclose it, even if the certificate is posted in a public
directory. By choosing a strong password, the subject can ensure
that the identifier is protected against brute force attacks. This
specification pernmits subjects to selectively disclose an identifier
where they deemit appropriate, which is consistent with common use
of such identifiers.

(5) Certificates that contain a sensitive identifier may still be
used to support other applications. A party that obtains a
certificate containing a sensitive identifier, but to whomthe

subj ect does not choose to disclose the identifier, nmust performa
brute force attack to obtain the identifier. By selecting a strong
hash algorithm this attack beconmes conputationally infeasible.

Mor eover, when certificates include privacy-sensitive identifiers as
described in this specification, each certificate nust be attacked
separately. Finally, the subjects can use this nechanismto prove
they possess a certificate containing a particular type of identifier
wi t hout actually disclosing it to the relying party.

This feature MJUST be used only in conjunction with protocol s that
make use of digital signatures generated using the subject’s private
key.

In addition, this docunent defines an Encrypted PEPSI (EPEPSI) so
that sensitive identifier information can be exchanged during
certificate issuance processes w thout disclosing the identifier to
an eavesdr opper.

Thi s docunent is organized as foll ows:
- Section 3 establishes security and usability requirenents;
- Section 4 provides an overview of the nmechani sm
- Section 5 defines syntax and generation rules; and
- Section 6 provides exanple use cases.
1.1. Key Wrds
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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The follow ng cryptography synbols are defined in this docunent.

3. Requirenents

3. 1.

H()

Sl

Slltype

PEPSI

EC)
EPEPSI

D()

Crypt ographically secure hash al gorithm
SHA-1 [FIPS 180-1] or a nore secure hash function is
required.

Sensitive ldentification Information
(e.g., Social Security Nunber).

Qoject ldentifier that identifies the type of SII.
A user-chosen password.

The random nunber val ue generated by a Registration
Aut hority (RA).

Pri vacy- Enhanced Protected Subject |nformation.

Cal cul ated fromthe input value P, R Slltype, SII
using two iteration of H().

The encryption algorithmto encrypt the PEPSI val ue.
Encrypt ed PEPSI .

The decryption algorithmto decrypt the EPEPSI.

Security Requirenents

We nake the follow ng assunpti ons about the context in which SIM and

PEPSI

Alice,

are to be enpl oyed:

a certificate holder, with a sensitive identifier Slla

(such as her Social Security Number)

Bob, a relying party who will require know edge of Alice’'s Slla
Eve, an attacker who acquires Alice' s certificate

An RA to whom Alice nust divulge her Slla

A CA who will issue Alice' s certificate

We wish to design SIMand PEPSI, using a password that Alice chooses,
that has the follow ng properties:

Par k,

et al.

- Alice can prove her SII, Slla to Bob.
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- Eve has a large work factor to deternmine Alice’'s Slla from
Alice' s certificate, even if Alice chooses a weak password, and a
very large work factor if Alice chooses a good password.

- Even if Eve can deternine Slla, she has an equally hard problem
to find any other Sl values fromany other PEPSI; that is, there
is nothing she can pre-conpute that hel ps her attack PEPSIs in
other certificates, and nothing she learns froma successful
attack that hel ps in any other attack.

- The CA does not learn Alice’s Slla except in the case where the
CA needs to validate the SII passed by the RA

- The CA can treat the SIMas an additional nane formin the
"subj ect Al t Nane" extension with no special processing.

- Alice cannot find another SII (SIIx), and a password (P), that
will allow her to use her certificate to assert a false SII.

3.2. Usability Requirenents

In addition to the security properties stated above, we have the
following usability requirenents:

- Wien SIM and PEPSI are used, any custom processing occurs at the
relying party. Alice can use commercial off-the-shelf software
(e.g., a standard browser) w thout nodification in conjunction
with a certificate containing a SIMval ue.
3.3. Solution

W define SIMas: R || PEPS
where PEPSI = HH P || R|] Sllitype || SIl))

The foll owi ng steps describe construction and use of SIM

1. Alice picks a password P, and gives P, Slitype, and SII to
the RA (via a secure channel).
2. The RA validates Sllitype and SlIl; i.e., it determ nes that

the SIl value is correctly associated with the subject and
the Slltype is correct.

3. The RA generates a random val ue R

4. The RA generates the SIM= (R || PEPSI) where PEPSI = H(H(P
|| RI| Slitype || SII)).

5. The RA sends the SIMto Alice by sone out-of-band neans and
al so passes it to the CA

6. Alice sends a certRequest to CA. The CA generates Alice’s

certificate including the SiIMas a formof otherNane fromthe
Gener al Name structure in the subjectAltNanme extension
7. Al'ice sends Bob her Cert, as well as P, Slltype, and SI|
The | atter values nust be communicated via a secure
conmuni cati on channel, to preserve their confidentiality.
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4.

4.

8. Bob can compute PEPSI’ = HHP || R]|| Slltype || SII)) and
conpare SIM = R || PEPSI’ to the SIMvalue in Alice’s
certificate, thereby verifying Sl

If Alice’s SII value is not required by Bob (Bob al ready knows

Alice’'s SIl and does not require it), then steps 7 and 8 are as

foll ows:

7. Al'ice sends Bob her Cert and P. P nust be sent via a secure
conmuni cation channel, to preserve its confidentiality.

8. Bob can compute PEPSI’ = HHP || R]|| Slltype || SII)) and
conpare SIM = R || PEPSI’' to the value in the SIM thereby
verifying SII.

If Alice wishes to prove she is the subject of an RA-vali dated
identifier, without disclosing her identifier to Bob, then steps 7
and 8 are as follows:

7. Alice sends the internmediate value HHP || R || Slitype ||
SII) and her certificate to Bob
8. Bob can get Rfromthe SIMin the certificate, then conmpute H

(internedi ate value) and conpare it to the value in SIM
thereby verifying Alice’s know edge of P and SII.

Eve has to exhaustively search the HP || R|]| Slitype || SIl) space
to find Alice’s SII. This is a fairly hard problemeven if Aice
uses a poor password, because of the size of R (as specified |ater),
and a really hard problemif Alice uses a fairly good password (see
Section 8).

Even if Eve finds Alice’'s P and SII, or constructs a nassive
dictionary of P and SIlI values, it does not help find any other SII
val ues, because a new R is used for each PEPSI and SI M

Pr ocedur es
1. Sl and Slitype

The user presents evidence that a particular SII has been assigned to
himher. The Sllitype is an Cbject ldentifier (OD) that defines the
format and scope of the SII value. For exanple, in Korea, one
Sl1type is defined as foll ows:

-- KISA specific arc
i d-KI SA OBJECT IDENTIFIER ::=
{iso(1l) menber-body(2) korea(410) kisa(200004)}
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-- KISA specific ODs

i d-npki OBJECT | DENTI FIER :: = {id-KISA 10}

id-attribute OBJECT I DENTIFIER ::= {id-npki 1}

i d-ki sa-identifyData OBJECT IDENTIFIER ::= {id-attribute 1}
i d-VID OBJECT IDENTIFIER ::= {id-kisa-identifyData 10}
id-SIl OBJECT IDENTIFIER ::= {id-VID 1}

For closed conmmunities, the Slltype value may be assigned by the CA
itself, but it is still recormended that the O D be registered.

4.2. User Chosen Password

The user selects a password as one of the input values for conputing
the SIM The strength of the password is critical to protection of
the user’s SII, in the followi ng sense. |If an attacker has a

candi date SIl value, and wants to determ ne whether the SIMvalue in
a specific subject certificate, Pis the only protection for the SIM
The user shoul d be encouraged to sel ect passwords that will be

difficult to be guessed, and | ong enough to protect against brute
force attacks.

| mpl enent ati ons of this specification MJST pernit a user to sel ect
passwords of up to 28 characters. RAs SHOULD i npl ement password
filter rules to prevent user selection of trivial passwords. See
[FIPS 112] and [FIPS 180-1] for security criteria for passwords and
an automat ed password generator algorithmthat randomy creates

si nmpl e pronounceabl e syl | abl es as passwords.

4.3. Random Nunber Cenerati on

The RA generates a random nunber, R A new R MJUST be generated for
each SIM The length of R MIST be the sane as the length of the
out put of the hash algorithmH  For exanple, if His SHA-1, the
random nunber MJST be 160 bits.

A Random Nunber Generator (RNG that neets the requirenents defined
in [FIPS 140-2] and its use is strongly recomrended.

4.4. Generation of SIM

The SIMin the subjectAl tNane extension within a certificate
identifies an entity, even if multiple subjectA tNanes appear in a
certificate. RAs MJST cal culate the SIMvalue with the designated
i nputs according to the follow ng algorithm

SIM= R || PEPSI
where PEPSI = HHP || R|| Slitype || SII))
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The SIl is nade known to an RA at user enrollnent. Both SHA-1 and
SHA- 256 MUST be supported for generation and verification of PEPS
val ues. This specification does not preclude use of other one-way
hash functions, but SHA-1 or SHA-256 SHOULD be used wherever
interoperability is a concern

Note that a secure conmuni cati on channel MJST be used to pass P and
SI'l passing fromthe end entity to the RA, to protect themfrom
di scl osure or nodification.

The syntax and the associated O D for SIMare also provided in the
ASN. 1 nodul es in Section 5.1. Also, Section 5.2 describes the syntax
for PEPSI in the ASN. 1 nodul es.

4.5. Encryption of PEPSI

It may be required that the CA (not just the RA) verifies SII before
issuing a certificate. To neet this requirement, RA SHOULD encrypt
the Slitype, SII, and SIMand send the result to the CA by a secure
channel. The user SHOULD al so encrypt the sanme val ues and send the
result to the CAin his or her certificate request nessage. Then the
CA conpares these two results for verifying the user’s Sl|

Where the results from RA and the user are the EPEPSI
EPEPSI = E(SlItype || SII || SIM

Wien the EPEPSI is used in a user certificate request, it is in
reglnfo of [ RFC4211] and [ RFC2986] .

Not e: Specific encryption/decryption nmethods are not defined in this
docunent. For transm ssion of the PEPSI value froma user to a
CA, the certificate request protocol enployed defines how
encryption is performed. For transm ssion of this data between
an RA and a CA the details of how encryption is perfornmed is a
| ocal matter.

The syntax and the associated O D for EPEPSI is provided in the ASN. 1
nodul es in Section 5. 3.

4.6. Certification Request
As described above, a certificate request nmessage MAY contain the
SIM [RFC2986] and [ RFC4211] are wi dely used nessage syntaxes for
certificate requests.

Basi cally, a PKCS#10 nessage consists of a distinguished nane, a
public key, and an optional set of attributes, collectively signed by
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the end entity. The SIMalternative nane MUST be placed in the

subj ect Al t Nanme extension if this certificate request format is used.
If a CAverifies SII before issuing the certificate, the value of SIM
in the certification request MJUST be conveyed in the EPEPSI form and
provi ded by the subject.

4.7. Certification

A CA that issues certificates containing the SIMincludes the SIM as
a form of otherName fromthe General Name structure in the
"subj ect Al t Nane" ext ensi on.

In an environnent where a CA verifies SIlI before issuing the
certificate, a CA decrypts the EPEPSI values it receives fromboth
the user and the RA, and conpares them It then validates that the
SI'l value is correctly bound to the subject.

Slitype, SII, SIM= D(EPEPSI)
5. Definition
5.1. SIM Synt ax

This section specifies the syntax for the SIMnanme formincluded in
t he subject Al t Nane extension. The SIMis conposed of the three
fields: the hash algorithmidentifier, the authority-chosen random
val ue, and the value of the PEPSI itself.

i d- pki x OBJECT I DENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechanisnms(5) pkix(7) }

i d-on OBJECT IDENTIFIER ::= { id-pkix 8}
id-on-SIM OBJECT IDENTIFIER ::= { id-on 6 }
SI M :: = SEQUENCE ({
hashAl g Al gorithm dentifier,
aut hori tyRandom OCTET STRI NG -- RA-chosen random nunber
-- used in conputation of
-- pEPSI
pEPSI OCTET STRI NG -- hash of HashCont ent

-- with algorithm hashAl g
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5.2. PEPS|
This section specifies the syntax for the PEPSI. The PEPSI is
generated by performing the same hash function twice. The PEPSI is

generated over the ASN. 1 structure HashContent.

HashCont ent has four

val ues: the user-selected password, the authority-chosen random
nunber, the identifier type, and the identifier itself.
HashCont ent ::= SEQUENCE {
user Passwor d UTF8Stri ng,
-- user-supplied password
aut hori t yRandom OCTET STRI NG
-- RA-chosen random nunber
identifierType OBJECT IDENTIFIER, -- Slltype
identifier UTF8Stri ng -- Sl
}

Bef ore cal cul ati ng a PEPSI,

conform ng inpl enentati ons MJIST process

t he userPassword with the six-step [LDAPBI'S STRPREP] string
preparation algorithm with the follow ng changes:

* In step 2, Map,

B.1 of [RFC3454].
* Onit step 6,

t he mappi ng shal
characters comonly mapped to not hing,

I nsignificant Character

i ncl ude processing of
as specified in Appendi X

Renoval .

5.3. Encrypted PEPSI
This section describes the syntax for the Encrypted PEPSI. The
Encrypted PEPSI has three fields: identifierType, identifier, and
SI M
Encr ypt edPEPSI = SEQUENCE ({
identifierType OBJECT IDENTIFIER -- Slltype
identifier UTF8Stri ng, -- Sl
sl M SI M -- Value of the SIM
}
When it is used in a certificate request, the ODin '"reglnfo of
[ RFC4211] and [RFC2986] is as foll ows:
i d-regEPEPSI OBJECT IDENTIFIER ::= { id-pkip 3}
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6.

Exanmpl e Usage of SIM

Dependi ng on different security environnments, there are three
possi bl e use cases with SIM

1. When a relying party does not have any information about the
certificate user.

2. When a relying party already knows the SII of the
certificate user.

3. When the certificate user does not want to disclose his Sl

For the use case 1, the SII and a user-chosen password P (which only
the user knows) nust be sent to a relying party via a secure

comuni cati on channel; the certificate including the SIMalso nmust be
transnitted. The relying party acquires Rfromthe certificate. The
relying party can verify that the SIl was validated by the CA (or RA)
and is associated with the entity that presented the password and
certificate. In this case, the RP |l earns which SII is bound to the
subject as a result of the procedure.

In case 2, a certificate user transnmits only the password, P, and the
certificate. The rest of the detailed procedure is the same as case
1, but here the relying party supplies the SIl value, based on its
external know edge of that value. The purpose in this case is to
enable the RP to verify that the subject is bound to the SII,
presumably because the RP identifies the subject based on this SII.

In the [ast case, the certificate user does not want to disclose his
or her SI| because of privacy concerns. Here the only information
sent by a certificate subject is the internedi ate val ue of the PEPSI
HR || P || SlItype || SIl). This value MIUST be transmitted via a
secure channel, to preserve its confidentiality. Upon receiving this
value, the relying party applies the hash function to the

i nternmedi ate PEPSI val ue sent by the user, and matches it against the
SIMvalue in the user’'s certificate. The relying party does not
learn the user’s SlIl value as a result of this processing, but the
relying party can verify the fact that the user knows the right Sl
and password. This gives the relying party nore confidence that the
user is the certificate subject. Note that this form of user
identity verification is NOT to be used in lieu of standard
certificate validation procedures, but rather in addition to such

pr ocedur es.

Nanme Constraints
The SIMvalue is stored as an otherNane of a subject alternative

nane; however, there are no constraints that can be placed on this
form of the name.
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8.

Security Considerations

Confidentiality for a SIMvalue is created by the iterated hashing of
the R, P, and SIl values. A SIMvalue depends on two properties of a
hash function: the fact that it cannot be inverted and the fact that
collisions (especially with formatted data) are rare. The current
attacks by [WANG are not applicable to SI M val ues since the end
entity supplying the SIl and Slitype val ues does not supply all of
the data being hashed; i.e., the RA provides the R val ue.

In addition, a fairly good password is needed to protect against
guessing attacks on SIMs. Due to the short length of many Slls, it
is possible that an attacker nay be able to guess it with partial

i nformati on about gender, age, and date of birth. Slltype values are
very limted. Therefore, it is inportant for users to select a
fairly good password to prevent an attacker from detern ni ng whet her
a guessed Sl is accurate.

This protocol assunes that Bob is a trustworthy relying party who
will not reuse the Alice’s information. O herw se, Bob could

"i mpersonate” Alice if only know edge of P and SIl were used to
verify a subject’s clainmed identity. Thus, this protocol MJST be
used only with the protocols that nake use of digital signatures
generated using the subject’s private key.

Digital signatures are used by a message sender to denonstrate

know edge of the private key corresponding to the public key in a
certificate, and thus to authenticate and bind his or her identity to
a signed nessage. However, managing a private key is vul nerable
under certain circunstances. It is not fully guaranteed that the
clainmed private key is bound to the subject of a certificate. So,
the SIM can enhance verification of user identity.

Whenever a certificate needs to be updated, a new R SHOULD be
generated and the SIM SHOULD be reconputed. Repeating the val ue of
the SIMfroma previous certificate pernits an attacker to identify
certificates associated with the sane individual, which my be
undesirabl e for personal privacy purposes.
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| ANA Consi der ati ons

In the future, | ANA may be asked to establish a registry of object
identifiers to pronote interoperability in the specification of Sl

t ypes.
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Appendi x A.  "Conpil abl e ASN. 1 Mdul e, 1988 Synt ax

PKI XSI M {iso(1) identified-organization(3) dod(6) internet(1l)
security(5) mechanisns(5) pkix(7) id-nod(0) id-nod-sinm005(38) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N

-- EXPORTS ALL

| MPORTS
Al gorithm dentifier, AttributeTypeAndVal ue FROM PKI X1Explicit 88
{iso(l) identified-organization(3) dod(6) internet(1l) security(5)

nmechani sns(5) pkix(7) id-nod(0) id-pkixl-explicit(18)}

-- SIM

-- SIMcertificate QD
i d- pki x OBJECT I DENTIFIER ::=

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) }

i d-on OBJECT IDENTIFIER ::= { id-pkix 8}
id-on-SIM OBJECT IDENTIFIER ::= { id-on 6 }
-- Certificate Syntax
SIM :: = SEQUENCE ({
hashAl g Al gorithm dentifier,
aut hori tyRandom OCTET STRI NG -- RA-chosen random nunber
-- used in conputation of
-- pEPSI
pEPSI OCTET STRI NG -- hash of HashCont ent
-- with algorithmhashAl g
}
-- PEPSI
UTF8String ::= [UNI VERSAL 12] IMPLICIT OCTET STRI NG
-- The content of this type confornms to RFC 2279
HashCont ent ::= SEQUENCE {
user Password UTF8Stri ng,

-- user-supplied password
aut hori tyRandom OCTET STRI NG
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-- RA-chosen random nunber
identifierType OBJECT IDENTIFIER, -- Slltype
identifier UTF8Stri ng -- Sl

}
-- Encrypted PEPSI

-- ODfor encapsul ated content type

Oct ober 2006

i d-regEPEPSI OBJECT IDENTIFIER ::= { id-pkip 3}

Encrypt edPEPSI :: = SEQUENCE {
identifierType OBJECT IDENTIFIER -- Slitype
identifier UTF8Stri ng, -- Sl
sI M SI M -- Value of the SIM

}

END
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| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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