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Abstract

Thi s neno defines Managenent |nformation Bases (M Bs) for performng
pi ng, traceroute, and | ookup operations at a host. When nanagi ng a
network, it is useful to be able to initiate and retrieve the results
of ping or traceroute operations when they are perfornmed at a renote
host. A | ookup capability is defined in order to enable resolution
of either an I P address to an DNS nanme or a DNS nane to an | P address
at a renote host.

Currently, there are several enterprise-specific MBs for performng

renote ping or traceroute operations. The purpose of this nenp is to
define a standards-based solution to enable interoperability.
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1.

1.

| nt roducti on

Thi s docunent defines standards-based M B nodul es for performng
specific renmpte operations. The renote operations defined by this
docunent consi st of the ping, traceroute, and | ookup functions.

Ping and traceroute are two very useful functions for managi ng
networks. Ping is typically used to determ ne whether a path exists
between two hosts, whereas traceroute shows an actual path.

Both ping and traceroute yield round-trip tinmes nmeasured in
mlliseconds. These tines can be used as a rough approximtion for
network transit tine.

The | ookup functions considered in this docunent are the equivalents
of nane to address conversion functions such as
get host bynane()/ get host byaddr () and get addri nfo()/get namei nfo().

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1. Ping
Ping is usually inplenented using the Internet Control Message
Protocol (ICWP) "ECHO' facility. It is also possible to inplenent a
pi ng capability using alternate nmethods, including the follow ng:
0 Using the UDP echo port (7), if supported.
This is defined by RFC 862 [ RFC862] .
o Timng a Sinple Network Managenent Protocol (SNWP) query.
0 Timng a TCP connect attenpt.
In general, alnost any request/response flow can be used to generate
around-trip tinme. Oten, many of the non-1CWP ECHO facility nethods
stand a better chance of yielding a good response (not timnng out,
for exanple) since sone routers don’t honor Echo Requests (tinmeout

situation) or are handled at |lower priority, thus possibly giving
fal se indications of round trip tines.
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Note that al nbst any of the various nmethods used for generating a
round-trip time can be considered a formof system attack when used
excessively. Sending a systemrequest too often can negatively
effect its performance. Attenpting to connect to what is supposed to
be an unused port can be very unpredictable. There are tools that
attenpt to connect to a range of TCP ports to test that any receiving
server can handl e erroneous connection attenpts.

It is also inmportant to a nanagenent application using a renote ping
capability to know which nmethod is being used. Different nethods
will yield different response tines, since the protocol and resulting
processing will be different. It is RECOMVENDED that the ping
capability defined within this nenp be inplenented using the | CwW
Echo Facility.

1. 2. Tracer out e

Traceroute is usually inplenmented by transmitting a series of probe
packets with increasing tinme-to-live values. A probe packet is a UDP
dat agram encapsul ated into an | P packet. Each hop in a path to the
target (destination) host rejects the probe packet (probe’s TTL too
small) until its time-to-live value becones | arge enough for the
probe to be forwarded. Each hop in a traceroute path returns an | CWvP
nmessage that is used to discover the hop and to calculate a round
trip tine. Some systens use | CMP probes (I CMP Echo request packets)

i nstead of UDP ones to inplenment traceroute. In both cases
traceroute relies on the probes being rejected via an | CVP nessage to
di scover the hops taken along a path to the final destination. Both
probe types, UDP and | CVWP, are encapsulated into an | P packet and
thus have a TTL field that can be used to cause a path rejection.

| mpl enent ati ons of the renote traceroute capability as defined within
this neno SHOULD be done using UDP packets to a (hopefully) unused
port. | CMP probes (I CVMP Echo Request packets) SHOULD NOT be used.
Many PC inplenmentations of traceroute use the | CMP probe nethod,

whi ch they should not, since this inplenmentation nethod has been
known to have a high probability of failure. Internediate hops
becone invisible when a router either refuses to send an I CWP TTL
expi red nessage in response to an inconming | CVMP packet or sinply
tosses | CWMP echo requests altogether.

The behavi or of sone routers not to return a TTL expired message in
response to an | CVP Echo request is due in part to the follow ng text
extracted from RFC 792 [ RFC792]:

"The | CMP nessages typically report errors in the processing of

datagrans. To avoid the infinite regress of nessages about nessages
etc., no | CVWP nessages are sent about |CMP nessages."”
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1.3. Lookup

The Lookup operation enables renmpte | ookup of addresses for a
synbolic name as it is, for exanple, perforned by functions

get nanei nfo() or gethostbyaddr() and | ookup of synbolic nanes for an
address as it is, for exanple, performed by functions getaddrinfo()
or gethostbynane(). Note that whatever | ookup function is chosen
results are not necessarily consistent with the results of a pure
Donai n Nanme Service (DNS) | ookup, but nmay be influenced by | ocal

| ookup tables or other sources of information. The |ookup capability
can be used to determ ne the synbolic nanme of a hop in a traceroute
path. Also, the reverse | ookup can be used, for exanple, for

anal yzi ng nane | ookup probl ens.

1.4. Renote Qperations

The M B nodul es defined in this docunment allow a managenent station
to initiate ping, traceroute, and | ookup operations renotely. The
basic scenario is illustrated by the follow ng di agram

I
| initiate | [---------- >| |
| operation | Managed| perform | Target

Station| renotely | Node | operation | Host
I I
I I

Fomm - - + receive +------- + Fommm - - +
resul t of
operation

A managenent station is the |l ocal host fromwhich the renote ping,
traceroute, or Lookup operation is initiated using an SNVP request.
The managed node is a renote host where the MBs defined by this neno
are inplemented. It receives the renpte operation via SNVWP and
perforns the actual ping, traceroute, or |ookup function.

2. The Internet-Standard Managenent Framewor k
For a detail ed overview of the docunents that descri be the current

I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .
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Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Structure of the MBs

Thi s docunent defines three M B nodul es:

0] DI SMAN- PI NG M B

Defines a ping MB.
0 DI SMAN- TRACEROUTE- M B
Defines a traceroute M B.

0 DI SMAN- NSLOOKUP- M B
Provi des access to | ookup functions for synbolic nanes and addresses
at a renote host provided, for exanple, by functions
getaddrinfo()/getnanei nfo() and get host bynanme()/ get host byaddr ().
The ping and traceroute MBs are structured to allow creation of ping
or traceroute tests that can be set up to issue a series of
operations periodically and to generate NOTIFI CATIONs to report on
test results. Many network adm nistrators have in the past witten
UNI X shell scripts or command batch files to operate in a fashion
simlar to the functionality provided by the ping and traceroute M Bs
defined within this meno. The intent of this docunent is to
acknowl edge the inportance of these functions and to provide a
st andar ds- based sol uti on.

3.1. Ping MB

The DI SMAN- PI NG M B consi sts of the foll owi ng conponents:

0 pi ngMaxConcur r ent Request s

0 pi ngCt | Tabl e

0 pi ngResul t sTabl e

0 pi ngPr obeH st oryTabl e
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3.1.1. pingMaxConcurrent Request s

The obj ect pi ngMaxConcurrent Requests enabl es control of the naxi num
nunber of concurrent active requests that an agent inplenmentation
supports. It is pernissible for an agent either to linit the maxi mum
upper range allowed for this object or to inplenment this object as
read-only with an inplenmentation limt expressed as its val ue.

3.1.2. pingClTable

A renmote ping test is started by setting pingC | AdnminStatus to

enabl ed(1). The correspondi ng pingC | Entry MJST have been creat ed,
and its pingCl RowStatus set to active(l), prior to starting the
test. A single SNWP PDU can be used to create and start a renpote
ping test. Wthin the PDU, pingCl Target Address should be set to the
target host’s address (pingCtl| Target AddressType will default to

i pv4(1)), pingClAdm nStatus to enabled(1l), and pingCl RowStatus to
creat eAndCGo( 4) .

The first index elenent, pingClOaerlndex, is of type

SnnpAdni nString, a textual convention that allows for use of the
SNWPv3 Vi ew Based Access Control Mdel (RFC 3415 [ RFC3415], VACM and
that allows a managenent application to identify its entries. The
second index, pingCtlTestNane (al so an SnnpAdmi nString), enables the
same nmanagenent application to have multiple requests outstanding.

Usi ng the maxi mum val ue for the paranmeters defined within a pingEntry
can result in a single renpte ping test’s taking at nost 15 m nutes
(pingCt| TimeQut times pingCtl ProbeCount), plus whatever tine it takes
to send the ping request and to receive its response over the network
fromthe target host. Use of the defaults for pingCtlTi nreQut and

pi ngCt | ProbeCount vyields a nmaxi mum of 3 seconds to performa "nornmal"
pi ng test.

A managenent application can delete an active renote ping request by
setting the correspondi ng pi ngCt | RowSt at us object to destroy(6).

The contents of the pingCl Table are preserved across relPLs (Initial
Program Loads) of its agent according the values of each of the
pi ngCt | St orageType obj ect s.

3.1.3. pingResultsTabl e

An entry in the pingResultsTable is created for a corresponding
pingCtlI Entry once the test defined by this entry is started.
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3.1.4. pingProbeH storyTabl e

The results of past ping probes are stored in this table on a per-
pingCtl Entry basis. This table is initially indexed by

pi ngCt | Owner I ndex and pingCtl Test Name so that the results of a probe
relate to the pingQlEntry that caused it. The maxi mum nunber of
entries stored in this table per pingCtlEntry is deternined by the
val ue of pingC| MaxRows.

An inplementation of this MB will renove the oldest entry in the

pi ngPr obeHi st oryTabl e of the corresponding entry in the pingCl Table
to allow the addition of a new entry once the nunber of rows in the
pi ngPr obeHi st oryTabl e reaches the val ue specified by pingC | MaxRows
for the corresponding entry in the pingCl Table. An inplenmentation
MUST start assigning pi ngProbeHi storylndex values at 1 and wap after
exceedi ng the nmaxi num possi bl e value, as defined by the limt of this
object ('ffffffff’h).

3.2. Traceroute MB
The DI SMAN- TRACEROUTE- M B consi sts of the foll owi ng conponents:
o] t raceRout eMaxConcurrent Request s
0 traceRout eCt| Tabl e
0 traceRout eResul t sTabl e
0 traceRout eProbeHi storyTabl e
0 traceRout eHopsTabl e
3.2.1. traceRout eMaxConcurrent Requests
The obj ect traceRout eMaxConcurrent Requests enabl es control of the
maxi nrum nunber of concurrent active requests that an agent
i npl ementation supports. It is permssible for an agent either to
limt the nmaxi mum upper range allowed for this object or to inplenent
this object as read-only with an inplenmentation linit expressed as
its val ue.
3.2.2. traceRouteCt| Table
A renpote traceroute test is started by setting
traceRouteCt| Adm nStatus to enabled(1). The correspondi ng
traceRouteCt| Entry MJST have been created, and its

traceRouteCt| RowSt atus set to active(l), prior to starting the test.
A single SNMP PDU can be used to create and start a renote traceroute
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test. Wthin the PDU, traceRouteCtl| Target Address should be set to
the target host’s address (traceRouteC| Target AddressType wil |
default to ipv4(l)), traceRouteCt| AdnminStatus to enabled(1l), and
traceRouteCt| RowSt atus to creat eAndGo(4).

The first index el enment, traceRouteCtl Omerlndex, is of type

SnnpAdni nString, a textual convention that allows for use of the
SNWPv3 Vi ew Based Access Control Mddel (RFC 3415 [ RFC3415], VACM and
that allows a managenent application to identify its entries. The
second i ndex, traceRouteCt| TestNane (al so an SnnpAdm nString),
enabl es the sane managenent application to have nultiple requests

out st andi ng.

Traceroute has a nuch | onger theoretical maxi mumtime for conpletion
than ping: basically, 42 hours and 30 minutes (the product of
traceRouteCt| Ti neQut, traceRouteCt| ProbesPer Hop, and

traceRouteCt| MaxTtl) plus sone network transit time! Use of the
defaults defined within an traceRouteCi| Entry yields a maxi num of 4
m nutes and 30 seconds for a default traceroute operation. Cearly,
42 plus hours is too long to wait for a traceroute operation to be
conpl et ed.

The maxi mum Time to Live (TTL) value in effect for traceroute

determ nes how long the traceroute function will keep increasing the
TTL value in the probe it transmits, hoping to reach the target host.
The function ends whenever the maxi rum TTL i s exceeded or the target
host is reached. The object traceRouteCt| MaxFailures was created in
order to inpose a throttle for how |l ong traceroute continues to
increase the TTL field in a probe w thout receiving any kind of
response (timeouts). It is RECOMVENDED that agent inplenentations
inpose atinme limt for howlong it allows a traceroute operation to
take, relative to how the function is inplenented. For exanple, an
i npl erentation that can’'t process nultiple traceroute operations at
the same time SHOULD i npose a shorter maxi mum all owed tine period.

A managenent application can delete an active renote traceroute
request by setting the correspondi ng traceRouteCt| RowSt atus object to
destroy(6).

The contents of the traceRouteCt| Table are preserved across rel PLs
(I'nitial Program Loads) of its agent according to the values of each
of the traceRouteCt| StorageType obj ects.

3.2.3. traceRouteResul tsTabl e
An entry in the traceRouteResultsTable is created upon deternining

the results of a specific traceroute operation. Entries in this
table relate back to the traceRouteCtlI Entry that caused the
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correspondi ng traceroute operation to occur. The objects

t raceRout eResul t sCur HopCount and traceRout eResul t sCur ProbeCount can
be exam ned to determine how far the current renote traceroute
operation has reached.

3.2.4. traceRout eProbeHi storyTabl e

The results of past traceroute probes can be stored in this table on
a per-traceRouteCtl Entry basis. This table is initially indexed by
traceRout eCt| Omerlndex and traceRouteCt| Test Nanme so that the results
of a probe relate to the traceRouteCt| Entry that caused it. The
nunber of entries stored in this table per traceRouteCtlEntry is
determ ned by the val ue of traceRouteCt| MaxRows.

An inplementation of this MB will renove the oldest entry in the
traceRout ePr obeHi storyTabl e of the corresponding entry in the
traceRouteCt| Table to allow the addition of an new entry once the
nunber of rows in the traceRout eProbeHi storyTabl e reaches the val ue
of traceRouteCt| MaxRows for the corresponding entry in the
traceRouteCt| Table. An inplenmentati on MUST start assigning
traceRout ePr obeHi storyl ndex values at 1 and wap after exceeding the
maxi num possi bl e value, as defined by the limt of this object
("ffffffff’ h).

3.2.5. traceRout eHopsTabl e
The current traceroute path can be stored in this table on a per-
traceRouteCtl Entry basis. This table is initially indexed by
traceRout eCt| Omer | ndex and traceRouteCt| Test Nane so that a
traceroute path relates to the traceRouteCi| Entry that caused it. A
third i ndex, traceRouteHopsHopl ndex, enabl es keepi ng one
traceRout eHopsEntry per traceroute hop. Creation of
traceRout eHopsTabl e entries is enabled by setting the correspondi ng
traceRouteCt| Creat eHopsEntri es object to true(l).
3.3. Lookup M B
The DI SMAN- NSLOOKUP- M B consi sts of the foll owi hg conponents:
0 | ookupMaxConcurr ent Request s and | ookupPur geTi e
0 | ookupCt| Tabl e

0 | ookupResul t sTabl e
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3.

3.

3.

3.

1. | ookupMaxConcurrent Requests and | ookupPurgeTi ne

The obj ect | ookupMaxConcurrent Requests enabl es control of the maxi mum
nunber of concurrent active requests that an agent inplenentation is
structured to support. It is pernissible for an agent either to
limt the nmaxi mum upper range allowed for this object or to inplenent
this object as read-only with an inplenmentation lint expressed as
its val ue.

The obj ect | ookupPurgeTi ne provides a nmethod for entries in the
| ookupCt| Tabl e and | ookupResul tsTable to be automatically del eted
after the correspondi ng operation is conpl eted.

2. |l ookupClI Tabl e

A renote | ookup operation is initiated by perform ng an SNWP SET
request on | ookupCtl RowStatus. A single SNMP PDU can be used to
create and start a renpote | ookup operation. Wthin the PDU

| ookupCt | Tar get Address should be set to the entity to be resol ved

(1 ookupCt| Tar get Addr essType will default to ipv4(1l)) and

| ookupCt| RowSt atus to createAndGo(4). The object | ookupCtl Oper Status
can be exam ned to determine the state of a | ookup operation. A
managenent application can delete an active renote | ookup request by
setting the correspondi ng | ookupCt| RowSt at us obj ect to destroy(6).

An | ookupCtl Entry is initially indexed by | ookupCtl Oamerlndex, which
is a type of SnnpAdnmi nString, a textual convention that allows for
use of the SNWPv3 Vi ew Based Access Control Model (RFC 3415

[ RFC3415],

VACM) and that also allows for a nanagenent application to identify
its entries. The | ookupCtl Oamnerlndex portion of the index is then
foll owed by | ookupCtl Operati onNanme. The | ookupCt| Qperati onName i ndex
enabl es the sanme | ookupCt| Oamnerlndex entity to have nultiple

out st andi ng requests.

The val ue of | ookupCtl| Tar get Addr essType determ nes whi ch | ookup
function to perform Specification of dns(16) as the value of this
index inplies that a function such as getaddrinfo() or

get host bynanme() should be performed to deternine the nuneric
addresses associated with a synbolic nane via | ookupResul tsTabl e
entries. Use of a value of either ipv4(1l) or ipv6(2) inplies that a
function such as getnaneinfo() or gethostbyaddr() should be perforned
to determine the synbolic nane(s) associated with a nuneric address
at a renote host.
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3.3.3. | ookupResul tsTabl e

The | ookupResultsTable is used to store the results of |ookup
operations. Results to be reported here SHOULD be results of a

| ookup function that is cormmonly used by applications at the nanaged
node. This inplies that results are not necessarily consistent with
the results of a pure DNS | ookup at the managed node, but nmay be

i nfluenced by | ocal |ookup tables or other sources of infornmation,
dependi ng on the configuration of the managed node.

The | ookupResultsTable is initially indexed by the sane index

el enents that the | ookupCtl Tabl e contai ns (| ookupCtl Omerl ndex and
| ookupCt| Operati onNanme) but has a third index el enent,

| ookupResul t sl ndex (Unsigned32 textual convention), in order to
associate nmultiple results with the same | ookupCtl Entry.

A renote host can be multi-homed and can have multiple synbolic (DNS)
nanes. Therefore, a | ookup operation can return multiple IP
addresses and nul tiple synbolic namnes.

If the | ookup operation was perforned for a certain address by using
get nanei nfo() or gethostbyaddr(), for exanple, then entries in the

| ookupResul t sTabl e MJST be nade for each host nane returned. |If the
| ookup operation identifies one hostname as the host’s 'official host
nanme’, then this name MJST be assigned a | ookupResul tslndex of 1

If a | ookup operation was perforned for a certain synbolic nanme by

usi ng getaddrinfo() or gethostbynanme(), for exanple, then entries in
the | ookupResul t sTabl e MJST be made for each address returned. The
entries MIUST be stored in the order that they are retrieved. Values
assigned to | ookupResul tsl ndex MJUST start at 1 and increase in order

An inplementati on SHOULD NOT retain SNVP-created entries in the

| ookupResul t sTabl e across relPLs (lnitial Program Loads) of its
agent, since managenent applications need to see consistent behavior
with respect to the persistence of the table entries that they
create.

3.4. Confornance

Each of the three M B nodul es defined in this docunent has two
current conpliance statenents, one for full conpliance and one for
m ni mum conpl i ance. The m ni mum conpl i ance statenents are intended
to be applied to inplenentation for devices with very linited
resources. The main difference between full and m ni mum conpli ance
is that for m nimum conpliance, dynanic creation and del etion of
table entries is not required, whereas it is required for full
conpl i ance.
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In addition, the DI SMAN-PI NG M B nodul e and t he DI SMAN- TRACEROUTE- M B
nmodul es each have a deprecated conpliance statenment that was current
in RFC 2925. Semantically, the new full conpliance statenents are
identical to the deprecated ones. But sone of the object groups used
in the old conpliance statenents needed to be split in order to
support the new nininal conpliance statenents.

i Definitions

The following MB nodul es inport from][RFC2863], [RFC3411], and
[ RFC4001] . They al so use the REFERENCE cl ause to reference
[ RFC1812], [RFC2474], and [ RFC3260].

4.1. DI SMAN-PI NG M B
DI SMAN- PI NG M B DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, I nteger 32,
Unsi gned32, Gauge32, m b-2,
NOTI FI CATI ON- TYPE, OBJECT- | DENTI TY
FROM SNWPv2- SM -- RFC2578
TEXTUAL- CONVENTI ON, RowsSt at us,
St or ageType, Dat eAndTi ne, Trut hVal ue
FROM SNWPv2- TC -- RFC2579
MODULE- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP

FROM SNMPv2- CONF -- RFC2580
I nterfacel ndexOr Zero -- RFC2863

FROM I F-M B
SnnpAdmi nStri ng

FROM SNMP- FRAMEWWORK- M B -- RFC3411
| net Addr essType, | net Address

FROM | NET- ADDRESS- M B; -- RFC4001

pi ngM B MODULE- | DENTI TY
LAST- UPDATED "200606130000Z" -- 13 June 2006
ORGANI ZATI ON "1 ETF Di stri buted Managenent Worki ng G oup”
CONTACT- | NFO
"Juergen Quittek

NEC Europe Ltd.

Net wor k Laborat ori es
Kur f uer st en- Anl age 36
69115 Hei del berg

Ger many

Phone: +49 6221 4342-115
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Emai | : quittek@etl ab. nec. de"
DESCRI PTI ON
"The Ping M B (DI SMAN- PI NG M B) provides the capability of
controlling the use of the ping function at a renote
host .

Copyright (C) The Internet Society (2006). This version of
this MB nodule is part of RFC 4560; see the RFC itself for
full legal notices."

-- Revision history

REVI SI ON "200606130000Z" -- 13 June 2006
DESCRI PTI ON
"Updat ed version, published as RFC 4560.

- Correctly considered IPv6 in DESCRI PTI ON
cl ause of pingCtl Dat aSi ze

- Repl aced references to RFC 2575 by RFC 3415

- Repl aced references to RFC 2571 by RFC 3411

- Repl aced references to RFC 2851 by RFC 4001

- Added DEFVAL { {} } to definition of
pi ngCt | TrapCener ati on

- Changed DEFVAL of object pingCtlDescr from
DEFVAL { "00'H } to DEFVAL { '"H}

- Changed DEFVAL of object pingCtl SourceAddressType
fromDEFVAL { ipv4 } to DEFVAL { unknown }

- Extended DESCRI PTI ON cl ause of pingResul tsTable
describing re-initialization of entries

- Changed SYNTAX of pingResultsProbeResponses and
pi ngResul t sSent Probes from Unsi gned32 to Gauge32

- Changed status of pingConpliance to deprecated

- Added pi ngFul | Conpl i ance and pi ngM ni munConpl i ance

- Changed status of pingGoup and pingTi meSt anpG oup
to deprecated

- Added pi ngM ni nuntzr oup, pi ngCt |l RowSt at usGr oup,
and pi ngHi st oryG oup”

REVI SI ON "'200009210000Z" -- 21 Septenber 2000
DESCRI PTI ON
"Initial version, published as RFC 2925."
o= { mb-2 80 }
-- Textual Conventions
Oper ati onResponseSt at us :: = TEXTUAL- CONVENTI ON

STATUS current
DESCRI PTI ON
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"Used to report the result of an operation:

responseRecei ved(1) - Operation is conpleted successfully.
unknown(2) - QOperation failed due to unknown error.
internal Error(3) - An inplenmentation detected an error
inits own processing that caused an operation
to fail.
request Ti medQut (4) - Operation failed to receive a
valid reply within the time limt inposed on it.
unknownDest i nati onAddress(5) - Invalid destination
addr ess.
noRout eToTarget (6) - Could not find a route to target.
i nterfacel nactiveToTarget(7) - The interface to be
used in sending a probe is inactive, and an
alternate route does not exist.
arpFailure(8) - Unable to resolve a target address to a
medi a- speci fi ¢ address.
maxConcurrent Li nit Reached(9) - The maxi mum nunber of
concurrent active operations would have been exceeded
if the correspondi ng operation was all owed.
unabl eToResol veDnsNanme(10) - The DNS name specified was
unable to be mapped to an | P address.
i nval i dHost Address(11) - The I P address for a host
has been determined to be invalid. Exanples of this
are broadcast or multicast addresses.”
SYNTAX | NTECGER {
responseRecei ved(1),
unknown( 2),
i nternal Error(3),
request Ti medQut (4),
unknownDest i nati onAddr ess(5),
noRout eToTar get ( 6),
i nterfacel nactiveToTarget(7),
ar pFai | ure(8),
maxConcur rent Li ni t Reached(9),
unabl eToResol veDnsNane( 10),
i nval i dHost Addr ess(11)

}
-- Top level structure of the MB
pi ngNoti fi cati ons OBJECT IDENTIFIER ::={ pingMB 0 }
pi ngoj ect s OBJECT IDENTIFIER ::= { pingMB 1 }
pi ngConf or mance OBJECT IDENTIFIER ::= { pingMB 2 }

-- The registration node (point) for ping inplenmentation types
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pi ngl npl enent ati onTypeDomai ns OBJECT IDENTIFIER ::= { pingMB 3 }

pi ngl cnpEcho OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"Indicates that an inplenmentation is using the |Internet
Control Message Protocol (1CWP) 'ECHO facility.”
::= { pinglnplenentati onTypeDomains 1 }

pi ngUdpEcho OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"Indi cates that an inplenentation is using the UDP echo
port (7)."

REFERENCE
"RFC 862, 'Echo Protocol’."
::= { pinglnplenentati onTypeDomai ns 2 }

pi ngSnnpQuery OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"Indi cates that an inplenentation is using an SNVP query
to calculate a round trip tine."
::={ pinglnplenentati onTypeDonai ns 3 }

pi ngTcpConnecti onAttenpt OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"Indicates that an inplenentation is attenpting to
connect to a TCP port in order to calculate a round
trip tine."
::= { pinglnplenentati onTypeDomai ns 4 }

-- Sinple Object Definitions

pi ngMaxConcurr ent Request s OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "requests"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The maxi mum nunber of concurrent active ping requests
that are allowed within an agent inplenentation. A value
of O for this object inplies that there is no limt for
t he nunber of concurrent active requests in effect.
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The limt applies only to new requests being activated.
When a new value is set, the agent will continue processing
all the requests already active, even if their nunber
exceeds the limt just inposed.”

DEFVAL { 10 }

o= { pinglbjects 1}

-- Ping Control Table

pi ngCt | Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PingCtl Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Defines the ping Control Table for providing, via SNV,
the capability of perforning ping operations at
a renote host. The results of these operations are
stored in the pingResultsTable and the
pi ngPr obeH storyTabl e. "

2= { pingojects 2 }

pi ngCt | Entry OBJECT- TYPE

SYNTAX PingCtl Entry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"Defines an entry in the pingCl Table. The first index
el ement, pingC| Omerlndex, is of type SnnpAdm nString,
a textual convention that allows for use of the SNWPv3
Vi ew- Based Access Control Mdel (RFC 3415, VACM
and that allows a nanagenent application to identify its
entries. The second index, pingClTestNane (al so an
SnnpAdmi nString), enables the sanme managenent
application to have nultiple outstanding requests.”
| NDEX {
pi ngCt | Onner | ndex,
pi ngCt | Test Name

}
o= { pingCtlTable 1}

PingCl Entry ::=

SEQUENCE {
pi ngCt | Owner | ndex SnnpAdmi nStri ng,
pi ngCt | Test Name SnnpAdni nSt ri ng,
pi ngCt | Tar get Addr essType | net Addr essType,
pi ngCt | Tar get Addr ess | net Addr ess,
pi ngCt | Dat aSi ze Unsi gned32,
pi ngCt | Ti meCut Unsi gned32,
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pi ngCt | ProbeCount Unsi gned32,
pi ngCt | Adm nSt at us | NTEGER,

pi ngCt | Dat aFi | | OCTET STRI NG
pi ngCt | Frequency Unsi gned32,
pi ngCt | MaxRows Unsi gned32,
pi ngCt | St or ageType St or ageType,
pi ngCt | TrapGenerati on BI TS,

pi ngCt | TrapProbeFai l ureFil ter Unsi gned32,
pi ngCt | TrapTest Fai l ureFilter Unsigned32,

pi ngCt | Type OBJECT | DENTI FI ER,
pi ngCt | Descr SnnpAdmi nStri ng,
pi ngCt | Sour ceAddr essType | net Addr essType,
pi ngCt | Sour ceAddr ess | net Addr ess,
pi ngCt || f 1 ndex I nt erfacel ndexOr Zer o,
pi ngCt | ByPassRout eTabl e Trut hVal ue,
pi ngCt | DSFi el d Unsi gned32,
pi ngCt | Rowst at us RowSt at us

}

pi ngCt | Owner | ndex OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(O. . 32))

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"To facilitate the provisioning of access control by a
security adm nistrator using the View Based Access
Control Mdel (RFC 2575, VACM for tables in which
multiple users may need to create or

nodify entries independently, the initial index is used
as an 'owner index’. Such an initial index has a syntax
of SnnpAdmi nString and can thus be trivially mapped to a
securityName or groupNanme defined in VACM in

accordance with a security policy.

When used in conjunction with such a security policy, all
entries in the table belonging to a particular user (or
group) will have the sane value for this initial index.
For a given user’s entries in a particular table, the
object identifiers for the information in these entries
wi Il have the same subidentifiers (except for the ’'colum’
subidentifier) up to the end of the encoded owner i ndex.
To configure VACMto permt access to this portion of the
tabl e, one would create vacnVi ewlreeFani | yTabl e entries
with the value of vacnVi ewlreeFam | ySubtree incl uding
t he owner index portion, and vacnVi ewlr eeFam | yMask
"wi | dcarding’ the columm subidentifier. Mre elaborate
configurations are possible."

i={ pingCGlEntry 1}
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pi ngCt | Test Nanme OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(O. . 32))

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"The nane of the ping test. This is locally unique, within
the scope of a pingCl| Oanerl ndex. "

:={ pingClEntry 2}

pi ngCt | Tar get Addr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the type of host address to be used at a renote
host for perform ng a ping operation.”

DEFVAL { unknown }

o= { pingClEntry 3}

pi ngCt | Tar get Addr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the host address to be used at a renote host for
perform ng a ping operation. The host address type is
determ ned by the value of the correspondi ng
pi ngCt | Tar get Addr essType.

A value for this object MJIST be set prior to transitioning
its corresponding pingQtlEntry to active(l) via
pi ngCt | RowsSt at us. "

DEFVAL { '"H}

:={ pingClEntry 4}

pi ngCt | Dat aSi ze OBJECT- TYPE

SYNTAX Unsi gned32 (0..65507)

UNI TS "octets"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the size of the data portion to be
transnitted in a ping operation, in octets. Wether this
val ue can be applied depends on the sel ected
i npl erentati on nmethod for performing a ping operation,
i ndi cated by pingCtl Type in the sane conceptual row.
If the nethod used allows applying the val ue contai ned
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in this object, then it MJST be applied. |If the specified
size is not appropriate for the chosen ping nethod, the

i npl emrent ati on SHOULD use what ever size (appropriate to
the method) is closest to the specified size.

The maxi mum val ue for this object was conputed by
subtracting the small est possible | P header size of
20 octets (I Pv4 header with no options) and the UDP
header size of 8 octets fromthe maxi num | P packet size.
An | P packet has a maxi mum si ze of 65535 octets
(excluding | Pv6 Junbograns)."

DEFVAL { 0 }

:={ pingClEntry 5}

pi ngCt | Ti meQut OBJECT- TYPE

SYNTAX Unsi gned32 (1..60)

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the time-out value, in seconds, for a
renote ping operation."

DEFVAL { 3}

:={ pingClEntry 6 }

pi ngCt | ProbeCount OBJECT- TYPE

SYNTAX Unsi gned32 (1..15)

UNI TS "probes”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the nunber of tines to performa ping
operation at a renote host as part of a single ping test."

DEFVAL { 1 }

i={ pingClEntry 7 }

pi ngCt | Admi nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
enabl ed(1), -- test should be started
di sabl ed(2) -- test should be stopped

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Reflects the desired state that a pingClEntry should be
in:
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enabled(1) - Attenpt to activate the test as defined by
this pingClEntry.

di sabl ed(2) - Deactivate the test as defined by this
pi ngCt I Entry.

Refer to the correspondi ng pi ngResultsOper Status to
determ ne the operational state of the test defined by
this entry.”
DEFVAL { disabled }
:={ pingClEntry 8 }

pi ngCt | DataFi |l OBJECT- TYPE
SYNTAX OCTET STRING (Sl ZE(0..1024))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The content of this object is used together with the
correspondi ng pingCtl Dat aSi ze value to deternine howto
fill the data portion of a probe packet. The option of
selecting a data fill pattern can be useful when links
are conpressed or have data pattern sensitivities. The
contents of pingCilDataFill should be repeated in a ping
packet when the size of the data portion of the ping
packet is greater than the size of pingCtlDataFill."

DEFVAL { ' 00’ H }

o= { pingClEntry 9 }

pi ngCt | Frequency OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of seconds to wait before repeating a ping test
as defined by the value of the various objects in the
correspondi ng row.

A single ping test consists of a series of ping probes.
The nunber of probes is determned by the value of the
correspondi ng pi ngCt| ProbeCount object. After a single
test is conpleted the nunber of seconds as defined by the
val ue of pingCtl Frequency MJST el apse before the

next ping test is started.

A value of O for this object inplies that the test
as defined by the corresponding entry will not be
repeated. "

DEFVAL { 0 }

Quittek & Wiite St andards Track [ Page 21]



RFC 4560 REMOPS M B June 2006

o= { pingCGlEntry 10 }

pi ngCt | MaxRows OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "rows"

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The maxi mum nunber of corresponding entries all owed

in the pingProbeHi storyTable. An inplenentation of this
MB will renove the ol dest corresponding entry in the

pi ngProbeH storyTable to all ow the addition of an

new entry once the nunber of corresponding rows in the
pi ngPr obeH storyTabl e reaches this val ue.

A d entries are not renoved when a new test is

started. Entries are added to the pingProbeHi storyTable
until pingCtl MaxRows is reached before entries begin to
be renoved.

A value of 0 for this object disables creation of
pi ngPr obeHi storyTabl e entries.™

DEFVAL { 50 }

o= { pingCGlEntry 11 }

pi ngCt | St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row.
Conceptual rows having the value ’'permanent’ need not
allow wite-access to any columar objects in the row"
DEFVAL { nonVol atil e }
o= { pingCGlEntry 12 }

pi ngCt | TrapGener ati on OBJECT- TYPE
SYNTAX BI TS {
probeFai | ure(0),
testFailure(l),
t est Conpl eti on(2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The val ue of this object deternines when and whet her
to generate a notification for this entry:
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pr obeFai | ure(0) - Cenerate a pingProbeFail ed
notification subject to the val ue of
pi ngCt | TrapProbeFai lureFilter. The object
pi ngCt | Tr apPr obeFai | ureFilter can be used
to specify the nunber of consecutive probe
failures that are required before a
pi ngProbeFail ed notification can be generated.
testFailure(1) - Cenerate a pingTestFailed
notification. 1In this instance the object
pi ngCt| TrapTest Fai l ureFilter can be used to
determ ne the nunber of probe failures that
signal when a test fails.
test Conpl etion(2) - CGenerate a pingTest Conpl et ed
notification.

By default, no bits are set, indicating that
none of the above options is selected."
DEFVAL { {} } -- no bits set.
o= { pingCGlEntry 13 }

pi ngCt | TrapProbeFai | ureFi |l ter OBJECT- TYPE

SYNTAX Unsi gned32 (0. .15)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The value of this object is used to deterni ne when
to generate a pingProbeFail ed NOTI FI CATI ON

Setting BIT probeFailure(0) of object
pi ngCt| TrapGeneration to *1" inplies that a
pi ngPr obeFai | ed NOTI FI CATION i s generated only when

a nunber of consecutive ping probes equal to the
val ue of pingCtl TrapProbeFailureFilter fail within
a given ping test. After triggering the notification
the probe failure counter is reset to zero."
DEFVAL { 1 }
o= { pingCGlEntry 14 }

pi ngCt | TrapTest Fai | ureFi |l ter OBJECT- TYPE

SYNTAX Unsi gned32 (0. .15)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The value of this object is used to deterni ne when
to generate a pingTestFail ed NOTI FI CATI ON.

Setting BIT testFailure(l) of object
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pi ngCt| TrapGeneration to '1'" inplies that a
pi ngTest Fai | ed NOTI FI CATION i s generated only when
a nunber of consecutive ping tests equal to the
val ue of pingCtl TrapProbeFailureFilter fail.
After triggering the notification, the test failure
counter is reset to zero."

DEFVAL { 1 }

o= { pingCGlEntry 15 }

pi ngCt | Type OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The value of this object is used either to report or
to select the inplenentation nmethod to be used for
calculating a ping response tinme. The value of this
obj ect MAY be sel ected from pi ngl npl enent ati onTypeDonai ns.

Addi tional inplenentation types SHOULD be all ocated as
required by inplenenters of the DI SMAN-PI NG M B under
their enterprise-specific registration point and not
beneat h pi ngl npl enent ati onTypeDonai ns. "

DEFVAL { pi ngl cnpEcho }

o= { pingCGlEntry 16 }

pi ngCt | Descr OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The purpose of this object is to provide a
descriptive name of the renote ping test."

DEFVAL { '"H}

o= { pingCGlEntry 17 }

pi ngCt | Sour ceAddr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the type of the source address,
pi ngCt | Sour ceAddress, to be used at a renote host
when a ping operation is perforned.”

DEFVAL { unknown }

o= { pingCGlEntry 18 }
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pi ngCt | Sour ceAddress OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Use the specified | P address (which nust be given in
nuneric form not as a hostnane) as the source address

i n outgoing probe packets. On hosts with nore than one

| P address, this option can be used to select the address
to be used. |If the IP address is not one of this
machine’ s interface addresses, an error is returned and
nothing is sent. A zero-length octet string value for
this object disables source address specification.

The address type (I net AddressType) that relates to
this object is specified by the correspondi ng val ue
of pingCt| Sour ceAddr essType. "

DEFVAL { '"H}

o= { pingCGlEntry 19 }

pi ngCt 1 f1 ndex OBJECT- TYPE

SYNTAX | nt er facel ndexOr Zer o
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Setting this object to an interface's iflndex prior
to starting a renpte ping operation directs
the ping probes to be transmtted over the
specified interface. A value of zero for this object
means that this option is not enabl ed."

DEFVAL { 0 }

o= { pingCGlEntry 20 }

pi ngCt | ByPassRout eTabl e OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The purpose of this object is to enable optional
bypassing the route table. |If enabled, the renote
host will bypass the normal routing tables and send
directly to a host on an attached network. If the

host is not on a directly attached network, an

error is returned. This option can be used to perform
the ping operation to a |ocal host through an

interface that has no route defined (e.g., after the
interface was dropped by the routing daenon at the host)."
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DEFVAL { false }
o= { pingCGlEntry 21 }

pi ngCt | DSFi el d OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Specifies the value to store in the Type of Service
(TOS) octet in the IPv4 header or in the Traffic
Class octet in the |Pv6 header, respectively, of the
| P packet used to encapsul ate the ping probe.

The octet to be set in the | P header contains the
Differentiated Services (DS) Field in the six nost
significant bits.

This option can be used to determ ne what effect an
explicit DS Field setting has on a ping response.
Not all values are legal or neaningful. A value of O
nmeans that the function represented by this option is
not supported. DS Field usage is often not supported
by I P inplenentations, and not all values are supported.
Refer to RFC 2474 and RFC 3260 for gui dance on usage of
this field."

REFERENCE
"Refer to RFC 1812 for the definition of the IPv4 TCS
octet and to RFC 2460 for the definition of the |IPv6
Traffic Class octet. Refer to RFC 2474 and RFC 3260
for the definition of the Differentiated Services Field."

DEFVAL { 0 }

o= { pingCGlEntry 22 }

pi ngCt | Rowst at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object allows entries to be created and del eted

in the pingClTable. Deletion of an entry in this

table results in the deletion of all corresponding (sane
pi ngCt | Owner I ndex and pingCt| Test Nane i ndex val ues)

pi ngResul t sTabl e and pi ngProbeH storyTabl e entri es.

A val ue MJUST be specified for pingCl Target Addr ess
prior to acceptance of a transition to active(l) state.

When a val ue for pingCtl Target Address is set,
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the val ue of object pingCl RowStatus changes
from not Ready(3) to notlnService(2).

Activation of a renpte ping operation is controlled
via pingCtl Adm nStatus, not by changi ng
this object’s value to active(l).

Transitions in and out of active(l) state are not
all owed while an entry’s pingResultsCOperStatus is
active(l), with the exception that deletion of

an entry in this table by setting its RowStatus
obj ect to destroy(6) will stop an active

pi ng operation.

The operational state of a ping operation
can be deternined by exam nation of its
pi ngResul t sOper St at us obj ect . "
REFERENCE
"See definition of RowStatus in RFC 2579, ' Textual
Conventions for SMv2.""
o= { pingCGlEntry 23}

-- Ping Results Tabl e

pi ngResul t sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pi ngResul tsEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Defines the Ping Results Table for providing

the capability of perforning ping operations at

a renote host. The results of these operations are

stored in the pingResultsTabl e and the pi ngProbeHi storyTabl e.

An entry is added to the pingResultsTable when an
pingCtlIEntry is started by successful transition
of its pingClI Adni nStatus object to enabled(1).

If the object pingCtlAdm nStatus al ready has the val ue

enabl ed(1), and if the correspondi ng pi nhgResul t sOper St at us
obj ect has the value conpleted(3), then successfully witing
enabl ed(1) to object pingCtlAdminStatus re-initializes the
al ready existing entry in the pingResultsTable. The val ues
of objects in the re-initialized entry are the sane as the
val ues of objects in a new entry would be.

An entry is renmoved fromthe pingResultsTabl e when
its corresponding pingCtlEntry is deleted.”
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::={ pingQbjects 3}

pi ngResul t sentry OBJECT- TYPE
SYNTAX Pi ngResul t sEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"Defines an entry in the pingResultsTable. The
pi ngResul t sTabl e has the sane indexing as the
pi ngCt | Tabl e so that a pingResultsEntry
corresponds to the pingCtlEntry that caused it to
be created.”
| NDEX {
pi ngCt | Onner | ndex,
pi ngCt | Test Name

.= { pingResultsTable 1 }

Pi ngResul tsEntry ::=

SEQUENCE {
pi ngResul t sOper St at us | NTEGER
pi ngResul t sl pTar get Addr essType | net Addr essType,
pi ngResul t sl pTar get Addr ess | net Addr ess,
pi ngResul t sM nRt t Unsi gned32
pi ngResul t sMaxRt t Unsi gned32
pi ngResul t sAver ageRt t Unsi gned32
pi ngResul t sPr obeResponses Gauge32,
pi ngResul t sSent Pr obes Gauge32,
pi ngResul t sRt t SunOF Squar es Unsi gned32
pi ngResul t sLast GoodPr obe Dat eAndTi ne
}
pi ngResul t sOper St at us OBJECT- TYPE
SYNTAX | NTEGER {
enabl ed(1), -- test is in progress
di sabl ed(2), -- test has stopped
conpleted(3) -- test is conpleted
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Refl ects the operational state of a pingClIEntry:
enabl ed( 1) - Test is active.
di sabl ed(2) - Test has stopped.
completed(3) - Test is conpleted.”

.= { pingResultsEntry 1 }
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pi ngResul t sl pTar get Addr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object indicates the type of address stored
in the correspondi ng pi ngResul t sl pTar get Addr ess
obj ect."

DEFVAL { unknown }

.= { pingResultsEntry 2 }

pi ngResul t sl pTar get Address OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object reports the I P address associ at ed
with a pingCl Target Address val ue when the destination
address is specified as a DNS nane. The val ue of
this object should be a zero-length octet string
when a DNS nane is not specified or when a
specified DNS nane fails to resol ve.

The address type (I net AddressType) that relates to
this object is specified by the correspondi ng val ue
of pi ngResult sl pTarget Addr essType. "

DEFVAL { '"H}

.= { pingResultsEntry 3 }

pi ngResul tsM nRtt OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The m ni mum pi ng round-trip-time (RTT) received. A value
of O for this object inplies that no RTT has been received."

::={ pingResultsEntry 4 }

pi ngResul t sMaxRtt OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The maxi mum pi ng round-trip-time (RTT) received. A value
of O for this object inplies that no RTT has been received."
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.= { pingResultsEntry 5 }

pi ngResul t sAver ageRtt OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current average ping round-trip-time (RTT)."
::={ pingResultsEntry 6 }

pi ngResul t sProbeResponses OBJECT- TYPE
SYNTAX Gauge32
UNI TS "responses”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of responses received for the corresponding
pingCtl Entry and pi ngResultsEntry. The value of this object
MUST be reported as 0 when no probe responses have been
received. "

.= { pingResultsEntry 7 }

pi ngResul t sSent Probes OBJECT- TYPE
SYNTAX Gauge32
UNI TS "probes”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object reflects the nunber of probes sent
for the corresponding pingCtlEntry and pi ngResul tsEntry.
The val ue of this object MJST be reported as 0 when no probes
have been sent."

.= { pingResultsEntry 8 }

ngResul t sRt t Sunt Squar es OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Thi s object contains the sumof the squares for all ping
responses received. Its purpose is to enable standard
devi ati on cal cul ation. The value of this object MJST
be reported as 0 when no ping responses have been
received. "

.= { pingResultsEntry 9 }

p
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pi ngResul t sLast GoodPr obe OBJECT- TYPE

SYNTAX Dat eAndTi ne

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Date and tine when the | ast response was received for
a probe."

::={ pingResultsEntry 10 }

-- Ping Probe History Table

pi ngPr obeHi st oryTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pi ngProbeH storyEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Defines a table for storing the results of ping
operations. The nunber of entries in this table is
limted per entry in the pingCtl Table by the val ue
of the correspondi ng pi ngCt| MaxRows obj ect.

An entry in this table is created when the result of
a ping probe is determined. The initial 2 instance
identifier index values identify the pingClEntry
that a probe result (pingProbeH storyEntry) bel ongs
to. An entry is renoved fromthis table when

its corresponding pingCtlEntry is del eted.

An inplementation of this MB will renmpve the ol dest
entry in the pingProbeH storyTabl e of the
corresponding entry in the pingCl Table to all ow
the addition of an new entry once the nunber of rows
in the pingProbeH storyTabl e reaches the val ue
speci fied by pingCtl MaxRows for the corresponding
entry in the pingCl Table."

::={ pingQbjects 4}

pi ngProbeHi storyEntry OBJECT- TYPE

SYNTAX Pi ngPr obeH storyEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Defines an entry in the pingProbeH storyTabl e.
The first two index elenents identify the
pingCtl Entry that a pingProbeH storyEntry bel ongs
to. The third index el enent selects a single
probe result."

| NDEX {
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pi ngCt | Onner | ndex,
pi ngCt | Test Nane,
pi ngPr obeHi st oryl ndex

}
::={ pingProbeH storyTable 1 }

Pi ngPr obeHi storyEntry :
SEQUENCE {

June 2006

pi ngPr obeHi st oryl ndex Unsi gned32,

pi ngPr obeHi st or yResponse Unsi gned32,

pi ngPr obeH st orySt at us Oper at i onResponseSt at us,
pi ngPr obeHi st orylLast RC I nt eger 32

pi ngPr obeHi st oryTi me Dat eAndTi ne

}
pi ngPr obeHi st oryl ndex OBJECT- TYPE

SYNTAX Unsigned32 (1..'ffffffff’h)
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table is created when the result of
a ping probe is determined. The initial 2 instance
identifier index values identify the pingClEntry
that a probe result (pingProbeH storyEntry) bel ongs
to.

An inplenmentati on MJUST start assigning
pi ngProbeHi storyl ndex values at 1 and wap after
exceedi ng the nmaxi num possi bl e val ue as defined by
the limt of this object ("ffffffff’ h)."

::={ pingProbeH storyEntry 1 }

pi ngPr obeHi st or yResponse OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The anmount of time nmeasured in mlliseconds from when
a probe was sent to when its response was received or
when it timed out. The value of this object is reported
as 0 when it is not possible to transmt a probe.”

::={ pingProbeH storyEntry 2 }

pi ngPr obeHi st orySt at us OBJECT- TYPE

SYNTAX Oper at i onResponseSt at us
MAX- ACCESS read-only
STATUS current
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"The result of a particular probe done by a renpte host."

=

pi ngPr obeHi st oryLast RC
SYNTAX

pi ngProbeHi storyEntry 3 }

| nt eger 32

MAX- ACCESS read-only

STATUS

DESCRI

"The | ast

current
PTI ON

OBJECT- TYPE

i npl erent ati on- met hod-specific reply code received.

If the I CMP Echo capability is being used, then a successful

probe ends when an | CMP response is received that contains

t he code | CMP_ECHOREPLY(0) .
by | ANA.

The | CMPv6 codes are |listed at

http://ww. i ana. or g/ assi gnnment s/ i cnpv6- paraneters. "

..={

pi ngProbeH storyEntry 4 }

pi ngPr obeHi st oryTi me OBJECT- TYPE

SYNTAX

Dat eAndTi ne

MAX- ACCESS read-only

STATUS

DESCRI

"Timestanp for when this probe result was determ ned.

=

-- Notifi

current
PTI ON

pi ngProbeHi storyEntry 5 }

cation Definition section

pi ngPr obeFai | ed NOTI FI CATI ON- TYPE
OBJECTS {

p
p
p
p
p
p
pi
pi
pi
pi
pi
pi

ngCt | Tar get Addr essType,
ngCt | Tar get Addr ess,
ngResul t sOper St at us,
ngResul t sl pTar get Addr essType,
ngResul t sl pTar get Addr ess,
ngResul tsM nRt t,
ngResul t sMaxRt t,
ngResul t sAver ageRt t,
ngResul t sPr obeResponses,
ngResul t sSent Pr obes,
ngResul t sRt t Suntf Squar es,
ngResul t sLast GoodPr obe

STATUS current
DESCRI PTI ON
"Generated when a probe failure is detected, when the

Quittek & Wi

te St andards Track

The | CMP codes are mmintai ned
St andardi zed | CVMP codes are |isted at
http://ww. i ana. or g/ assi gnnment s/ i cnp- par anet ers.
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correspondi ng pingCtl TrapGenerati on object is set to
probeFai |l ure(0), subject to the val ue of

pi ngCt | TrapProbeFai lureFilter. The object

pi ngCt | TrapProbeFai l ureFilter can be used to specify the
nunber of consecutive probe failures that are required
before this notification can be generated.”

{ pingNotifications 1}

pi ngTest Fai | ed NOTI FI CATI ON- TYPE
OBJECTS {

pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi

ngCt | Tar get Addr essType,
ngCt | Tar get Addr ess,
ngResul t sOper St at us,
ngResul t sl pTar get Addr essType,
ngResul t sl pTar get Addr ess,
ngResul tsM nRtt,

ngResul t sMaxRt t,

ngResul t sAver ageRt t,
ngResul t sPr obeResponses,
ngResul t sSent Pr obes,
ngResul t sRt t Suntf Squar es,
ngResul t sLast GoodPr obe

STATUS current
DESCRI PTI ON

"Generated when a ping test is determined to have failed,
when the correspondi ng pi ngCt| TrapGenerati on object is
set to testFailure(l). |In this instance,

pi ngCt| TrapTest Fai l ureFilter should specify the nunber of
probes in a test required to have failed in order to
consider the test failed."

{ pingNotifications 2}

pi ngTest Conpl et ed NOTI FI CATI ON- TYPE
OBJECTS {

pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi

Quittek & Wi

ngCt | Tar get Addr essType,
ngCt | Tar get Addr ess,
ngResul t sOper St at us,
ngResul t sl pTar get Addr essType,
ngResul t sl pTar get Addr ess,
ngResul tsM nRt t,

ngResul t sMaxRt t,

ngResul t sAver ageRt t,
ngResul t sPr obeResponses,
ngResul t sSent Pr obes,
ngResul t sRt t Suntf Squar es,
ngResul t sLast GoodPr obe
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}

STATUS current

DESCRI PTI ON
"Generated at the conpletion of a ping test when the
correspondi ng pingCt| TrapGenerati on object has the
test Conpl etion(2) bit set.”

.= { pingNotifications 3}

-- Conformance information
-- Conpliance statenents

pi ngConpl i ances OBJECT | DENTI FI ER : :
pi ngG oups OBJECT | DENTI FI ER ::

{ pingConformance 1 }
{ pingConformance 2 }

-- Conpliance statenents

pi ngFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities that
fully inplenment the DI SMAN-PI NG M B. "
MODULE -- this nodul e
MANDATORY- GROUPS {
pi ngM ni nuntr oup,
pi ngCt | RowsSt at usG oup,
pi ngHi st or yG oup,
pi ngNoti fi cati onsG oup
}

OBJECT pi ngMaxConcurrent Request s

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support set
operations to this object."”

OBJECT pi ngCt| St orageType
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT pi ngCt| Type
M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. |In addition, the only
val ue that MJST be supported by an inplenmentation is
pi ngl cnpEcho. "
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OBJECT pi ngCt | Sour ceAddr essType
SYNTAX | net AddressType { unknown(O), ipv4(1l), ipv6(2) }
M N- ACCESS read-only
DESCRI PTI ON
"Wite access to this object is not required by
i npl enmentations that are not capabl e of binding the
send socket with a source address. An inplenentation
is only required to support |IPv4 and | Pv6 addresses.”

OBJECT pi ngCt| Sour ceAddr ess
SYNTAX | net Address (Sl ZE(O| 4| 16))
M N- ACCESS read-only

DESCRI PTI ON
"Wite access to this object is not required by
i npl enmentations that are not capabl e of binding the
send socket with a source address. An inplenentation
is only required to support |IPv4 and | Pv6 addresses.”

OBJECT pingCtlIflndex

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. |If wite access is
not supported, return a 0 as the value of this object.
A value of O neans that the function represented by
this option is not supported.”

OBJECT pi ngCt | ByPassRout eTabl e

M N- ACCESS read-only

DESCRI PTI ON
"Wite access to this object is not required by
i mpl enentations that are not capable of its
i npl ementation. The function represented by this
object is inplenentable if the setsockopt
SOL_SOCKET SO DONTROUTE option is supported.”

OBJECT pingC| DSFi el d

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. |If wite access is
not supported, return a 0 as the value of this object.
A value of O neans that the function represented by
this option is not supported.”

OBJECT pi ngResul t sl pTar get Addr essType
SYNTAX | net AddressType { unknown(O0), ipv4(1l), ipv6(2) }
DESCRI PTI ON

"An inplenmentation is only required to
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support |1 Pv4 and | Pv6 addresses."

OBJECT pi ngResul t sl pTar get Addr ess
SYNTAX | net Address (Sl ZE(O| 4| 16))
DESCRI PTI ON
"An inplenmentation is only required to
support |1 Pv4 and gl obally unique |IPv6 addresses.™

OBJECT pi ngResul t sLast GoodPr obe

DESCRI PTI ON
"This object is nandatory for inplenentations that have
access to a systemclock and that are capable of setting
the val ues for DateAndTi ne objects. It is RECOVMENDED
that when this object is not supported its val ues
be reported as ' 0000000000000000" H. "

OBJECT pi ngPr obeHi storyTi me

DESCRI PTI ON
"This object is nandatory for inplenentations that have
access to a systemclock and that are capable of setting
the val ues for DateAndTi ne objects. It is RECOVMENDED
that when this object is not supported its val ues
be reported as ' 0000000000000000" H. "

::={ pingConpliances 2}

pi ngM ni munConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The m ni mrum conpl i ance statement for SNWVP entities
that inplenment the mnimal subset of the
DI SVAN- PI NG M B. I nplenentors mght choose this
subset for small devices with limted resources.”
MODULE -- this nodul e
MANDATORY- GROUPS { pi hgM ni munm& oup }

GROUP pi ngCt | Rowst at usGr oup

DESCRI PTI ON
"A conpliant inplenmentation does not have to inplenent
t he pi ngCt| RowSt at usGroup. "

GROUP pi ngHi st oryG oup

DESCRI PTI ON
"A conpliant inplenmentation does not have to inplenent
t he pi ngH storyG oup."

GROUP pi ngNotificationsG oup

DESCRI PTI ON
"A conpliant inplenmentation does not have to inplenent
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t he pingNotificationsG oup."”

OBJECT pi ngMaxConcurrent Request s

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support set
operations to this object."”

OBJECT pingCt| DataFil |

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support set
operations to this object."”

OBJECT pi ngCt | Frequency

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. |If wite access is
not supported, return a 0 as the value of this object.
A value of O neans that the function represented by
this option is not supported.”

OBJECT pi ngCt | MaxRows

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. If the
pi ngHi storyGroup is not inplemented, then wite
access to this object MJUST be disabled, and the object
MUST return a value of O when retrieved."”

OBJECT pi ngCt| St orageType
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT pi ngCt| TrapGenerati on

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. If the
pi ngNotificationsGoup is not inplemented, then wite
access to this object MUST be disabled, and the object
MUST return a value with no bit set when retrieved.
No bit set indicates that not notification is
generated. "

OBJECT pi ngCt| TrapProbeFai l ureFilter

M N- ACCESS read-only
DESCRI PTI ON
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"If wite access to pingCl| TrapGeneration is not
supported, then wite access to this object nust also
not be supported. In this case, return 0 as the val ue
of this object."

OBJECT pingCt| TrapTestFailureFilter

M N- ACCESS read-only

DESCRI PTI ON
"If wite access to pingCl TrapGeneration is not
supported, then wite access to this object nust also
not be supported. In this case, return 0 as the val ue
of this object."

OBJECT pi ngCt| Type
M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. |In addition, the only
val ue that MJUST be supported by an inplenmentation is
pi ngl cnpEcho. "

OBJECT pi ngCt| Descr

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support set
operations to this object."”

OBJECT pi ngCt | Sour ceAddr essType
SYNTAX | net AddressType { unknown(O), ipv4(1l), ipv6(2) }
M N- ACCESS read-only
DESCRI PTI ON
"Wite access to this object is not required by
i npl enmentations that are not capabl e of binding the
send socket with a source address. An inplenentation
is only required to support |IPv4 and | Pv6 addresses.”

OBJECT pi ngCt | Sour ceAddr ess

SYNTAX | net Address (Sl ZE(O]| 4| 16))

M N- ACCESS read-only

DESCRI PTI ON
"Wite access to this object is not required by
i npl ementations that are not capabl e of binding the
send socket with a source address. An inplenentation
is only required to support |IPv4 and | Pv6 addresses.”

OBJECT pingCtlIflndex
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required. |If wite access is
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not supported, return a 0 as the value of this object.
A value of 0 neans that the function represented by
this option is not supported.”

OBJECT pi ngCt | ByPassRout eTabl e

M N-

ACCESS read-only

DESCRI PTI ON

"Wite access is not required. |If wite access is
not supported, return false(2) as the value of this
object. A value of false(2) neans that the function
represented by this option is not supported.”

OBJECT pingC| DSFi el d

M N-

ACCESS read-only

DESCRI PTI ON

"Wite access is not required. |If wite access is

not supported, return a 0 as the value of this object.
A value of O neans that the function represented by
this option is not supported.”

OBJECT pi ngResul t sl pTar get Addr essType
SYNTAX | net AddressType { unknown(O), ipv4(1l), ipv6(2) }

DESCRI PTI ON

"An inplenmentation is only required to
support |1 Pv4 and | Pv6 addresses."

OBJECT pi ngResul t sl pTar get Addr ess
SYNTAX | net Address (Sl ZE(O| 4| 16))
DESCRI PTI ON

"An inplenmentation is only required to
support |1 Pv4 and gl obally unique |IPv6 addresses.™

OBJECT pi ngResul t sLast GoodPr obe
DESCRI PTI ON

"This object is nandatory for inplenentations that have
access to a systemclock and that are capable of setting
the val ues for DateAndTi ne objects. It is RECOVMENDED
that when this object is not supported its val ues

be reported as ' 0000000000000000" H. "

OBJECT pi ngPr obeHi storyTi me
DESCRI PTI ON

Quittek & Wiite

"I'f the pingH storyGoup is inplenented, then this

obj ect is mandatory for inplenentations that have

access to a systemclock and that are capable of setting
the val ues for DateAndTi ne objects. It is RECOVMENDED
that when this object is not supported its val ues
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be reported as ' 0000000000000000" H. "
;.= { pingConpliances 3}

pi ngConpl i ance MODULE- COVPLI ANCE

STATUS deprecat ed

DESCRI PTI ON
"The conpliance statenment for the DISMANNPING M B. This
conpl i ance statenent has been deprecated because the
group pingG oup and the pingTi neStanpG oup have been
split and deprecated. The pingFull Conpliance statenent
is semantically identical to the deprecated
pi ngConpl i ance statenent."

MODULE -- this nodul e
MANDATORY- GROUPS {
pi ngG oup,
pi ngNoti fi cati onsG oup

GROUP pi ngTi neSt anpGr oup

DESCRI PTI ON
"This group is mandatory for inplenmentations that have
access to a systemclock and that are capable of setting
the val ues for DateAndTi ne objects. It is RECOVMENDED
that when this group is not supported the val ues
for the objects in this group be reported as
'’ 0000000000000000" H. "

OBJECT pi ngMaxConcurrent Request s

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support set
operations to this object."”

OBJECT pi ngCt| St orageType

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. It is also allowed
that inplenmentations support only the volatile
St orageType enuneration.”

OBJECT pi ngCt| Type
M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. |In addition, the only
val ue that MJST be supported by an inplenmentation is
pi ngl cnpEcho. "
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OBJECT pi ngCt | ByPassRout eTabl e

M N- ACCESS read-only

DESCRI PTI ON
"This object is not required by inplenentations that
are not capable of its inplenmentation. The function
represented by this object is inplenmentable if the
set sockopt SOL_SOCKET SO DONTROUTE option is
supported. "

OBJECT pi ngCt | Sour ceAddr essType

SYNTAX | net AddressType { unknown(O0), ipv4(1l), ipv6(2) }

M N- ACCESS read-only

DESCRI PTI ON
"This object is not required by inplenentations that
are not capable of binding the send socket with a
source address. An inplenmentation is only required to
support |1 Pv4 and | Pv6 addresses."

OBJECT pi ngCt | Sour ceAddr ess

SYNTAX | net Address (Sl ZE(O| 4| 16))

M N- ACCESS read-only

DESCRI PTI ON
"This object is not required by inplenentations that
are not capable of binding the send socket with a
source address. An inplenmentation is only required to
support 1 Pv4 and gl obally unique |IPv6 addresses."

OBJECT pingCtlIflndex

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. Wen wite access is
not supported, return a 0 as the value of this object.
A value of O neans that the function represented by
this option is not supported.”

OBJECT pingC| DSFi el d

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. Wen wite access is
not supported, return a 0 as the value of this object.
A value of O neans that the function represented by
this option is not supported.”

OBJECT pi ngResul t sl pTar get Addr essType
SYNTAX | net AddressType { unknown(O0), ipv4(1l), ipv6(2) }
DESCRI PTI ON

"An inplenmentation is only required to

support |1 Pv4 and | Pv6 addresses."
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pi ngResul t sl pTar get Addr ess
| net Address (Sl ZE(O| 4| 16))

DESCRI PTI ON
"An inplenmentation is only required to
support |1 Pv4 and gl obally uni que | Pv6 addresses.
::={ pingConpliances 1}

-- M B groupings

pi ngM ni munG oup OBJECT- GROUP

OBJECTS {
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi

pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi

ngMaxConcurr ent Request s,
ngCt | Tar get Addr essType,
ngCt | Tar get Addr ess,

ngCt | Dat aSi ze,

ngC | Ti meQut,

ngCt | ProbeCount,

ngCt | Admi nSt at us,

ngCt | DataFil I,

ngC | Frequency,

ngCt | MaxRows,

ngCt | St or ageType,

ngCt | TrapGener ati on,
ngCt | Tr apPr obeFai l ureFil ter,

ngCt | TrapTest Fai l ureFil ter,
ngC | Type,

ngC | Descr,

ngCt | ByPassRout eTabl e,

ngCt | Sour ceAddr essType,
ngCt | Sour ceAddr ess,

ngC I | f 1 ndex,

ngCt | DSFi el d,

ngResul t sOper St at us,
ngResul t sl pTar get Addr essType,
ngResul t sl pTar get Addr ess,
ngResultsM nRt t,

ngResul t sMaxRt t,

ngResul t sAver ageRt t,
ngResul t sPr obeResponses,
ngResul t sSent Pr obes,
ngResul t sRt t Sunf Squar es,
ngResul t sLast GoodPr obe

}
STATUS current

DESCRI PTI ON

"The group of objects that constitute the renote ping
capability."
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o= { pingGoups 4 }

pi ngCt | RowsSt at usGr oup OBJECT- GROUP
OBJECTS {
pi ngCt | Rowst at us

STATUS current
DESCRI PTI ON
"The RowSt atus object of the pingCl Table."
:={ pingGoups 5}

pi ngHi st oryG oup OBJECT- GROUP
OBJECTS {
pi ngPr obeHi st or yResponse,
pi ngPr obeHi st or ySt at us,
pi ngPr obeHi st oryLast RC,
pi ngPr obeHi storyTi ne

STATUS current
DESCRI PTI ON
"The group of objects that constitute the history
capability."
.= { pingGoups 6 }

pi ngNot i ficati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
pi ngPr obeFai | ed,
pi ngTest Fai | ed,
pi ngTest Conpl et ed

STATUS current

DESCRI PTI ON
"The notification that are required to be supported by
i mpl ementations of this MB."

::={ pingGoups 3}

pi ngG oup OBJECT- GROUP
OBJECTS {

pi ngMaxConcur r ent Request s,
pi ngCt | Tar get Addr essType,
pi ngCt | Tar get Addr ess,
pi ngCt | Dat aSi ze,
pi ngCt I Ti meQut,
pi ngCt | ProbeCount ,
pi ngCt | Admi nSt at us,
pi ngCt | Dat aFi | |,
pi ngCt | Fr equency,
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pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
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ngCt | MaxRows,

ngCt | St or ageType,

ngCt | TrapGenerati on,

ngCt | Tr apPr obeFai l ureFil ter,
ngCt | TrapTest Fai lureFilter,
ngC | Type,

ngCt | Descr,

ngCt | ByPassRout eTabl e,

ngCt | Sour ceAddr essType,
ngCt | Sour ceAddr ess,

ngC I | f 1 ndex,

ngCt | DSFi el d,

ngCt | RowsSt at us,

ngResul t sOper St at us,
ngResul t sl pTar get Addr essType,
ngResul t sl pTar get Addr ess,
ngResultsM nRt t,

ngResul t sMaxRt t,

ngResul t sAver ageRt t,
ngResul t sPr obeResponses,
ngResul t sSent Pr obes,
ngResul t sRt t Sunf Squar es,
ngPr obeH st or yResponse,
ngPr obeH st orySt at us,

ngPr obeH st orylLast RC

}
STATUS deprecated

DESCRI PTI ON

"The group of objects that constitute the renote ping
capability."
o= { pingGoups 1}

pi ngTi neSt anpGr oup OBJECT- GROUP

OBJECTS {
pi
pi

ngResul t sLast GoodPr obe,
ngPr obeH storyTi me

}
STATUS deprecated

DESCRI PTI ON

"The group of DateAndTi me objects.”
o= { pingGoups 2}

END
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4.2. DI SMAN- TRACERCUTE-M B
DI SMAN- TRACEROUTE-M B DEFI NI TIONS :: = BEA N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, I nteger 32,
Gauge32, Unsigned32, m b-2,
NOTI FI CATI ON- TYPE,
OBJECT- | DENTI TY
FROM SNWPv2- SM -- RFC2578
RowsSt at us, St orageType,
Trut hVal ue, Dat eAndTi e
FROM SNMPv2- TC -- RFC2579
MODULE- COMPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP

FROM SNMPv 2- CONF -- RFC2580
SnnpAdmi nStri ng

FROM SNVP- FRAVEVWWORK- M B -- RFC3411
I nterfacel ndexOr Zer o -- RFC2863

FROM | F- M B
| net Addr essType, | net Address

FROM | NET- ADDRESS- M B -- RFC4001
Oper at i onResponseSt at us

FROM DI SMAN- PI NG- M B; -- RFC4560

traceRout eM B MODULE- | DENTI TY
LAST- UPDATED "200606130000Z" -- 13 June 2006
ORGANI ZATI ON "1 ETF Di stri buted Managenent Worki ng G oup”
CONTACT- | NFO
"Juergen Quittek

NEC Europe Ltd.

Net wor k Laborat ori es
Kur f uer st en- Anl age 36
69115 Hei del berg

Ger many

Phone: +49 6221 4342-115
Emai |l : quittek@etl ab. nec. de"
DESCRI PTI ON
"The Traceroute M B (DI SMAN- TRACERCQUTE- M B) provi des
access to the traceroute capability at a renote host.

Copyright (C) The Internet Society (2006). This version of
this MB nodule is part of RFC 4560; see the RFC itself for
full legal notices."

-- Revision history
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REVI SI ON "200606130000Z" -- 13 June 2006
DESCRI PTI ON
"Updat ed version, published as RFC 4560.
- Correctly considered I Pv6 in DESCRI PTI ON cl ause of
obj ect traceRouteCt| Dat aSi ze
- Repl aced references to RFC 2575 by RFC 3415
- Repl aced references to RFC 2571 by RFC 3411
- Repl aced references to RFC 2851 by RFC 4001
- Clarified DESCRI PTI ON cl ause of object
traceRout eResul t sLast GoodPat h
- Changed range of object traceRouteCtlInitial Ttl
from (0..255) to (1..255)
- Extended DESCRI PTI ON cl ause of traceRouteResul tsTable
describing re-initialization of entries
- Changed SYNTAX of traceRouteResultsTestAttenpts and
traceRout eResul t sTest Successes from Unsi gned32 to
Gauge32
- Changed status of traceRouteConpliance to deprecated
- Added traceRout eFul | Conpl i ance and
traceRout eM ni nunConpl i ance
- Changed status of traceRouteG oup and
traceRout eTi meSt anpG oup to deprecated
- Added traceRout eM ni muma oup,
traceRout eCt | RowsSt at usGroup, and
traceRout eHi st or yG oup
- Changed DEFVAL of object
traceRout eCt | Tar get AddressType from { ipv4 }
to { unknown }
- Changed DEFVAL of object traceRouteCt| Descr
from{ "0O0H} to { ""H}
- Added DEFVAL for object traceRouteCt| TrapGeneration
of DEFVAL { { } }"
REVI SI ON "200009210000Z" -- 21 Septenber 2000
DESCRI PTI ON
"Initial version, published as RFC 2925."

o= { mb-2 81}
-- Top level structure of the MB
traceRouteNotifications OBJECT | DENTIFIER ::

traceRout e(bj ect s OBJECT | DENTIFI ER ::
t r aceRout eConf or mance OBJECT | DENTI FI ER : :

{ traceRouteM B 0 }
{ traceRouteMB 1 }
{ traceRouteMB 2 }

-- The registration node (point) for traceroute inplenentation types

traceRout el npl enent ati onTypeDonmai ns OBJECT | DENTI FI ER
::={ traceRouteM B 3 }
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t raceRout eUsi ngUdpPr obes OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"Indi cates that an inplenmentation is using UDP probes to
performthe traceroute operation."
::={ traceRout el npl enent ati onTypeDonai ns 1 }

-- Sinple Qbject Definitions

t raceRout eMaxConcurrent Requests OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "requests"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The maxi mum nunber of concurrent active traceroute requests
that are allowed within an agent inplenentation. A value

of O for this object inplies that there is no limt for

t he nunber of concurrent active requests in effect.

The limt applies only to new requests being activated.
When a new value is set, the agent will continue processing
all the requests already active, even if their nunber
exceeds the limt just inposed.”

DEFVAL { 10 }

.= { traceRoutehjects 1}

-- Traceroute Control Table

traceRout eCt| Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TraceRouteCtl Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Defines the Renbte Operations Traceroute Control Table for
providing the capability of invoking traceroute froma renote
host. The results of traceroute operations can be stored in
the traceRout eResul t sTabl e, traceRout eProbeH storyTabl e, and
t he traceRout eHopsTabl e. "

::={ traceRoutejects 2}

traceRouteCi| Entry OBJECT- TYPE

SYNTAX TraceRouteCt| Entry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
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"Defines an entry in the traceRouteC| Table. The first
i ndex el ement, traceRouteCt| Omerlndex, is of type
SnnpAdni nString, a textual convention that allows for
use of the SNWPv3 Vi ew Based Access Control Model

(RFC 3415, VACM and that allows a managemnent
application to identify its entries. The second index,
traceRout eCt| Test Name (al so an SnnpAdmi nString),

enabl es the sane managenent application to have

mul tipl e requests outstanding."

| NDEX {

traceRout eCt | Owmer | ndex,
traceRout eCt| Test Nane

}
= { traceRouteCt| Table 1 }

TraceRouteCt| Entry :: =
SEQUENCE {

}

traceRout eCt | Omer | ndex OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(O. . 32))

Quittek & Wiite

traceRout eCt | Omner | ndex
traceRout eCt| Test Nane
traceRout eCt| Tar get Addr essType
traceRout eCt | Tar get Addr ess

SnnpAdni nSt ri ng,
SnnpAdni nSt ri ng,
| net Addr essType,
| net Addr ess,

traceRout eCt | ByPassRout eTabl e Trut hval ue,
traceRout eCt | Dat aSi ze Unsi gned32,
traceRout eCt | Ti meQut Unsi gned32,
traceRout eCt | ProbesPer Hop Unsi gned32,
traceRout eCt| Port Unsi gned32,
traceRout eCt | MaxTt | Unsi gned32,
traceRout eCt| DSFi el d Unsi gned32,

traceRout eCt | Sour ceAddr essType
t raceRout eCt | Sour ceAddr ess
traceRouteCt || flndex
traceRouteCt| M scOpti ons

| net Addr essType,

| net Addr ess,

| nterfacel ndexOr Zer o,
SnnpAdni nSt ri ng,

traceRout eCt | MaxFai |l ures Unsi gned32,

t raceRout eCt | Dont Fr agnment Tr ut hval ue,
traceRouteCil Initial Tt Unsi gned32,
traceRout eCt | Frequency Unsi gned32,
traceRout et | St or ageType St or ageType,
traceRout eCt | Adm nSt at us | NTEGER,
traceRout eCt | Descr SnnpAdmi nStri ng,
traceRout eCt | MaxRows Unsi gned32,
traceRouteCt| TrapCGenerati on BI TS,
traceRouteCt| Creat eHopsEntries TruthVal ue,
traceRouteCt| Type OBJECT | DENTI FI ER,
traceRout eCt | RowSt at us RowsSt at us

St andards Track
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MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"To facilitate the provisioning of access control by a
security adm nistrator using the View Based Access
Control Mddel (RFC 3415, VACM for tables in which
nmultiple users nmay need to create or
nodi fy entries independently, the initial index is used as
an 'owner index'. Such an initial index has a syntax of
SnmpAdni nString and can thus be trivially napped to a
securityName or groupNanme defined in VACM in
accordance with a security policy.

When used in conjunction with such a security policy,
all entries in the table belonging to a particul ar user
(or group) will have the sane value for this initia
index. For a given user’s entries in a particular
table, the object identifiers for the information in
these entries will have the sane subidentifiers (except
for the "columm’ subidentifier) up to the end of the
encoded owner index. To configure VACMto permit access
to this portion of the table, one would create
vacmVi ewTr eeFani | yTabl e entries with the val ue of
vacmVi ewTr eeFami | ySubtree i ncl udi ng the owner index
portion, and vacnVi ewlreeFam | yMask 'wi |l dcarding’ the
colum subidentifier. Mre el aborate configurations
are possible."

::={ traceRouteCtlEntry 1 }

traceRout eCt| Test Name OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(O. . 32))
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The nane of a traceroute test. This is locally unique,
within the scope of a traceRouteCt| Ownerl ndex."
::={ traceRouteCtl Entry 2 }

traceRout eCt | Tar get Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Specifies the type of host address to be used on the
traceroute request at the renote host."

DEFVAL { unknown }

::={ traceRouteCtl Entry 3}
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traceRout eCt | Tar get Addr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Speci fies the host address used on the
traceroute request at the renote host. The
host address type can be determ ned by

exam ning the value of the corresponding
traceRout eCt | Tar get Addr essType.

A value for this object MJIST be set prior to
transitioning its corresponding traceRouteCtlEntry to
active(l) via traceRouteCt| Rowst at us. "

::={ traceRouteCtl Entry 4 }

traceRout eCt | ByPassRout eTabl e OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The purpose of this object is to enable optional
bypassing the route table. |If enabled, the renote
host will bypass the normal routing tables and send
directly to a host on an attached network. If the
host is not on a directly attached network, an
error is returned. This option can be used to perform
the traceroute operation to a local host through an
interface that has no route defined (e.g., after the
interface was dropped by the routing daenon at the host)."

DEFVAL { false }

::={ traceRouteCtl Entry 5 }

traceRout eCt | Dat aSi ze OBJECT- TYPE

SYNTAX Unsi gned32 (0..65507)
UNI TS "octets"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Specifies the size of the data portion of a traceroute
request, in octets. |f the RECOMVENDED traceroute nethod
(UDP dat agrams as probes) is used, then the val ue
contained in this object MIUST be applied. |f another
traceroute nmethod is used for which the specified size

is not appropriate, then the inplenentation SHOULD use
what ever size (appropriate to the nmethod) is closest to
the specified size.
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The maxi mum val ue for this object was conputed by
subtracting the small est possible | P header size of
20 octets (I Pv4 header with no options) and the UDP
header size of 8 octets fromthe maxi num | P packet size.
An | P packet has a maxi mum si ze of 65535 octets
(excluding | Pv6 Junbograns)."

DEFVAL { 0 }

::={ traceRouteCtl Entry 6 }

traceRouteCt| Ti neQut OBJECT- TYPE

SYNTAX Unsi gned32 (1..60)

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the time-out value, in seconds, for
a traceroute request."”

DEFVAL { 3}

c:={ traceRouteCtl Entry 7 }

traceRout eCt | ProbesPer Hop OBJECT- TYPE

SYNTAX Unsi gned32 (1..10)

UNI TS "probes”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the nunber of tinmes to reissue a traceroute
request with the sane tinme-to-live (TTL) value."

DEFVAL { 3}

::={ traceRouteCtl Entry 8 }

traceRouteCt| Port OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)

UNI TS "UDP Port"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the (initial) UDP port to send the traceroute
request to. A port needs to be specified that is not in
use at the destination (target) host. The default
value for this object is the | ANA assigned port,
33434, for the traceroute function."

DEFVAL { 33434 }

::={ traceRouteCtl Entry 9 }

traceRouteCt | MaxTt|l OBJECT- TYPE

SYNTAX Unsi gned32 (1..255)
UNI TS "tinme-to-1live val ue"
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MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Specifies the maxi mumtine-to-live value."
DEFVAL { 30 }
:={ traceRouteCtl Entry 10 }

traceRout eCt| DSFi el d OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Specifies the value to store in the Type of Service
(TOS) octet in the IPv4 header or in the Traffic
Class octet in the |Pv6 header, respectively, of the
| P packet used to encapsul ate the traceroute probe.

The octet to be set in the | P header contains the
Differentiated Services (DS) Field in the six nost
significant bits.

This option can be used to determ ne what effect an
explicit DS Field setting has on a traceroute response.
Not all values are legal or neaningful. A value of O
nmeans that the function represented by this option is
not supported. DS Field usage is often not supported
by I P inplenentations, and not all values are supported.
Refer to RFC 2474 and RFC 3260 for gui dance on usage of
this field."

REFERENCE
"Refer to RFC 1812 for the definition of the IPv4 TCS
octet and to RFC 2460 for the definition of the |IPv6
Traffic Cass octet. Refer to RFC 2474 and RFC 3260
for the definition of the Differentiated Services Field."

DEFVAL { 0 }

o= { traceRouteCtl Entry 11 }

traceRout eCt | Sour ceAddr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Specifies the type of the source address,
traceRout eCt | Sour ceAddress, to be used at a renote host
when a traceroute operation is perforned.”

DEFVAL { unknown }

:={ traceRouteCtlEntry 12 }
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traceRout eCt | Sour ceAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Use the specified | P address (which nust be given as an
| P nunber, not a hostnane) as the source address in
out goi ng probe packets. On hosts with nore than one IP
address, this option can be used to sel ect the address
to be used. |If the IP address is not one of this
machi ne’ s interface addresses, an error is returned, and
nothing is sent. A zero-length octet string value for
this object disables source address specification.
The address type (I net AddressType) that relates to
this object is specified by the correspondi ng val ue
of traceRouteCt| SourceAddr essType. "

DEFVAL { '"H}

:={ traceRouteCtl Entry 13 }

traceRouteCtl | fl ndex OBJECT- TYPE

SYNTAX | nt er facel ndexOr Zer o
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Setting this object to an interface's iflndex prior
to starting a renote traceroute operation directs
the traceroute probes to be transnmitted over the
specified interface. A value of zero for this object
inplies that this option is not enabl ed."

DEFVAL { 0 }

:={ traceRouteCtl Entry 14 }

traceRouteCt| M scOpti ons OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Enabl es an application to specify inplenentation-dependent
options."

DEFVAL { '"H}

:={ traceRouteCtl Entry 15 }

traceRout eCt | MaxFai | ures OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
UNI TS "ti meout s"

MAX- ACCESS read-create

STATUS current
DESCRI PTI ON
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"The val ue of this object indicates the nmaxi num nunber
of consecutive timeouts allowed before a renpte traceroute
request is termnated. A value of either 255 (maxi mum
hop count/possible TTL value) or 0 indicates that the
function of terminating a renpte traceroute request when a
speci fic nunber of consecutive tinmeouts are detected is
di sabl ed. "

DEFVAL { 5 }

:={ traceRouteCtl Entry 16 }

traceRout eCt | Dont Fragment OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Thi s object enables setting of the don’t fragnent flag (DF)
in the | P header for a probe. Use of this object enables
a manual PATH MIU test is performed."

DEFVAL { false }

:={ traceRouteCtl Entry 17 }

traceRouteCtlInitial Tt1 OBJECT- TYPE

SYNTAX Unsi gned32 (1..255)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The val ue of this object specifies the initial TTL value to
use. This enabl es bypassing the initial (often well known)
portion of a path."

DEFVAL { 1 }

:={ traceRouteCtl Entry 18 }

traceRout eCt | Frequency OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of seconds to wait before repeating a
traceroute test, as defined by the value of the
various objects in the correspondi ng row.

After a single test is conpleted the nunber of seconds
as defined by the value of traceRouteCt| Frequency MJST
el apse before the next traceroute test is started.

A value of O for this object inplies that the test
as defined by the corresponding entry will not be
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repeated. "
DEFVAL { 0 }
:={ traceRouteCtl Entry 19 }

traceRouteCt| St orageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The storage type for this conceptual row.
Conceptual rows having the value ’'permanent’ need not
allow wite-access to any columar objects in the row"

DEFVAL { nonVol atile }

:={ traceRouteCtl Entry 20 }

traceRout eCt | Adm nSt at us OBJECT- TYPE

SYNTAX | NTEGER {
enabl ed(1), -- operation should be started
di sabl ed(2) -- operation should be stopped
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Reflects the desired state that an traceRouteCt| Entry
shoul d be in:

enabled(1l) - Attenpt to activate the test as defined by
this traceRouteC| Entry.

di sabl ed(2) - Deactivate the test as defined by this
traceRouteCi| Entry.

Refer to the correspondi ng traceRouteResultsOperStatus to
determ ne the operational state of the test defined by
this entry.”

DEFVAL { disabled }

o= { traceRouteCtl Entry 21 }

traceRout eCt | Descr OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The purpose of this object is to provide a
descriptive nane of the renpte traceroute
test."

DEFVAL { '"H}

:={ traceRouteCtl Entry 22 }
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traceRout eCt | MaxRows OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "rows"

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The maxi mum nunber of corresponding entries all owed
in the traceRout eProbeHi storyTable. An inplenentation
of this MB will renove the ol dest corresponding entry
in the traceRout eProbeHi storyTable to allow the
addition of an new entry once the nunber of
corresponding rows in the traceRouteProbeH storyTabl e
reaches this val ue.

A d entries are not renoved when a new test is
started. Entries are added to the
t raceRout eProbeHi st oryTabl e until traceRouteC | MaxRows
is reached before entries begin to be renoved.
A value of 0 for this object disables creation of
traceRout eProbeHi storyTabl e entries."

DEFVAL { 50 }

:={ traceRouteCtl Entry 23 }

traceRouteCt| TrapGenerati on OBJECT- TYPE
SYNTAX BI TS {
pat hChange(0),
testFailure(l),
t est Conpl eti on( 2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The val ue of this object deterni nes when and whether to
generate a notification for this entry:

pat hChange( 0) - Cenerate a traceRout ePat hChange
notification when the current path varies froma
previ ously determ ned pat h.

testFailure(1) - Cenerate a traceRouteTest Fail ed
notification when the full path to a target
can't be determ ned.

test Conpl etion(2) - Generate a traceRout eTest Conpl et ed
notification when the path to a target has been
det er m ned.

The value of this object defaults to an enpty set,

i ndicating that none of the above options has been
selected.”
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DEFVAL { { } }
o= { traceRouteCtl Entry 24 }

traceRout eCt | Creat eHopsEntri es OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The current path for a traceroute test is kept in the
traceRout eHopsTabl e on a per-hop basis when the val ue of
this object is true(l1)."

DEFVAL { false }

:={ traceRouteCtl Entry 25 }

traceRouteCt| Type OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The value of this object is used either to report or to
sel ect the inplenentation nethod to be used for
perform ng a traceroute operation. The value of this
obj ect may be selected from

traceRout el npl enent ati onTypeDonai ns.

Addi tional inplenmentation types should be allocated as
required by inplenenters of the DI SMAN- TRACEROUTE- M B
under their enterprise specific registration point,
not beneath traceRoutel npl enent ati onTypeDonai ns. "
DEFVAL { traceRout eUsi ngUdpProbes }
:={ traceRouteCtl Entry 26 }

traceRout eCt | RowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object allows entries to be created and del eted

in the traceRouteCt| Table. Deletion of an entry in

this table results in a deletion of all correspondi ng (sane
traceRout eCt| Omer | ndex and traceRouteCt| Test Nane

i ndex val ues) traceRouteResultsTabl e,

t raceRout ePr obeHi st oryTabl e, and traceRout eHopsTabl e
entries.

A val ue MJST be specified for traceRouteCt| Target Addr ess
prior to acceptance of a transition to active(l) state.
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When a val ue for pingCtl Target Address is set,
the val ue of object pingCl RowStatus changes
from not Ready(3) to notlnService(2).

Activation of a renpte traceroute operation is
controlled via traceRout eCt| Admi nSt atus, and not
by transitioning of this object’s value to active(l).

Transitions in and out of active(l) state are not
all oned while an entry’s traceRout eResul t sQper St at us
is active(l), with the exception that del etion of

an entry in this table by setting its RowStatus

obj ect to destroy(6) will stop an active

traceroute operation.

The operational state of an traceroute operation
can be determ ned by examination of the correspondi ng
t raceRout eResul t sOper St at us obj ect . "

REFERENCE
"See definition of RowStatus in RFC 2579, ' Textual
Conventions for SMv2.""

:={ traceRouteCtl Entry 27 }

-- Traceroute Results Table

traceRout eResul t sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TraceRout eResul tsEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Defines the Renbte Operations Traceroute Results Table for
keeping track of the status of a traceRouteCtlEntry.

An entry is added to the traceRout eResul tsTabl e when an
traceRouteCtl Entry is started by successful transition
of its traceRouteCi| Adm nStatus object to enabled(1).

If the object traceRouteCt| Adni nStatus al ready has the val ue
enabl ed(1), and if the correspondi ng

t raceRout eResul t sOper St at us obj ect has the val ue

conpl eted(3), then successfully witing enabled(1l) to the
obj ect traceRouteCt| Admi nStatus re-initializes the already
existing entry in the traceRouteResul tsTable. The val ues of
objects in the re-initialized entry are the sane as

t he val ues of objects in a new entry woul d be.

An entry is renoved fromthe traceRouteResul t sTabl e when
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its corresponding traceRouteCtl Entry is deleted.”
::={ traceRoutejects 3}

traceRout eResul t sentry OBJECT- TYPE

SYNTAX TraceRout eResul t sEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Defines an entry in the traceRout eResul tsTable. The
traceRout eResul t sTabl e has the sane indexing as the
traceRouteCt| Tabl e so that a traceRouteResul tsEntry
corresponds to the traceRouteCt| Entry that caused it to
be created.”
| NDEX {
traceRout eCt | Omner | ndex,
traceRout eCt | Test Nane

}

::={ traceRouteResultsTable 1 }

TraceRout eResul tsEntry ::=

SEQUENCE {
t raceRout eResul t sOper St at us | NTEGER,
t raceRout eResul t sCur HopCount Gauge32,
t raceRout eResul t sCur Pr obeCount Gauge32,
traceRout eResul t sl pTgt Addr Type | net Addr essType,
t raceRout eResul t sl pTgt Addr | net Addr ess,
traceRout eResul tsTest Attenpts Gauge32,
t raceRout eResul t sTest Successes Gauge32,
traceRout eResul t sLast GoodPat h Dat eAndTi ne
}
traceRout eResul t sOper St at us OBJECT- TYPE
SYNTAX | NTEGER {
enabl ed(1), -- test is in progress
di sabl ed(2), -- test has stopped
conpleted(3) -- test is conpleted
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Reflects the operational state of an traceRouteCi| Entry:
enabl ed( 1) - Test is active.
di sabl ed(2) - Test has stopped.
compl eted(3) - Test is conpleted.”
::={ traceRouteResultsEntry 1 }

t raceRout eResul t sCur HopCount OBJECT- TYPE
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SYNTAX Gauge32
UNI TS "hops"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Reflects the current TTL value (from1 to
255) for a renote traceroute operation
Maxi mum TTL val ue i s deternined by
traceRouteCt| MaxTtI . "

::={ traceRouteResul tskntry 2 }

tr aceRout eResul t sCur ProbeCount OBJECT- TYPE

SYNTAX Gauge32
UNI TS "probes”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Refl ects the current probe count (1..10) for
a renote traceroute operation. The maxi mum
probe count is determ ned by
traceRout eCt | ProbesPer Hop. "

::={ traceRouteResul tskntry 3 }

traceRout eResul t sl pTgt Addr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the type of address stored
in the correspondi ng traceRout eResul t sl pTgt Addr
obj ect."

::={ traceRouteResul tsEntry 4 }

traceRout eResul t sl pTgt Addr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reports the I P address associ at ed

with a traceRout eCt| Tar get Address val ue when the

destination address is specified as a DNS nane.

The val ue of this object should be a zero-length

octet string when a DNS name is not specified or

when a specified DNS nane fails to resolve."
::={ traceRouteResul tsEntry 5 }

traceRout eResul t sTest Att enpts OBJECT- TYPE
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SYNTAX Gauge32
UNI TS "tests"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current nunber of attenpts to deternmine a path

to a target. The value of this object MJIST be started
at 0."

::={ traceRouteResul tsEntry 6 }

traceRout eResul t sTest Successes OBJECT- TYPE

SYNTAX Gauge32
UNI TS "tests"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current nunber of attenpts to deternmine a path
to a target that have succeeded. The value of this
obj ect MUST be reported as 0 when no attenpts have
succeeded. "

::={ traceRouteResul tskntry 7 }

traceRout eResul t sLast GoodPat h OBJECT- TYPE

SYNTAX Dat eAndTi nme
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The date and tine when the |last conplete path
was deternmined. A path is conplete if responses
were received or timeout occurred for each hop on
the path; i.e., for each TTL value fromthe val ue
of the corresponding traceRouteCtlInitial Ttl object
up to the end of the path or (if no reply fromthe
target | P address was received) up to the val ue of
the correspondi ng traceRouteCt| MaxTt| object."
::={ traceRouteResul tskntry 8 }

-- Trace Route Probe History Tabl e

t raceRout ePr obeHi st or yTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TraceRout eProbeH storyEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Defines the Renote Operations Traceroute Results Tabl e
for storing the results of a traceroute operation

An inplementation of this MB will rempve the ol dest
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entry in the traceRouteProbeH storyTable of the
corresponding entry in the traceRouteCtl Table to all ow

the addition of a new entry once the nunber of rows in

the traceRout eProbeHi st oryTabl e reaches the val ue specified
by traceRouteCt| MaxRows for the corresponding entry in the
traceRouteCt| Tabl e. ™

::={ traceRoutejects 4}

traceRout ePr obeHi storyEntry OBJECT- TYPE

SYNTAX Tr aceRout ePr obeHi storyEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Defines a table for storing the results of a traceroute
operation. Entries in this table are linted by

the val ue of the correspondi ng traceRout eCt| MaxRows

obj ect .

The first two index elenents identify the

traceRouteCil Entry that a traceRout eProbeHi storyEntry

bel ongs to. The third index el enment selects a single
traceroute operation result. The fourth and fifth indexes
sel ect the hop and the probe for a particul ar

traceroute operation."”

| NDEX {

traceRout eCt | Omer | ndex,
traceRout eCt | Test Nane,

t raceRout ePr obeHi st oryl ndex,

t raceRout ePr obeHi st or yHopl ndex,

t raceRout ePr obeHi st or yPr obel ndex

}
{ traceRout eProbeH storyTable 1 }

Tr aceRout ePr obeHi storyEntry :: =

SEQUENCE {
t raceRout ePr obeHi st oryl ndex Unsi gned32,
t r aceRout ePr obeHi st or yHopl ndex Unsi gned32,
t raceRout ePr obeHi st or yPr obel ndex Unsi gned32,
t raceRout ePr obeHi st or yHAddr Type | net Addr essType,
t r aceRout ePr obeHi st or yHAddr | net Addr ess,
t r aceRout ePr obeHi st or yResponse Unsi gned32,
t r aceRout ePr obeHi st or ySt at us Oper at i onResponseSt at us,
traceRout ePr obeHi st oryLast RC | nt eger 32,
t raceRout ePr obeHi st oryTi ne Dat eAndTi e
}

t raceRout ePr obeHi st oryl ndex OBJECT- TYPE
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SYNTAX Unsigned32 (1..'ffffffff’h)
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table is created when the result of

a traceroute probe is deternmined. The initial 2 instance
identifier index values identify the traceRouteC|Entry
that a probe result (traceRouteProbeH storyEntry) bel ongs
to. An entry is renoved fromthis table when

its corresponding traceRouteCt| Entry is del eted.

An inplenmentati on MJUST start assigning
traceRout ePr obeHi storyl ndex values at 1 and wap after
exceedi ng the nmaxi num possi bl e val ue, as defined by the
[imt of this object ('ffffffff’'h)."

::={ traceRout eProbeH storyEntry 1 }

t raceRout ePr obeH st or yHopl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..255)
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"Indi cates which hop in a traceroute path the probe’s

results are for. The value of this object is initially

determ ned by the value of traceRouteCtlInitial Ttl."
::={ traceRout eProbeH storyEntry 2 }

t raceRout ePr obeHi st or yPr obel ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..10)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"Indi cates the index of a probe for a particular
hop in a traceroute path. The nunber of probes per
hop is determ ned by the value of the correspondi ng
traceRout eCt | ProbesPer Hop object.™

::={ traceRout eProbeH storyEntry 3 }

t raceRout ePr obeHi st or yHAddr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This objects indicates the type of address stored
in the correspondi ng traceRout eProbeH st oryHAddr
obj ect."

::={ traceRout eProbeH storyEntry 4 }
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t raceRout ePr obeHi st or yHAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The address of a hop in a traceroute path. This object
is not allowed to be a DNS nane. The value of the
correspondi ng object, traceRouteProbeHi st oryHAddr Type,
i ndicates this object’s | P address type."

::={ traceRout eProbeH storyEntry 5 }

t raceRout ePr obeHi st or yResponse OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The amount of time neasured in mlliseconds from when
a probe was sent to when its response was received or
when it timed out. The value of this object is reported
as 0 when it is not possible to transmt a probe.”

::={ traceRout eProbeH storyEntry 6 }

t raceRout ePr obeHi st orySt at us OBJECT- TYPE

SYNTAX Oper at i onResponseSt at us
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The result of a traceroute operation rmade by a renpte
host for a particular probe."
::={ traceRout eProbeH storyEntry 7 }

t raceRout ePr obeHi st oryLast RC OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
"The last inplenentation-nethod-specific reply code received.

Traceroute is usually inplenmented by transmitting a series of
probe packets with increasing tinme-to-live values. A probe
packet is a UDP datagram encapsul ated into an | P packet.

Each hop in a path to the target (destination) host rejects

the probe packets (probe’s TTL too small, ICVP reply) until
either the maxi mum TTL i s exceeded or the target host is
received. "

::={ traceRout eProbeH storyEntry 8 }
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t raceRout eProbeHi st oryTi ne OBJECT- TYPE

SYNTAX Dat eAndTi nme
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Timestanp for when this probe’s results were determ ned."”
::={ traceRout eProbeH storyEntry 9 }

-- Traceroute Hop Results Table

traceRout eHopsTabl e OBJECT- TYPE

SYNTAX SEQUENCE COF Tr aceRout eHopsEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Defines the Renote Operations Traceroute Hop Table for
keeping track of the results of traceroute tests on a
per - hop basis."

::={ traceRoute(bjects 5 }

traceRout eHopsEntry OBJECT- TYPE

SYNTAX Tr aceRout eHopsEnt ry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"Defines an entry in the traceRout eHopsTabl e.
The first two index elenents identify the
traceRouteCtl Entry that a traceRout eHopsEntry
bel ongs to. The third index el enent,
t raceRout eHopsHopl ndex, selects a
hop in a traceroute path."
| NDEX {
traceRout eCt | Omner | ndex,
traceRout eCt | Test Name,
t r aceRout eHopsHopl ndex

}
::={ traceRouteHopsTable 1 }

TraceRout eHopsEntry ::=

SEQUENCE {
t r aceRout eHopsHopl ndex Unsi gned32,
t raceRout eHopsl pTgt Addr essType | net Addr essType,
t r aceRout eHopsl| pTgt Addr ess | net Addr ess,
traceRout eHopsM nRt t Unsi gned32
traceRout eHopsMaxRt t Unsi gned32
t r aceRout eHopsAver ageRt t Unsi gned32

t raceRout eHopsRt t SumOf Squares Unsi gned32
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t raceRout eHopsSent Pr obes Unsi gned32
t r aceRout eHopsPr obeResponses Unsi gned32,
t r aceRout eHopsLast GoodPr obe Dat eAndTi ne

}
t raceRout eHopsHopl ndex OBJECT- TYPE
SYNTAX Unsigned32 (1..'ffffffff’h)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"Specifies the hop index for a traceroute hop. Val ues
for this object with respect to the sane
traceRout eCt| Omer | ndex and traceRouteCt| Test Nane

MUST start at 1 and be given increasing values for

subsequent hops. The val ue of traceRouteHopsHopl ndex is not

necessarily the nunber of the hop on the traced path.

The traceRout eHopsTabl e keeps the current traceroute
path per traceRouteCtlIEntry if enabl ed by

setting the correspondi ng traceRouteCt| Creat eHopsEntries
to true(l).

Al'l hops (traceRouteHopsTable entries) in a traceroute
path MJST be updated at the same tine when a traceroute

operation is conpleted. Care needs to be applied when a path
ei ther changes or can't be determned. The initial portion

of the path, up to the first hop change, MJST retain the

sane traceRout eHopsHopl ndex val ues. The remaining portion

of the path SHOULD be assi gned new traceRout eHopsHopl ndex
val ues. "

::={ traceRouteHopsEntry 1 }

traceRout eHopsl pTgt Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the type of address stored
in the correspondi ng traceRout eHopsl pTgt Addr ess
obj ect."

::={ traceRout eHopsEntry 2 }

t raceRout eHopsl pTgt Addr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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the hop. A value for this object should be reported
as a nuneric | P address, not as a DNS nane.

The address type (Il net AddressType) that relates to
this object is specified by the correspondi ng val ue
of pingCt| Sour ceAddr essType. "

::={ traceRout eHopsEntry 3 }

traceRout eHopsM nRtt OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The m nimumtraceroute round-trip-tine (RTT) received for
this hop. A value of O for this object inplies that no
RTT has been received."

::={ traceRout eHopsEntry 4 }

traceRout eHopsMaxRit OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The maxi mum traceroute round-trip-tine (RTT) received for
this hop. A value of O for this object inplies that no
RTT has been received."

::={ traceRout eHopsEntry 5 }

traceRout eHopsAver ageRtt OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The current average traceroute round-trip-tine (RTT) for
this hop."

::={ traceRout eHopsEntry 6 }

traceRout eHopsRt t Sunt Squar es OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Thi s object contains the sumof the squares of al
round-trip-times received for this hop. |Its purpose is
to enabl e standard deviation cal cul ation."

::={ traceRouteHopsEntry 7 }

t raceRout eHopsSent Probes OBJECT- TYPE
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SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The val ue of this object reflects the nunber of probes sent
for this hop during this traceroute test. The value of this
obj ect should start at 0."

::={ traceRout eHopsEntry 8 }

t raceRout eHopsPr obeResponses OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Nunber of responses received for this hop during this
traceroute test. This value of this object should start
at 0."

::={ traceRouteHopsEntry 9 }

t raceRout eHopsLast GoodPr obe OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Date and tine at which the |last response was received for a
probe for this hop during this traceroute test."
::={ traceRouteHopsEntry 10 }

-- Notification Definition section

t raceRout ePat hChange NOTI FI CATI ON- TYPE
OBJECTS {
traceRout eCt | Tar get Addr essType,
traceRout eCt | Tar get Addr ess,
t raceRout eResul t sl pTgt Addr Type,
traceRout eResul t sl pTgt Addr

}
STATUS current
DESCRI PTI ON
"The path to a target has changed."
.= { traceRouteNotifications 1 }

traceRout eTest Fai | ed NOTI FI CATI ON- TYPE
OBJECTS {
traceRout eCt | Tar get Addr essType,
traceRout eCt | Tar get Addr ess,
traceRout eResul t sl pTgt Addr Type,
traceRout eResul t sl pTgt Addr
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}
STATUS current
DESCRI PTI ON
"Coul d not determne the path to a target."”
::={ traceRouteNotifications 2 }

traceRout eTest Conpl et ed NOTI FI CATI ON- TYPE
OBJECTS {
traceRout eCt | Tar get Addr essType,
traceRout eCt | Tar get Addr ess,
t raceRout eResul t sl pTgt Addr Type,
traceRout eResul t sl pTgt Addr

}
STATUS current
DESCRI PTI ON
"The path to a target has just been determ ned."
::={ traceRouteNotifications 3 }

-- Conformance information
-- Conpliance statenents

t raceRout eConpl i ances OBJECT | DENTI FI ER
;.= { traceRouteConformance 1 }

traceRout eG oups OBJECT | DENTI FI ER
;.= { traceRouteConformance 2 }

-- Conpliance statenents

traceRout eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities that
fully inplenent the DI SMAN- TRACEROUTE- M B. "
MODULE -- this nodul e
MANDATORY- GROUPS {
t raceRout eM ni munr oup,
traceRout eCt | RowsSt at usGr oup,
t raceRout eHi st oryG oup

}

GROUP t raceRout eHopsTabl eG oup
DESCRI PTI ON
"This group lists the objects that make up a

June

2006

traceRout eHopsEntry. Support of the traceRout eHopsTabl e

is optional."

GROUP traceRouteNotificationsG oup
DESCRI PTI ON
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"This group defines a collection of optional
notifications.”

OBJECT traceRout eMaxConcurrent Request s

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support SET
operations to this object.”

OBJECT traceRout eCt| ByPassRout eTabl e

M N- ACCESS read-only

DESCRI PTI ON
"Wite access to this object is not required by
i npl enentations that are not capable of its
i npl ementation. The function represented by this
object is inplenentable if the setsockopt
SOL_SOCKET SO DONTROUTE option is supported.”

OBJECT traceRouteCi| DSFi el d

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. |If wite access is
not supported, return a 0 as the value of this object.
A value of O inplies that the function represented by
this option is not supported.”

OBJECT traceRouteCt| Sour ceAddr essType
SYNTAX | net AddressType { unknown(O), ipv4(1l), ipv6(2) }
M N- ACCESS read-only
DESCRI PTI ON
"Wite access to this object is not required by
i npl enmentations that are not capabl e of binding the
send socket with a source address. An inplenentation
is only required to support |IPv4 and | Pv6 addresses.”

OBJECT traceRout eCt| Sour ceAddr ess

SYNTAX | net Address (Sl ZE(O]| 4| 16))

M N- ACCESS read-only

DESCRI PTI ON
"Wite access to this object is not required by
i npl ementations that are not capabl e of binding the
send socket with a source address. An inplenentation
is only required to support |IPv4 and | Pv6 addresses.”

OBJECT traceRouteCt! | fl ndex
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required. |If wite access is
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not supported, return a 0 as the value of this object.
A value of O inplies that the function represented by
this option is not supported.”

OBJECT traceRouteCt| M scOpti ons

M N- ACCESS read-only

DESCRI PTI ON
"Support of this object is optional. |If not
supporting, do not allow wite access and return a
zero-length octet string as the value of the object.”

OBJECT traceRouteCt| St orageType

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. It is also allowed
that inplenentations support only the volatile(2)
St orageType enuneration.”

OBJECT traceRouteCt| Type

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. |In addition, the only
val ue that is RECOMENDED to be supported by an
i npl ementation is traceRouteUsi ngUdpProbes. "

OBJECT traceRout eResul t sl pTgt Addr Type
SYNTAX | net AddressType { unknown(O), ipv4(1l), ipv6(2) }
DESCRI PTI ON

"An inplenmentation should only support |Pv4 and

gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eResul t sl pTgt Addr
SYNTAX | net Address (Sl ZE(O]| 4| 16))
DESCRI PTI ON
"An inplenmentation should only support |Pv4 and
gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eResul t sLast GoodPat h

DESCRI PTI ON
"If the traceRout eHopsTabl eG oup is inplenented, then
this object is mandatory for inplenmentations that have
access to a systemclock and that are capable of setting
the val ues for DateAndTi ne objects. It is RECOVMENDED
that when this object is not supported its val ues
be reported as ' 0000000000000000" H. "

OBJECT traceRout eProbeH st or yHAddr Type
SYNTAX | net AddressType { unknown(O0), ipv4(1l), ipv6(2) }
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DESCRI PTI ON
"An inplenmentation should only support |Pv4 and
gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eProbeH st or yHAddr
SYNTAX | net Address (Sl ZE(O| 4| 16))
DESCRI PTI ON
"An inplenmentation should only support |Pv4 and
gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eProbeHi storyTi ne

DESCRI PTI ON
"This object is nandatory for inplenentations that have
access to a systemclock and that are capable of setting
the val ues for DateAndTi ne objects. It is RECOVMENDED
that when this object is not supported its val ues
be reported as ' 0000000000000000" H. "

OBJECT traceRout eHopsl pTgt Addr essType
SYNTAX | net AddressType { unknown(O), ipv4(1l), ipv6(2) }
DESCRI PTI ON

"An inplenmentation should only support |Pv4 and

gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eHopsl pTgt Addr ess
SYNTAX | net Address (Sl ZE(O| 4| 16))
DESCRI PTI ON
"An inplenmentation should only support |Pv4 and
gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eHopsLast GoodPr obe

DESCRI PTI ON
"This object is nandatory for inplenentations that have
access to a systemclock and that are capable of setting
the val ues for DateAndTi ne objects. It is RECOVMENDED
that when this object is not supported its val ues
be reported as ' 0000000000000000" H. "

{ traceRout eConpliances 2 }

t raceRout eM ni munmConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

"The m ni mum conpl i ance statement for SNWVP entities
whi ch i mpl ement the mnimal subset of the

DI SMAN- TRACEROQUTE-M B. I npl enentors mi ght choose this
subset for small devices with limted resources.”

MODULE -- this nodul e
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MANDATORY- GROUPS { traceRout eM ni muma oup }

GROUP traceRout eCt| RowsSt at usG oup

DESCRI PTI ON
"A conpliant inplenmentation does not have to inplenent
the traceRout eCt| RowsSt at usG oup. "

GROUP traceRout eHi st oryGr oup

DESCRI PTI ON
"A conpliant inplenmentation does not have to inplenent
t he traceRout eH storyG oup. "

GROUP t raceRout eHopsTabl eG oup

DESCRI PTI ON
"This group lists the objects that nmake up a
traceRout eHopsEntry. Support of the traceRout eHopsTabl e
is optional."

GROUP traceRouteNotificationsG oup

DESCRI PTI ON
"This group defines a collection of optional
notifications.”

OBJECT traceRout eMaxConcurrent Request s

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support SET
operations to this object."”

OBJECT traceRout eCt| ByPassRout eTabl e

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. |If wite access is
not supported, return a false(2) as the value of this
object. A value of false(2) neans that the function
represented by this option is not supported.”

OBJECT traceRouteCi| DSFi el d

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. |If wite access is
not supported, return a 0 as the value of this object.
A value of O inplies that the function represented by
this option is not supported.”

OBJECT traceRouteCt| Sour ceAddr essType

SYNTAX | net AddressType { unknown(O0), ipv4(1l), ipv6(2) }
M N- ACCESS read-only
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DESCRI PTI ON
"Wite access to this object is not required by
i npl enmentations that are not capabl e of binding the
send socket with a source address. An inplenentation
is only required to support |IPv4 and | Pv6 addresses.”

OBJECT traceRout eCt| Sour ceAddr ess
SYNTAX | net Address (Sl ZE(O| 4| 16))
M N- ACCESS read-only

DESCRI PTI ON
"Wite access to this object is not required by
i npl enmentations that are not capabl e of binding the
send socket with a source address. An inplenentation
is only required to support |IPv4 and | Pv6 addresses.”

OBJECT traceRouteCi| |fl ndex

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. |If wite access is
not supported, return a 0 as the value of this object.
A value of O inplies that the function represented by
this option is not supported.”

OBJECT traceRouteCt| M scOpti ons

M N- ACCESS read-only

DESCRI PTI ON
"Support of this object is optional. |f not
supporting, do not allow wite access, and return a
zero-length octet string as the value of the object.”

OBJECT traceRout eCt | Dont Fr agnent

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. |If wite access is
not supported, return a false(2) as the value of this
object. A value of false(2) neans that the function
represented by this option is not supported.”

OBJECT traceRouteCtlInitial Tt
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required. |If wite access is
not supported, return a 1 as the value of this object."

OBJECT traceRouteC| Frequency

M N- ACCESS read-only
DESCRI PTI ON
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"Wite access is not required. |If wite access is
not supported, return a 0 as the value of this object.
A value of O inplies that the function represented by
this option is not supported.”

OBJECT traceRouteCt| St orageType

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. It is also allowed
that inplenentations support only the volatile(2)
St orageType enuneration.”

OBJECT traceRouteCt| Descr

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support set
operations to this object."”

OBJECT traceRout eCt| MaxRows

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. If the
traceRouteH storyGroup is not inplenented, then wite
access to this object MJUST be disabled, and the object
MJUST return a value of 0 when retrieved."

OBJECT traceRouteCt| TrapGenerati on

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. If the
traceRouteNotificationsGoup is not inplenented, then
wite access to this object MJIST be disabled, and the
obj ect MUST return a value with no bit set when
retrieved. No bit set indicates that no notification
is generated."

OBJECT traceRouteCt| Creat eHopsEntri es

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. If the
traceRout eHopsTabl eG oup is not inplenented, then
wite access to this object MJIST be disabled, and the
object MIUST return a value of false(2) when retrieved."

OBJECT traceRouteCt| Type
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required. |In addition, the only
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val ue that is RECOMENDED to be supported by an
i npl enentation is traceRout eUsi ngUdpProbes. "

OBJECT traceRout eResul t sl pTgt Addr Type
SYNTAX | net AddressType { unknown(O), ipv4(1l), ipv6(2) }
DESCRI PTI ON

"An inplenmentation should only support |Pv4 and

gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eResul t sl pTgt Addr
SYNTAX | net Address (Sl ZE(O]| 4| 16))
DESCRI PTI ON
"An inplenmentation should only support |Pv4 and
gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eResul t sLast GoodPat h

DESCRI PTI ON
"This object is nandatory for inplenentations that have
access to a systemclock and that are capable of setting
the val ues for DateAndTi ne objects. It is RECOVMENDED
that when this object is not supported its val ues
be reported as ' 0000000000000000" H. "

OBJECT traceRout eProbeH st or yHAddr Type
SYNTAX | net AddressType { unknown(O), ipv4(1l), ipv6(2) }
DESCRI PTI ON

"An inplenmentation should only support |Pv4 and

gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eProbeH st or yHAddr
SYNTAX | net Address (Sl ZE(O]| 4| 16))
DESCRI PTI ON
"An inplenmentation should only support |Pv4 and
gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eProbeHi storyTi ne

DESCRI PTI ON
"If the traceRouteH storyGoup is inplenented, then
this object is mandatory for inplenmentations that have
access to a systemclock and that are capable of setting
the val ues for DateAndTi ne objects. It is RECOVMENDED
that when this object is not supported its val ues
be reported as ' 0000000000000000" H. "

OBJECT traceRout eHopsl pTgt Addr essType
SYNTAX | net AddressType { unknown(O0), ipv4(1l), ipv6(2) }
DESCRI PTI ON

"An inplenmentation should only support |Pv4 and
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gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eHopsl pTgt Addr ess
SYNTAX | net Address (Sl ZE(O| 4| 16))
DESCRI PTI ON
"An inplenmentation should only support |Pv4 and
gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eHopsLast GoodPr obe

DESCRI PTI ON
"If the traceRout eHopsTabl eG oup is inplenented, then
this object is mandatory for inplenentations that have
access to a systemclock and that are capable of setting
the val ues for DateAndTi ne objects. It is RECOVMENDED
that when this object is not supported its val ues
be reported as ' 0000000000000000" H. "

;.= { traceRout eConpliances 3 }

t raceRout eConpl i ance MODULE- COVPLI ANCE

STATUS deprecat ed

DESCRI PTI ON
"The conpliance statenment for the DI SMAN- TRACEROUTE- M B.
Thi s conpliance statenent has been deprecated because
the traceRouteGroup and the traceRouteTi meStanpG oup
have been split and deprecated. The
traceRout eFul | Conpliance is semantically identical to the
deprecat ed traceRout eConpli ance statenent."

MODULE -- this nodul e

MANDATORY- GROUPS {
t raceRout eG oup

}
GROUP traceRout eTi meSt anpG oup
DESCRI PTI ON
"This group is mandatory for inplenmentations that have
access to a systemclock and that are capable of setting
t he val ues for DateAndTi ne objects.”

GROUP traceRouteNotificationsG oup

DESCRI PTI ON
"This group defines a collection of optional
notifications.”

GROUP t raceRout eHopsTabl eG oup

DESCRI PTI ON
"This group lists the objects that make up a
traceRout eHopsEntry. Support of the traceRout eHopsTabl e
is optional."
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OBJECT traceRout eMaxConcurrent Request s

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support SET
operations to this object."”

OBJECT traceRout eCt| ByPassRout eTabl e

M N- ACCESS read-only

DESCRI PTI ON
"This object is not required by inplenentations that
are not capable of its inplenmentation. The function
represented by this object is inplenmentable if the
set sockopt SOL_SOCKET SO DONTROUTE option is
supported. "

OBJECT traceRouteCt| Sour ceAddr essType
SYNTAX | net AddressType { unknown(O), ipv4(1l), ipv6(2) }
M N- ACCESS read-only

DESCRI PTI ON
"This object is not required by inplenentations that
are not capable of binding the send socket with a
source address. An inplenmentation is only required to
support |1 Pv4 and | Pv6 addresses."

OBJECT traceRout eCt| Sour ceAddr ess

SYNTAX | net Address (Sl ZE(O| 4| 16))

M N- ACCESS read-only

DESCRI PTI ON
"This object is not required by inplenentations that
are not capable of binding the send socket with a
source address. An inplenmentation is only required to
support |1 Pv4 and gl obally unique |IPv6 addresses.™

OBJECT traceRouteCi| |fl ndex

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. Wen wite access is
not supported, return a 0 as the value of this object.
A value of O inplies that the function represented by
this option is not supported.”

OBJECT traceRouteCt| M scOpti ons

M N- ACCESS read-only

DESCRI PTI ON
"Support of this object is optional. Wen not
supporting, do not allow wite access, and return a
zero-length octet string as the value of the object.”
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OBJECT traceRouteCt| St orageType
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required. It is also allowed
that inplenmentations support only the volatile
St orageType enuneration.”

OBJECT traceRouteCi| DSFi el d

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. Wen wite access is
not supported, return a 0 as the value of this object.
A value of O inplies that the function represented by
this option is not supported.”

OBJECT traceRouteCt| Type

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. |In addition, the only
val ue that is RECOMENDED to be supported by an
i npl ementation is traceRouteUsi ngUdpProbes. "

OBJECT traceRout eResul t sl pTgt Addr Type
SYNTAX | net AddressType { unknown(O), ipv4(1l), ipv6(2) }
DESCRI PTI ON

"An inplenmentation should only support |Pv4 and

gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eResul t sl pTgt Addr
SYNTAX | net Address (Sl ZE(O]| 4| 16))
DESCRI PTI ON
"An inplenmentation should only support |Pv4 and
gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eProbeH st or yHAddr Type
SYNTAX | net AddressType { unknown(O), ipv4(1l), ipv6(2) }
DESCRI PTI ON

"An inplenmentation should only support |Pv4 and

gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eProbeH st or yHAddr
SYNTAX | net Address (Sl ZE(O]| 4| 16))
DESCRI PTI ON
"An inplenmentation should only support |Pv4 and
gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eHopsl pTgt Addr essType
SYNTAX | net AddressType { unknown(O0), ipv4(1l), ipv6(2) }
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DESCRI PTI ON
"An inplenmentation should only support |Pv4 and
gl obal Iy unique | Pv6 address values for this object.”

OBJECT traceRout eHopsl pTgt Addr ess
SYNTAX | net Address (Sl ZE(O| 4| 16))
DESCRI PTI ON
"An inplenmentation should only support |Pv4 and
gl obal Iy unique | Pv6 address values for this object.”
::={ traceRouteConpliances 1 }

-- M B groupings

traceRout eM ni mumG oup OBJECT- GROUP
OBJECTS {

t raceRout eMaxConcurr ent Request s,
traceRout eCt | Tar get Addr essType,
traceRout eCt | Tar get Addr ess,
traceRout eCt | ByPassRout eTabl e,
traceRout eCt | Dat aSi ze,
traceRouteCt | Ti neCQut,
traceRout eCt | Pr obesPer Hop,
traceRouteCt| Port,
traceRouteCt | MaxTt |,
traceRout eCt | DSFi el d,
traceRout eCt | Sour ceAddr essType,
traceRout eCt | Sour ceAddr ess,
traceRouteCt| | fl ndex,
traceRouteCt| M scOpti ons,
traceRout eCt | MaxFai |l ures,
traceRout eCt | Dont Fr agnent ,
traceRouteCtlInitial Ttl,
traceRout eCt | Frequency,
traceRouteCt | St or ageType,
traceRout eCt | Adm nSt at us,
traceRout eCt | MaxRows,
traceRouteCt| TrapGenerati on,
traceRout eCt | Descr,
traceRouteCt | Creat eHopsEntri es,
traceRouteCt | Type,
traceRout eResul t sOper St at us,
t raceRout eResul t sCur HopCount ,
t raceRout eResul t sCur ProbeCount ,
traceRout eResul t sl pTgt Addr Type,
traceRout eResul t sl pTgt Addr,
traceRout eResul t sTest Att enpt s,
traceRout eResul t sTest Successes,
traceRout eResul t sLast GoodPat h
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}
STATUS current
DESCRI PTI ON
"The group of objects that constitute the renote traceroute
operation."
::={ traceRouteG oups 5 }

traceRout eCt | RowSt at usGroup OBJECT- GROUP
OBJECTS {
t raceRout eCt | RowSt at us

}
STATUS current
DESCRI PTI ON
"The RowSt atus object of the traceRouteCt| Table."
::={ traceRouteG oups 6 }

traceRout eHi st oryG oup OBJECT- GROUP
OBJECTS {

t raceRout ePr obeHi st or yHAddr Type,
t raceRout ePr obeHi st or yHAddr,
t raceRout ePr obeHi st or yResponse,
traceRout ePr obeHi st orySt at us,
t raceRout ePr obeHi st oryLast RC,
traceRout ePr obeHi st oryTi ne

}

STATUS current

DESCRI PTI ON
"The group of objects that constitute the history
capability."

::={ traceRouteGoups 7 }

traceRout eNoti ficati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
t raceRout ePat hChange,
traceRout eTest Fai | ed,
traceRout eTest Conpl et ed

}
STATUS  current
DESCRI PTI ON
"The notifications that are required to be supported by
i mpl ementations of this MB."
::={ traceRouteG oups 3}

t raceRout eHopsTabl eG oup OBJECT- GROUP
OBJECTS {
t raceRout eHopsl pTgt Addr essType,
t raceRout eHopsl pTgt Addr ess,
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traceRout eHopsM nRt t
traceRout eHopsMaxRtt,
traceRout eHopsAver ageRtt,

t raceRout eHopsRt t SuntX Squar es,
t raceRout eHopsSent Pr obes,

t raceRout eHopsPr obeResponses,
t raceRout eHopsLast GoodPr obe

}
STATUS current
DESCRI PTI ON
"The group of objects that constitute the
t raceRout eHopsTabl e. "
::={ traceRouteGoups 4 }

traceRout eG oup OBJECT- GROUP
OBJECTS {

t raceRout eMaxConcurr ent Request s,
traceRout eCt | Tar get Addr essType,
traceRout eCt | Tar get Addr ess,
traceRout eCt | ByPassRout eTabl e,
traceRout eCt | Dat aSi ze,
traceRouteCt | Ti neCQut,
traceRout eCt | Pr obesPer Hop,
traceRouteCt| Port,
traceRouteCt | MaxTt |,
traceRout eCt | DSFi el d,
traceRout eCt | Sour ceAddr essType,
traceRout eCt | Sour ceAddr ess,
traceRouteCt| | fl ndex,
traceRouteCt| M scOpti ons,
traceRout eCt | MaxFai |l ures,
traceRout eCt | Dont Fragnent ,
traceRouteCtlInitial Ttl,
traceRout eCt | Frequency,
traceRouteCt | St or ageType,
traceRout eCt | Adm nSt at us,
traceRout eCt | MaxRows,
traceRouteCt| TrapGenerati on,
traceRout eCt | Descr,
traceRouteCt | Creat eHopsEntri es,
traceRouteCt | Type,
traceRout eCt | RowSt at us,
t raceRout eResul t sOper St at us,
t raceRout eResul t sCur HopCount ,
t raceRout eResul t sCur ProbeCount ,
traceRout eResul t sl pTgt Addr Type,
traceRout eResul t sl pTgt Addr,
traceRout eResul t sTest Att enpt s,

Quittek & Wiite St andar ds Track [ Page 83]



RFC 4560 REMOPS M B June 2006

traceRout eResul t sTest Successes,
t raceRout ePr obeHi st or yHAddr Type,
t raceRout ePr obeHi st or yHAddr ,

t raceRout ePr obeHi st or yResponse,
traceRout ePr obeHi st orySt at us,

t raceRout ePr obeHi st oryLast RC

}
STATUS deprecated
DESCRI PTI ON
"The group of objects that constitute the renote traceroute
operation."
::={ traceRouteGoups 1 }

traceRout eTi meSt anpG oup OBJECT- GROUP
OBJECTS {
t raceRout eResul t sLast GoodPat h,
traceRout ePr obeHi st oryTi ne

}
STATUS deprecated
DESCRI PTI ON
"The group of DateAndTi me objects.”
::={ traceRouteGoups 2 }

END

4.3. DI SMAN- NSLOOKUP- M B
DI SMAN- NSLOOKUP-M B DEFI NI TIONS :: = BEA N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,
Unsi gned32, mib-2, |nteger32

FROM SNWPv2- SM -- RFC2578
RowSt at us

FROM SNWPv2- TC -- RFC2579
MODULE- COVPLI ANCE, OBJECT- GROUP

FROM SNMVPv 2- CONF -- RFC2580
SnnpAdmi nStri ng

FROM SNVP- FRAVEVWWORK- M B -- RFC3411
| net Addr essType, | net Address

FROM | NET- ADDRESS- M B; -- RFC4001

| ookupM B MODULE- | DENTI TY
LAST- UPDATED "200606130000Z" -- 13 June 2006
ORGANI ZATI ON "1 ETF Di stri buted Managenent Worki ng G oup”
CONTACT- | NFO
"Juergen Quittek
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NEC Europe Ltd.

Net wor k Laborat ori es
Kur f uer st en- Anl age 36
69115 Hei del berg

Ger many

Phone: +49 6221 4342-115
Emai |l : quittek@etl ab. nec. de"

DESCRI PTI ON
"The Lookup M B (DI SMAN- NSLOOKUP- M B) enabl es determ nation
of either the nane(s) corresponding to a host address or of
the address(es) associated with a host nane at a renote
host .

Copyright (C) The Internet Society (2006). This version of
this MB nodule is part of RFC 4560; see the RFC itself for
full legal notices."

-- Revision history

REVI SI ON "200606130000Z" -- 13 June 2006
DESCRI PTI ON
"Updat ed version, published as RFC 4560.
- Repl aced references to RFC 2575 by RFC 3415
- Repl aced references to RFC 2571 by RFC 3411
- Repl aced references to RFC 2851 by RFC 4001
- Added val ue enabl ed(1) to SYNTAX cl ause of
| ookupCt | Oper St at us
- Added | ookupM ni muntConpl i ance
- Defined semantics of value O for object
| ookupPur geTi e
- Added DEFVAL { unknown } to object
| ookupCt| Tar get Addr essType OBJECT- TYPE"

REVI SI ON "'200009210000Z" -- 21 Septenber 2000
DESCRI PTI ON

"Initial version, published as RFC 2925."
o= { mb-2 82}

-- Top level structure of the MB

| ookupQbj ect s OBJECT | DENTI FI ER :
| ookupConf or mance OBJECT | DENTI FI ER :

{ | ookupM B 1 }
{ | ookupM B 2 }

-- Sinple Object Definitions

| ookupMaxConcurrent Request s OBJECT- TYPE
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SYNTAX Unsi gned32
UNI TS "requests"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The maxi mum nunber of concurrent active |ookup requests
that are allowed within an agent inplenentation. A value
of O for this object inplies that there is no limt for

t he nunber of concurrent active requests in effect.

The limt applies only to new requests being activated.
When a new value is set, the agent will continue processing
all the requests already active, even if their nunber
exceed the limt just inposed.”

DEFVAL { 10 }

::={ lookupCbjects 1}

| ookupPur geTi mre OBJECT- TYPE

SYNTAX Unsi gned32 (0..86400)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The anmpunt of time to wait before automatically
deleting an entry in the | ookupCtl Tabl e and any
dependent | ookupResultsTable entries

after the | ookup operation represented by a

| ookupCt| Entry has been conpl et ed.

A | ookupCtEntry i s considered conplete

when its | ookupCtl Oper St atus obj ect has a

val ue of conpl eted(3).

A value of O indicates that automatic del etion
of entries is disabled."
DEFVAL { 900 } ~-- 15 minutes as default
::={ |l ookupCbjects 2 }
-- Lookup Control Table

| ookupCt| Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF LookupCtl Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Defines the Lookup Control Table for providing
the capability of perform ng a | ookup operation
for a synmbolic host nane or for a host address
froma renote host."
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::={ lookupObjects 3}

| ookupCt| Entry OBJECT- TYPE

SYNTAX LookupCtl Entry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"Defines an entry in the | ookupCtl Table. A
| ookupCtl Entry is initially indexed by
| ookupCt| Omner | ndex, which is a type of SnnpAdm nString,
a textual convention that allows for the use of the SNWPv3
Vi ew- Based Access Control Mdel (RFC 3415, VACM
and that also allows a managenent application to identify
its entries. The second index el enent,
| ookupCt | Oper ati onNane, enabl es the sane
| ookupCt| OmerIndex entity to have nultiple outstanding
requests. The value of | ookupCtl| Target Addr essType
det ermi nes whi ch | ookup function to perform"”
| NDEX {
| ookupCt | Oaner | ndex,
| ookupCt | Oper ati onNane

}
o= { lookupCl Table 1}

LookupCtl Entry :: =

SEQUENCE {
| ookupCt | Omner | ndex SnnpAdmi nStri ng,
| ookupCt | Oper at i onNane SnnpAdmi nStri ng,
| ookupCt | Tar get AddressType | net AddressType,
| ookupCt | Tar get Addr ess | net Addr ess,
| ookupCt | Oper St at us | NTEGER,
| ookupCt | Ti me Unsi gned32,
| ookupCt | Rc | nt eger 32,
| ookupCt | RowsSt at us RowSt at us

}

| ookupCt| Owner | ndex OBJECT- TYPE

SYNTAX SnnpAdni nString (SI ZE(O. . 32))

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"To facilitate the provisioning of access control by a
security adm nistrator using the View Based Access

Control Mdel (RFC 2575, VACM for tables in which

nmul tiple users may need to create or

nodi fy entries independently, the initial index is used as
an 'owner index'. Such an initial index has a syntax of
SnmpAdni nString and can thus be trivially napped to a
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securityName or groupNanme defined in VACM in
accordance with a security policy.

When used in conjunction with such a security policy al
entries in the table belonging to a particular user (or
group) will have the sane value for this initial index.
For a given user’'s entries in a particular table, the
object identifiers for the information in these entries
wi Il have the sanme subidentifiers (except for the
"colum’ subidentifier) up to the end of the encoded
owner index. To configure VACMto pernit access to this
portion of the table, one would create
vacnmVi ewTr eeFani | yTabl e entries with the val ue of
vacmVi ewTr eeFami | ySubtree i ncl udi ng the owner index
portion, and vacnVi ewlreeFam | yMask 'wi |l dcarding’ the
colum subidentifier. More el aborate configurations
are possible."

c:={ lookupClEntry 1}

| ookupCt | Oper ati onNarme OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(O. . 32))
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The nane of a | ookup operation. This is locally unique,
within the scope of an | ookupC | Omerl ndex. "
c:={ lookupClEntry 2}

| ookupCt | Tar get Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Specifies the type of address for performng a
| ookup operation for a synbolic host nanme or for a host
address froma renote host.

Specification of dns(16) as the value for this object
means that a function such as, for exanple, getaddrinfo()
or gethostbynane() should be perforned to return one or
nore nuneric addresses. Use of a value of either ipv4(1l)
or ipv6(2) neans that a functions such as, for exanple,
get nanei nfo() or gethostbyaddr() should be used to return
the synbolic nanes associated with a host."

DEFVAL { unknown }

c:={ lookupClEntry 3}
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| ookupCt| Tar get Address OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Specifies the address used for a resolver |ookup at a
renote host. The correspondi ng | ookupCt | Tar get Addr essType
obj ects determines its type, as well as the function

that can be request ed.

A value for this object MJIST be set prior to
transitioning its correspondi ng | ookupCtlEntry to
active(l) via | ookupCtl Rowst at us. "

c:={ lookupClEntry 4}

| ookupCt | Oper St at us OBJECT- TYPE

SYNTAX | NTEGER {
enabl ed(1), -- operation is active
not Started(2), -- operation has not started
conpl et ed( 3) -- operation is done

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
"Reflects the operational state of an | ookupCtlEntry:
enabl ed( 1) - Qperation is active.
not Started(2) - Operation has not been enabl ed.
compl eted(3) - Operation has been conpl et ed.

An operation is automatically enabled(1l) when its
| ookupCt| RowSt at us object is transitioned to active(1l)
status. Until this occurs, |ookupCl| QperStatus MJIST
report a value of notStarted(2). After the |ookup
operation is conpleted (success or failure), the value
for | ookupCil| Oper Status MJST be transitioned to
conmpl eted(3)."

.= { lookupClEntry 5}

| ookupCt| Ti me OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Reports the nunber of mlliseconds that a | ookup
operation required to be conpleted at a renote host.
Conpl et ed neans operation failure as well as
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success. "
::={ lookupClEntry 6 }

| ookupCt| Rc OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The systemspecific return code froma | ookup
operation. Al inplenmentations MJST return a val ue

of O for this object when the renote | ookup
operation succeeds. A non-zero value for this
objects indicates failure. It is recommended that
i npl enentations return the error codes that are
generated by the | ookup function used."

c:={ lookupClEntry 7}

| ookupCt | RowsSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object allows entries to be created and del eted
in the | ookupCtl| Tabl e.

A renote | ookup operation is started when an
entry in this table is created via an SNWP set
request and the entry is activated. This
occurs by setting the value of this object

to Creat eAndGo(4) during row creation or

by setting this object to active(l) after

the rowis created

A val ue MJST be specified for | ookupCtl Target Addr ess

prior to the acceptance of a transition to active(l) state.
A renote | ookup operation starts when its entry

first beconmes active(l). Transitions in and

out of active(l) state have no effect on the

operati onal behavior of a renote | ookup

operation, with the exception that deletion of

an entry in this table by setting its RowStatus

obj ect to destroy(6) will stop an active

renote | ookup operation

The operational state of a renote | ookup operation
can be deternined by exam nation of its
| ookupCt | Oper St at us object. ™

REFERENCE

Quittek & Wiite St andar ds Track [ Page 90]



RFC 4560 REMOPS M B June 2006

"See definition of RowStatus in RFC 2579,
" Textual Conventions for SMv2.'"
::={ lookupClEntry 8 }
-- Lookup Results Table

| ookupResul t sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF LookupResul tsEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Defines the Lookup Results Table for providing
the capability of determining the results of a
operation at a renote host.

One or nore entries are added to the

| ookupResul t sTabl e when a | ookup operation

as reflected by an | ookupCtlEntry, is conpleted
successfully. Al entries related to a
successful | ookup operation MJST be added

to the | ookupResultsTable at the sane tine

that the associating | ookupCt| Oper St at us

object is transitioned to conpl eted(2).

The nunber of entries added depends on the
results determined for a particular |ookup
operation. Al entries associated with an
| ookupCtl Entry are rempved when the

| ookupCtl Entry is del eted.

A renote host can be nulti-honmed and have nore than one IP
address associated with it (returned by | ookup function),
or it can have nore than one synbolic name (returned

by | ookup function).

A function such as, for exanple, getnaneinfo() or
gethostbyaddr() is called with a host address as its
paraneter and is used prinmarily to deternine a synbolic
nane to associate with the host address. Entries in the
| ookupResul t sTabl e MJUST be nmade for each host nane
returned. |If the function identifies an 'official host
nane,’ then this synbolic name MJUST be assigned a

| ookupResul t sl ndex of 1.

A function such as, for exanple, getaddrinfo() or

get hostbynane() is called with a synbolic host nane and is
used prinmarily to retrieve a host address. The entries
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MUST be stored in the order that they are retrieved from
the | ookup function. |ookupResultslindex 1 MJST be
assigned to the first entry."

::={ lookupQbjects 4 }

| ookupResul t sEntry OBJECT- TYPE

SYNTAX LookupResul t sEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"Defines an entry in the | ookupResultsTable. The
first two index elenents identify the
| ookupCtl Entry that a | ookupResul tsEntry bel ongs
to. The third index el enent selects a single
| ookup operation result."
| NDEX {
| ookupCt | Oaner | ndex,
| ookupCt | Oper ati onNane,
| ookupResul t sl ndex

}
::={ lookupResultsTable 1 }

LookupResul tsEntry ::=

SEQUENCE ({
| ookupResul t sl ndex Unsi gned32,
| ookupResul t sAddressType | net AddressType,
| ookupResul t sAddr ess | net Addr ess

}

| ookupResul t sl ndex OBJECT- TYPE

SYNTAX Unsigned32 (1..'ffffffff’h)

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Entries in the | ookupResultsTabl e are created when
the result of a | ookup operation is determ ned.

Entries MJUST be stored in the | ookupResultsTable in
the order that they are retrieved. Values assigned
to | ookupResul t sl ndex MUST start at 1 and increase
consecutively."

::= { | ookupResul tsEntry 1 }

| ookupResul t sAddr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"Indi cates the type of result of a renote | ookup

operation. A value of unknown(O0)

inmplies either that

t he operation hasn’t been started or that

it has failed.”
::= { | ookupResul tsEntry 2 }

| ookupResul t sAddress OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Reflects a result for a renpte | ookup operation
as per the value of | ookupResultsAddressType.

The address type (I net AddressType)

that relates to

this object is specified by the correspondi ng val ue

of | ookupResul t sAddress. "
::= { | ookupResul tsEntry 3 }
-- Conformance information
-- Conpliance statenents

| ookupConpl i ances OBJECT | DENTI FI ER : :
| ookupGr oups OBJECT | DENTI FI ER ::

{
{

-- Conpliance statenents

| ookupConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

| ookupConf ormance 1 }
| ookupConf or mance 2 }

"The conpliance statenment for SNMP entities that
fully inplenent the DI SMAN- NSLOOKUP- M B. "

MODULE -- this nodul e
MANDATORY- GROUPS { | ookupG oup }

OBJECT | ookupMaxConcurr ent Request s
M N- ACCESS read-only
DESCRI PTI ON

"The agent is not required to support set

operations to this object."”

OBJECT | ookupPur geTi ne
M N- ACCESS read-only
DESCRI PTI ON

"The agent is not required to support a set

operation to this object.”
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::={ |l ookupConpliances 1 }

| ookupM ni muntConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The m ni mrum conpl i ance statement for SNVP entities
that inplenment the mnimal subset of the
DI SMAN- NSLOOKUP-M B. I npl enent ors mi ght choose this
subset for small devices with limted resources."
MODULE -- this nodul e
MANDATORY- GROUPS { | ookupG oup }

OBJECT | ookupMaxConcurr ent Request s

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support set
operations to this object."”

OBJECT | ookupPur geTi ne

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support a set
operation to this object.”

OBJECT | ookupCt | Rowst at us

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required. |If wite access is
not supported, then at |east one entry in the
| ookupCt| Tabl e MUST be established al ready when the SNWP
agent starts offering access to the NSLOOKUP-M B nodul e.
If, in such a case, only a single entry is offered, then
it is RECOWENDED that this entry use strings with a
length of O for both of its two index objects."

::={ | ookupConpliances 2 }

-- M B groupings

| ookupGroup OBJECT- GROUP
OBJECTS {

| ookupMaxConcurr ent Request s,
| ookupPur geTi ne,
| ookupCt | Oper St at us,
| ookupCt| Tar get Addr essType,
| ookupCt | Tar get Addr ess,
| ookupCt| Ti e,
| ookupCt| Rc,
| ookupCt | RowsSt at us,
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| ookupResul t sAddr essType,
| ookupResul t sAddr ess

}
STATUS current
DESCRI PTI ON
"The group of objects that constitute the renote
Lookup operation.”
.= { lookupGoups 1}

END
Security Considerations

There are a nunber of nmnagenent objects defined in the three MB
nodul es with a MAX- ACCESS cl ause of read-wite and/ or read-create.
Such objects may be considered sensitive or vulnerable in sone
network environments. The support for SET operations in a non-secure
envi ronnent w thout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

o pi ngMaxConcurrent Request s

0 traceRout eMaxConcurrent Requests

o | ookupMaxConcurrent Request s
The M B nodules linit their maxi mum nunbers of concurrent requests
by the val ues of these objects. Unauthorized access to them may
lead to an overload of the managed node and to a disruption of
ot her functions of the managed node.

0 pingCtl Table

o traceRouteCt| Tabl e

o | ookupCtl Tabl e
Al objects in entries of these tables (except index objects) have
a MAX- ACCESS cl ause of read-create. Unauthorized access to these
obj ects can disturb the neasurenents controlled by the tables.
Al so, the functions offered by the M B nodul es can be mnisused for
illegal data retrieval and for attacking other systenms by floods
of ping probes, traceroute probes or |ookup requests,
respectively.

In general, all three, the ping, traceroute, and | ookup functions,
when used excessively are considered a formof systemattack. In the
case of ping, sending a systemrequest too often can negatively
effect its performance and attenpting to connect to what is supposed
to be an unused port can be very unpredictable. Excessive use of the

traceroute capability can, like ping, negatively affect system
performance. The sanme applies to excessive use of the | ookup
service, particularly if the | ookup cannot be resolved locally. 1In
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i nsecure environnments, it is RECOMMENDED that the M Bs defined within
this nenp not be supported.

o0 | ookupPur geTi ne
Unaut hori zed access to this object can lead to the del etion of
results of | ookup operations before they are read by a nanagenent
system if the object is set to O or small values close to 0. |If
the object is set to very high values, unauthorized access can
lead to a high consunption of resources for storing |ookup
resul ts.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nay be considered sensitive or
vul nerabl e in some network environments. It is thus inportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. However, the only information that can be

di scl osed without encryption is the configuration and results of
nmeasurenents that are performed by inplenentations of the MB

nodul es.

To facilitate the provisioning of access control by a security

adm ni strator using the View Based Access Control Mdel (VACM,
defined in RFC 3415 [ RFC3415], for tables in which nultiple users may
need to create or nodify entries independently, the initial index is
used as an "owner index." Such an initial index has a syntax of
SnnpAdni nString and can thus be trivially napped to a securityName or
groupNane defined in VACM in accordance with a security policy.

Al entries in related tables belonging to a particular user wll
have the sane value for this initial index. For a given user’s
entries in a particular table, the object identifiers for the
information in these entries will have the sane subidentifiers
(except for the "colum" subidentifier) up to the end of the encoded
owner index. To configure VACMto permit access to this portion of
the table, one would create vacnVi ewlreeFamni |l yTable entries with the
val ue of vacnVi ewTreeFam | ySubtree including the owner index portion
and vacnVi ewTr eeFam | yMask *wi | dcardi ng’ the col umm subidentifier.
More el aborate configurations are possible. The VACM access contro
nmechani sm descri bed above provi des control.

SNWP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is
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7.

7.

al l owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOMMENDED that inplenmenters consider the security features as
provi ded by the SNWMPv3 framework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographi c mechani snms (for
aut henti cati on and privacy).

Further, deploynent of SNWP versions prior to SNWPv3 is NOT
RECOVMENDED. Instead, it is RECOMVENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNMP entity giving access to an

i nstance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitinmte
rights to indeed GET or SET (change/create/delete) them
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