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1.

1.

| nt roducti on

Thi s docunent discusses the X. 500 Directory Information Mdels
[ X. 501], as used by the Lightweight Directory Access Protocol (LDAP)
[ RFC4510] .

The Directory is "a collection of open systens cooperating to provide
directory services" [X.500]. The information held in the Directory
is collectively known as the Directory Informati on Base (DIB). A
Directory user, which may be a human or other entity, accesses the
Directory through a client (or Directory User Agent (DUA)). The
client, on behalf of the directory user, interacts with one or nore
servers (or Directory System Agents (DSA)). A server holds a
fragment of the DI B

The DI B contains two cl asses of information:

1) user information (e.g., information provided and adm ni strated
by users). Section 2 describes the Mddel of User |nfornation

2) adm nistrative and operational information (e.g., information
used to admini ster and/ or operate the directory). Section 3
descri bes the nodel of Directory Admi nistrative and Operationa
I nf or mat i on.

These two nodels, referred to as the generic Directory Information
Model s, describe how information is represented in the Directory.
These generic nodels provide a framework for other infornation
nodel s. Section 4 discusses the subschema informati on nodel and
subschema di scovery. Section 5 discusses the DSA (Server)

| nf or mat i onal Mbdel

O her X.500 information nodels (such as access control distribution
know edge and replication know edge informati on nodel s) may be
adapted for use in LDAP. Specification of how these nodels apply to
LDAP is left to future docunents.

1. Relationship to Gther LDAP Specifications

This docunment is a integral part of the LDAP technical specification
[ RFC4510], which obsol etes the previously defined LDAP technical
speci fication, RFC 3377, inits entirety.

Thi s docunent obsol etes RFC 2251, Sections 3.2 and 3.4, as well as
portions of Sections 4 and 6. Appendix A 1 sunmarizes changes to
t hese sections. The renminder of RFC 2251 is obsoleted by the

[ RFC4511], [RFC4513], and [ RFC4510] docunents.
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Thi s docunent obsol etes RFC 2252, Sections 4, 5, and 7. Appendix A 2
sumari zes changes to these sections. The remainder of RFC 2252 is
obsol eted by [ RFC4517].

Thi s docunent obsol etes RFC 2256, Sections 5.1, 5.2, 7.1, and 7.2.
Appendi x A. 3 summari zes changes to these sections. The renai nder of
RFC 2256 is obsoleted by [ RFC4519] and [ RFC4517].

Thi s docunent obsol etes RFC 3674 in its entirety. Appendix A 4
sumari zes changes since RFC 3674.

1.2. Relationship to X 501

Thi s docunent includes material, with and without adaptation, from
[ X.501] as necessary to describe this protocol. These adaptations

(and any other differences herein) apply to this protocol, and only
this protocol

1.3. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119].

Schenma definitions are provided using LDAP description formats (as
defined in Section 4.1). Definitions provided here are formatted
(line wapped) for readability. Matching rules and LDAP syntaxes
referenced in these definitions are specified in [ RFC4517].

1.4. Common ABNF Producti ons

A nunber of syntaxes in this docunent are described using Augnmented
Backus- Naur Form (ABNF) [RFC4234]. These syntaxes (as well as a
nunber of syntaxes defined in other docunents) rely on the foll ow ng
comon producti ons:

keystring = | eadkeychar *keychar
| eadkeychar = ALPHA

keychar = ALPHA / DIA T / HYPHEN

nunber = DIAT/ ( LDGAT 1*DAT )

ALPHA = O%41-5A / %61-7A DAt ZY ] tat-"z"

DAT = %30/ LDAT o"o"-"o"

LDAT = %31-39 o"1t-ron

HEX =DAdT/ 9%41-46 /| %61-66 ; "O0"-"9" [/ "A"-"F" [ "a"-"f"
SP = 1*SPACE : one or nore " "

WEP = 0*SPACE : zero or nore " "
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NULL = %00 ; null (0)

SPACE = %20 ; space (" ")

DQUOTE = %22 ; quote (""")

SHARP = %23 ; octothorpe (or sharp sign) ("#")

DOLLAR = %24 ; dollar sign ("$")

SQUOTE = %27 ; single quote ("' ")

LPAREN = %28 ; left paren ("(")

RPAREN = %29 ; right paren (")")

PLUS = %2B ; plus sign ("+")

COMA = %2C ; comm (",")

HYPHEN = 9%2D ; hyphen ("-")

DOT = %&2E ; period (".")

SEM = %3B ; semcolon (";")

LANGLE = %3C ; left angle bracket ("<"

EQUALS = %3D ; equals sign ("=")

RANGLE = %3E ; right angle bracket (">"

ESC = %&5C ; backslash ("\")

USCORE = 9%5F ; underscore ("_")

LCURLY = %7B ; left curly brace "{"

RCURLY = %7D ; right curly brace "}"

; Any UTF-8 [ RFC3629] encoded Uni code [ Uni code] character

UTF8 = UTF1 / UTFMB

UTFMB = UTF2 / UTF3 / UTF4

UTFO = 9%80- BF

UTF1 = %00- 7F

UTF2 = % C2- DF UTFO

UTF3 = %EO0 9%AO0- BF UTFO / 9%E1-EC 2( UTFO) /
% ED %80-9F UTFO / 9%&EE- EF 2( UTFO)

UTF4 = W% FO 9%90-BF 2(UTFO) / 9%F1-F3 3(UTFO) /
9% F4 9%80- 8F 2( UTFO)

CCTET = %O00-FF ; Any octet (8-bit data unit)

bject identifiers (ODs) [X 680] are represented in LDAP using a
dot -deci mal format conformng to the ABNF:

nuneri coi d = nunber 1*( DOT nunber )
Short nanes, al so known as descriptors, are used as nore readabl e
aliases for object identifiers. Short nanmes are case insensitive and
conformto the ABNF:

descr = keystring
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Where either an object identifier or a short name nay be specifi ed,
the foll ow ng production is used:

oid = descr / nunericoid

While the <descr> formis generally preferred when the usage is
restricted to short nanmes referring to object identifiers that
identify like kinds of objects (e.g., attribute type descriptions,
mat chi ng rul e descriptions, object class descriptions), the
<nunericoi d> form shoul d be used when the object identifiers may
identify multiple kinds of objects or when an unanbi guous short nane
(descriptor) is not avail able.

| mpl enent ati ons SHOULD treat short names (descriptors) used in an
anbi guous manner (as di scussed above) as unrecogni zed.

Short Nanes (descriptors) are discussed further in Section 6.2.
2. Model of Directory User Information
As [ X. 501] states:

The purpose of the Directory is to hold, and provide access to,
i nformati on about objects of interest (objects) in sone "world'.
An obj ect can be anything which is identifiable (can be naned).

An object class is an identified fanmly of objects, or conceivable
obj ects, which share certain characteristics. Every object

bel ongs to at |east one class. An object class may be a subcl ass
of other object classes, in which case the nenbers of the forner

cl ass, the subclass, are also considered to be nmenbers of the
|atter classes, the superclasses. There may be subcl asses of

subcl asses, etc., to an arbitrary depth.

A directory entry, a naned collection of information, is the basic
unit of information held in the Directory. There are multiple Kkinds
of directory entries.

An object entry represents a particular object. An alias entry
provides alternative nam ng. A subentry holds adm nistrative and/ or
operational information

The set of entries representing the DIB are organi zed hierarchically
in atree structure known as the Directory Information Tree (DIT).

Section 2.1 describes the Directory Information Tree.

Section 2.2 discusses the structure of entries.
Section 2.3 discusses naming of entries.
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Section 2.4 discusses object classes.
Section 2.5 discusses attribute descriptions.
Section 2.6 discusses alias entries.

2.1. The Directory Information Tree

As noted above, the DIB is conposed of a set of entries organized
hierarchically in a tree structure known as the Directory |nformation
Tree (DIT); specifically, a tree where vertices are the entries.

The arcs between vertices define relations between entries. [|f an
arc exists fromX to Y, then the entry at X is the inmedi ate superi or
of Y, and Y is the inmedi ate subordinate of X. An entry’s superiors
are the entry’'s i medi ate superior and its superiors. An entry’s
subordi nates are all of its inmediate subordi nates and their
subor di nat es.

Simlarly, the superior/subordinate relationship between object
entries can be used to derive a relation between the objects they
represent. DI T structure rules can be used to govern rel ationships
bet ween obj ect s.

Note: An entry’s imedi ate superior is also known as the entry’s
parent, and an entry’'s imedi ate subordinate is al so known as
the entry’s child. Entries that have the sane parent are known
as siblings.

2.2. Structure of an Entry

An entry consists of a set of attributes that hold information about
the object that the entry represents. Sone attributes represent user
information and are called user attributes. Oher attributes
represent operational and/or adm nistrative information and are

call ed operational attributes.

An attribute is an attribute description (a type and zero or nore
options) with one or nore associated values. An attribute is often
referred to by its attribute description. For exanple, the
"givenNane' attribute is the attribute that consists of the attribute
description 'givenNanme' (the ’'givenName’ attribute type [ RFC4519] and
zero options) and one or nore associated val ues.

The attribute type governs whether the attribute can have nultiple
val ues, the syntax and matching rules used to construct and conpare
val ues of that attribute, and other functions. Options indicate
subt ypes and ot her functions.

Attribute values conformto the defined syntax of the attribute type.
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No two values of an attribute nay be equivalent. Two values are
consi dered equivalent if and only if they would nmatch according to
the equality matching rule of the attribute type. O, if the
attribute type is defined with no equality matching rule, two val ues
are equivalent if and only if they are identical. (See 2.5.1 for
other restrictions.)

For example, a 'givenNane' attribute can have nore than one val ue,
they nust be Directory Strings, and they are case insensitive. A
"givenNane’ attribute cannot hold both "John" and "JOHN', as these
are equi val ent values per the equality matching rule of the attribute

t ype.

Additionally, no attribute is to have a value that is not equival ent
to itself. For exanple, the 'givenNanme’' attribute cannot have as a
value a directory string that includes the REPLACEMENT CHARACTER
(WHFFFD) code point, as matching involving that directory string is
Undefined per this attribute’ s equality nmatching rule.

Wien an attribute is used for naming of the entry, one and only one
value of the attribute is used in formng the Relative Distingui shed
Nane. This value is known as a distingui shed val ue.

2.3. Naming of Entries
2.3.1. Relative Distingui shed Nanes

Each entry is named relative to its i mediate superior. This

rel ati ve nane, known as its Relative D stinguished Nane (RDN)

[ X.501], is conposed of an unordered set of one or nore attribute
val ue assertions (AVA) consisting of an attribute description wth
zero options and an attribute value. These AVAs are chosen to match
attri bute values (each a distinguished value) of the entry.

An entry’s relative distingui shed name nust be uni que anong al
i medi ate subordi nates of the entry’s i mediate superior (i.e., al
si bli ngs).

The followi ng are exanpl es of string representations of RDNs
[ RFCA514] :

Ul D=12345
OU=Engi neeri ng
CN=Kurt Zeil enga+L=Redwood Shores

The last is an exanple of a nulti-valued RDN; that is, an RDN
conposed of multiple AVAs.
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2.3.2. Distingui shed Nanes

An entry’s fully qualified name, known as its Distingui shed Nane (DN)
[ X.501], is the concatenation of its RDN and its inmredi ate superior’s
DN. A Distinguished Nane unanbi guously refers to an entry in the

tree.

The followi ng are exanples of string representations of DNs

[ REC4514] :

U D=nobody @xanpl e. com DC=exanpl e, DC=com
CN=John Smit h, O=Sal es, O=ACME Li it ed, L=Moab, ST=Ut ah, C=US

2.3.3. Alias Nanes

An alias, or alias nane, is "an nanme for an object, provided by the

use of

alias entries" [X.501]. Alias entries are described in

Section 2. 6.

2.4. oject dasses

An object class is "an identified fam |y of objects (or conceivable
obj ects) that share certain characteristics" [X 501].

As defined in [X 501]:

bj ect classes are used in the Directory for a number of purposes:

descri bing and categorizing objects and the entries that
correspond to these objects;

where appropriate, controlling the operation of the Directory;

regulating, in conjunction with DIT structure rule
specifications, the position of entries in the DT,

regulating, in conjunction with DIT content rule
specifications, the attributes that are contained in entries;

identifying classes of entry that are to be associated with a
particul ar policy by the appropriate admnistrative authority.

An object class (a subclass) may be derived from an object class
(its direct superclass) which is itself derived froman even nore
generic object class. For structural object classes, this process
stops at the nobst generic object class, "top’ (defined in Section
2.4.1). An ordered set of superclasses up to the nbst superior

obj ect class of an object class is its superclass chain.
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An object class may be derived fromtwo or nore direct
supercl asses (superclasses not part of the sane superclass chain).
This feature of subclassing is termed multiple inheritance.

Each object class identifies the set of attributes required to be
present in entries belonging to the class and the set of attributes
allowed to be present in entries belonging to the class. As an entry
of a class nmust neet the requirements of each class it belongs to, it
can be said that an object class inherits the sets of allowed and
required attributes fromits superclasses. A subclass can identify
an attribute allowed by its superclass as being required. If an
attribute is a nmenmber of both sets, it is required to be present.

Each object class is defined to be one of three kinds of object
cl asses: Abstract, Structural, or Auxiliary.

Each object class is identified by an object identifier (O D) and,
optionally, one or nore short names (descriptors).

2.4.1. Abstract bject C asses

An abstract object class, as the nane inplies, provides a base of

characteristics fromwhich other object classes can be defined to

inherit from An entry cannot belong to an abstract object class

unless it belongs to a structural or auxiliary class that inherits
fromthat abstract class.

Abstract object classes cannot derive fromstructural or auxiliary
obj ect cl asses.

Al'l structural object classes derive (directly or indirectly) from
the "top’ abstract object class. Auxiliary object classes do not
necessarily derive from’top’

The following is the object class definition (see Section 4.1.1) for
the "top’ object class:

( 2.5.6.0 NAME 'top’ ABSTRACT MJST objectd ass )

Al'l entries belong to the "top’ abstract object class.
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2.4.2. Structural oject O asses
As stated in [X 501]:

An object class defined for use in the structural specification of
the DIT is termed a structural object class. Structural object

cl asses are used in the definition of the structure of the nanes
of the objects for conpliant entries.

An object or alias entry is characterized by precisely one
structural object class superclass chain which has a single
structural object class as the npbst subordi nate object class.
This structural object class is referred to as the structural
obj ect class of the entry.

Structural object classes are related to associated entries:

- an entry confornming to a structural object class shal
represent the real-world object constrained by the object
cl ass;

- DIT structure rules only refer to structural object classes;
the structural object class of an entry is used to specify the
position of the entry in the D T;

- the structural object class of an entry is used, along with an
associated DIT content rule, to control the content of an
entry.

The structural object class of an entry shall not be changed.

Each structural object class is a (direct or indirect) subclass of
the "top’ abstract object class.

Structural object classes cannot subclass auxiliary object classes.

Each entry is said to belong to its structural object class as well
as all classes in its structural object class’s superclass chain.

2.4.3. Auxiliary Object O asses
Auxi |l i ary object classes are used to augnment the characteristics of
entries. They are commonly used to augnent the sets of attributes
required and allowed to be present in an entry. They can be used to
describe entries or classes of entries.

Auxi | i ary object classes cannot subclass structural object classes.
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An entry can belong to any subset of the set of auxiliary object

cl asses allowed by the DIT content rule associated with the
structural object class of the entry. If no DIT content rule is
associated with the structural object class of the entry, the entry
cannot belong to any auxiliary object class.

The set of auxiliary object classes that an entry bel ongs to can
change over tine.

2.5. Attribute Descriptions

An attribute description is conposed of an attribute type (see
Section 2.5.1) and a set of zero or nore attribute options (see
Section 2.5.2).

An attribute description is represented by the ABNF:

attributedescription = attributetype options
attributetype = oid

options = *( SEM option )

opti on = 1*keychar

where <attributetype> identifies the attribute type and each <option>
identifies an attribute option. Both <attributetype> and <option>
productions are case insensitive. The order in which <option>s
appear is irrelevant. That is, any two <attri butedescription>s that
consi st of the same <attributetype> and sanme set of <option>s are
equi val ent .

Exanpl es of valid attribute descriptions:

2.5.4.0
cn; | ang-de; | ang-en
owner

An attribute description with an unrecogni zed attribute type is to be
treated as unrecogni zed. Servers SHALL treat an attribute
description with an unrecogni zed attribute option as unrecogni zed.
Clients MAY treat an unrecogni zed attribute option as a tagging
option (see Section 2.5.2.1).

Al attributes of an entry nust have distinct attribute descriptions.
2.5.1. Attribute Types
An attribute type governs whether the attribute can have multiple

val ues, the syntax and matching rules used to construct and conpare
val ues of that attribute, and other functions.
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If no equality matching is specified for the attribute type:

the attribute (of the type) cannot be used for nam ng;

- when adding the attribute (or replacing all values), no two
val ues may be equival ent (see 2.2);

- individual values of a nulti-valued attribute are not to be
i ndependent|y added or del et ed;

- attribute value assertions (such as matching in search filters

and conparisons) using values of such a type cannot be

per f or ned.

O herwi se, the specified equality matching rule is to be used to
eval uate attribute value assertions concerning the attribute type.
The specified equality rule is to be transitive and conmutati ve.

The attribute type indicates whether the attribute is a user
attribute or an operational attribute. |If operational, the attribute
type indicates the operational usage and whether or not the attribute
is modifiable by users. Operational attributes are discussed in
Section 3. 4.

An attribute type (a subtype) may derive froma nore generic
attribute type (a direct supertype). The followi ng restrictions
apply to subtyping:

- a subtype nust have the sane usage as its direct supertype,

- a subtype’'s syntax nmust be the sane, or a refinenent of, its
supertype’ s syntax, and

- a subtype nust be collective [RFC3671] if its supertype is
col l ective.

An attribute description consisting of a subtype and no options is
said to be the direct description subtype of the attribute
description consisting of the subtype's direct supertype and no
opti ons.

Each attribute type is identified by an object identifier (AD) and,
optionally, one or nore short names (descriptors).

2.5.2. Attribute Options

There are nultiple kinds of attribute description options. The LDAP
techni cal specification details one kind: tagging options.

Not all options can be associated with attributes held in the
directory. Tagging options can be.
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Not all options can be used in conjunction with all attribute types.
In such cases, the attribute description is to be treated as
unr ecogni zed.

An attribute description that contains nutually exclusive options
shal |l be treated as unrecognized. That is, "cn;x-bar;x-foo", where
"x-foo" and "x-bar" are nutually exclusive, is to be treated as

unr ecogni zed.

O her kinds of options may be specified in future docunents. These
docunent s nust detail how new kinds of options they define relate to
taggi ng options. In particular, these docunents nust detail whether
or not new kinds of options can be associated with attributes held in
the directory, how new kinds of options affect transfer of attribute
val ues, and how new ki nds of options are treated in attribute
description hierarchies.

Options are represented as short, case-insensitive textual strings
confornming to the <option> production defined in Section 2.5 of this
docunent .

Procedures for registering options are detailed in BCP 64, RFC 4520
[ RFC4520] .

2.5.2.1. Tagging Options

Attributes held in the directory can have attribute descriptions with
any nunber of tagging options. Tagging options are never nutually
excl usi ve.

An attribute description with N tagging options is a direct
(description) subtype of all attribute descriptions of the sane
attribute type and all but one of the N options. |If the attribute
type has a supertype, then the attribute description is also a direct
(description) subtype of the attribute description of the supertype
and the N tagging options. That is, 'cn;lang-de;lang-en’ is a direct
(description) subtype of 'cn;lang-de’, ’'cn;lang-en’, and

"nane; | ang-de; l ang-en’ ('cn’ is a subtype of 'nane’; both are defined
in [ RFC4519]).

2.5.3. Attribute Description Hierarchies

An attribute description can be the direct subtype of zero or nore
other attribute descriptions as indicated by attribute type subtyping
(as described in Section 2.5.1) or attribute tagging option subtyping
(as described in Section 2.5.2.1). These subtyping rel ationships are
used to form hierarchies of attribute descriptions and attri butes.
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As adapted from [ X 501]:

Attribute hierarchies allow access to the DIB with varying degrees
of granularity. This is achieved by allow ng the val ue conponents
of attributes to be accessed by using either their specific
attribute description (a direct reference to the attribute) or a
nore generic attribute description (an indirect reference).

Semantically related attributes may be placed in a hierarchical
relationship, the nore specialized being placed subordinate to the
nore generalized. Searching for or retrieving attributes and
their values is nmade easier by quoting the nore generalized
attribute description; a filter itemso specified is evaluated for
the nore specialized descriptions as well as for the quoted

descri ption.

Wher e subordi nate specialized descriptions are selected to be
returned as part of a search result these descriptions shall be
returned if available. Were the nore general descriptions are
selected to be returned as part of a search result both the
general and the specialized descriptions shall be returned, if
avail able. An attribute value shall always be returned as a val ue
of its own attribute description

Al'l of the attribute descriptions in an attribute hierarchy are
treated as distinct and unrel ated descriptions for user
nodi ficati on of entry content.

An attribute value stored in an object or alias entry is of
preci sely one attribute description. The description is indicated
when the value is originally added to the entry.

For the purpose of subschema administration of the entry, a
specification that an attribute is required is fulfilled if the entry
contains a value of an attribute description belonging to an
attribute hierarchy where the attribute type of that description is
the same as the required attribute’s type. That is, a "MJST nane"
specification is fulfilled by 'nane’ or ’name;x-tag-option’, but is
not fulfilled by "CN or 'CN x-tag-option’ (even though "CN is a
subtype of 'nane’). Likewi se, an entry may contain a value of an
attri bute description belonging to an attribute hierarchy where the
attribute type of that description is either explicitly included in
the definition of an object class to which the entry bel ongs or
allowed by the DIT content rule applicable to that entry. That is,
"nanme’ and ’'nane; x-tag-option’ are allowed by "MAY name" (or by "MJST
nane"), but 'CN and 'CN; x-tag-option’ are not allowed by "MAY nane"
(or by "MJST nane").
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For the purposes of other policy admnistration, unless stated
otherwise in the specification of the particular admnistrative
nodel, all of the attribute descriptions in an attribute hierarchy
are treated as distinct and unrel ated descriptions.

2.6. Aias Entries
As adapted from [ X 501]:

An alias, or an alias nane, for an object is an alternative nane
for an object or object entry which is provided by the use of
alias entries.

Each alias entry contains, within the ’aliasedCbject Nane’
attribute (known as the 'aliasedEntryNanme’ attribute in X 500), a
nane of sone object. The distinguished nane of the alias entry is
thus also a nanme for this object.

NOTE - The nane within the "aliasedChjectNane’' is said to be
pointed to by the alias. It does not have to be the
di sti ngui shed nane of any entry.

The conversion of an alias nane to an object nanme is terned
(alias) dereferencing and conprises the systematic replacenent of
alias nanes, where found within a purported nane, by the val ue of
the corresponding 'aliasedObjectNane’ attribute. The process nay
require the exam nation of nore than one alias entry.

Any particular entry in the DIT may have zero or nore alias nanes.
It therefore follows that several alias entries nmay point to the
same entry. An alias entry may point to an entry that is not a

| eaf entry and may point to another alias entry.

An alias entry shall have no subordi nates, so that an alias entry
is always a leaf entry.

Every alias entry shall belong to the "alias’ object class.
An entry with the "alias’ object class nust al so belong to an object
class (or classes), or be governed by a DIT content rule, which
allows suitable naning attributes to be present.
Exanpl e:

dn: cn=bar, dc=exanpl e, dc=com

obj ectCl ass: top

obj ectC ass: alias
obj ect Cl ass: extensi bl elbj ect
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cn: bar
al i asedObj ect Nanme: cn=f oo, dc=exanpl e, dc=com

2.6.1. ’'alias’ Object dass
Alias entries belong to the "alias’ object class.

( 2.5.6.1 NAME 'alias’
SUP t op STRUCTURAL
MUST al i asedChj ect Nane )

2.6.2. ’'aliasedObjectNanme' Attribute Type

The "aliasedCbjectNane’ attribute holds the name of the entry an
alias points to. The "aliasedCbjectNane’ attribute is known as the
"aliasedEntryNanme’ attribute in X 500.

( 2.5.4.1 NAME ’ al i asedObj ect Nane’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
SI NGLE- VALUE )

The ' di stingui shedNaneMat ch’ mat ching rule and the Di stingui shedNane
(1.3.6.1.4.1.1466.115.121.1.12) syntax are defined in [ RFC4517].

3. Directory Adm nistrative and Operational |nfornmation

This section discusses select aspects of the X 500 Directory
Adm ni strative and Operational Information nodel [X 501]. LDAP
i npl emrent ati ons MAY support other aspects of this nodel.

3.1. Subtrees
As defined in [X 501]:

A subtree is a collection of object and alias entries situated at
the vertices of a tree. Subtrees do not contain subentries. The
prefix sub, in subtree, enphasizes that the base (or root) vertex
of this tree is usually subordinate to the root of the DIT.

A subtree begins at sone vertex and extends to sone identifiable

| ower boundary, possibly extending to | eaves. A subtree is always
defined within a context which inplicitly bounds the subtree. For
exanmpl e, the vertex and | ower boundaries of a subtree defining a
replicated area are bounded by a nam ng context.
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3.2. Subentries

A subentry is a "special sort of entry, known by the Directory, used
to hold informati on associated with a subtree or subtree refinenment”
[ X.501]. Subentries are used in Directory to hold for administrative
and operational purposes as defined in [X.501]. Their use in LDAP is
detailed in [ RFC3672].

The term " (sub)entry" in this specification indicates that servers

i mpl enenting X 500(93) nodels are, in accordance with X 500(93) as
described in [RFC3672], to use a subentry and that other servers are
to use an object entry belonging to the appropriate auxiliary class
normal |y used with the subentry (e.g., 'subschema’ for subschema
subentries) to mnmic the subentry. This object entry’'s RDN SHALL be
formed froma value of the 'cn’ (commonNane) attribute [ RFC4519] (as
all subentries are nanmed with 'cn’).

3.3. The 'objectd ass’ attribute
Each entry in the DIT has an 'objectC ass’ attribute.

( 2.5.4.0 NAME '’ objectd ass’
EQUALI TY obj ectldentifierMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.38 )

The ' objectldentifierMatch’ matching rule and the OBJECT | DENTI FI ER
(1.3.6.1.4.1.1466.115.121.1.38) syntax are defined in [ RFC4517].

The " objectC ass’ attribute specifies the object classes of an entry,
whi ch (anmong other things) are used in conjunction with the
controlling schena to deternmine the permitted attributes of an entry.
Val ues of this attribute can be nodified by clients, but the
"objectC ass’ attribute cannot be renobved.

Servers that follow X 500(93) nodels SHALL restrict nodifications of
this attribute to prevent the basic structural class of the entry
from being changed. That is, one cannot change a ’person’ into a
‘country’

When creating an entry or adding an 'objectC ass’ value to an entry,
all superclasses of the nanmed classes SHALL be inplicitly added as
well if not already present. That is, if the auxiliary class ’'x-a’
is a subclass of the class "x-b’, adding 'x-a to 'objectd ass’
causes 'x-b’ to be inplicitly added (if is not already present).

Servers SHALL restrict nodifications of this attribute to prevent

supercl asses of renaining 'objectd ass’ val ues from being del et ed.
That is, if the auxiliary class "x-a is a subclass of the auxiliary
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class "x-b’ and the 'objectCl ass’ attribute contains 'x-a and ’'x-b’,
an attenpt to delete only "x-b’ fromthe ’objectC ass’ attribute is
an error.

3.4. Qperational Attributes

Sone attributes, termed operational attributes, are used or

mai nt ai ned by servers for administrative and operational purposes.
As stated in [ X. 501]: "There are three varieties of operational
attributes: Directory operational attributes, DSA-shared operationa
attri butes, and DSA-specific operational attributes".

A directory operational attribute is used to represent operationa
and/or administrative information in the Directory Information Mdel.
Thi s includes operational attributes maintained by the server (e.g.,
"createTimestanp’) as well as operational attributes that hold val ues
admini strated by the user (e.g., 'ditContentRules’).

A DSA-shared operational attribute is used to represent information
of the DSA Information Mddel that is shared between DSAs.

A DSA-specific operational attribute is used to represent information
of the DSA Information Mddel that is specific to the DSA (though, in
some cases, nmay be derived frominformation shared between DSAs;

e.g., 'nam ngContexts’).

The DSA I nformati on Model operational attributes are detailed in
[ X. 501] .

Qperational attributes are not normally visible. They are not
returned in search results unless explicitly requested by nane.

Not all operational attributes are user nodifiable.

Entries may contain, anmong others, the follow ng operationa
attributes:

- creatorsNane: the Distinguished Nanme of the user who added this
entry to the directory,

- createTinestanp: the tine this entry was added to the directory,

- modi fiersName: the Distinguished Name of the user who | ast
nodified this entry, and

- modi fyTinmestanp: the tine this entry was |ast nodifi ed.
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Servers SHOULD mai ntain the 'creatorsNanme’, ’'createTi mestanp’,
"modi fiersNane’, and ’'nodifyTi mestanp’ attributes for all entries of
the DIT.

3.4.1. ' creat or sNane’

This attribute appears in entries that were added using the protocol
(e.g., using the Add operation). The value is the distinguished name
of the creator.

( 2.5.18.3 NAME ' creat or sNane’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
SI NGLE- VALUE NO- USER- MODI FI CATI ON
USACE directoryQperation )

The ' di stingui shedNaneMat ch’ mat ching rule and the Di stingui shedNane
(1.3.6.1.4.1.1466.115.121.1.12) syntax are defined in [ RFC4517].

3.4.2. ’'createTinmestanp

This attribute appears in entries that were added using the protocol
(e.g., using the Add operation). The value is the tinme the entry was
added.

( 2.5.18.1 NAME ' createTi nestanp
EQUALI TY general i zedTi neMat ch
ORDERI NG gener al i zedTi neOr deri nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.24
SI NGLE- VALUE NO- USER- MODI FI CATI ON
USACE directoryQperation )

The ' generalizedTi neMatch’ and ' general i zedTi meOr deri nghat ch’
mat chi ng rul es and the GeneralizedTi ne
(1.3.6.1.4.1.1466. 115.121. 1. 24) syntax are defined in [ RFC4517].

3.4.3. 'nodifiersNange’

This attribute appears in entries that have been nodified using the
protocol (e.g., using the Mddify operation). The value is the
di sti ngui shed nane of the last nodifier.

( 2.5.18.4 NAME 'nodifiersNane’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
SI NGLE- VALUE NO- USER- MODI FI CATI ON
USACE directoryQperation )
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The ' di stingui shedNaneMat ch’ mat ching rule and the Di stingui shedNane
(1.3.6.1.4.1.1466.115.121.1.12) syntax are defined in [ RFC4517].

3.4.4. ’nodifyTi mestanp’

This attribute appears in entries that have been nodified using the
protocol (e.g., using the Mdify operation). The value is the tine
the entry was | ast nodified.

( 2.5.18.2 NAME ' nodi fyTi nest anp’
EQUALI TY general i zedTi neMat ch
ORDERI NG gener al i zedTi neOr deri nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121.1. 24
SI NGLE- VALUE NO- USER- MODI FI CATI ON
USACE directoryQperation )

The ’'general i zedTi neMatch’ and ' general i zedTi meOr deri nghat ch’
mat chi ng rul es and the GeneralizedTi ne
(1.3.6.1.4.1.1466. 115.121. 1. 24) syntax are defined in [ RFC4517].

3.4.5. ’structural Objectd ass’
This attribute indicates the structural object class of the entry.

( 2.5.21.9 NAME ’structural Qbjectd ass’
EQUALI TY obj ectldentifierMatch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 38
SI NGLE- VALUE NO- USER- MODI FI CATI ON
USACE directoryQperation )

The 'objectldentifierMatch’ matching rule and OBJECT | DENTI FI ER
(1.3.6.1.4.1.1466.115.121.1.38) syntax is defined in [ RFC4517].

3.4.6. ’'governingStructureRul e’
This attribute indicates the structure rule governing the entry.
( 2.5.21.10 NAME 'governi ngStructureRul e
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121.1. 27
SI NGLE- VALUE NO- USER- MODI FI CATI ON
USACE directoryQperation )

The 'integerMatch’ matching rule and | NTEGER
(1.3.6.1.4.1.1466. 115.121.1.27) syntax is defined in [ RFC4517].
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4. Directory Schena
As defined in [X 501]:

The Directory Schema is a set of definitions and constraints
concerning the structure of the DIT, the possible ways entries are
naned, the information that can be held in an entry, the
attributes used to represent that information and their

organi zation into hierarchies to facilitate search and retrieva

of the infornmation and the ways in which values of attributes may
be matched in attribute value and matching rul e assertions.

NOTE 1 - The schena enables the Directory systemto, for exanple:

- prevent the creation of subordinate entries of the wong
object-class (e.g., a country as a subordi nate of a person);

- prevent the addition of attribute-types to an entry
i nappropriate to the object-class (e.g., a serial nunber to a
person’s entry);

- prevent the addition of an attribute value of a syntax not
mat ching that defined for the attribute-type (e.g., a printable
string to a bit string).

Formally, the Directory Schena conprises a set of:

a) Nane Formdefinitions that define primtive namng relations
for structural object classes;

b) DIT Structure Rule definitions that define the nanes that
entries may have and the ways in which the entries may be
related to one another in the D T;

c) DIT Content Rule definitions that extend the specification of
allowabl e attributes for entries beyond those indicated by the
structural object classes of the entries;

d) Object Class definitions that define the basic set of mandatory
and optional attributes that shall be present, and may be
present, respectively, in an entry of a given class, and which
i ndicate the kind of object class that is being defined;
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e) Attribute Type definitions that identify the object identifier
by which an attribute is known, its syntax, associated natching
rules, whether it is an operational attribute and if so its
type, whether it is a collective attribute, whether it is
permitted to have multiple values and whether or not it is
derived from another attribute type;

f) Matching Rule definitions that define natching rul es.

And i n LDAP;

g) LDAP Syntax definitions that define encodi ngs used in LDAP

4.1. Schema Definitions

Schema definitions in this section are described using ABNF and rely
on the common productions specified in Section 1.2 as well as these:

noi dlen = nunmericoid [ LCURLY | en RCURLY ]
| en = nunber

oids = oid / ( LPAREN WSP oi dlist WSP RPAREN )
oidlist = oid *( W8P DOLLAR WSP oid )

extensions = *( SP xstring SP gdstrings )
xstring = "X* HYPHEN 1*( ALPHA / HYPHEN / USCORE )

gdescrs = qdescr / ( LPAREN WSP gdescrlist WSP RPAREN )
gdescrlist = [ gdescr *( SP gdescr ) ]

gdescr = SQUOTE descr SQUOTE

gdstrings = qdstring / ( LPAREN WSP qdstringlist WSP RPAREN )
gdstringlist = [ qdstring *( SP qdstring ) ]

gdstring = SQUOTE dstring SQUOTE

dstring = 1*( @8/ Q/ QUTF8 ) ; escaped UTF-8 string

Q
&

; Any UTF-8 encoded Uni code character
; except %27 ("\'") and 9%&5C ("\")
QUTF8 = QUTF1 / UTFMB

ESC %32 %37 ; "\27"
ESC %35 ( %43 / %63 ) ; "\5b5C' / "\b5c"

; Any ASCI| character except %27 ("\'") and %5C ("\")
QUTF1 = %00-26 / 9%28-5B / 9%5D- 7F

Schemn definitions in this section al so share a nunber of conmon
terns.
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The NAME field provides a set of short nanes (descriptors) that are
to be used as aliases for the QD

The DESC field optionally allows a descriptive string to be provided
by the directory administrator and/or inplenmentor. Wile

speci fications may suggest a descriptive string, there is no

requi rement that the suggested (or any) descriptive string be used.

The OBSOLETE field, if present, indicates the elenent is not active.

| npl ementors should note that future versions of this docunment may
expand these definitions to include additional ternms. Ternms whose
identifier begins with "X-" are reserved for private experinents and
are followed by <SP> and <qdstrings> tokens.

4.1.1. nject Cass Definitions
bject Class definitions are witten according to the ABNF

bj ect A assDescri ption = LPAREN WsP
nunericoid ; object identifier
[ SP "NAME" SP qgdescrs ] ;
[ SP "DESC' SP qdstring ] ; description
[ SP "OBSOLETE" ] ; hot active

[ SP "SUP" SP oids ] ; superior object classes

[ SP kind ] ; kind of class

[ ;

[ ;

e

short names (descriptors)

SP "MJST" SP oids ] attribute types
SP "MAY" SP oids ] attribute types
xt ensi ons WSP RPAREN

ki nd = "ABSTRACT" / "STRUCTURAL" / ™"AUXI LI ARY"

wher e:

<nunericoid> is object identifier assigned to this object class;

NAME <qdescrs> are short names (descriptors) identifying this
obj ect cl ass;

DESC <qdstring> is a short descriptive string;

OBSOLETE indicates this object class is not active;

SUP <oi ds> specifies the direct superclasses of this object class;

the kind of object class is indicated by one of ABSTRACT,
STRUCTURAL, or AUXILIARY (the default is STRUCTURAL);

MUST and MAY specify the sets of required and allowed attribute
types, respectively; and

<ext ensi ons> descri be extensions.
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Attribute Types

Attribute Type definitions are witten according to the ABNF:

Attribut eTypeDescription = LPAREN W5P
nunericoid ; object identifier
[ SP "NAME" SP qgdescrs ] short nanmes (descriptors)
[ SP "DESC'" SP qdstring ] description
[ SP "OBSOLETE" ] not active
[ SP "SUP" SP oid ] supertype
[ SP "EQUALITY" SP oid ] equality matching rule
[ SP "ORDERING' SP oid ] ordering matching rule
[ SP "SUBSTR' SP oid ] substrings matching rule
[ SP "SYNTAX' SP noidl en ] val ue syntax
[ SP "SI NGLE- VALUE" ] si ngl e-val ue
[ SP "COLLECTI VE" ] col l ective
[ SP "NO USER- MODI FI CATI ON" ] not user nodifiable
[ SP "USAGE" SP usage ] usage
ext ensi ons W5P RPAREN ext ensi ons

usage = "userApplications" /[, user
"directoryQperation” / di rectory operational
"distributedCperation” / DSA- shar ed operati ona
" dSAQper ati on” DSA- speci fi c operationa

wher e:

<nunericoid> is object identifier assigned to this attribute type;

NAME <qdescrs> are short names (descriptors) identifying this
attribute type;

DESC <qdstring> is a short descriptive string;

OBSOLETE indicates this attribute type is not active;

SUP oid specifies the direct supertype of this type;

EQUALI TY, ORDERI NG, and SUBSTR provide the oid of the equality,
ordering, and substrings matching rules, respectively;

SYNTAX identifies value syntax by object identifier and may suggest
a m ni mum upper bound;

SI NGLE- VALUE i ndicates attributes of this type are restricted to a
si ngl e val ue;

COLLECTI VE indicates this attribute type is collective
[ X. 501] [ RFC3671] ;

NO- USER- MODI FI CATI ON i ndi cates this attribute type is not user
nmodi fi abl e;

USACGE i ndi cates the application of this attribute type; and

<ext ensi ons> descri be extensions.

Each attribute type description nust contain at |east one of the SUP

SYNTAX fields. If no SYNTAX field is provided, the attribute type

description takes its value fromthe supertype.
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If SUP field is provided, the EQUALITY, ORDERI NG and SUBSTRI NG
fields, if not specified, take their value fromthe supertype.

Usage of userApplications, the default, indicates that attributes of
this type represent user information. That is, they are user
attri butes.

A usage of directoryQperation, distributedQOperation, or dSAQperation
indicates that attributes of this type represent operational and/or
admnistrative information. That is, they are operational

attri butes.

directoryQperation usage indicates that the attribute of this type is
a directory operational attribute. distributedOperation usage
indicates that the attribute of this type is a DSA-shared usage
operational attribute. dSAQperation usage indicates that the
attribute of this type is a DSA-specific operational attribute.

COLLECTI VE requi res usage user Applications. Use of collective
attribute types in LDAP is discussed in [RFC3671].

NO- USER- MODI FI CATI ON requi res an operational usage.

Note that the <AttributeTypeDescription> does not |ist the matching
rules that can be used with that attribute type in an extensibl eMatch
search filter [RFC4511]. This is done using the ’'matchi ngRul eUse’
attribute described in Section 4.1.4.

Thi s docunent refines the schema description of X 501 by requiring
that the SYNTAX field in an <AttributeTypeDescription> be a string
representation of an object identifier for the LDAP string syntax
definition, with an optional indication of the suggested mni ni num
bound of a value of this attribute.

A suggested nini mum upper bound on the nunber of characters in a
value with a string-based syntax, or the nunber of bytes in a value
for all other syntaxes, nay be indicated by appendi ng this bound
count inside of curly braces follow ng the syntax’s OBJECT | DENTI FI ER
in an Attribute Type Description. This bound is not part of the
syntax nanme itself. For instance, "1.3.6.4.1.1466.0{64}" suggests
that server inplenentations should allow a string to be 64 characters
| ong, although they may allow | onger strings. Note that a single
character of the Directory String syntax may be encoded in nore than
one octet since UTF-8 [RFC3629] is a variable-length encoding.
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4.1.3. Matching Rules

Mat ching rules are used in performance of attribute val ue assertions,
such as in performance of a Conpare operation. They are also used in
eval uating search filters, determ ning which individual values are to
be added or del eted during performance of a Mddify operation, and in

compari ng distingui shed nanes.

Each matching rule is identified by an object identifier (OD) and,
optionally, one or nore short names (descriptors).

Matching rule definitions are witten according to the ABNF:

Mat chi ngRul eDescri pti on = LPAREN WSP
nunericoid ; object identifier
[ SP "NAME" SP qgdescrs ] ; short names (descriptors)
[ SP "DESC' SP qdstring ] ; description
[ SP "OBSOLETE" ] ; hot active
SP " SYNTAX" SP nunericoid ; assertion syntax
ext ensi ons W5P RPAREN ; extensions

wher e:

<nunericoid> is object identifier assigned to this matching rule;

NAME <qdescrs> are short names (descriptors) identifying this
mat chi ng rul e;

DESC <qdstring> is a short descriptive string;

OBSOLETE indicates this matching rule is not active;

SYNTAX identifies the assertion syntax (the syntax of the assertion
val ue) by object identifier; and

<ext ensi ons> descri be extensions.

4.1.4. Matching Rule Uses

A matching rule use lists the attribute types that are suitable for
use with an extensi bl eMatch search filter.

Mat ching rul e use descriptions are witten according to the follow ng
ABNF:

Mat chi ngRul eUseDescri pti on = LPAREN W&P
nunericoid ; object identifier
[ SP "NAME" SP qgdescrs ] ; short names (descriptors)
[ SP "DESC' SP qdstring ] ; description
[ SP "OBSOLETE" ] ; hot active
SP "APPLI ES" SP oids ; attribute types
ext ensi ons W5P RPAREN ; extensions
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wher e:

<nunericoid> is the object identifier of the matching rule
associated with this matching rule use description;

NAME <qdescrs> are short names (descriptors) identifying this
mat chi ng rul e use;

DESC <qdstring> is a short descriptive string;

OBSOLETE indicates this matching rule use is not active;

APPLI ES provides a list of attribute types the matching rule
applies to; and

<ext ensi ons> descri be extensions.

4.1.5. LDAP Synt axes
LDAP Syntaxes of (attribute and assertion) values are described in
terns of ASN. 1 [ X 680] and, optionally, have an octet string encodi ng
known as the LDAP-specific encoding. Conmonly, the LDAP-specific
encoding is constrained to a string of Unicode [Unicode] characters
in UTF-8 [ RFC3629] form
Each LDAP syntax is identified by an object identifier (QD).
LDAP syntax definitions are witten according to the ABNF:

Synt axDescri pti on = LPAREN WSP

nunericoid ; object identifier
[ SP "DESC' SP qdstring ] ; description
ext ensi ons W5P RPAREN ; extensions

wher e:

<nunericoid> is the object identifier assigned to this LDAP syntax;
DESC <qdstring> is a short descriptive string; and
<ext ensi ons> descri be extensions.

4.1.6. DI T Content Rul es

A DT content rule is a "rule governing the content of entries of a
particul ar structural object class" [X 501].

For DIT entries of a particular structural object class, a DT
content rule specifies which auxiliary object classes the entries are
allowed to belong to and which additional attributes (by type) are
required, allowed, or not allowed to appear in the entries.

The list of precluded attributes cannot include any attribute |isted

as mandatory in the rule, the structural object class, or any of the
al l oned auxiliary object classes.
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Each content rule is identified by the object identifier, as well as
any short nanes (descriptors), of the structural object class it
applies to.

An entry may only belong to auxiliary object classes listed in the
governi ng content rule.

An entry nust contain all attributes required by the object classes
the entry belongs to as well as all attributes required by the
governi ng content rule.

An entry may contain any non-precluded attributes allowed by the
obj ect classes the entry belongs to as well as all attributes all owed
by the governing content rule.

An entry cannot include any attribute precluded by the governing
content rule.

An entry is governed by (if present and active in the subschema) the
DIT content rule that applies to the structural object class of the
entry (see Section 2.4.2). |If no active rule is present for the
entry’s structural object class, the entry's content is governed by
the structural object class (and possibly other aspects of user and
system schema). DI T content rules for superclasses of the structura
obj ect class of an entry are not applicable to that entry.

DIT content rule descriptions are witten according to the ABNF:

DI TCont ent Rul eDescri pti on = LPAREN W5P

nunericoid ; object identifier

[ SP "NAME" SP qgdescrs ] ; short names (descriptors)
[ SP "DESC' SP qdstring ] ; description

[ SP "OBSOLETE" ] ; hot active

[ SP "AUX" SP oids ] ; auxiliary object classes
[ SP "MUST" SP oids ] ; attribute types

[ SP "MAY" SP oids ] ; attribute types

[ SP "NOT" SP oids ] ; attribute types

ext ensi ons W5P RPAREN ; extensions

wher e:

<nunericoid> is the object identifier of the structural object
class associated with this DIT content rule;

NAME <qdescrs> are short names (descriptors) identifying this DIT
content rule;

DESC <qdstring> is a short descriptive string;

OBSOLETE indicates this DIT content rule use is not active;

AUX specifies a list of auxiliary object classes that entries
subject to this DIT content rule nmay bel ong to;
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MUST, MAY, and NOT specify lists of attribute types that are
required, allowed, or precluded, respectively, from appearing
in entries subject to this DIT content rule; and

<ext ensi ons> descri be extensions.

4.1.7. DT Structure Rul es and Name Forns

It is sonmetinmes desirable to regul ate where object and alias entries
can be placed in the DIT and how t hey can be nanmed based upon their
structural object class.

4.1.7.1. DT Structure Rul es

A DT structure rule is a "rule governing the structure of the DI T by
specifying a pernitted superior to subordinate entry relationship. A
structure rule relates a nane form and therefore a structural object
class, to superior structure rules. This permts entries of the
structural object class identified by the nane formto exist in the
DI T as subordinates to entries governed by the indicated superior
structure rules" [X 501].

DIT structure rule descriptions are witten according to the ABNF:

DI TSt ruct ureRul eDescri pti on = LPAREN WSP

ruleid ; rule identifier

[ SP "NAME" SP qgdescrs ] ; short nanes (descriptors)
[ SP "DESC' SP qdstring ] ; description

[ SP "OBSOLETE" ] ; hot active

SP "FORM' SP oid ; NameFor m

[ SP "SUP" ruleids ] ; superior rules

ext ensi ons W5P RPAREN ; extensions

ruleids = ruleid / ( LPAREN WGP rul eidlist WSP RPAREN )
ruleidlist = ruleid *( SP ruleid)
rul eid = nunber

wher e:

<ruleid>is the rule identifier of this DIT structure rule;

NAME <qdescrs> are short names (descriptors) identifying this DIT
structure rule;

DESC <qdstring> is a short descriptive string;

OBSOLETE indicates this DIT structure rule use is not active;

FORM i s specifies the name formassociated with this DIT structure
rul e;

SUP identifies superior rules (by rule id); and

<ext ensi ons> descri be extensions.
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If no superior rules are identified, the DIT structure rule applies
to an autononous administrative point (e.g., the root vertex of the
subtree controlled by the subschena) [ X 501].

4.1.7. 2. Nane For ns

A nane form "specifies a perm ssible RDN for entries of a particular
structural object class. A nane formidentifies a nanmed object class
and one or nore attribute types to be used for naming (i.e., for the
RDN). Name forns are primtive pieces of specification used in the
definition of DIT structure rules” [X 501].

Each name formindi cates the structural object class to be naned, a
set of required attribute types, and a set of allowed attribute
types. A particular attribute type cannot be in both sets.

Entri es governed by the form nust be named using a val ue from each
required attribute type and zero or nore values fromthe all owed
attribute types.

Each name formis identified by an object identifier (O D) and,
optionally, one or nore short names (descriptors).

Narme form descriptions are witten according to the ABNF:

NarmeFor mDescri pti on = LPAREN WSP

nunericoid ; object identifier

[ SP "NAME" SP qgdescrs ] ; short nanes (descriptors)
[ SP "DESC' SP qdstring ] ; description

[ SP "OBSOLETE" ] ; hot active

SP "OC' SP oid ; structural object class
SP "MJST" SP oi ds ; attribute types

[ SP "MAY" SP oids ] ; attribute types

ext ensi ons W5P RPAREN ; extensions

wher e:

<nunericoid> is object identifier that identifies this nane form

NAME <qdescrs> are short names (descriptors) identifying this nanme
form

DESC <qdstring> is a short descriptive string;

OBSOLETE indicates this nanme formis not active;

OC identifies the structural object class this rule applies to,

MUST and MAY specify the sets of required and all owed,
respectively, namng attributes for this name form and

<ext ensi ons> descri be extensions.

Al'l attribute types in the required ("MJST") and al |l owed (" MAY")
lists shall be different.
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4.2. Subschema Subentries

Subschema (sub)entries are used for adninistering information about
the directory schema. A single subschena (sub)entry contains al
schema definitions (see Section 4.1) used by entries in a particular
part of the directory tree.

Servers that follow X 500(93) nodels SHOULD i npl ement subschena usi ng
the X 500 subschema nechanisns (as detailed in Section 12 of

[ X.501]), so these are not ordinary object entries but subentries
(see Section 3.2). LDAP clients SHOULD NOT assune that servers

i mpl enent any of the other aspects of X 500 subschema

Servers MAY al | ow subschema nodification. Procedures for subschema
nodi fication are discussed in Section 14.5 of [X 501].

A server that masters entries and pernits clients to nodify these
entries SHALL inplenent and provi de access to these subschema
(sub)entries including providing a 'subschemaSubentry’ attribute in
each nodifiable entry. This is so clients may discover the

attri butes and object classes that are pernitted to be present. It
is strongly RECOWENDED that all other servers inplement this as
wel | .

The val ue of the 'subschemaSubentry’ attribute is the nane of the
subschema (sub)entry hol ding the subschema controlling the entry.

( 2.5.18.10 NAME ' subschemaSubentry’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
SI NGLE- VALUE NO- USER- MODI FI CATI ON
USAGE di rectoryQperation )

The ' di stingui shedNaneMat ch’ mat ching rule and the Di stingui shedNane
(1.3.6.1.4.1.1466.115.121.1.12) syntax are defined in [ RFC4517].

Subscherma is held in (sub)entries belonging to the subschema
auxiliary object class.

( 2.5.20.1 NAME ’'subschema’ AUXI LI ARY
MAY ( dlI TStructureRules $ naneForns $ ditContentRules $
objectClasses $ attributeTypes $ matchi ngRules $
mat chi ngRul eUse ) )

The ' | dapSynt axes’ operational attribute nay al so be present in
subschema entri es.

Zei | enga St andar ds Track [ Page 32]



RFC 4512 LDAP Mbdel s June 2006

Servers MAY provide additional attributes (described in other
docunents) in subschema (sub)entries.

Servers SHOULD provide the attributes ’createTi nestanp’ and
"modi fyTi mestanp’ in subschema (sub)entries, in order to allow
clients to maintain their caches of schema infornation

The follow ng subsections provide attribute type definitions for each
of schema definition attribute types.

4.2.1. ' objectd asses’
This attribute holds definitions of object classes.

( 2.5.21.6 NAME ' objectd asses
EQUALI TY obj ectldentifierFirstConponent Mat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 37
USACE directoryQperation )

The ' objectldentifierFirstConponent Match’ matching rule and the
bj ect A assDescription (1.3.6.1.4.1.1466.115.121.1.37) syntax are
defined in [ RFC4517].

4.2.2. attributeTypes’
This attribute holds definitions of attribute types.

( 2.5.21.5 NAME ' attributeTypes’
EQUALI TY obj ectldentifierFirstConponent Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.3
USACE directoryQperation )

The ' objectldentifierFirstConponent Match’ matching rule and the
AttributeTypeDescription (1.3.6.1.4.1.1466.115.121.1.3) syntax are
defined in [ RFC4517].

4.2.3. 'matchi ngRul es’
This attribute holds definitions of matching rules.
( 2.5.21.4 NAME ' mat chi ngRul es
EQUALI TY obj ectldentifierFirstConponent Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 30
USAGE di rectoryQOperation )
The ' objectldentifierFirstConponent Match’ matching rule and the

Mat chi ngRul eDescription (1.3.6.1.4.1.1466.115.121.1.30) syntax are
defined in [ RFC4517].
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4. 2.4 ' mat chi ngRul eUse’
This attribute holds definitions of matching rul e uses.

( 2.5.21.8 NAME ' mat chi ngRul eUse’
EQUALI TY obj ectldentifierFirstConponent Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.31
USACE directoryQperation )

The ' objectldentifierFirstConponent Match’ matching rule and the
Mat chi ngRul eUseDescription (1.3.6.1.4.1.1466.115.121.1.31) syntax are
defined in [ RFC4517].

4.2.5. | dapSynt axes’
This attribute holds definitions of LDAP syntaxes.

( 1.3.6.1.4.1.1466. 101. 120. 16 NAME ' | dapSynt axes’
EQUALI TY obj ectldentifierFirstConponent Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.54
USACE directoryQperation )

The ' objectldentifierFirstConponent Match’ matching rule and the
Synt axDescription (1.3.6.1.4.1.1466.115.121.1.54) syntax are defined
in [ RFC4517].

4.2.6. 'dl TCont ent Rul es’

This attribute lists DIT Content Rules that are present in the
subschenma

( 2.5.21.2 NAME ' dl TCont ent Rul es’
EQUALI TY obj ectldentifierFirstConponent Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.16
USACE directoryQperation )

The ' objectldentifierFirstConponent Match’ matching rule and the

Dl TCont ent Rul eDescription (1.3.6.1.4.1.1466.115.121.1.16) syntax are
defined in [ RFC4517].
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4.2.7. 'dITStructureRul es’

This attribute lists DIT Structure Rules that are present in the
subschenma

( 2.5.21.1 NAME "dI TStructureRul es’
EQUALI TY i nt eger Fi r st Conponent Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.17
USACE directoryQperation )

The i ntegerFirst Conponent Match’ mat ching rule and the
DI TSt ruct ur eRul eDescription (1.3.6.1.4.1.1466.115.121.1.17) syntax
are defined in [ RFC4517].

4.2.8 'nanmeForns’
This attribute lists Name Forns that are in force.

( 2.5.21.7 NAME ' naneFor ns’
EQUALI TY obj ectldentifierFirstConponent Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.35
USACE directoryQperation )

The ' objectldentifierFirstConponent Match’ matching rule and the
NanmeFor mDescription (1.3.6.1.4.1.1466. 115. 121. 1. 35) syntax are
defined in [ RFC4517].

4.3. ’'extensibleCbject’ object class

The " extensi bl eCbject’ auxiliary object class allows entries that
belong to it to hold any user attribute. The set of allowed
attribute types of this object class is inplicitly the set of al
attribute types of userApplications usage.

( 1.3.6.1.4.1.1466.101. 120. 111 NAME '’ extensi bl eoj ect’
SUP t op AUXI LI ARY )

The mandatory attributes of the other object classes of this entry
are still required to be present, and any precluded attributes are
still not allowed to be present.

4.4. Subschema Di scovery

To di scover the DN of the subschema (sub)entry hol ding the subschena
controlling a particular entry, a client reads that entry’'s
"subschenaSubentry’ operational attribute. To read schema attributes
fromthe subschema (sub)entry, clients MJST i ssue a Search operation
[ RFC4511] where base(bject is the DN of the subschema (sub)entry,
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scope is baseCbhject, filter is "(objectd ass=subschena)" [RFC4515],
and the attributes field lists the nanmes of the desired schema
attributes (as they are operational). Note: the

"(obj ectd ass=subschema)" filter allows LDAP servers that gateway to
X.500 to detect that subentry information is being requested.

Clients SHOULD NOT assune that a published subschema is conplete,
that the server supports all of the schema elenments it publishes, or
that the server does not support an unpublished el enent.

5. DSA (Server) Informational Mdel

The LDAP protocol assunes there are one or nore servers that jointly
provi de access to a Directory Information Tree (DI T). The server

hol ding the original information is called the "master"” (for that
information). Servers that hold copies of the original infornmation
are referred to as "shadow ng" or "caching" servers.

As defined in [X 501]:

context prefix: The sequence of RDNs | eading fromthe Root of the
DIT to the initial vertex of a naming context; corresponds to
the distingui shed nanme of that vertex.

nam ng context: A subtree of entries held in a single master DSA.

That is, a nam ng context is the largest collection of entries,
starting at an entry that is nmastered by a particular server, and
including all its subordinates and their subordi nates, down to the
entries that are mastered by different servers. The context prefix
is the name of the initial entry.

The root of the DIT is a DSA-specific Entry (DSE) and not part of any
nam ng context (or any subtree); each server has different attribute
val ues in the root DSE

5.1. Server-Specific Data Requirenents

An LDAP server SHALL provide information about itself and other
information that is specific to each server. This is represented as
a group of attributes located in the root DSE, which is naned with
the DN with zero RDNs (whose [ RFC4514] representation is as the
zero-length string).

These attributes are retrievable, subject to access control and other

restrictions, if a client perfornms a Search operation [ RFC4511] with
an enpty baseCbj ect, scope of baseChject, the filter
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"(objectd ass=*)" [ RFC4515], and the attributes field listing the
nanes of the desired attributes. It is noted that root DSE

attri butes are operational and, like other operational attributes,
are not returned in search requests unl ess requested by nane.

The root DSE SHALL NOT be included if the client perfornms a subtree
search starting fromthe root.

Servers nay allow clients to nodify attributes of the root DSE, where
appropri at e.

The following attributes of the root DSE are defined bel ow
Additional attributes nay be defined in other docunents.

altServer: alternative servers;

- nam ngCont exts: nam ng contexts;

- supportedControl: recogni zed LDAP controls;

- support edExt ensi on: recogni zed LDAP ext ended operati ons;
- supportedFeatures: recogni zed LDAP feat ures;

- support edLDAPVer si on: LDAP versions supported; and

- support edSASLMechani sns: recogni zed Si npl e Authentication and
Security Layers (SASL) [ RFC4422] nechani sms.

The val ues provided for these attributes nay depend on session-
specific and other factors. For exanple, a server supporting the
SASL EXTERNAL nechani sm might only list "EXTERNAL" when the client’s
identity has been established by a |ower level. See [RFC4513].

The root DSE may al so include a ’subschemaSubentry’ attribute. If it
does, the attribute refers to the subschema (sub)entry holding the
schema controlling the root DSE. Cients SHOULD NOT assune that this
subschema (sub)entry controls other entries held by the server

General subschema di scovery procedures are provided in Section 4. 4.
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5.1.1. "al t Server’

The "altServer’ attribute lists URIs referring to alternative servers
that nay be contacted when this server becones unavailable. URIs for
servers inplenenting the LDAP are witten according to [ RFC4516].

O her kinds of URIs may be provided. |If the server does not know of
any other servers that could be used, this attribute will be absent.
Clients may cache this information in case their preferred server

| at er becones unavail abl e.

( 1.3.6.1.4.1.1466.101. 120. 6 NAME ’al t Server’
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26
USAGE dSAQper ation )

The I ASString (1.3.6.1.4.1.1466.115.121.1.26) syntax is defined in
[ RFC4517] .

5.1.2. ' nam ngContexts’

The "nam ngContexts’ attribute |lists the context prefixes of the

nam ng contexts the server nmasters or shadows (in part or in whole).
If the server is a first-level DSA [X 501], it should list (in
addition) an enpty string (indicating the root of the DIT). If the
server does not master or shadow any information (e.g., it is an LDAP
gateway to a public X 500 directory) this attribute will be absent.

If the server believes it masters or shadows the entire directory,
the attribute will have a single value, and that value will be the
enpty string (indicating the root of the DT).

This attribute may be used, for exanple, to select a suitable entry
nane for subsequent operations with this server.

( 1.3.6.1.4.1.1466.101. 120. 5 NAME ' nam ngCont ext s’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
USAGE dSAOper ation )

The Di stingui shedNane (1.3.6.1.4.1.1466.115.121.1.12) syntax is
defined in [ RFC4517].

5.1.3. ’'supportedControl’
The " supportedControl’ attribute Iists object identifiers identifying
the request controls [RFC4511] the server supports. |If the server
does not support any request controls, this attribute will be absent.
bj ect identifiers identifying response controls need not be |isted.

Procedures for registering object identifiers used to discovery of
protocol mechanisns are detailed in BCP 64, RFC 4520 [ RFC4520].
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( 1.3.6.1.4.1.1466. 101. 120. 13 NAME ' supportedControl’
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 38
USAGE dSAQper ation )

The OBJECT I DENTIFIER (1.3.6.1.4.1.1466.115.121.1.38) syntax is
defined in [ RFC4517].

5.1.4. ’supportedExtension’

The ’"supportedExtension’ attribute lists object identifiers

i dentifying the extended operations [ RFC4511] that the server
supports. |If the server does not support any extended operations,
this attribute will be absent.

An ext ended operation generally consists of an extended request and

an extended response but may al so include other protocol data units

(such as internedi ate responses). The object identifier assigned to
the extended request is used to identify the extended operation.

O her object identifiers used in the extended operati on need not be

listed as values of this attribute.

Procedures for registering object identifiers used to discovery of
protocol mechanisns are detailed in BCP 64, RFC 4520 [ RFC4520].

( 1.3.6.1.4.1.1466. 101. 120. 7 NAME ' support edExt ensi on’
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 38
USAGE dSAQper ation )

The OBJECT I DENTIFIER (1.3.6.1.4.1.1466.115.121.1.38) syntax is
defined in [ RFC4517].

5.1.5. ’'supportedFeatures’

The ' supportedFeatures’ attribute lists object identifiers

identifying elective features that the server supports. |If the
server does not support any discoverable elective features, this
attribute will be absent.

( 1.3.6.1.4.1.4203. 1. 3.5 NAME ' supportedFeat ures’
EQUALI TY obj ectldentifierMatch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 38
USAGE dSAOper ation )

Procedures for registering object identifiers used to discovery of
protocol mechani sns are detailed in BCP 64, RFC 4520 [ RFC4520].

The OBJECT I DENTIFIER (1.3.6.1.4.1.1466.115.121.1.38) syntax and
obj ectldentifierMatch matching rule are defined in [ RFC4517].
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5.1.6. ’'supportedLDAPVersion

The ' supportedLDAPVersion’ attribute lists the versions of LDAP that
the server supports.

( 1.3.6.1.4.1.1466. 101. 120. 15 NAME ' support edLDAPVer si on’
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 27
USAGE dSAQper ation )

The INTEGER (1.3.6.1.4.1.1466.115.121.1.27) syntax is defined in
[ RFC4517] .

5.1.7. 'supportedSASLMechani sns’

The ' supportedSASLMechani sns’ attribute lists the SASL nechani sns

[ RFC4422] that the server recognizes and/or supports [ RFC4513]. The
contents of this attribute may depend on the current session state.
If the server does not support any SASL mechani sns, this attribute
will not be present.

( 1.3.6.1.4.1.1466. 101. 120. 14 NAME ' support edSASLMechani sns’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
USAGE dSAQper ation )

The Directory String (1.3.6.1.4.1.1466.115.121.1.15) syntax is
defined in [ RFC4517].

6. O her Considerations
6. 1. Preservation of User |Information

Synt axes may be defined that have specific value and/or value form
(representation) preservation requirenents. For exanple, a syntax
containing digitally signed data can mandate that the server preserve
both the value and form of value presented to ensure that the
signature is not invalidated.

Where such requirenents have not been explicitly stated, servers
SHOULD preserve the value of user information but MAY return the
value in a different form And where a server is unable (or
unwi I ling) to preserve the value of user information, the server
SHALL ensure that an equival ent value (per Section 2.3) is returned.
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6.2. Short Nanes

Short nanes, al so known as descriptors, are used as nore readabl e
aliases for object identifiers and are used to identify various
schema el enents. However, it is not expected that LDAP

i npl ementations with human user interface would display these short
nanes (or the object identifiers they refer to) to the user.

I nstead, they would nost likely be perforning translations (such as
expressing the short name in one of the | ocal national |anguages).
For exampl e, the short nane "st" (stateO ProvinceNane) m ght be

di spl ayed to a CGernan-speaki ng user as "Land".

The sanme short nanme mght have different nmeaning in different
subschemas, and, within a particul ar subschena, the sane short nane
mght refer to different object identifiers each identifying a
different kind of schema el enent.

| mpl enent ati ons MJST be prepared that the same short nanme ni ght be
used in a subschema to refer to the different kinds of schenma

el enents. That is, there m ght be an object class 'x-fubar’ and an
attribute type 'x-fubar’ in a subschenma

| mpl enent ati ons MJST be prepared that the same short nanme ni ght be
used in the different subschenmas to refer to the different schema

el enents. That is, there mght be two matching rules ’x-fubar’, each
in different subschemas.

Procedures for registering short nanes (descriptors) are detailed in
BCP 64, RFC 4520 [ RFC4520].

6.3. Cache and Shadow ng

Sone servers may hold cache or shadow copies of entries, which can be
used to answer search and conparison queries, but will return
referrals or contact other servers if nodification operations are
requested. Servers that perform shadow ng or caching MJST ensure
that they do not violate any access control constraints placed on the
data by the originating server
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7. Inplementation Cuidelines
7.1. Server Cuidelines

Servers MJST recogni ze all nanes of attribute types and obj ect

cl asses defined in this docunent but, unless stated otherw se, need
not support the associated functionality. Servers SHOULD recogni ze
all the nanes of attribute types and object classes defined in
Section 3 and 4, respectively, of [RFC4519].

Servers MJST ensure that entries conformto user and system schena
rul es or other data nodel constraints.

Servers MAY support DI T Content Rules. Servers MAY support DI T
Structure Rul es and Nane Forns.

Servers MAY support alias entries.
Servers MAY support the ’'extensibl eCbject’ object class.

Servers MAY support subentries. |If so, they MJST do so in accordance
with [RFC3672]. Servers that do not support subentries SHOULD use
object entries to mimc subentries as detailed in Section 3. 2.

Servers MAY inpl enment additional schema el enments. Servers SHOULD
provi de definitions of all schema elenents they support in subschena
(sub)entries.

7.2. Cdient Guidelines

In the absence of prior agreenments with servers, clients SHOULD NOT
assune that servers support any particular schema el ements beyond
those referenced in Section 7.1. The client can retrieve subschena
i nformati on as described in Section 4.4.

Clients MJUST NOT display or attenpt to decode a value as ASN. 1 if the
value’s syntax is not known. Cdients MIST NOT assume the LDAP-
specific string encoding is restricted to a UTF-8 encoded string of
Uni code characters or any particul ar subset of Unicode (such as a
printable subset) unless such restriction is explicitly stated.
Clients SHOULD NOT send attribute values in a request that are not
valid according to the syntax defined for the attributes.
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8.

Security Considerations

Attributes of directory entries are used to provide descriptive

i nformati on about the real-world objects they represent, which can be
peopl e, organi zati ons, or devices. Most countries have privacy | aws
regardi ng the publication of information about people.

General security considerations for accessing directory infornmation
with LDAP are discussed in [RFC4511] and [ RFC4513].

| ANA Consi der ati ons

The I nternet Assigned Nunbers Authority (1ANA) has updated the LDAP
descriptors registry as indicated in the foll owi ng tenplate:

Subj ect: Request for LDAP Descriptor Registration Update

Descriptor (short name): see comment

hj ect ldentifier: see conment

Person & email address to contact for further information:
Kurt Zeil enga <kurt @penLDAP. or g>

Usage: see comment

Speci fication: RFC 4512

Aut hor/ Change Controller: |ESG

Comment s:

The foll ow ng descriptors (short names) has been added to
the registry.

NAME Type QD
gover ni ngStruct ureRul e A 2.5.21.10
struct ural oj ect C ass A 2.5.21.9

The followi ng descriptors (short nanes) have been updated to
refer to this RFC

alias

al i asedObj ect Namre
al t Server
attributeTypes
creat eTi nest anp
cr eat or sNane

dl TCont ent Rul es

dl TSt ruct ur eRul es
ext ensi bl eQbj ect

| dapSynt axes

.4.1.1466. 101. 120. 6

== ooe
N W R O

.1.1466. 101. 120. 111
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10.

mat chi ngRul eUse
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support edCont r ol 6.1.4.1.1466. 101. 120. 13
support edExt ensi on 6.1.4.1.1466. 101. 120. 7
support edFeat ur es 6.1.4.1.4203.1.3.5
support edLDAPVer si on 6.1.4.1.1466. 101. 120. 15
support edSASLMechani sis 6.1.4.1.1466. 101. 120. 14
top 6.0
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Appendi x A. Changes
Thi s appendi x i s non-normati ve.

Thi s docunent anounts to nearly a conplete rewite of portions of RFC
2251, RFC 2252, and RFC 2256. This rewite was undertaken to inprove
overall clarity of technical specification. This appendix provides a
summary of substantive changes nade to the portions of these
docunents incorporated into this docunent. Readers should consult

[ RFC4510], [RFC4511], [RFC4517], and [ RFC4519] for summaries of
remai ni ng portions of these documents.

A. 1. Changes to RFC 2251

Thi s docunment incorporates from RFC 2251, Sections 3.2 and 3.4, and
portions of Sections 4 and 6 as summari zed bel ow.

A.1.1. Section 3.2 of RFC 2251

Section 3.2 of RFC 2251 provided a brief introduction to the X 500
data nodel, as used by LDAP. The previous specification relied on

[ X.501] but lacked clarity in how X 500 nodel s are adapted for use by
LDAP. This documrent describes the X 500 data nodels, as used by
LDAP, in greater detail, especially in areas where adaptation is
needed.

Section 3.2.1 of RFC 2251 described an attribute as "a type with one
or nore associated values". |In LDAP, an attribute is better
described as an attribute description, a type with zero or nore
options, and one or nobre associ ated val ues.

Section 3.2.2 of RFC 2251 mandated that subschenma subentries contain
obj ectCl asses and attributeTypes attributes, yet X 500(93) treats
these attributes as optional. Wile generally all inplenentations
that support X 500(93) subschema nechanisns will provide both of
these attributes, it is not absolutely required for interoperability
that all servers do. The mandate was renoved for consistency with
X. 500(93). The subschema di scovery nechanismwas also clarified to
i ndi cate that subschema controlling an entry is obtained by reading
the (sub)entry referred to by that entry’'s ’subschemaSubentry’
attribute.
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A 1.

Section 3.4 of RFC 2251

Section 3.4 of RFC 2251 provided "Server-specific Data Requirenents”
This material, with changes, was incorporated in Section 5.1 of this
docunent .

Changes:

A 1.

Clarify that attributes of the root DSE are subject to "other
restrictions" in addition to access controls.

Clarify that only recogni zed extended requests need to be
enuner at ed ' support edExt ensi on’

Clarify that only recogni zed request controls need to be enunerated
" supportedControl .

Clarify that root DSE attributes are operational and, |ike other
operational attributes, will not be returned in search requests
unl ess requested by nane.

Clarify that not all root DSE attributes are user nodifiable.

Renmove inconsistent text regarding handling of the

" subschemaSubentry’ attribute within the root DSE. The previous
specification stated that the 'subschemaSubentry’ attribute held in
the root DSE referred to "subschema entries (or subentries) known

by this server". This is inconsistent with the attribute’s
i ntended use as well as its formal definition as a single val ued
attribute [ X 501]. It is also noted that a sinple (possibly

i nconplete) list of subschena (sub)entries is not terribly useful
This docunent (in Section 5.1) specifies that the
"subschenaSubentry’ attribute of the root DSE refers to the
subschema controlling the root DSE. It is noted that the genera
subschema di scovery mechani smremnai ns avail abl e (see Section 4.4 of
this docunent).

Section 4 of RFC 2251

Portions of Section 4 of RFC 2251 detailing aspects of the
i nformati on nodel used by LDAP were incorporated in this document,
i ncl udi ng:

Restriction of distinguished values to attributes whose
descri ptions have no options (from Section 4.1.3);
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- Data nodel aspects of Attribute Types (from Section 4.1.4),
Attribute Descriptions (from4.1.5), Attribute (from4.1.8),
Matching Rule Identifier (from4.1.9); and

- User schema requirements (from Sections 4.1.6, 4.5.1, and 4.7).
Clarifications to these portions include:
- Subtyping and AttributeDescriptions with options.

A.1.4. Section 6 of RFC 2251

The Section 6.1 and the second paragraph of Section 6.2 of RFC 2251
where incorporated into this document.

A. 2. Changes to RFC 2252
Thi s docunent incorporates Sections 4, 5, and 7 from RFC 2252.
A .2.1. Section 4 of RFC 2252

The specification was updated to use Augnmented BNF [ RFC4234]. The
string representation of an OBJECT | DENTI FI ER was tightened to
di sall ow | eadi ng zeros as described in RFC 2252.

The <descr> syntax was changed to disall ow seni col on (U+003B)
characters in order to appear to be consistent its natural |anguage
specification "descr is the syntactic representation of an object
descriptor, which consists of letters and digits, starting with a
letter". In a related change, the statenent "an AttributeDescription
can be used as the value in a NAME part of an
AttributeTypeDescription" was del eted. RFC 2252 provided no
specification of the semantics of attribute options appearing in NAME
fields.

RFC 2252 stated that the <descr> form of <oid> SHOULD be preferred
over the <nunericoid> form However, <descr> form can be amnbi guous.
To address this issue, the inperative was replaced with a statenent
(in Section 1.4) that while the <descr> formis generally preferred,
<nureri coi d> shoul d be used where an unanbi guous <descr> i s not

avail able. Additionally, an expanded di scussi on of descriptor issues
is in Section 6.2 ("Short Names").

The ABNF for a quoted string (qdstring) was updated to reflect

support for the escapi ng nmechani sm described in Section 4.3 of RFC
2252.
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A.2.2. Section 5 of RFC 2252

Definitions of operational attributes provided in Section 5 of RFC
2252 where incorporated into this docunent.

The ' nani ngCont exts’ description was clarified. A first-level DSA
shoul d publish, in addition to other values, "" indicating the root
of the DIT.

The "altServer’ description was clarified. It may hold any URI.

The ' supportedExtension’ description was clarified. A server need
only list the OBJECT | DENTI FI ERs associated with the extended
requests of the extended operations it recognizes.

The " supportedControl’ description was clarified. A server need only
list the OBJECT | DENTI FI ERs associated with the request controls it
recogni zes.

Descriptions for the ’structural Gbjectd ass’ and
"governingStructureRul e operational attribute types were added.

The attribute definition of 'subschemaSubentry’ was corrected to |ist
the terns SI NGLE- VALUE and NO USER- MODI FI CATI ON i n proper order.

A.2.3. Section 7 of RFC 2252

Section 7 of RFC 2252 provides definitions of the ’subschema’ and
"extensi bl e(bj ect’ object classes. These definitions where
integrated into Section 4.2 and Section 4.3 of this docunent,
respectively. Section 7 of RFC 2252 al so contai ned the object class
i npl enentation requirenment. This was incorporated into Section 7 of
this docunent.

The specification of ’extensibleCbject’ was clarified regardi ng how
it interacts with precluded attributes.

A. 3. Changes to RFC 2256

Thi s docunent incorporates Sections 5.1, 5.2, 7.1, and 7.2 of RFC
2256.

Section 5.1 of RFC 2256 provided the definition of the 'objectd ass
attribute type. This was integrated into Section 2.4.1 of this
docunent. The statement "One of the values is either "top or
"alias'" was replaced with statenment that one of the values is
as entries belonging to "alias’ also belong to "top’.

t op
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Section 5.2 of RFC 2256 provided the definition of the
"aliasedObj ect Nane’ attribute type. This was integrated into Section
2.6.2 of this docunent.

Section 7.1 of RFC 2256 provided the definition of the 'top’ object
class. This was integrated into Section 2.4.1 of this docunent.

Section 7.2 of RFC 2256 provided the definition of the "alias’ object
class. This was integrated into Section 2.6.1 of this docunent.

A. 4. Changes to RFC 3674

Thi s docunent made no substantive change to the ’supportedFeatures’
techni cal specification provided in RFC 3674.
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contained in BCP 78, and except as set forth therein, the authors
retain all their rights.
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| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
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speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
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