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Status of This Meno
Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for
i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.
Copyright Notice
Copyright (C The Internet Society (2006).
Abstract
This nenp describes a schene to packetize an H. 261 video stream for
transport using the Real-tinme Transport Protocol, RTP, with any of
the underlying protocols that carry RTP.
The meno al so describes the syntax and senantics of the Session
Description Protocol (SDP) paraneters needed to support the H 261
video codec. A nedia type registration is included for this payl oad
format.

Thi s specification obsoletes RFC 2032.
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1.

3.

3.

| nt roducti on

| T T Recommendation H. 261 [H261] specifies the encodi ng used by

| TU-T-conpliant vi deo-conference codecs. Although this encodi ng was
originally specified for fixed-data rate Integrated Services Digital

Network (1SDN) circuits, experinments [INRIA], [MCE] have shown t hat
they can al so be used over packet-sw tched networks, such as the

| nt ernet.

The purpose of this nenp is to specify the RTP payl oad fornat for
encapsul ating H 261 video streans in RTP [ RFC3550].

Thi s docunent obsol etes RFC 2032 and updates the "video/ h261" nedia
type that was registered in RFC 3555.

Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119] and
i ndicate requirenent |evels for conpliant RTP inplenmentations.

Structure of the Packet Stream
1. Overview of the | TU-T Recommendati on H. 261

The H. 261 coding is organized as a hierarchy of groupings. The video
streamis conposed of a sequence of inages, or franes, which are

t hensel ves organi zed as a set of Goups of Blocks (GOB). Note that

H. 261 "pictures"” are referred to as "franmes" in this docunent. Each
GB holds a set of 3 lines of 11 macro blocks (MB). Each MB carries
informati on on a group of 16x16 pixels: lum nance information is
specified for 4 blocks of 8x8 pixels, whereas chrom nance infornmation
is given by two "red" and "blue" color difference conponents at a
resolution of only 8x8 pixels. These conponents and the codes
representing their sanpled values are as defined in ITUR
Recommendati on 601 [ BT601].

This grouping is used to specify information at each |evel of the
hi erarchy:

- At the frane level, one specifies informati on such as the del ay
fromthe previous frane, the image format, and various indicators.

- At the GOB level, one specifies the GOB nunber and the default
quantifier that will be used for the MBs.
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- At the MB level, one specifies which blocks are present and which
did not change, and, optionally, a quantifier and notion vectors.

Bl ocks that have changed are encoded by conputing the discrete cosine
transform (DCT) of their coefficients, which are then quantized and
Huf f man encoded (Vari abl e Length Codes).

The H. 261 Huf fman encodi ng i ncludes a special "GOB start" pattern,
which is a word of 16 bits, 0000 0000 0000 0001. This patternis

i ncluded at the beginning of each GOB header (and al so at the

begi nni ng of each franme header) to mark the separati on between two
GBs and is in fact used as an indicator that the current GOB is
ternminated. The encoding also includes a stuffing pattern, conposed
of seven zero bits followed by four bits with a value of one; that
stuffing pattern can only be entered between the encoding of MBs, or
just before the GOB separator.

3.2. Considerations for Packetization

H. 261 codecs designed for operation over ISDN circuits produce a bit
stream conposed of several |evels of encoding specified by H 261 and
conpani on recommendations. The bits resulting fromthe Huffnman
encoding are arranged in 512-bit frames, containing 2 bits of
synchroni zation, 492 bits of data and 18 bits of error correcting
code. The 512-bit franes are then interlaced with an audi o stream
and transmitted over px 64 kbps circuits according to specification
H 221 [H221].

For transmitting over the Internet, we will directly consider the

out put of the Huffrman encoding. Al the bits produced by the Huffman
encodi ng stage will be included in the packet. W will not carry the
512-bit frames, as protection against bit errors can be obtained by
other nmeans. Sinilarly, we will not attenpt to nultiplex audio and
video signals in the sane packets, as UDP and RTP provide a nuch nore
suitabl e way to achieve multipl exi ng.

Directly transmtting the result of the Huffman encodi ng over an
unreliable stream of UDP datagrans woul d, however, have poor error
resi stance characteristics. The result of the hierarchical structure
of the H. 261 bit streamis that one needs to receive the information
present in the frame header to decode the GOBs, as well as the
information present in the GOB header to decode the MBs. W thout
precautions, this would nmean that one has to receive all the packets
that carry an imge in order to decode its conponents properly.

I f each inage could be carried in a single packet, this requirenent

woul d not create a problem However, a video inage or even one GOB
by itself can sonetines be too large to fit in a single packet.
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4.

4.

1.

Therefore, the MBis taken as the unit of fragmentation. Packets
must start and end on an MB boundary; that is, an MB cannot be split
across nultiple packets. Miltiple MBs nay be carried in a single
packet when they will fit within the maxi mal packet size all owed.
This practice is reconmended to reduce the packet send rate and
packet over head.

To all ow each packet to be processed i ndependently for efficient
resynchroni zation in the presence of packet |osses, sonme state
information fromthe frame header and GOB header is carried with each
packet to allow the MBs in that packet to be decoded. This state

i nformation includes the GOB nunber in effect at the start of the
packet, the nacrobl ock address predictor (i.e., the last nacrobl ock
address (MBA) encoded in the previous packet), the quantizer value in
effect prior to the start of this packet (GQUANT, MQUANT, or zero in
the case of a beginning of GOB) and the reference notion vector data
(MVD) for conmputing the true MVDs contained within this packet. The
bit stream cannot be fragnented between a GOB header and MB 1 of that
GOB.

Mor eover, since the conpressed MB nay not fill an integer nunber of
octets, the data header contains two 3-bit integers, SBIT and EBIT,
to indicate the nunber of unused bits in the first and |ast octets of
the H. 261 data, respectively.
Speci fication of the Packetization Schene

Usage of RTP
Each RTP packet starts with a fixed RTP header, as explained in RFC
3550 [ RFC3550]. The following fields of the RTP fixed header used
for H 261 video streans are further enphasized here:

- Payl oad type. The assignnent of an RTP payload type for this

packet format is outside the scope of this docunment and will not be
specified here. It is expected that the RTP profile for a
particul ar class of applications will assign a payl oad type for

this encoding, or, if that is not done, then a payload type in the
dynami ¢ range shall be chosen

- The RTP tinestanp encodes the sanpling instant of the first video
i mmge contained in the RTP data packet. |If a video inage occupies
nore than one packet, the tinmestanp SHALL be the sane on all of
t hose packets. Packets fromdifferent video i mages MJST have a
different tinestanp so that franes nay be distinguished by the
timestanp. For H 261 video streans, the RTP tinestanp is based on
a 90-kHz clock. This clock rate is a multiple of the natural H. 261
frame rate (i.e., 30000/1001 or approximately 29.97 Hz). That way,

Even St andar ds Track [ Page 5]



RFC 4587 H. 261 RTP payl oad for mat August 2006

for each frame time, the clock is just increnmented by the nultiple,
and this renoves inaccuracy in calculating the tinmestanp.
Furthermore, the initial value of the tinestanp MJST be random
(unpredictable) to nmake known-pl ai ntext attacks on encryption nore
difficult; see RTP [RFC3550]. Note that if nmultiple franes are
encoded in a packet (e.g., when there are very few changes between
two inages), it is necessary to calculate display tines for the
frames after the first, using the timng information in the H 261
frame header. This is required because the RTP tinestanp only
gives the display tinme of the first frane in the packet.

- The marker bit of the RTP header MJST be set to one in the | ast
packet of a video frane; otherwise, it MJST be zero. Thus, it is
not necessary to wait for a follow ng packet (which contains the
start code that terminates the current franme) to detect that a new
frame shoul d be displ ayed.

The H. 261 data SHALL follow the RTP header, as in the foll ow ng:

0 1 2 3
01234567890123456789012345678901
T I T Sl < I S S i o S S S e

RTP header

il aT T T S o S S e I S S R T it sl T s s
| H 261 header

il aT T T S o S S e I S S R T it sl T s s
| H 261 stream... .
il aT T T S o S S e I S S R T it sl T s s

The H. 261 header is defined as follows:
0 1 2 3
01234567890123456789012345678901
il aT T T S o S S e I S S R T it sl T s s
|SBIT |EBIT |I|V] GOBN | MBAP | QUANT | HWD | VWD |
il aT T T S o S S e I S S R T it sl T s s

The fields in the H 261 header have the foll ow ng neani ngs:

Start bit position (SBIT): 3 bits

Nunmber of nost significant bits that should be ignored in the
first data octet.

Even St andar ds Track [ Page 6]



RFC 4587 H. 261 RTP payl oad for mat August 2006

End bit position (EBIT): 3 bits

Nunmber of |east significant bits that should be ignored in the
| ast data octet.

| NTRA-frane encoded data (I1): 1 bit

Set to 1 if this streamcontains only |INTRA-frame coded bl ocks.
Set to O if this streammy or nay not contain | NTRA-frame coded
bl ocks. The neaning of this bit should not be changed during the
course of the RTP session

Motion Vector flag (V): 1 bit

Set to O if notion vectors are not used in this stream Set to 1
if notion vectors may or may not be used in this stream The
nmeani ng of this bit should not be changed during the course of the
sessi on.

GOB nunber (GOBN): 4 bits

Encodes the GOB nunber in effect at the start of the packet. Set
to O if the packet begins with a GOB header.

Macr obl ock address predictor (MBAP): 5 bits

Encodes the macrobl ock address predictor (i.e., the last MBA
encoded in the previous packet). This predictor ranges fromO -
32 (to predict the valid MBAs 1 - 33), but because the bit stream
cannot be fragnented between a GOB header and MB 1, the predictor
at the start of the packet shall not be 0. Therefore, the range
is 1l- 32, which is biased by -1 to fit in 5 bits. For exanple,
if MBAP is O, the value of the MBA predictor is 1. Set to O if
the packet begins with a GOB header.

Quantizer (QUANT): 5 bits

Quanti zer value (MQUANT or GQUANT) in effect prior to the start of
this packet. Set to O if the packet begins with a GOB header.

Hori zontal notion vector data (HWD): 5 bits

Ref erence horizontal notion vector data (MD). Set to O if V flag
is O or if the packet begins with a GOB header, or when the MIYPE
of the last MB encoded in the previous packet was not notion
conmpensation (M. HWD is encoded as a 2s conpl enent nunber, and
"10000" corresponding to the value -16 is forbidden (notion vector
fields range from +/-15).
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Vertical notion vector data (VMD): 5 bits

Ref erence vertical notion vector data (MVD). Set to 0 if V flag
is O or if the packet begins with a GOB header, or when the MIYPE
of the last MB encoded in the previous packet was not MC. VMD is
encoded as a 2s conpl enent nunber, and * 10000° corresponding to
the value -16 SHALL not be used (notion vector fields range from
+/ - 15).

Note that the | and V flags are hint flags; i.e., they can be
inferred fromthe bit stream They are included to allow decoders to
make optim zations that would not be possible if these hints were not
provi ded before the bit stream was decoded. Therefore, these bits
cannot change for the duration of the stream A conformng

i npl erentati on can al ways set V=1 and |=0.

The H. 261 stream SHALL be used w thout BCH error correction and
Wi t hout error correction fram ng.

4.2. Recommendations for Operation with Hardware Codecs

Packeti zers for hardware codecs can trivially figure out GOB
boundaries, using the GOB-start pattern included in the H 261 data.
(Note that software encoders already know t he boundaries.) The
cheapest packetization inplenmentation is to packetize at the GOB
level all the GOBs that fit in a packet. But when a GOB is too

| arge, the packetizer has to parse it to do MB fragnmentation. (Note
that only the Huffman encodi ng nmust be parsed and that it is not
necessary to deconpress the streamfully, so this requires relatively
little processing; exanples of inplenentations can be found in sone
public H 261 codecs, such as IVS[IVS] and VIC [VIC].) It is
reconmended that MB |l evel fragnmentation be used when feasible in
order to obtain nore efficient packetization. Using this
fragmentati on schene reduces the out put packet rate and therefore
reduces the overhead.

At the receiver, the data stream can be depacketized and directed to
a hardware codec’s input. |If the hardware decoder operates at a
fixed bit rate, synchronization may be naintained by inserting the
stuffing pattern between MBs (i.e., between packets) when the packet
arrival rate is slower than the bit rate.
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5.

Packet Loss | ssues

On the Internet, nost packet |osses are due to network congestion
rather than to transmission errors. Using UDP, no nechanismis
avail abl e at the sender to know whet her a packet has been
successfully received. It is up to the application (i.e., coder and
decoder) to handl e the packet |oss. Each RTP packet includes a
sequence nunber field that can be used to detect packet |oss.

H. 261 uses the tenporal redundancy of video to perform conpression
This differential coding (or INTER-franme coding) is sensitive to
packet loss. After a packet loss, parts of the inmage may renain
corrupt until all corresponding MBs have been encoded in | NTRA-frame
node (i.e., encoded independently of past frames). There are severa
ways to mitigate packet |oss:

(1) One way is to use only INTRA-frame encodi ng and MB-1evel
condi tional replenishment. That is, only MBs that change
(beyond sone threshold) are transmtted.

(2) Another way is to adjust the |INTRA-frame encodi ng refreshment
rate according to the packet | oss observed by the receivers.
The H. 261 reconmendation specifies that an MB be | NTRA-frane
encoded at least every 132 tines it is transnmtted. However,
the INTRA-frane refreshment rate can be raised in order to speed
the recovery when the nmeasured loss rate is significant.

(3) The fastest way to repair a corrupted inage is to request an
| NTRA-frane coded i mage refreshnment after a packet loss is
detected. One nmeans to acconplish this is for the decoder to
send to the coder a list of packets lost. The coder can decide
to encode every MB of every GOB of the following video frame in
| NTRA-frane node (i.e., full INTRA-frane encoded). |If the coder
can deduce fromthe packet sequence nunbers which MBs were
affected by the loss, it can save bandw dth by sending only
those MBs in INTRA-frame node. This node is particularly
efficient in point-to-point connection or when the nunber of
decoders is | ow

The H. 261-specific control packets FIR and NACK, as described in RFC
2032, SHALL NOT be used to request inmmge refreshnent. dd

i npl ementations are encouraged to use the nethods described in this
section. Image refreshment may be needed due to packet |oss or due
to application requirenents. An exanple of application requirenent
may be the change of the speaker in a voice-activated multi point
video switching conference. There are two nmethods that can be used
for requesting image refreshnent. The first nethod is by using the
Extended RTP Profile for RTCP-based Feedback and sendi ng RTCP generic
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control packets, as described in RFC 4585 [ RFC4585]. The second
nmet hod is by using application protocol-specific conmmands, such as
H. 245 [1 TU. H245] Fast Updat eRequest .

6. | ANA Consi derati ons

This section updates the H 261 nmedia type described in RFC 3555
[ RFC3555] .

This section specifies optional paranmeters that MAY be used to sel ect
optional features of the payload format. The paraneters are
specified here as part of the M M subtype registration for the ITUT
H. 261 codec. A mapping of the paraneters into the Session
Description Protocol (SDP) [RFC4566] is al so provided for those
applications that use SDP. Miltiple paraneters SHOULD be expressed
as a nedia type string, in the formof a sem colon-separated |ist of
par aneters.

6.1. Media Type Registrations
This section describes the nmedia types and nanes associated with this
payl oad format. The section updates the previous registered version
in RFC 3555 [RFC3555]. This registration uses the tenplate defined
in RFC 4288 [ RFC4288]
6.1.1. Registration of MM Media Type video/ H261
M ME nedi a type name: video
M ME subtype nane: H261
Requi red paraneters: None
Opti onal paraneters:
CIF. This paraneter has the format of paraneter=value. It
descri bes the nmaxi mum supported franme rate for CIF resolution
Permi ssi bl e values are integer values 1 to 4, and it neans that
the maximumrate is 29.97/ specified val ue.
QLI F. This paraneter has the format of paraneter=value. It
descri bes the maxi mum supported frane rate for QCIF resol ution

Permi ssi bl e values are integer values 1 to 4, and it neans that
the maximumrate is 29.97/ specified val ue.
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D. Specifies support for still image graphics according to H. 261
annex D. If supported, the paraneter value SHALL be "1". If not
supported, the paraneter SHOULD NOT be used or SHALL have the

val ue "0".

Encodi ng consi derations:

This nedia type is franed and binary, see Section 4.8 in
[ RFC4288] .

Security considerations: See Section 8

I nteroperability considerations:

These are receiver options; current inplenentations will not send
any optional parameters in their SDP. They will ignore the
optional paranmeters and will encode the H 261 stream w t hout annex

D. Mbst decoders support at |least QCIF resolutions, and they are
expected to be available in al nost every H. 261-based video
appl i cati on.

Publ i shed specification: RFC 4587

Applications that use this nedia type:
Audi o and video stream ng and conferencing applications.

Addi tional information: None

Person and email address to contact for further information:
Roni Even: roni.even@ol ycom co. il

I nt ended usage: COMVON

Restrictions on usage:
This nedia type depends on RTP frami ng and thus is only defined
for transfer via RTP [ RFC3550]. Transport within other fram ng
protocols is not defined at this tine.

Aut hor: Roni Even

Change controller:

| ETF Audi o/ Vi deo Transport worki ng group, delegated fromthe | ESG
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6.

6.

2.

2.

SDP Par aneters

The M ME nedi a type video/ H261 string is nmapped to fields in the
Sessi on Description Protocol (SDP) as foll ows:

0 The nedia nane in the "m=" line of SDP MJST be video.
0 The encoding nane in the "a=rtpmap" |ine of SDP MJST be H261 (the
M ME subtype).

0 The clock rate in the "a=rtpnmap" |ine MJUST be 90000.

o0 The optional paraneters "CIF', "QCIF', and "D', if any, SHALL be
included in the "a=fntp" line of SDP. These paraneters are
expressed as a M Me nedia type string, in the formof as a
sem col on-separated |ist of paraneters

1. Usage with the SDP O fer Answer Model

When H. 261 is offered over RTP using SDP in an O fer/Answer nodel
[ RFC3264] the follow ng considerations are necessary.

Codec options: (D) This option MJUST NOT appear unless the sender of
this SDP nessage is able to decode this option. This option SHALL be
considered a receiver’'s capability even when it is sent in a
"sendonl y" offer.

Picture sizes and MPI

Supported picture sizes and their correspondi ng mni num pi cture
interval (MPlI) information for H 261 can be conbined. Al picture
sizes may be advertised to the other party, or only a subset of it.
Using the recvonly or sendrev direction attribute, a term nal SHOULD
announce those picture sizes (with their MPIs) that it is willing to
receive. For exanple, ClF=2 neans that receiver can receive a CF
picture and that the frame rate SHALL be | ess then 15 franes per
second.

When the direction attribute is sendonly, the paraneters describe the
capabilities of the streamthat the sender can produce.

| mpl enent ations followi ng this specification SHALL specify at | east
one supported picture size.

If the receiver does not specify the picture size/ MPl paraneter, then
it is safe to assune that it is an inplenentation that follows RFC
2032. In that case, it is RECOVWENDED to assune that such a receiver
is able to support reception of QCIF resolution with MPI =1
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Paraneters offered first are the nost preferred picture node to be
received.

An exanpl e of nmedia representation in SDP is as follows CIF at 15
frames per second, QCIF at 30 frames per second and annex D

mevi deo 49170/ 2 RTP/ AVP 31
a=rtpmap: 31 H261/ 90000
a=fmp: 31 G F=2; QCl F=1; D=1

This neans that the sender of this nmessage can decode an H. 261 bit
streamwi th the foll ow ng options and paraneters: preferred
resolution is CIF (its MPI is 2), but if that is not possible, then
LI F size is also supported. Still inage using annex D MAY be used.

7. Backward Conpatibility to RFC 2032

The current docunent replaces RFC 2032. This section will address
the maj or backward conpatibility issues.

7.1. Optional H 261-Specific Control Packets

RFC 2032 defined two H. 261-specific RTCP control packets, "Ful

| NTRA-frane Request” and "Negative Acknow edgenent"”. Support of
these control packets was optional. The H 261-specific contro
packets differ fromnornmal RTCP packets in that they are not
transnitted to the nornal RTCP destination transport address for the
RTP session (which is often a nmulticast address). |Instead, these
control packets are sent directly via unicast fromthe decoder to the
encoder. The destination port for these control packets is the same
port that the encoder uses as a source port for transmtting RTP
(data) packets. Therefore, these packets nay be considered "reverse"
control packets. This nmenp suggests generic nmethods to address the
same requirenent. The authors of the docunments are not aware of
products that support these control packets. Since these are
optional features, new inplenentations SHALL ignore them and they
SHALL NOT be used by new i npl enent ati ons.

7.2. New SDP Optional Paraneters

The docunent adds new optional paraneters to the H261 payl oad type.
Since these are optional paraneters, we expect that old

i npl enentations ignore these paraneters, whereas new i npl enentati ons
that receive the H261 payl oad type capabilities with no paraneters
will assunme that it is an old inplenentation and will send H. 261 at
QI F resol ution and 30 frames per second.
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8.

10.

Security Considerations

RTP packets using the payload format defined in this specification
are subject to the security considerations discussed in the RTP

speci fication [ RFC3550], and in any appropriate RTP profile (e.g.,

[ RFC3551]). This inplies that confidentiality of the nedia streans
is achieved by encryption. SRTP [RFC3711] may be used to provide
both encryption and integrity protection of RTP flow. Because the
data conpression used with this payload format is applied end to end,
encryption will be perforned after conpression, so there is no
conflict between the two operations.

A potential denial-of-service threat exists for data encodi ng using
conpressi on techni ques that have non-uniformreceiver-end
conmput ati onal |oad. The attacker can inject pathol ogical datagrans
into the streamthat are conplex to decode and cause the receiver to
be overl oaded. The usage of authentication of at |east the RTP
packet is RECOVMENDED. H. 261 is vulnerable to such attacks because
it is possible for an attacker to generate RTP packets contai ning
frames that affect the decoding process of future frames. Therefore,
t he usage of data origin authentication and data integrity protection
of at |east the RTP packet is RECOMMENDED;, for exanple, with SRTP

Note that the appropriate nechanismto ensure confidentiality and
integrity of RTP packets and their payloads is very dependent on the
application and on the transport and signaling protocols enployed.
Thus, although SRTP is given as an exanpl e above, other possible
choi ces exi st.
Acknow edgenent s
This is to acknowl edge the authors of RFC 2032, Thierry Turletti and
Christian Huitema. Special thanks for the work done by Petri
Koskel ai nen from Noki a and Nerneen Ismail from C sco, who hel ped with
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Changes from RFC 2032
The changes fromthe RFC 2032 are:
1. The H 261 MME type is now in the payl oad specification.
2. Added optional paraneters to the H 261 M M type
3. Deprecated the H 261 specific control packets

4. Editorial changes to be in line with RFC editing procedures
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