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Abstract

Thi s docunent presents a set of requirenents for a Path Conputation
El enent (PCE) discovery nmechani smthat would allow a Path Conputation
Client (PCC) to discover dynamcally and automatically a set of PCEs
along with certain information relevant for PCE selection. It is

i ntended that solutions that specify procedures and protocols or
extensions to existing protocols for such PCE discovery satisfy these
requirenments.
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1. Introduction

The PCE-based network architecture [ RFC4655] defines a Path

Conput ation El ement (PCE) as an entity capable of computing TE-LSP
pat hs based on a network graph, and applyi ng conputati onal
constraints. A PCE serves path conputation requests sent by Path
Conputation Cients (PCC).

A PCCis aclient application requesting a path conputation to be
performed by a PCE. This can be, for instance, an LSR requesting a
path for a TE-LSP for which it is the head-end, or a PCE requesting a
pat h conputati on of another PCE (inter-PCE communi cation). The
comuni cati on between a PCC and a PCE requires a client-server

prot ocol whose generic requirenments are listed in [ RFC4657].

The PCE based architecture requires that a PCC be aware of the

| ocation of one or nore PCEs in its domain, and also potentially of
sone PCEs in other domains, e.g., in case of inter-domain path
comput ati on.
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In that context, it would be highly desirable to define a nechanism
for automati c and dynani ¢ PCE di scovery, which would allow PCCs to
automatically discover a set of PCEs, to deternine additiona
information required for PCE selection, and to dynanically detect new
PCEs or any nodification of the PCEs’ information. This includes the
di scovery by a PCC of a set of one or nore PCEs in its domain, and
potentially in sonme other domains. The latter is a desirable
function in the case of inter-domain path conputation, for exanple.

Thi s docunment lists a set of functional requirenents for such an
automati ¢ and dynani ¢ PCE di scovery mechanism Section 2 points out
the problem statenent. Section 3 illustrates an application
scenario. Finally, Section 4 addresses detail ed requirenents.

It is intended that solutions that specify procedures and protocols
or protocol extensions for PCE discovery satisfy these requirenents.
There is no intent either to specify solution-specific requirenents
or to make any assunption on the protocols that could be used for the
di scovery.

Note that requirenents listed in this docunent apply equally to PCEs
that are capabl e of conputing paths in MPLS- TE-enabl ed networks and
PCEs that are capable of conputing paths in GWLS-enabl ed networks
(and PCEs capabl e of both).
It is also inportant to note that the notion of a PCC enconpasses a
PCE acting as PCC when requesting a path conputation of another PCE
(i nter-PCE comunication). Hence, this docunent does not nmake the
di stinction between PCE di scovery by PCCs and PCE di scovery by PCEs.
1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.
1.2. Termnol ogy
Termi nol ogy used in this docunent:
LSR Label Switch Router.
TE-LSP: Traffic Engi neered Label Sw tched Path.
PCE: Path Conputation Elenent. An entity (conponent, application, or

network node) that is capable of conputing a network path or route
based on a network graph, and applying conputational constraints.
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2.

2.

PCC. Path Conputation Client. Any client application requesting a
path conputation to be perfornmed by a Path Conmputation El enment.

Interior Gateway Protocol (1GP) Area: OSPF Area or |SIS |evel/area.
ABR | GP Area Border Router (OSPF ABR or ISIS L1L2 router).

AS: Aut ononbus System

ASBR: AS Border Router.

Intra-area TE LSP: A TE LSP whose path does not cross |IGP area
boundari es.

Inter-area TE LSP: A TE LSP whose path transits through two or nore
| GP areas.

Inter-AS MPLS TE LSP: A TE LSP whose path transits through two or
nore ASs or sub-ASs (BGP confederations).

Dormai n: Any col I ection of network elenments within a common sphere of
addr ess managenent or path conputational responsibility. Exanples of
domai ns include | GP areas and Aut ononpus Systens.

Probl em St at enent and Requi renments Overvi ew
1. Problem Statenent
A routing domain may, in practice, contain nultiple PCEs:

- The path conputation | oad may be bal anced anobng a set of PCEs to
i nprove scal ability.

- For the purpose of redundancy, primary and backup PCEs nmay be used.

- PCEs may have distinct path conputation capabilities (nulti-
constrai ned path conputation, backup path conputation, etc.).

- In an inter-donain context, there can be several PCEs with distinct
inter-donmain functions (inter-area, inter-AS, inter-layer), each
PCE bei ng responsible for path conputation in one or nore domnai ns.

In order to allow for effective PCE selection by PCCs, that is, to
sel ect the appropriate PCE based on its capabilities and perform

ef ficient | oad bal ancing of requests, a PCC needs to know the

| ocation of PCEs in its domain, along with sone information rel evant
to PCE sel ection, and also potentially needs to know the | ocation of
sone PCEs in other domains, for inter-domain path conputation

pur pose.
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Such PCE information could be |earned through manual configuration,
on each PCC, of the set of PCEs along with their capabilities. Such
a manual configuration approach may be sufficient, and even desired

in some particular situations (e.g., inter-AS PCE di scovery, where
manual configurati on of nei ghbor PCEs nay be preferred for security
reasons), but it obviously faces several linitations:

- This may inply a substantial configuration overhead.

- This would not allow a PCC to dynamically detect that a new PCE is
avail able, that an existing PCE is no | onger available, or that
there is a change in the PCE s information

Furthernmore, as with any manual configuration approach, there is a
ri sk of configuration errors.

As an exanple, in a nmulti-area network nade up of one backbone area
and N peripheral areas, and where inter-area MPLS-TE path conputation
relies on nultiple-PCE path conmputation with ABRs acting as PCEs, the
backbone area woul d conprise at |east N PCEs, and the configuration
of PCC woul d be too cunbersone (e.g., in existing nulti-area

networ ks, N can be beyond fifty).

Hence, an automated PCE di scovery nmechanismallowing a PCC to
dynami cal |y discover a set of PCEs is highly desirable.

2.2. Requirenents Overview

A PCE di scovery nechanismthat satisfies the requirenments set forth
in this docunent MJST allow a PCC to automatically di scover the
| ocation of one or nore of the PCEs in its domain.

Where inter-domain path conmputation is required and policy pernmits,
t he PCE di scovery nethod MJUST allow a PCC to automatically di scover
the location of PCEs in other domains that can assist with inter-
domai n path conputati on.

A PCE di scovery nmechani sm MJST allow a PCC to di scover the set of one
or nore dommi ns where a PCE has TE topology visibility and can
conpute paths. It MJST also allow the discovery of the potential

i nter-domain path conputation functions of a PCE (inter-area, inter-
AS, inter-layer, etc.).

A PCE di scovery nechani sm MJST al |l ow the control of the discovery

scope, that is the set of one or nore domai ns (areas, ASs) where
information related to a given PCE has to be discl osed.
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A PCE di scovery mechani sm MUST all ow PCCs in a given discovery scope
to dynanically discover that a new PCE has appeared or that there is
a change in a PCE s information

A PCE di scovery nmechani sm MUST al |l ow PCCs to dynam cal ly discover
that a PCE is no | onger avail abl e.

A PCE di scovery nechani sm MUST support security procedures. In
particul ar, key consideration MJST be given in ternms of how to
establish a trust nodel for PCE discovery.

OPTI ONALLY, a PCE di scovery nechani sm MAY be used so as to disclose a
set of detailed PCE capabilities so that the PCC may nmake advanced
and i nformed choi ces about which PCE to use.

3. Exanple of Application Scenario

T ASL----ciim oo > <----AS2---
Area 1 Area O Area 2
Rl--------- R3----- R5------- RE----------- RO---------- R11----R13
I I I I
I I I I
R2--------- R4----- R7------- R8-----mmmm-- R1O--------- R12----R14
I
I
| S1f
Figure 1
Figure 1 illustrates a nulti-area/AS network with several PCEs:

- The ABR R3 is a PCE that can take part in inter-area path

conmputation. It can conmpute paths in area 1 and area O.

- The ABR R6 is a PCE that can take part in inter-area path
conmputation. It can conmpute paths in area 0 and area 2.

- The ASBR RO is a PCE that can take part in inter-AS path
computation. It is responsible for path conputation in ASl1 towards
AS2.

- The ASBR R12 is a PCE that can take part in inter-AS path
computation. It is responsible for path conputation in AS2 towards
AS1.

- The server Sl is a PCE that can be used to conpute diverse paths
and backup paths in area 1.
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By neeting the requirenments set out in this docunment, the PCE
di scovery nmechanismw |l all ow

- each PCCin areas 1 and 0 to dynami cally discover R3, as a PCE for
inter-area path conputation, and that R3 can conmpute paths in area
0 and area 1.

- each PCCin areas 0 and 2 to dynam cally discover R6, as a PCE for
inter-area path conputation, and that R6 can conmpute paths in area
2 and area O.

- each PCCin ASl1 and one or nore PCCs in AS2 to dynamically discover
RO as a PCE for inter-AS path conputation in ASl towards AS2.

- each PCCin AS2 and one or nore PCCs in AS1 to dynamically discover
R12 as a PCE for inter-AS path conputation in AS2 towards ASL.

- each PCCin area 1 to dynamcally discover Sl1, as a PCE for intra-
area path conputation in areal, and optionally to discover its path
comput ati on capabilities (diverse path conputation and backup path
conput ati on).

4. Detailed Requirenents
4.1. PCE Information to Be Discl osed

We distinguish two | evels of PCE information to be disclosed by a PCE
di scovery nechani sm

- Ceneral information. Disclosure MJUST be supported by the PCE
di scovery nechani sm

- Detailed information. Disclosure MAY be supported by the PCE
di scovery nechani sm

The PCE di scovery nechani sm MJUST al | ow di scl osure of general PCE
information that will allow PCCs to sel ect appropriate PCEs. This
conprises discovery of PCE |ocation, PCE domains supported by the
PCEs, and PCE inter-domain functions.

The PCE di scovery nechani sm MAY al so al | ow di scl osure of detailed PCE
information. This conprises any or all information about PCE path
conmputation capabilities and alternate PCEs. This information is not
part of PCE discovery; this is additional information that can
facilitate the selection of a PCE by a PCC. Support of the exchange
of this information is optional in the context of the PCE discovery
mechanismitself. This does not nean that the availability of this
information is optional in the PCE-based architecture, but such

i nformation could al so be obtai ned by other nechani sns, such as the
PCC- PCE commruni cati on protocol
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4.1.1. General PCE Information (Mandatory Support)
4.1.1.1. Discovery of PCE Location

The PCE di scovery nechani sm MJUST al |l ow t he di scovery, for a given
PCE, of the IPv4 and/or | Pv6 address to be used to reach the PCE.
This address will typically be an address that is always reachabl e,
if there is any connectivity to the PCE

This address will be used by PCCs to conmunicate with a PCE, through
a PCC- PCE conmuni cati on prot ocol

4.1.1.2. Discovery of PCE Dormains and Inter-domain Functions

Inter-domain path conputation is a key application of the PCE-based
architecture. This can rely on a multiple-PCE path conputation
where PCEs in each domain conpute a part of the end-to-end path and
col | aborate with each other to find the end-to-end-path. Inter-
domai n path conputation can also rely on a single-PCE path
comput ati on where a PCE has visibility inside nultiple domai ns and
can conmpute an entire end-to-end inter-domain path (that is, a path
fromthe inter-domain TE-LSP head-end to the inter-domain TE-LSP tai
end) .

Hence, the PCE di scovery mechani sm MUST al |l ow the di scovery of the
set of one or nore domains where a PCE has visibility and can conpute
paths. These domains could be identified using a domain identifier:
For instance, an IGP area can be identified by the Area | D (OSPF or
ISIS), and an AS can be identified by the AS nunber.

Al so the PCE di scovery nmechani sm MUST al | ow di scovery of the inter-
domain functions of a PCE, i.e., whether a PCE can be used to conpute
or to take part in the computation of end-to-end paths across domain
borders. The inter-domain functions include nonexhaustively: inter-
area, inter-AS and inter-layer path conmputation. Note that these
functions are not nutually excl usive.

Note that the inter-domain functions are not necessarily inferred
fromthe set of domamins where a PCE has visibility. For instance, a
PCE nmay have visibility limted to a single domain, but nmay be able
to take part in the conputation of inter-domain paths by

col l aborating with PCEs in other domains. Conversely, a PCE may have
visibility in multiple domains, but the operator may not want the PCE
to be used for inter-domain path conputations.

The PCE di scovery nechani sms MJST al so al |l ow di scovery of the set of

one or nore domains toward which a PCE can conpute paths. For
instance, in an inter-AS path conputation context, there nay be
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several PCEs in an AS, each one responsible for taking part in the
computation of inter-AS paths toward a set of one or nobre destination
ASs, and a PCC may have to discover the destination ASs each PCE is
responsi bl e for.

4.1.2. Detailed PCE Information (Optional Support)
4.1.2.1. Discovery of PCE Capabilities

In the case where there are several PCEs with distinct capabilities
avail able, a PCC has to select one or nore appropriate PCEs.

For that purpose, the PCE di scovery nechani sm MAY support the
di scl osure of sone detailed PCE capabilities.

For the sake of illustration, this could include the foll ow ng path-
conput ati on-rel ated PCE capabilities:

- The link constraints supported: e.g., bandwidth, affinities.

- The path constraints supported: maxi mum | GP/ TE cost, maxi mum hop
count .

- The objective functions supported: e.g., shortest path, wi dest
pat h.

- The capability to conpute nmultiple correlated paths: e.g., diverse
pat hs, | oad bal anced pat hs.

- The capability to conpute bidirectional paths.

- The GWPLS-t echnol ogy-specific constraints supported: e.g., the
supported interface switching capabilities, encoding types.

And this could also include sone specific PCE capabilities:

- The capability to handl e request prioritization.

- The maxi num si ze of a request nessage.

- The maxi num nunber of path requests in a request nessage.

- The PCE conputation power (static parameters to be used for
wei ght ed | oad bal anci ng of requests).

Such information regarding PCE capabilities could then be used by a
PCC to select an appropriate PCE froma |ist of candi date PCEs.

Note that the exact definition and description of PCE capabilities
are out of the scope of this docunent. It is expected that this wll
be described in one or nore separate documents which may be
application specific.
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4.1.2.2. Discovery of Alternate PCEs
In the case of a PCE failure, a PCC has to select another PCE, if one
is available. It could be useful in various situations for a PCE to
indicate a set of one or nore alternate PCEs that can be selected in
case the given PCE fails.

Hence, the PCE di scovery nmechani sm MAY al | ow the discovery, for a
given PCE, of the location of one or nore assigned alternate PCEs.

The PCE di scovery nechani sm MAY al so all ow the discovery, for a given
PCE, of the set of one or nore PCEs for which it acts as alternate
PCE.

4.2. Scope of PCE Discovery
The PCE di scovery nechani sm MJUST al | ow control of the scope of the
PCE i nformation disclosure on a per-PCE basis. |In other words, it
MUST al |l ow control of to which PCC or group of PCCs the information
related to a PCE may be discl osed.

The choice for the discovery scope of a given PCE MJIST incl ude at
| east the follow ngs settings:

- All PCCs in a single I GP area.

- Al PCCs in a set of adjacent |GP areas.

- Al PCCs in a single AS.

- Al PCCs in a set of ASs.

- A set of one or nore PCCs in a set of one or nore ASs.

In particular, this also inplies that the PCE di scovery nechani sm

MUST all ow for the discovery of PCE information across | GP areas and

across AS boundari es.

The di scovery scope MJST be configurable on a per PCE basis.

It MJUST be possible to deactivate PCE di scovery on a per PCE basis.
4.2.1. Inter-AS Specific Requirenents

When using a PCE-based approach for inter-AS path conputation, a PCC

in one AS may need to learn inforrmation related to inter-AS capable

PCEs | ocated in other ASs. For that purpose, and as pointed out in
the previous section, the PCE di scovery mechani sm MJST al | ow
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di scl osure of information related to inter-AS-capable PCEs across AS
boundari es.

Such inter-AS PCE di scovery nmust be carefully controlled. For
security and confidentiality reasons, particularly in an inter-

provi der context, the discovery nmechani sm MUST al |l ow t he di scovery
scope to be linted to a set of ASs and MJST al so provi de control of
the PCE information to be disclosed across ASs. This is achieved by
appl ying policies (see also Section 4.4). This inplies the
capability to contain a PCE advertisenent to a restricted set of one
or nore ASs, and to filter and translate any PCE paraneter (PCE
domai ns, PCE inter-domain functions, PCE capabilities, etc.) in

di scl osures that cross AS borders. For the sake of illustration, it
may be useful to disclose detailed PCE infornmation (such as detail ed
capabilities) locally in the PCE's AS but only general information
(such as location and supported donmai ns) in other ASs.

4.3. PCE Information Synchronization

The PCE di scovery nechani sm MJUST all ow a PCC to di scover any change
inthe information related to a PCE that it has previously

di scovered. This includes changes to both general information (e.qg.,
a change in the PCE donains supported) and detailed information if
supported (e.g., a nodification of the PCE' s capabilities).

In addition, the PCE discovery mechani sm MUST al | ow dynani ¢ di scovery
of new PCEs in a given di scovery scope.

Note that there is no requirenent for real-tinme detection of these
changes; the PCE discovery nechani sm SHOULD rat her all ow di scovery of
these changes in a range of 60 seconds, and the operator should have
the ability to configure the discovery del ay.

Note that PCE information is relatively static and is expected to be
fairly stable and not to change frequently.

4.4. Discovery of PCE Deactivation

The PCE di scovery nechani sm MUST allow a PCC to di scover when a PCE
that it has previously discovered is no longer alive or is
deactivated. This may help in reducing or avoiding path conputation
service disruption

Note that there is no requirenment for real-tinme detection of PCE
failure/deactivation; the PCE di scovery mechani sm SHOULD rat her all ow
such di scovery in a range of 60 seconds, and the operator should have
the ability to configure the discovery del ay.
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4.5. Policy Support

The PCE di scovery nechani sm MUST allow for policies to restrict the
di scovery scope to a set of authorized domains, to control and
restrict the type and nature of the information to be disclosed, and
also to filter and translate sone information at domai ns borders. It
MJST be possible to apply these policies on a per-PCE basis.

Not e that the discovery mechani sns MJST al |l ow di scl osing policy
information so as to control the disclosure policies at domain
boundari es.

Al so, it MJST be possible to apply different policies when disclosing
PCE information to different domains.

4.6. Security Requirenents
The five major threats related to PCE discovery nechanisns are

- inpersonation of PCE

i nterception of PCE discovery information (sniffing);
falsification of PCE discovery informtion

- information disclosure to non-authorized PCCs (PCC spoofing);
- Denial of Service (DoS) Attacks.

Note that security of the PCE di scovery procedures is of particular
i nportance in an inter-AS context, where PCE discovery may increase
the vulnerability to attacks and the consequences of these attacks.

Hence, mechani sns MUST be defined to ensure authenticity, integrity,
confidentiality, and contai nnent of PCE discovery information

- There MJST be a nechani smto authenticate discovery information

- There MJST be a nechanismto verify discovery information
integrity.

- There MJST be a nechanismto encrypt discovery informtion.

- There MJST be a nechanismto restrict the scope of discovery to a
set of authorized PCCs and to filter PCE information disclosed at
domai n boundaries (as per defined in Section 4.5).

A PCE and PCC MJST be identified by a globally unique ID, which may
be, for instance, a conbination of AS number and | P address.

Mechani snms MJUST be defined in order to linmit the inmpact of a DoS
attack on the PCE discovery procedure (e.g., filter out excessive PCE
i nformati on change and flapping PCEs). Note also that DoS attacks
may be either accidental (caused by a mi sbehaving PCE systen) or
intentional. As discussed in [RFC4657], such nechani snms may i ncl ude
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packet filtering, rate linting, no prom scuous |istening, and where
appl i cabl e use of private addresses spaces.

Al so, key consideration MIST be given in terns of how to establish a
trust nodel for PCE discovery. The PCE discovery nechani sm MUST
explicitly support a specific set of one or nore trust nodels.

4.7. Extensibility

The PCE di scovery nechani sm MUST be flexible and extensible so as to
easily allow for the inclusion of additional PCE infornation that
could be defined in the future.

4.8. Scalability

The PCE di scovery nechani sm MUST be designed to scale well with an
i ncrease of any of the follow ng paraneters:

- Nunmber of PCCs discovering a given PCE.
- Nunber of PCEs to be discovered by a given PCC.
- Nunber of dommins in the discovery scope.

The PCE di scovery nechani sm MUST NOT have an adverse effect in the
performance of other protocols (especially routing and signaling)
al ready operating in the network.

Note that there is no scalability requirement with regards to the
amount of information to be exchanged.

I nformation disclosed in the PCE discovery nechanismis relatively
static. Changes in PCE information may occur as a result of PCE
configuration updates, PCE depl oynent/activation, or PCE

deacti vati on/ suppressi on, and should not occur as a result of the PCE
activity itself. Hence, this information is quite stable and wll

not change frequently.

4.9. COperational Orders of Mgnitudes

Thi s section gives mninmum order of nmagnitude estimtes of what the
PCE di scovery mechani sm shoul d support.

- Nunmber of PCCs discovering a given PCE: 1000
- Nunber of PCEs to be discovered by a given PCC. 100
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4.10. WManageability Consi derations

Mechani sms are REQUI RED to manage PCE di scovery operations. This
i ncludes the configuration of PCE discovery functions and policies,
as well as the nonitoring of the discovery protocol activity.

4.10.1. Configuration of PCE D scovery Paraneters

It MJUST be possible to enable and di sable the PCE di scovery function
at a PCC and at a PCE.

On the PCC, it MJUST be possible for an operator to
activate/deactivate automati ¢ PCE di scovery. The activation of
automati ¢ di scovery MJST not prevent static configuration of PCE
i nformati on that may suppl enent di scovered information

On the PCE, it MJST be possible for an operator to control the
application of discovery policies by which the specific PCE is

di scovered. As described in Section 4.5, this control MJST include
the ability to

- restrict the discovery scope to a set of authorized domains;

- define the type and nature of the information disclosed;

- specify the filtering and translation to be applied to the PCE
i nformati on di scl osed at donai n borders.

These configuration options MAY be supported through an
i npl enent ati on-specific |ocal configuration interface, or MAY be
supported via a standardi sed interface (such as a M B nodul e, as
bel ow) .

4.10.2. PCE Di scovery M B Mdul es

PCE di scovery M B nodul es MJST be specified for the control of the
function on PCCs and PCEs.

4.10.2.1. PCC M B Mdul e

The M B npdule that will run on PCCs MJST include at |east the
fol |l ow ng:

- Acontrol to disable automatic di scovery by the PCC
- The set of known PCEs,
- The nunber of known PCEs, and the nunber of discovered PCEs.

For each PCE reported in the MB nodule, the follow ng information
MUST be avail abl e:
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Information advertised by the PCE (i.e., discovered information),
Information |ocally configured about the PCE

- The time since the PCE was di scover ed,

The tinme since any change to the discovered information for the
PCE.

Note that when a PCE is no |longer alive (see Section 4.4), it SHOULD
no | onger be reported in the PCC M B nodul e.

The M B nodul e SHOULD al so provi de the average and maxi mum rat es of
arrival, departure, and nodification of PCE discovery to enable

ef fective analysis of the operation of the protocols. Furthernore,
the M B nodul e SHOULD report on the operation of the discovery
protocol by counting the nunber of unacceptable and i nconprehensible
i nformati on exchanges.

The PCC M B nodul e SHOULD al so be used to provide notifications when
thresholds (e.g., on the maxi mumrate of change, on the nunber of
unaccept abl e nmessages) are crossed, or when inportant events occur
(e.g., the nunmber of discovered PCEs decreases to zero).

4.10.2.2. PCE M B nodul e
The M B nodule that will run on PCEs MJST i nclude at | east

- acontrol to disable automatic di scovery announcenents by the PCE

- information to be advertised by the PCE, although this informtion
MAY be present as read-only;

- the discovery policies active on the PCE, although this infornmation
MAY be present as read-only.

The M B npdul e SHOULD al so i ncl ude

- the tinme since the last change to the advertised PCE i nformation

- the time since the |ast change to the advertisenment policies;

- control of on which interfaces the PCE i ssues adverti senents where
this is applicable to the protocol solution selected.

Note that a PCE MAY al so be configured to discover other PCEs. In
this case, it SHOULD operate the M B nodul e described in Section
4.10.2.1 as well as the nodul e described here.

4.10.3. Mnitoring Protocol Operations
It MJUST be possible to nonitor the operation of any PCE di scovery
protocol. Were an existing protocol is used to support the PCE

di scovery function, this nmonitoring SHOULD be achi eved using the
techni ques already defined for that protocol, enhanced by the MB
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nodul es descri bed above. Were those techniques are inadequate, new
t echni ques MJST be devel oped.

Monitoring of the protocol operation demands support for at |east the
follow ng functions:

- Correlation of information advertised against information received.

- Counts of dropped, corrupt, and rejected infornation el enents.

- Detection of 'segnented networks, that is, the ability to detect
and di agnose the failure of a PCE advertisenent to reach a PCC

4.10.4. Inpact on Network Operations

Frequent changes in PCE information nay have a significant inpact on
PCCs that receive the advertisenents, mght destabilize the operation
of the network by causing the PCCs to swap between PCEs, and mni ght
harm t he network through excessive advertisenment traffic. Hence, it
MUST be possible to apply at least the follow ng controls:

- Configurable limt on the rate of announcenent of changed
paraneters at a PCE

- Control of the inpact on PCCs such as through di scovery nessages
rate-limting.

- Configurable control of triggers that cause a PCC to swap to
anot her PCE.

5. Security Considerations

This docunent is a requirenent docunent and hence does not raise by
itself any particular security issue.

A set of security requirenments that MJST be addressed when
consi dering the design and depl oynent of a PCE di scovery mechani sm
has been identified in Section 4.6.
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