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Abstract

This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenment protocols in the Internet conmunity.
In particular, it describes nanaged objects for information rel ated
to the Fibre Channel network’s Fabric Shortest Path First (FSPF)
routing protocol.
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1. Introduction

This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenment protocols in the Internet conmunity.
In particular, it describes nanaged objects for information rel ated
to the Fibre Channel network’s Fabric Shortest Path First (FSPF)
routing protocol, which is specified in [ FCSW4].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in RFC 2119 [ RFC2119].
2. The Internet-Standard Managenent Framewor k

For a detailed overview of the docunents that describe the current

I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .
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3.

3.

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Short Overvi ew of Fi bre Channel
| nt roducti on

The Fibre Channel (FC) is logically a bidirectional point-to-point
serial data channel, structured for high performance. Fibre Channel
provides a general transport vehicle for higher-level protocols, such
as Small Conputer System Interface (SCSI) conmand sets, the High-
Performance Parallel Interface (H PPl) data fram ng, |IP (Internet
Protocol ), |EEE 802.2, and ot hers.

Physically, Fibre Channel is an interconnection of multiple

comuni cation points, called N Ports, interconnected either by a
switching network, called a Fabric, or by a point-to-point link. A
Fi bre Channel "node" consists of one or nore N Ports. A Fabric nay
consist of multiple Interconnect Elenments, sonme of which are
switches. An N _Port connects to the Fabric via a port on a switch
called an F_Port. Wen multiple FC nodes are connected to a single
port on a switch via an "Arbitrated Loop" topol ogy, the switch port
is called an FL_Port, and the nodes’ ports are called NL_Ports. The
term Nx_Port is used to refer to either an N Port or an NL_Port. The
term Fx_Port is used to refer to either an F_Port or an FL_Port. A
switch port, which is interconnected to another switch port via an
Inter-Switch Link (I1SL), is called an E_Port. A B_Port connects a
bri dge device with an E_Port on a switch; a B Port provides a subset
of E Port functionality.

Many Fi bre Channel conponents, including the fabric, each node, and
nmost ports, have gl obally-uni que nanmes. These gl obal | y-uni que nanes
are typically formatted as World Wde Nanmes (WANs). More infornmation
on WAWNs can be found in [FCG-FS]. WAWs are expected to be persistent
across agent and unit resets.

Fi bre Channel frames contain 24-bit address identifiers that identify
the frane’s source and destination ports. Each FC port has both an
address identifier and a WW. Wen a fabric is in use, the FC
address identifiers are dynamic and are assigned by a switch. Each
octet of a 24-bit address represents a |level in an address hierarchy,
a Domai n_I D being the highest |evel of the hierarchy.

DeSanti, et al. St andar ds Track [ Page 3]



RFC 4626 Fi bre Channel FSPF M B Sept ember 2006

The routing of franmes within the Fabric is normally based on a
routi ng protocol called Fabric Shortest Path First (FSPF). FSPF is a
link state path sel ection protocol, which is defined in Section 8 of
[FC-SW4]. FSPF keeps track of the state of the |inks on al

switches in the Fabric and associates a cost with each link. The
protocol conputes paths froma switch to all the other switches in
the Fabric by adding the cost of all the links traversed by the path,
and choosing the path that mininizes the cost. The collection of
link states (including cost) of all the switches in a Fabric
constitutes the topol ogy database (or |ink-state database).

3.2. FSPF Protocol
FSPF has four major conponents:

a) A Hello protocol, used to establish connectivity with a nei ghbor
switch, to establish the identity of the neighbor switch, and to
exchange FSPF paraneters and capabiliti es;

b) A replicated topol ogy database, with protocols and nechanisnms to
keep the databases synchroni zed across the Fabric;

c) A path conputation algorithm (e.g., Dijkstra s algorithm;
d) Arouting table update.

The topol ogy database synchronization in turn consists of two najor
conmponents: an initial database synchronization and an update
mechanism The initial database synchronization is used when a
switch is initialized, or when an Inter-Switch Link (ISL) cones up.
The update nechanismis used in two circunstances:

a) Wien there is a link state change; for exanple, an I SL going down
or com ng up;

b) On a periodic basis, to prevent switches from del eti ng topol ogy
i nformation fromthe database.

Al so note that all connections between Fi bre Channel sw tches are
poi nt -t o- poi nt.

3.3. Virtual Fabrics

The | atest standard for an interconnecting Fabric containing multiple
Fabric Switch elenents is [FC-SW4]. [FC-SW4] carries forward the
previ ous version' s specification for the operation of a single Fabric
in a physical infrastructure, augnenting it with the definition of
Virtual Fabrics and with the specification of how nultiple Virtual
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Fabrics can operate within one (or nore) physical infrastructures.
The use of Virtual Fabrics provides for each frame to be tagged in
its header to indicate which one of several Virtual Fabrics that
frame is being transmitted on. All franes entering a particular
"Core Switch" [FC-SW4] (i.e., a physical switch) on the same Virtua
Fabric are processed by the sane "Virtual Switch" within that Core
switch.

4. Relationship to Gher MBs

The first standardi zed M B nodul e for Fibre Channel [RFC4044] was
focussed on Fi bre Channel switches. It is being replaced by the nore
generic Fibre Channel Managenent M B [ FC- MGMI] whi ch defines basic

i nformation for Fibre Channel hosts and switches, including
extensions to the standard |F-M B [ RFC2863] for Fi bre Channel

i nterfaces.

This M B nodul e extends beyond [ FC-MGMIT to cover the operation of
the FSPF routing protocol in Fibre Channel swtches.

This M B nodul e only contains information specific to FSPF.
Information that would still be applicable if any other routing
protocol were used is specified in a separate M B nodul e.

This M B nodul e i nports sonme common Textual Conventions from T11-TC
M B, defined in [ RFC4439].

5. M B Overvi ew

This M B nodul e provides the nmeans for nonitoring the operation of,
and configuring some paraneters of, one or nore instances of the FSPF
pr ot ocol .

5.1. Fibre Channel Managenent | nstance

A Fi bre Channel managenent instance is defined in [FCMaMIl as a
separ abl e managed i nstance of Fibre Channel functionality. Fibre
Channel functionality may be grouped into Fibre Channel managenent
i nstances in whatever way i s nost convenient for the

i npl erentation(s). For exanple, one such groupi ng acconmobdates a
single SNWP agent with multiple Agent X [ RFC2741] sub-agents, with
each sub-agent inplenenting a different Fibre Channel nanagenent

i nstance.
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The object, fcm nstancelndex, is | MPORTed fromthe FC- MaMI-M B

[ FCG-MaMI] as the index value that uniquely identifies each Fibre
Channel managenent instance within the same SNVP context ([RFC3411],
Section 3.3.1).

5.2. Switch | ndex

The FC-MaMI-M B [ FC- MaMI] defines the fcnbwitchTabl e as a table of

i nformati on about Fi bre Channel switches that are managed by Fibre
Channel managenent instances. Each Fibre Channel managenent instance
can manage one or nore Fibre Channel switches. The Switch Index,
fcmbwi tchlndex, is | MPORTed fromthe FC-MGMI-M B as the index val ue
that uniquely identifies a Fibre Channel sw tch anong those (one or
nore) nmanaged by the sane Fi bre Channel nmnagenent i nstance.

5. 3. Fabric | ndex

Whet her operating on a physical Fabric (i.e., without Virtua

Fabrics) or within a Virtual Fabric, the operation of FSPF within a
Fabric is identical. Therefore, this MB nodul e defines all Fabric-
related information in tables that are |NDEX-ed by an arbitrary

i nteger, naned a "Fabric Index", the syntax of which is | MPORTed from
the T11-TC-M B. Wien a device is connected to a single physica
Fabric, without use of any virtual Fabrics, the value of this Fabric
Index will always be 1. In an environnent of multiple virtual and/or
physi cal Fabrics, this index provides a neans to distinguish one
Fabric from anot her.

It is quite possible, and nay even be likely, that a Fi bre Channel
switch will have ports connected to multiple virtual and/or physica
Fabrics. Thus, in order to sinplify a managenent protocol query
concerning all the Fabrics to which a single switch is connected,
fcmbwi tchindex will be listed before t11FspfFabriclndex when they
bot h appear in the sanme | NDEX cl ause.

5.4. The M B G oups

This section describes the four MB groups contained in the MB
nodul e.

5.4.1. The t1lFspf General G oup G oup

This group provides for per-Fabric nmonitoring of the FSPF state and
per - Fabric nonitoring/configuration of FSPF paraneters.
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5.4.2. The tl1lFspflfGoup G oup

This group provides for per-interface nonitoring of FSPF
state/statistics and per-interface nonitoring/configuration of FSPF
par amet er s.

5.4.3. The t11lFspf Dat abaseG oup G oup

This group permts the nonitoring of the information present in the
FSPF t opol ogy dat abase.

5.4.4. The t1l1lFspfNotificati onGoup G oup

This group contains the notifications that are generated on
asynchronous events related to the operation of FSPF.

6. The T11-FC FSPF-M B Modul e

T11-FC-FSPF-M B DEFINI TIONS :: = BEG N

-- For managenent of FSPF, the Fibre Channel routing protocol.

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
Counter 32, Integer32, Unsigned32, TineTicks,

Gauge32, mb-2 FROM SNWPv2- SM -- [ RFC2578]
MODULE- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP FROM SNMPv2- CONF  -- [ RFC2580]
TEXTUAL- CONVENTI ON, RowSt at us, StorageType,
Tr ut hval ue FROM SNMPv2- TC -- [ RFC2579]
i flndex, Interfacel ndex FROM I F-M B -- [ RFC2863]
fcml nst ancel ndex, fcnBw tchl ndex,
FcDomai nl dOr Zer o FROM FC-MGMIT-M B -- [ FC- MGMVIT]
T11Fabri cl ndex FROM T11-TCMB  -- [ RFC4439]
t 11FanmConf i gDorai nl d

FROM T11- FC- FABRI C- ADDR- MGR- M B; -- [ RFC4439]

t 11FcFspf M B MODULE- | DENTI TY

LAST- UPDATED "200608140000Z"

ORGANI ZATI ON "T11"

CONTACT- | NFO

"Cl audi o DeSanti

Ci sco Systens, |nc.
170 West Tasman Drive
San Jose, CA 95134 USA
EMai | : cds@i sco. com
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Keith M oghrie
Ci sco Systens, |nc.
170 West Tasman Drive
San Jose, CA USA 95134
Emai | : kzm@i sco. cont
DESCRI PTI ON
"The M B nodul e for nanagi ng the Fabric Shortest Path
First (FSPF) protocol. FSPF is specified in FC SW4.

Copyright (C) The Internet Society (2006). This version of
this MB nodule is part of RFC 4626; see the RFC itself for

full legal notices."
REVI SION  "200608140000Z"
DESCRI PTI ON

"Initial version of this MB nodul e published as RFC4626. "

o= { mb-2 143 }

t 11Fspf Noti fi cati ons OBJECT IDENTIFIER ::= { t11lFcFspfMB 0 }
t 11Fspf Obj ect s OBJECT IDENTIFIER ::= { t1llFcFspfMB 1 }
t 11Fspf Conf or mance OBJECT IDENTIFIER ::= { t1l1lFcFspfMB 2 }
t 11Fspf Confi gurati on OBJECT IDENTIFIER ::= { t11lFspfObjects 1 }
t 11Fspf Dat abase OBJECT IDENTIFIER ::= { t11lFspfObjects 2 }

-- TEXTUAL CONVENTI ONS

T11FspfLsrType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Type of the Link State Record.

FC-SW4 defines two types of LSRs and allows for the
possibility for nmore will be defined in the future:

01 - Switch Link Record
02 - bsol ete
240 - 255 - Vendor Specific
others - Reserved.
REFERENCE
"Fi bre Channel - Switch Fabric - 4 (FC-SW4),
ANSI | NCI TS 418-2006, section 6.1.9.3."
SYNTAX I nteger32 (0..255)

T11Fspf Li nkType :: = TEXTUAL- CONVENTI ON

STATUS current
DESCRI PTI ON
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"Type of an the FSPF Link. Presently defined val ues:

1 - Poi nt -t o- Poi nt
240- 255 - Vendor Specific
all others - Reserved.

REFERENCE
"Fi bre Channel - Switch Fabric - 4 (FC SW4),
ANSI I NCI TS 418-2006, section 6.1.9.4."

SYNTAX I nteger32 (0..255)
T1l1lFspflinterfaceState ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"The state of the FSPF Nei ghbor Finite State Machine
for the neighbor (switch) on a particular interface.
Possi bl e val ues are :

down( 1) - Down

init(2) - Init

dbExchange( 3) - Dat abase Exchange
dbAckwai t (4) - Dat abase AckWait
dbWai t (5) - Dat abase Wit

full (6) - Full (Connect ed)

REFERENCE
"Fi bre Channel - Switch Fabric - 4 (FC-SW4),
ANSI I NCI TS 418- 2006, section 8.7."

SYNTAX | NTEGER {

down( 1),
init(2),
dbExchange( 3),
dbAckwai t (4),
dbWai t (5),
full(6)
}
T11FspfLast CreationTi me ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This TC describes an object that stores the last tine
it, and the row containing it, was created.

This can be used by nanagenent applications to deternine
that a row has been del eted and re-created between reads,
causi ng an ot herw se undetectable discontinuity in the
data."

SYNTAX Ti meTi cks
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-- t1lFspf Tabl e

t 11Fspf Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T1lFspfEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table allows the users to configure and nonitor FSPF s
per-Fabric parameters and statistics on all Fabrics known to
| ocal |y nmanaged swit ches.

Entries are created/renoved by the agent if and when
(Virtual) Fabrics are created/deleted."
::={ tllFspfConfiguration 1 }

t 11Fspf Entry OBJECT- TYPE

SYNTAX T11FspfEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry containing FSPF variabl es, paraneters, and
statistics on a particular switch (identified by val ues
of fcm nstancel ndex and fcnbwi tchlndex) for a particul ar
Fabric (identified by a t11FspfFabriclndex val ue).

(Note that the local switch’s per-fabric Domain-ID is

avail abl e in t11FanmConfi gDomai nld, which is defined in

T11- FC- FABRI C- ADDR- MGR-M B. ) "
| NDEX { fcm nstancel ndex, fcnBwi tchlndex, t1lFspfFabriclndex }
c:={ tllFspfTable 1}

T1llFspfEntry ::= SEQUENCE ({
t 11Fspf Fabri cl ndex T11Fabri cl ndex,
t 11Fspf M nLsArri val Unsi gned32,
t 11Fspf M nLsl nt er val Unsi gned32,
t 11Fspf LsRef reshTi ne Unsi gned32,
t 11Fspf MaxAge Unsi gned32,
t 11Fspf MaxAgeDi scar ds Count er 32,
t 11Fspf Pat hConput at i ons Count er 32,
t 11Fspf ChecksunErrors Count er 32,
t 11FspflLsrs Gauge32,
t 11Fspf Creat eTi ne T11Fspf Last Creati onTi ne,
t 11Fspf Adm nSt at us | NTEGER,
t 11Fspf OQper St at us | NTEGER,
t 11Fspf Nor St at eChangNot i f yEnabl e Trut hval ue,
t 11Fspf Set ToDef aul t | NTEGER,
t 11Fspf St or ageType St or ageType
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}

t 11Fspf Fabri cl ndex OBJECT- TYPE
SYNTAX T11Fabri cl ndex
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"A uni que index value that uniquely identifies a
particul ar Fabric.

In a Fabric conformant to FCG-SW4, multiple Virtual Fabrics
can operate within one (or nore) physical infrastructures.
In such a case, index value is used to uniquely identify a
particular Fabric within a physical infrastructure.

In a Fabric that has (can have) only a single Fabric
operating within the physical infrastructure, the
value of this Fabric Index will always be 1."

o= { tllFspfEntry 1}

t 11Fspf M nLsArri val OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

UNI TS "mlliSeconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The mnimumtinme after accepting a Link State Record
(LSR) on this Fabric before accepting another update of
the same LSR on the sane Fabric.

An LSR update that is not accepted because of this tine
interval is discarded.”
REFERENCE "Fi bre Channel - Switch Fabric - 4 (FCSW4),
ANSI INCI TS 418-2006, sections 8.6.4.5 & 15.1."
DEFVAL {1000}
o= { tllFspfEntry 2}

t 11Fspf M nLsl nterval OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

UNI TS "mlliSeconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The mnimumtinme after this switch sends an LSR on this
Fabric before it will send another update of the sane LSR

on the same Fabric."
REFERENCE "Fi bre Channel - Switch Fabric - 4 (FCSW4),
ANS| INCITS 418-2006, section 15.1."
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DEFVAL {5000}
o= { tllFspfEntry 3}

t 11Fspf LsRef reshTi me OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "M nut es"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The interval between transm ssion of
Fabric."

Sept ember 2006

refresh LSRs on this

REFERENCE "Fi bre Channel - Switch Fabric - 4 (FCSW4),
ANSI I NCI TS 418- 2006, sections 8.5.1 & 15.1."

DEFVAL {30}
o= { tllFspfEntry 4 }

t 11Fspf MaxAge OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "M nut es”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The maxi mum age an LSRwill be retained in the FSPF
dat abase on this Fabric. An LSRis renoved fromthe

dat abase after MaxAge is reached."

REFERENCE "Fi bre Channel - Switch Fabric - 4 (FCSW4),

ANSI I NCI TS 418-2006, section 15.1."

DEFVAL {60}
o= { tllFspfEntry 5}

t 11Fspf MaxAgeDi scards OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of LSRs di scarded due to their age reaching
t 11Fspf MaxAge in this Fabric. The last discontinuity of
this counter is indicated by t11FspfCreateTine."

2= { tllFspfEntry 6 }

t 11Fspf Pat hConput ati ons OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of times that the path conputation al gorithm
has been invoked by this Switch on this Fabric to conpute
a set of mninmumcost paths for this Fabric. The | ast
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di scontinuity of this counter is indicated by
t 11Fspf Creat eTi ne. "
REFERENCE "Fi bre Channel - Switch Fabric - 4 (FCSW4),
ANSI I NCI TS 418-2006, section 8.1.1."
o= { tllFspfEntry 7 }

t 11Fspf ChecksunErrors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of FSPF checksumerrors that were detected
locally (and therefore discarded) on this Fabric.
The | ast discontinuity of this counter is indicated by
t 11Fspf Creat eTi ne. "

REFERENCE "Fi bre Channel - Switch Fabric - 4 (FCSW4),

ANSI I NCI TS 418-2006, section 8.5.4."
c:={ tllFspfEntry 8 }

t 11FspfLsrs OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The current nunber of entries for this Fabric in the
t 11Fspf Lsr Tabl e. "

o= { tllFspfEntry 9 }

t 11Fspf Creat eTi ne OBJECT- TYPE
SYNTAX T11Fspf Last Creati onTi me
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue of sysUpTinme when this entry was |ast created.”
::={ tllFspfEntry 10 }

t 11Fspf Adni nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
up(1),
down( 2)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The desired state of FSPF in this Fabric. |If value of
this object is set to 'up’, then FSPF is enabled in
this Fabric. If set to "'down’', then FSPF is disabl ed
inthis Fabric -- when FSPF is disabled, FSPF provides
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no routes to be included in the T11l- FC ROUTE-M B nodul e.
(see the T11-FC-ROUTE-M B)."
REFERENCE " T11-FC-ROUTE-M B, The Fi bre Channel Routing
Informati on M B, RFC4625."
DEFVAL {up}
o= { tllFspfEntry 11 }

t 11Fspf OQper St at us OBJECT- TYPE
SYNTAX | NTEGER {
up(1),
down( 2)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"State of FSPF in this Fabric. |If 't11FspfAdm nStatus’ is
"down’, then the ’'t11FspfOperStatus’ should be ’'down’ .
If "t11Fspf Adm nStatus’ is changed to "up’, then
"t 11Fspf Oper St atus’ shoul d change to "up’ as and when
FSPF is active in this Fabric."
2= { tllFspfEntry 12 }

t 11Fspf Nbr St at eChangNot i f yEnabl e OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"Specifies whether or not the |ocal agent shoul d
i ssue the notification ’'t11lFspfNorStateChangNotify’
when the local switch | earns of a change of state
in the FSPF Nei ghbor Finite State Machine on an
interface in this Fabric.
If the value of the object is 'true, then the
notification is generated. |If the value is 'false’,
notification is not generated."

DEFVAL { false }

::={ tllFspfEntry 13 }

t 11Fspf Set ToDef aul t OBJECT- TYPE
SYNTAX | NTEGER {
defaul t (1),

no((2)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Setting this value to 'default’ changes the val ue of each
and every witable object inthis rowto its default
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val ue.

No action is taken if this object is set to 'noQp’ .

The val ue of the object, when read, is always 'noQp’ ."
2= { tllFspfEntry 14 }

t 11Fspf St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The storage type for read-wite objects in this
conceptual row.

Conceptual rows having the value ’'permanent’ need not
allow wite-access to any columar objects in the row"
DEFVAL { nonVol atile }
::={ tllFspfEntry 15 }

-- t11FspflfTable

t 11Fspf | f Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T1lFspflfEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table allows the users to configure and nonitor
the FSPF paraneters that are per-interface (identified
by a t11Fspflflndex value), per-Fabric (identified by a
t 11Fspf Fabri cl ndex value), and per-switch (identified by
val ues of fcm nstancel ndex and fcnBwi tchl ndex).

Creating a rowin this table via t11FspflfRowStatus

provi des the nmeans to specify non-default paraneter val ue(s)
for an interface at a tine when the relevant rowin this
tabl e woul d not ot herw se exist because the interface is
either dowmn or it is not an E Port, but the corresponding
row in the t11Fspf Tabl e nust al ready exist.

After the non-default val ues have been specified for a
port’s paraneters, they need to be retained in this table,
even when the port becomes ’'isolated’. However, having
unnecessary rows in this table clutters it up and makes
those rows that are useful harder for an NV5 to find.
Therefore, when an E Port becones isolated, its row gets
deleted if and only if all of its paraneter values are the
default val ues; also, when an E_Port becones non-isol at ed
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in a particular Fabric, arowin this table needs to exi st
and is automatically created, if necessary.

The specific conditions for an automated/inplicit deletion

of a row are:

a) if the corresponding interface is no | onger an E_Port
(e.g., a G Port which is dynamically determned to be an
F _Port), and all configurable paraneters have default
val ues; or

b) if the interface identified by t11Fspflflndex no | onger
exists (e.g., because a line-card is physically renoved);
or

c) if the corresponding row in the tl1lFspfTable is del eted.

::={ tllFspfConfiguration 2 }

t 11FspfIfEntry OBJECT- TYPE

SYNTAX T11FspflfEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry containing FSPF information for the interface
identified by t11Fspflflndex, on the fabric identified
by t11Fspf Fabriclndex, on the switch identified by
fcnbBwi t chl ndex. "

| NDEX { fcm nstancel ndex, fcnBwi tchlndex,

t 11Fspf Fabri cl ndex,
o= { tllFspfifTable 1}

t 11Fspflflndex }

T11FspflfEntry ::= SEQUENCE {

DeSanti ,

t 11Fspf I f I ndex

| nt er f acel ndex,

t 11Fspf 1 f Hel | ol nterval Unsi gned32,
t 11Fspf | f Deadl nt er val Unsi gned32,
t 11FspflfRetransm tlnterval Unsi gned32,
t 11FspflflnLsuPkts Count er 32,
t 11FspflflnLsaPkts Count er 32,
t 11Fspf I f Qut LsuPkt s Count er 32,
t 11Fspf | f Qut LsaPkt s Count er 32,
t 11Fspf |1 f Qut Hel | oPkt s Count er 32,
t 11FspflflnHel | oPkts Count er 32,
t 11FspflfRetransm ttedLsuPkts Count er 32,
t 11Fspf I flnErrorPkts Count er 32,

t 11Fspf I fNbr State

t 11Fspf | f Nor Dorai nl d
t 11Fspf | f Nor Port | ndex
t 11Fspf | f Adm nSt at us
t 11Fspf 1 f Creat eTi e

t 11Fspf | f Set ToDef aul t

et al.

St andards Track

T11lFspflinterfaceState,
FcDomai nl dOr Zer o,

Unsi gned32,

| NTEGER,

T11Fspf Last Creati onTi ne,
| NTEGER,
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t 11Fspf I f Li nkCost Fact or Unsi gned32,
t 11Fspf | f St or ageType St or ageType,
t 11Fspf | f RowSt at us RowSt at us

}

t 11Fspf1fl ndex OBJECT- TYPE

SYNTAX | nt erfacel ndex

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"The value of iflndex that identifies the |ocal
Fi bre Channel interface for which this entry
contains FSPF i nformation."

o= { tllFspflfEntry 1}

t 11FspflfHel |l ol nterval OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)

UNI TS " Seconds”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Interval between the periodic HELLO nessages sent on this
interface in this Fabric to verify the link health. Note
that this value nust be sanme at both ends of a link in
this Fabric."

DEFVAL {20}

o= { tllFspflfEntry 2 }

t 11Fspf | f Deadl nt erval OBJECT- TYPE

SYNTAX Unsi gned32 (2..65535)

UNI TS " Seconds”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Maxi mum time for which no HELLO nessages can be received
on this interface in this Fabric. After this tine, the
interface is assunmed to be broken and renoved fromthe
dat abase. Note that this value nmust be greater than the
HELLO interval specified on this interface in this Fabric.”

DEFVAL {80}

o= { tllFspflfEntry 3}

t11FspflfRetransmitinterval OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
UNI TS "Seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"The tinme after which an unacknow edged LSR is
retransmtted on this interface in this Fabric."
DEFVAL {5}

c:={ tllFspflifEntry 4 }

t 11FspflflnLsuPkts OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of Link State Update (LSU) packets received on
this interface in this Fabric. The last discontinuity

of this counter is indicated by t11FspflfCreateTine."
o= { tllFspflfEntry 5}

t 11FspflflnLsaPkts OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of Link State Acknow edgenent (LSA) packets
received on this interface in this Fabric. The | ast
di scontinuity of this counter is indicated by
t 11FspflfCreateTine."

o= { tllFspflfEntry 6 }

t 11Fspf | fQut LsuPkts OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Nunber of Link State Update (LSU) packets transnitted
on this interface in this Fabric. The |ast
di scontinuity of this counter is indicated by
t 11FspflfCreateTi ne."

o= { tllFspflfEntry 7 }

t 11Fspf I f Qut LsaPkt s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of Link State Acknow edgenent (LSA) packets
transmtted on this interface in this Fabric. The
| ast discontinuity of this counter is indicated by
t 11FspflfCreateTine."

o= { tllFspflfEntry 8 }
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t 11Fspf | fQut Hel | oPkt s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Nunber of HELLO packets transmitted on this interface in
this Fabric. The last discontinuity of this counter is
i ndicated by t11FspflfCreateTine."

o= { tllFspflfEntry 9 }

t 11FspflflnHel | oPkts OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Nunber of HELLO packets received on this interface in
this Fabric. The last discontinuity of this counter is
i ndicated by t11FspflfCreateTine."

o= { tllFspfiIfEntry 10 }

t11FspflfRetransmittedLsuPkts OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of LSU packets that contained one or nore
retransmitted LSRs, and that were transmitted on this
interface in this Fabric. The last discontinuity of
this counter is indicated by t11FspflfCreateTine."

o= { tllFspfifEntry 11 }

t 11Fspf I flnError Pkts OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Nunber of invalid FSPF control packets received on this
interface in this Fabric. The last discontinuity of
this counter is indicated by t11FspflfCreateTine."

o= { tllFspfifEntry 12 }

t 11Fspf 1 fNor St at e OBJECT- TYPE
SYNTAX T1l1FspfinterfaceState
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The state of FSPF' s 'nei ghbor state nmachine’, which is
the operational state of the interaction with the
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nei ghbor’s interface that is connected to this interface.

If the "t11FspflfAdm nStatus’ is "down’, then this object
should be "down’. If the 'tl1lFspflfAdmi nStatus’ is "up’,
then this object’s val ue depends on the state of FSPF s
' nei ghbor state machine’ on this interface in this
Fabric."

REFERENCE "Fi bre Channel - Switch Fabric - 4 (FCSW4),

ANSI I NCI TS 418- 2006, section 8.7"
o= { tllFspfifEntry 13}

t 11Fspf | f Nor Dormai nl d OBJECT- TYPE
SYNTAX FcDomai nl dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The Domain Id of the neighbor in this Fabric."
o= { tllFspfifEntry 14 }

t 11Fspf 1 f Nor Port | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0..16777215)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The index, as known by the neighbor, of the neighbor’s
interface that is connected to this interface in this
Fabric."

REFERENCE "Fi bre Channel - Switch Fabric - 4 (FCSW4),

ANSI I NCI TS 418-2006, section 6.1.9.4."
o= { tllFspfiIfEntry 15 }

t 11Fspf | f Adni nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
up(1),
down( 2)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The desired state of FSPF on this interface in this
Fabric, whenever ’'t11FspfAdmi nStatus’ is "up’.
If the value of this object is set to 'up’, then FSPF is
enabl ed on this interface in this Fabric. |[If set to
"down’, then FSPF is disabled on this interface in this
Fabric. Note that the operational state of FSPF on an
interface is given by t11FspflfNbrState."

DEFVAL {up}

= { tllFspfiIfEntry 16 }
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t 11Fspf I f Creat eTi me OBJECT- TYPE

SYNTAX T11Fspf Last Creati onTi me

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme when this entry was | ast
created.”

o= { tllFspfifEntry 17 }

t 11Fspf | f Set ToDef aul t OBJECT- TYPE
SYNTAX | NTEGER {
defaul t (1),

no((2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Setting this value to 'default’ changes the val ue of each
and every witable object inthis rowto its default
val ue.

If all the configuration paraneters have their default
values, and if the interface is down, then the rowis
del eted automatically.

No action is taken if this object is set to 'noQp’ .
The val ue of the object, when read, is always 'noQp’ ."
o= { tllFspfiIfEntry 18 }

t 11Fspf I fLi nkCost Fact or OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The adm nistrative factor used in calculating the cost
of sending a frane on this interface in this Fabric.

The formula used to calculate the link cost is:

Link Cost = S * (1.0625el12 / if Speed)

wher e:

S = (the value of this object / 100)

i fSpeed = interface speed (as defined in the IF-MB).

REFERENCE

"Fi bre Channel - Switch Fabric - 4 (FC-SW4),

ANSI I NCI TS 418-2006, section 8.5.5; and

IF-M B, RFC 2863."
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DEFVAL { 100 }
o= { tllFspfifEntry 19 }

t 11Fspf | f St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this conceptual row.
Conceptual rows having the val ue 'permanent’ need not
all ow write-access to any columar objects in the row"
DEFVAL { nonVol atile }
o= { tllFspfiIfEntry 20 }

t 11Fspf | f RowSt at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of the conceptual row.

This object can be used to create an entry only if there
is an entry in the t11FspfTable for the correspondi ng
Fabric, and if the interface is either isolated or is a
non- E_port.

Setting this object to 'destroy’ will typically fail;
to reverse the creation process, set the corresponding
i nstance of t11FspflfSetToDefault to 'default’."”

o= { tllFspfifEntry 21 }

-- t11FspflLsrTable

t 11Fspf Lsr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T1lFspflLsrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is the database of all the | atest

i ncarnations of the Link State Records (LSRs) that
are currently contained in the topol ogy database,
for all interfaces on all Fabrics known to

| ocal |y nanaged swit ches.

A Fabric’s topol ogy dat abase contains the LSRs that
have been either issued or received by a local switch on
that Fabric, and that have not reached t11FspfMaxAge."
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::={ tl1llFspfDatabase 1 }

t 11FspfLsrEntry OBJECT- TYPE

SYNTAX T11FspfLsrEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This gives information for the nost recent update of an
LSR. There is one entry for every LSR issued or received
by a locally managed switch (identified by
fcm nstancel ndex and fcnBwi tchlndex) in a Fabric
(identified by t11FspfFabriclndex)."

| NDEX { fcm nstancel ndex, fcnBwi tchlndex, t11FspfFabriclndex,

t 11Fspf Lsr Domai nl d, t11FspfLsrType }
::={ tllFspfLsrTable 1}

T11FspfLsrEntry ::= SEQUENCE {
t 11Fspf Lsr Donmai nl d FcDomai nl dOr Zer o,
t 11Fspf Lsr Type T11Fspf Lsr Type,
t 11Fspf Lsr AdvDonai nl d FcDomai nl dOr Zer o,
t 11Fspf Lsr Age Unsi gned32,
t 11FspfLsrincarnati onNunmber Unsi gned32,
t 11Fspf Lsr CheckSum Unsi gned32,
t 11Fspf Lsr Li nks Unsi gned32
}
t 11Fspf Lsr Domai nl d OBJECT- TYPE
SYNTAX FcDomai nl dOr Zer o
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Domain |d of the LSR owner in this Fabric. It is the
Link State Id of this LSR "
::={ tllFspfLsrEntry 1}

t 11Fspf Lsr Type OBJECT- TYPE
SYNTAX T11FspfLsr Type
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Type of this LSR "
::={ tllFspfLsrEntry 2}

t 11Fspf Lsr AdvDonai nl d OBJECT- TYPE
SYNTAX FcDomai nl dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"Domain |d of the switch that
the behal f of the switch owni
::={ tllFspfLsrEntry 3}

t 11Fspf Lsr Age OBJECT- TYPE
SYNTAX Unsi gned32 (0..65535)
UNI TS " Seconds”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tinme since this LSR was
::={ tllFspfLsrEntry 4}

t 11Fspf Lsrl ncarnati onNurmber OBJECT- TYPE
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

read-only
current

"The |link state incarnation number

used to identify nost recent

FSPF M B

Sept ember 2006

is advertising the LSR on
ng it."

inserted into the database."

Unsi gned32 (0..4294967295)

of this LSR This is
i nstance of an LSR while

updating the topol ogy database when an LSR i s received.
The updating of an LSR includes increnenting its

i ncarnation nunber prior tot
LSR  So, the nost
| ar gest incarnation nunmber."

::={ tllFspfLsrEntry 5}

t 11Fspf Lsr CheckSum OBJECT- TYPE
SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The checksum of the LSR "
::={ tllFspfLsrEntry 6 }

t 11Fspf LsrLi nks OBJECT- TYPE
SYNTAX Unsi gned32 (0..65355)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

ransni ssion of the updated

recent LSRis the one with the

"Nunber of entries in the t1lFspfLinkTable associated with

this LSR "
::={ tllFspfLsrEntry 7}

-- t11FspfLinkTabl e

t 11Fspf Li nkNunber
SYNTAX

OBJECT- TYPE

DeSanti, et al.
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Unsi gned32 (0..2147483647)
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunmber of rows in the t1lFspflLinkTable."
::={ tl1llFspfDat abase 3 }

t 11Fspf Li nkTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FspfLinkEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains the list of Inter-Switch Links and
their information that is part of an LSR, either
received or transmtted."

::={ tl1llFspfDat abase 4 }

t 11Fspf Li nkEntry OBJECT- TYPE
SYNTAX T11Fspf Li nkEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry that contains infornmation about a |ink
contained in an LSRin this Fabric. An entry is created
whenever a new |ink appears in an (issued or received)
LSR  An entry is deleted when a link no |onger appears
in an (issued or received) LSR"
| NDEX { fcm nstancel ndex, fcnBwi tchlndex, t11FspfFabriclndex,
t 11Fspf Lsr Domai nld, t11FspfLsrType, t11FspfLinklndex}
::={ tl1llFspfLinkTable 1 }

T11FspfLi nkEntry ::= SEQUENCE {
t 11Fspf Li nkl ndex Unsi gned32,
t 11Fspf Li nkNbr Domai nl d FcDomai nl dOr Zer o,
t 11Fspf Li nkPor t | ndex Unsi gned32,
t 11Fspf Li nkNbr Por t | ndex Unsi gned32,
t 11Fspf Li nkType T11Fspf Li nkType,
t 11Fspf Li nkCost I nt eger 32
}
t 11Fspf Li nkl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary index of this link."
c:={ tl1llFspfLinkEntry 1 }

t 11Fspf Li nkNbr Domai nl d OBJECT- TYPE
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SYNTAX FcDomai nl dOr Zer o

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The Domain Id of the neighbor on the other end of this
link in this Fabric."

c:={ tl1llFspfLinkEntry 2 }

t 11Fspf Li nkPort | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0..16777215)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The source E port of this link, as indicated by the index
value in the LSR received fromthe switch identified by
"t 11Fspf Lsr Domai nld’ . "

c:={ tl1llFspfLinkEntry 3 }

t 11Fspf Li nkNbr Port | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0..16777215)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The destination E port of this link, as indicated by the
i ndex value in the LSR received fromthe switch identified
by 't 11FspfLi nkNor Domai nld’ . "

c:={ tl1llFspfLinkEntry 4 }

t 11Fspf Li nkType OBJECT- TYPE
SYNTAX T11Fspf Li nkType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The type of this link."
c:={ tl1llFspfLinkEntry 5 }

t 11Fspf Li nkCost OBJECT- TYPE
SYNTAX Integer32 (0..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The cost of sending a frame on this link in this Fabric.
Link cost is calculated using the formula:

link cost = S * (1.0625e12 / Signalling Rate)

For issued LSRs, S is determ ned by the val ue of
t 11Fspf I fLi nkCost Factor for the corresponding interface
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::={ tl1llFspfLinkEntry 6 }

-- Notification-rel ated object

t 11Fspf 1l fPrevNor St at e OBJECT- TYPE

SYNTAX T1llFspfinterfaceState
MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"The previous state of FSPF s Nei ghbor

Finite State

Machi ne on an interface.

Thi s obj ect
"t 11Fspf Nor St at eChangNot i fy’

is

only used in the
notification."

::={ tllFspfConfiguration 3 }

-- Notifications

t 11Fspf Nor St at eChangNot i fy NOTI FI CATI ON- TYPE

OBJECTS {

i flndex,

t 11FanConf i gDorai nl d,
t 11Fspf | f Nor Dorai nl d,
t 11Fspf I f Nbr St at e,

t 11Fspf I fPrevNor St at e

current

DESCRI PTI ON

"This notification signifies that there has been a change in
the state of an FSPF neighbor. This is generated when the
FSPF state changes to a term nal state, through either
regression (i.e., goes fromFull to Init or Down) or
progression (i.e., fromany state to Full). The val ue of
"t11FspflfNbrState’ is the state of the neighbor after the

change. "

2= { tllFspfNotifications 1 }

-- Confornmance

t 11Fspf M BConpl i ances

OBJECT | DENTI FI ER ::

t 11Fspf M BGr oups

OBJECT | DENTI FI ER ::

DeSanti, et al.

{ t1l1Fspf Conformance 1 }

{ t1l1Fspf Conformance 2 }
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t 11Fspf M BConpl i ance MODULE- COVPLI ANCE
STATUS
DESCRI PTI ON

"The conpliance statenment for entities that

MODULE - -

DeSanti ,

i mpl

current

enent the FSPF."

this nodul e

MANDATORY- GROUPS { t 11Fspf Gener al Group,

t 11Fspf I f Group,

t 11Fspf Dat abaseG oup,
t 11Fspf Notificati onG oup }

FSPF- packet

Sept ember 2006

GROUP t 11Fspf | f Count er G oup
DESCRI PTI ON
"These counters, for particular
occurrences on an interface, are nmandatory only
for those systens that count such events."
OBJECT t 11Fspf | f RowSt at us
SYNTAX | NTEGER { active(1) }

M N- ACCESS r ead-only
DESCRI PTI ON

OBJECT

"Wite access is not required,

so only

one val ue needs to be supported.”

t 11Fspf | f St or ageType

M N- ACCESS r ead-only
DESCRI PTI ON

OBJECT

OBJECT

"Wite access is not required.

t 11Fspf Nor St at eChangNot i f yEnabl e
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.

t 11Fspf M nLsArri val

M N- ACCESS r ead-only
DESCRI PTI ON

OBJECT

"Wite access is not required.

t 11Fspf M nLsl nt er val

M N- ACCESS r ead-only
DESCRI PTI ON

OBJECT

"Wite access is not required.

t 11Fspf Admi nSt at us

M N- ACCESS r ead-only
DESCRI PTI ON

et al.

"Wite access is not required.
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OBJECT t 11Fspf Set ToDef aul t
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11Fspf St or ageType
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11FspflfHel | ol nt erval
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11Fspf | f Deadl nt er val
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11FspflfRetransnitlnterval
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11Fspf | f Adm nSt at us
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11Fspf | f Set ToDef aul t
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11Fspf | f Li nkCost Fact or
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.

::={ tl1llFspf M BConpliances 1 }

-- Units of Conformance

t 11Fspf Gener al G oup OBJECT- GROUP
OBJECTS { tl1li1FspfM nLsArrival,

DeSanti ,

t 11Fspf M nLsl nterval ,
t 11Fspf LsRef reshTi ne,
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t 11Fspf MaxAge,
t 11Fspf MaxAgeDi scar ds,
t 11Fspf Pat hConput at i ons,
t 11Fspf ChecksunErrors,
t 11Fspf Lsrs,
t 11Fspf Creat eTi ne,
t 11Fspf Adm nSt at us,
t 11Fspf Oper St at us,
t 11Fspf Nor St at eChangNot i f yEnabl e,
t 11Fspf Set ToDef aul t,
t 11Fspf St or ageType }
STATUS current
DESCRI PTI ON
"A collection of objects for displaying and
configuring FSPF paraneters.”
o= { t1llFspf M BG oups 1 }

t 11Fspf 1 f G oup OBJECT- GROUP
OBJECTS { tl1lilFspflfHellolnterval,
t 11Fspf | f Deadl nt erval ,
t 11FspflfRetransnitlnterval,
t 11Fspf | f Nbr St at e,
t 11Fspf | f Nor Domai nl d,
t 11Fspf | f Nor Port | ndex,
t 11Fspf | f Adm nSt at us,
t 11Fspf | f Creat eTi ne,
t 11Fspf | f Set ToDef aul t,
t 11Fspf I f Li nkCost Fact or,
t 11Fspf | f Rowst at us,
t 11Fspf | f St or ageType,
t 11FspflfPrevNor State }
STATUS  current
DESCRI PTI ON
"A collection of objects for displaying the FSPF
interface information."
o= { t1llFspf M BG oups 2 }

t 11Fspf | f Count er G oup OBJECT- GROUP
OBJECTS { t11FspflflnLsuPkts,
t 11FspflflnLsaPkts,
t 11Fspf | f Qut LsuPkt s,
t 11Fspf | f Qut LsaPkt s,
t 11Fspf | f Qut Hel | oPkt s,
t 11FspflflnHel | oPkts,
t 11FspflfRetransm ttedLsuPkt s,
t 11FspflflinErrorPkts }
STATUS  current
DESCRI PTI ON
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"A collection of objects for counting particul ar
FSPF- packet occurrences on an interface."
o= { t1llFspf M BG oups 3 }

t 11Fspf Dat abaseG oup OBJECT- GROUP
OBJECTS { t11FspfLsrAdvDorai nld,
t 11Fspf Lsr Age,
t 11Fspf Lsrl ncar nati onNunber,
t 11Fspf Lsr CheckSum
t 11Fspf Lsr Li nks,

STATUS

t 11Fspf Li
t 11Fspf Li
t 11Fspf Li
t 11Fspf Li
t 11Fspf Li
t 11Fspf Li

current

DESCRI PTI ON
"A collection of objects for displaying the FSPF
t opol ogy dat abase information."

.= { tlilFspf M BG oups 4 }
t 11Fspf Noti fi cati onG oup NOTI FI CATI ON- GROUP

NOTI FI CATIONS { t11Fspf Nor St at eChangNotify }

STATUS

current

DESCRI PTI ON
"A collection of notifications for FSPF."
c:={ t1llFspf M BG oups 5 }

END
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8.

| ANA Consi der ati ons

The | ANA assigned a MB O D for the T11l-FC FSPF-M B nodul e under the
appropriate subtree.

Security Considerations

There are several nmnagenent objects defined in this MB nodule with
a MAX- ACCESS cl ause of read-wite and/or read-create. Such objects
may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent w thout proper protection can have a negative effect on
network operations. These objects and their
sensitivity/vulnerability are:

t 11Fspf M nLsArrival, t1lFspfM nLslnterval
t 11FspflfHell ol nterval, t1lFspflfDeadl nterval &
t11FspflfRetransnitlnterval

-- alter the responsiveness of the FSPF protocol

t 11Fspf Adm nStatus & t11FspflfAdm nSt at us
-- enabl e/ di sabl e dynami ¢ routing via FSPF

t 11Fspf Set ToDef aul t & t11Fspflf Set ToDef aul t
-- nullify valid configuration changes

t 11Fspf I f Li nkCost Fact or
-- alter the choice of |inks

t 11Fspf Nor St at eChangNot i f yEnabl e
-- enabl e/ di sabl e notifications.

The support for SET operations in a non-secure environnment without
proper protection can have a negative effect on network operations.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nay be considered sensitive or
vul nerabl e in sonme network environments. It is thus inportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

t 11Fspf Tabl e -- contains per-Fabric paraneters and statistics
t11FspflfTable -- contains per-interface paraneters and statistics

t 11FspfLsrTabl e & t 11FspfLi nkTabl e -- database of LSR i nformation,
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SNWP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is

al l owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOMMENDED that inplenmentors consider the security features as
provi ded by the SNWMPv3 framework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographi c mechani snms (for
aut henti cation and privacy).

Further, deploynent of SNWP versions prior to SNWPv3 is NOT
RECOVMENDED. Instead, it is RECOMVENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNMP entity giving access to an

i nstance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them
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