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Abstract
This note describes issues raised by the depl oynent and use of
Internationalized Donain Nanmes. It describes problens both at the
time of registration and for use of those nanes in the DNS. It

recommends that | ETF should update the RFCs relating to IDNs and a
framework to be followed in doing so, as well as summarizi ng and

i dentifying sone work that is required outside the IETF. In
particular, it proposes that sone changes be investigated for the
Internationalizing Domain Nanes in Applications (IDNA) standard and
its supporting tables, based on experience gai ned since those

st andards were conpl et ed.
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1. Introduction
1.1. The Role of IDNs and Thi s Docunent

Wil e I DNs have been advocated as the solution to a w de range of
probl ens, this docunent is witten fromthe perspective that they are
no more and no | ess than DNS nanes, reflecting the sane requirenents
for use, stability, and accuracy as traditional "hostnanmes", but

using a nuch larger collection of permtted characters. In
particular, while IDNs represent a step toward an Internet that is
equal ly accessible fromall |anguages and scripts, they, at best,

address only a snall part of that very broad objective. There has
been controversy since IDNs were first suggested about how i nport ant
they will actually turn out to be; that controversy wll probably
continue. Accessibility fromall |anguages is an inportant

obj ective, hence it is inportant that our standards and definitions
for IDNs be snoothly adaptable to additional scripts as they are
added to the Uni code character set.

The utility of IDNs nust be evaluated in ternms of their application
by users and in protocols: the ability to sinply put a nane into the
DNS and retrieve it is not, in and of itself, inmportant. Fromthis
point of view, IDNs will be useful and effective if they provide
stabl e and predictable references -- references that are no |ess
stabl e and predictable, and no | ess secure, than their ASClI
counterparts.

Thi s conbi nation of objectives and criteria has proven very difficult
to satisfy. Experience in devel oping the |IDNA standard and duri ng
the initial years of its inplenentation and depl oynent suggests that
it may be inpossible to fully satisfy all of them and that

engi neering conprom ses are needed to yield a result that is

wor kabl e, even if not conpletely satisfactory. Based on that
experience and issues that have been raised, it is now appropriate to
review some of the inplications of IDNs, the decisions nmade in
defining them and the foundation on which they rest and determ ne
whet her changes are needed and, if so, which ones.

The design of the DNS itself inposes sone additional constraints. |If
the DNS is to remain globally interoperable, there are specific
characteristics that no inplenentation of IDNs, or the DNS nore
general ly, can change. For exanple, because the DNS is a gl oba

hi erarchal admini strative namespace with only a single nane at any

gi ven node, there is one and only one owner of each domain namne.

Al so, when strings are |looked up in the DNS, positive responses can
only reflect exact matches: if there is no exact match, then one gets
an error reply, not a list of near matches or other suppl enental

i nformati on. Searches and approxi mate matchi ngs are not possi bl e.
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Finally, because the DNS is a distributed system where any server
m ght cache responses, and | ater use those cached responses to
attenpt to satisfy queries before a global |ookup is done, every
server nust use the sane matching criteria.

1.2. Status of This Docunent and |Its Recommendati ons

Thi s docunent reviews the IDN | andscape from an | ETF perspective and
presents the reconmendati ons and concl usi ons of the | AB, based
partially on input froman ad hoc commttee charged with review ng

| DN i ssues and the path forward (see Section 7). Its reconmendations
are advice to the IETF, or in a few cases to other bodies, for topics
to be investigated and actions to be taken if those bodies, after
their exam nations, consider those actions appropriate.

1.3. The | DNA Standard

During 2002, the I ETF conpleted the followi ng RFCs that, together,
define | DNs:

RFC 3454 Preparation of Internationalized Strings ("Stringprep")
[ RFC3454] .
Stringprep is a generic nmechanismfor taking a Unicode string and
converting it into a canonical format. Stringprep itself is just
a collection of rules, tables, and operations. Any protocol or
algorithmthat uses it nust define a "Stringprep profile", which
speci fies which of those rules are applied, how, and with which
characteristics.

RFC 3490 Internationalizing Domain Nanes in Applications (1 DNA)
[ RFC3490] .
IDNA is the base specification in this group. It specifies that
Nanmeprep is used as the Stringprep profile for donain nanmes, and
that Punycode is the relevant encodi ng nechanismfor use in
generating an ASCl|-conpatible ("ACE') formof the nane. It also
appl i es sone additional conversions and character filtering that
are not part of Nameprep.

RFC 3491 Naneprep: A Stringprep Profile for Internationalized Domain
Nanmes (1 DN) [RFC3491].
Nanmeprep i s designed to neet the specific needs of IDNs and, in
particular, to support case-folding for scripts that support what
are traditionally known as upper- and | owercase fornms of the sane
letters. The result of the Nameprep algorithmis a string
contai ning a subset of the Unicode Character set, normalized and
case-fol ded so that case-insensitive conparison can be nade.
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1.

1.

RFC 3492 Punycode: A Bootstring encoding of Unicode for
Internationalized Domain Nanmes in Applications (1 DNA) [ RFC3492].
Punycode is a mechani sm for encoding a Unicode string in ASClI
characters. The characters used are the sanme the subset of
characters that are allowed in the hostnanme definition of DNS
i.e., the "letter, digit, and hyphen" characters, sometinmes known
as "LDH'".

4. Uni code Docunents

Uni code is used as the base, and defining, character set for |DNs.
Uni code is standardi zed by the Uni code Consortium and synchronized
with 1SOto create | SOIEC 10646 [I1SO10646]. At the tine the RFCs
mentioned earlier were created, Unicode was at Version 3.2. For
reasons explained later, it was necessary to pick a particular,
then-current, version of Unicode when | DNA was adopt ed.
Consequently, the RFCs are explicitly dependent on Uni code Version
3.2 [Unicode32]. There is, at present, no established mechani sm for
nmodi fying the IDNA RFCs to use newer Uni code versions (see

Section 3.1).

Unicode is a very large and conplex character set. (The term
"character set" or "charset" is used in a way that is peculiar to the
| ETF and may not be the sanme as the usage in other bodies and
contexts.) The Unicode Standard and rel ated documents are created
and mei ntai ned by the Unicode Technical Conmittee (UTC), one of the
conmittees of the Unicode Consortium

The Consortiumfirst published The Uni code Standard [Uni codel0O] in
1991, and continues to devel op standards based on that original work.
Uni code is developed in conjunction with the International

Organi zation for Standardi zation, and it shares its character
repertoire with SO 1 EC 10646. Unicode and | SO | EC 10646 function
equi val ently as character encodings, but The Uni code Standard
contains nuch nore information for inplenmenters, covering -- in depth
-- topics such as bitw se encoding, collation, and rendering. The
Uni code Standard enunerates a multitude of character properties,

i ncludi ng those needed for supporting bidirectional text. The

Uni code Consortium and | SO standards do use slightly different

t er mi nol ogy.

5. Definitions

The following terms and their neanings are critical to understanding
the rest of this docunent and to di scussions of IDNs nore generally.
These terns are derived from [ RFC3536], which contains additional

di scussi on of sone of them
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1.5.1. Language

A | anguage is a way that humans interact. The use of |anguage occurs
in many forns, including speech, witing, and signing.

Sone | anguages have a close relationship between the witten and
spoken formnms, while others have a | ooser relationship. RFC 3066

[ RFC3066] di scusses | anguages in nore detail and provides identifiers
for languages for use in Internet protocols. Conputer |anguages are
explicitly excluded fromthis definition. The nost recent |ETF work
inthis area, and on script identification (see below), is docunented
in [ RFC4645] and [ RFC4646] .

1.5.2. Script
A script is a set of graphic characters used for the witten form of

one or nore | anguages. This definition is the one used in
[1SOL0646] .

Exanpl es of scripts are Arabic, Cyrillic, Geek, Han (the so-called
i deographs used in witing Chinese, Japanese, and Korean), and
"Latin". Arabic, Geek, and Latin are, of course, also nanes of

| anguages.

Hi storically, the script that is known as "Latin" in Unicode and npbst
contexts associated with information technol ogy standards is known in
the linguistic comunity as "Roman" or "Roman-derived". The latter
term nol ogy distingui shes between the Latin |Ianguage and the
characters used to wite it, especially in Republican tinmes, fromthe
much richer and nore decorated script derived and adapted from those
characters. Since IDNA is defined using Unicode and that standard
used the term"LATIN' in its character names and descriptions, that
ternminology will be used in this docunent as well except when
"Roman-derived" is needed for clarity. However, readers approaching
this document froma cultural or Iinguistic standpoint should be
aware that the use of, or references to, "Latin script” in this
docunent refers to the entire collection of Roman-derived characters,
not just the characters used to wite the Latin |anguage. Sone ot her
issues with script identification and rel ationships with other
standards are discussed in [ RFC4646] .

1.5.3. Miltilingual

The term"nultilingual"™ has many w dely-varying definitions and thus
is not recomended for use in standards. Some of the definitions
relate to the ability to handle international characters; other
definitions relate to the ability to handle nultiple charsets; and
still others relate to the ability to handle rmultiple | anguages.
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While this termhas been deprecated for | ETF-rel ated uses and does
not otherw se appear in this docunment, a discussion here seened
appropriate since the termis still widely used in sone discussions
of | DNs.

1.5.4. Localization

Localization is the process of adapting an internationalized
application platformor application to a specific cultural
environnent. In localization, the sane semantics are preserved while
the syntax or presentation forns may be changed.

Localization is the act of tailoring an application for a different

| anguage or script or culture. Sone internationalized applications
can handl e a wide variety of |anguages. Typical users understand
only a small nunber of |anguages, so the program nust be tailored to
interact with users in just the | anguages they know.

Sonmewhat different definitions for |ocalization and
i nternationalization (see below) are used by groups other than the
| ETF. See [WBC-Localization] for one exanple.

1.5.5. Internationalization

In the IETF, the term"internationalization" is used to describe
addi ng or inproving the handling of non-ASCI| text in a protocol.

O her bodies use the termin other ways, often with subtle variation
in meaning. The term"internationalization" is often abbreviated
"i18n" (and |l ocalization as "110n").

Many protocols that handle text only handle the characters associ ated
with one script (often, a subset of the characters used in witing
English text), or |eave the question of what character set is used up
to | ocal guesswork (which leads to interoperability problens).

Addi ng non-ASCI| text to such a protocol allows the protocol to
handl e nore scripts, with the intention of being able to include al

of the scripts that are useful in the world. It is naive (sic) to
believe that all English words can be witten in ASCI |, various

myt hol ogi es not w t hst andi ng.

1.6. Statenents and Cui del i nes

Wien the IDNA RFCs were published, the I ESG and | CANN nmade statenents

that were intended to guide depl oynent and future work. In recent
nmont hs, | CANN has updated its statenent and others have al so nade
contributions. It is worth noting that the quality of understandi ng

of internationalization issues as applied to the DNS has evol ved
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consi derably over the last few years. Organizations that took
specific positions a year or nore ago night not nake exactly the sane
statenents today.

1.6.1. |ESG Statenent
The | ESG made a statenent on IDNA [I ESG | DN :

I DNA, through its requirenment of Nameprep [ RFC3491], uses
equi val ence tables that are based only on the characters

t hensel ves; no attention is paid to the intended | anguage (if any)
for the domain nane. However, for many domai n nanes, the intended
| anguage of one or nore parts of the domain nane actually does
matter to the users.

Simlarly, many nanes cannot be presented and used wi t hout

anbi guity unless the scripts to which their characters belong are
known. In both cases, this additional information should be of
concern to the registry.

The statenment is longer than this, but these paragraphs are the
i nportant ones. The rest of the statement consists of explanations
and exanpl es.

1.6. 2. | CANN St at enents
1.6.2.1. Initial | CANN Guidelines

Soon after the I DNA standards were adopted, | CANN produced an initi al
version of its "IDN Guidelines" [ICANNv1l]. This docunent was

i ntended to serve two purposes. The first was to provide a basis for
rel easing the Generic Top Level Domain (gTLD) registries that had
been established by | CANN froma contractual restriction on the

regi stration of |abels containing hyphens in the third and fourth
positions. The second was to provide a general framework for the
devel opnent of registry policies for the inplenentation of |DNs.

One of the key conponents of this framework prescribed strict
conpliance with RFCs 3490, 3491, and 3492. Wth the framework, | CANN
specified that | DNA was to be the sole nechanismto be used in the
DNS to represent | DNs.

Limtations on the characters available for inclusion in | DNs were
mandat ed by two nmechani sms. The first was by requiring an
"incl usi on-based approach (neaning that code points that are not
explicitly pernmitted by the registry are prohibited) for identifying
perm ssi bl e
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code points fromanong the full Unicode repertoire." The second
mechani smrequired the association of every IDNwith a specific
| anguage, with additional policies also being | anguage based:

"I'n inplenmenting the I DN standards, top-level donain registries wll
(a) associate each registered internationalized domain nane with one
| anguage or set of | anguages,

(b) enpl oy | anguage-specific registration and adm nistration rules
that are docunented and publicly available, such as the reservation
of all domain nanes with equivalent character variants in the

| anguages associated with the regi stered domai n nane, and,

(c) where the registry finds that the registration and adninistration
rules for a given | anguage would benefit froma character variants
table, allow registrations in that |anguage only when an appropriate
table is available. ... In inplenenting the IDN standards, top-I|eve
domain registries should, at least initially, Iimt any given domain
| abel (such as a second-level domain nane) to the characters

associ ated with one | anguage or set of |anguages only."

It was left to each TLD registry to define the character repertoire
it would associate with any given | anguage. This led to significant
variation fromregistry to registry, with further heterogeneity in
the underlying | anguage-based IDN policies. |If the guidelines had
made provision for IDN policies also being based on script, a
substantial anpbunt of the resulting anbiguity could have been

avoi ded. However, they did not, and the sequence of events | eading
to the present review of IDNA was thus triggered.

1.6.2.2. | CANN Version 2 Guidelines

One of the responses of the TLD registries to what was w dely
perceived as a crisis situation was to invoke the mechani sm descri bed
inthe initial guidelines: "As the depl oynment of |DNs proceeds, | CANN
and the IDN registries will review these Cuidelines at regul ar
intervals, and revise them as necessary based on experience."

The pivotal requirement was the nodification of the guidelines to
permt script-based policies for IDNs. Further concern was expressed
about the need for realistically inplenmentable nmechanisnms for the
propagati on of TLD registry policies into the lower levels of their
nane trees. |In addition to the anticipated increase of constraint on
the protocol |evel, one obvious additional approach would be to

repl ace the guidelines by an instrument that itself had clear status
inthe |ETF s normative framework. A BCP was therefore seen as the
appropriate focus for longer-termeffort. The nobst pressing issues
woul d be dealt with in the interimby incremental nodification to the
gui del i nes, but no need was seen for the detail ed further devel opnent
of those guidelines once that increnental nodification was conpl ete.
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The outconme of this action was a version 2.0 of the guidelines

[ 1 CANNv2], which was endorsed by the | CANN Board on Novenber 8, 2005
for a period of nine nonths. The Board stated further that it "tasks
the I DN working group to continue its inportant work and return to
the board with specific IDN inmprovenent reconmendati ons before the

| CANN Meeting in Morocco" and "supports the working group’s continued
action to reframe the guidelines conpletely in a manner appropriate
for further devel opnment as a Best Current Practices (BCP) docunent,
to ensure that the Guideline directions will be used deeper into the
DNS hi erarchy and within TLD s where | CANN has a | esser policy

rel ationship."

Ret ai ni ng the inclusion-based approach established in version 1.0,
the crucial addition to the policy framework is that:

"Al'l code points in a single |label will be taken fromthe same script
as deternmined by the Uni code Standard Annex #24: Script Nanes at
http://ww. uni code. org/reports/tr24. Exception to this is
perm ssi ble for | anguages with established orthographi es and
conventions that require the conm ngl ed use of nmultiple scripts. 1In
such cases, visually confusable characters fromdifferent scripts
will not be allowed to coexist in a single set of permssible

codepoi nts unless a corresponding policy and character table is
clearly defined."

Addi tional ly:

"Perm ssible code points will not include: (a) |line synbol-draw ng
characters (as those in the Unicode Box Drawi ng bl ock), (b) synbols
and i cons that are neither al phanuneric nor ideographic | anguage
characters, such as typographic and pictographic dingbats, (c)
characters with well-established functions as protocol elenents, (d)
punctuati on marks used solely to indicate the structure of
sentences. "

Attention has been called to several points that are not adequately
dealt with (if at all) in the version 2.0 guidelines but that ought
to be included in the policy framework without waiting for the
production and rel ease of a docunent based on a "best practices”
nodel . The term "BCP" above does not necessarily refer to an | ETF
consensus docunent .

The intention in Novenber 2005 was for the recomended maj or revision
to be put to the I CANN Board prior to its nmeeting in Mdrocco (in late
June 2006), but for the changes to be collated increnmentally and
appear in interimversion 2.n releases of the guidelines. The IAB s
understanding is that, while there has been sone progress with this,
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other issues relating to I DNs subsequently diverted nuch of the
energy that was intended to be devoted to the nore extensive
treatment of the guidelines.

2. GCeneral Problens and |ssues

This section interweaves probl ens and i ssues of several types. Each
subsection outlines sonething that is perceived to be a problemor
issue "with IDNs", therefore needing correction. Sone of these

i ssues can be at least partially resolved by maki ng changes to

el ements of the IDNA protocol or tables. Ohers will exist as |ong
as peopl e have expectations of IDNs that are inconsistent with the
basic DNS architecture. It is inportant to identify this entire

range of probl ens because users, registrants, and policy nakers often
do not understand the protocol and other technical issues but only
the difference between what they believe happens or should happen and
what actually happens. As long as those differences exist, there
will be demands for functionality or policy changes for IDNs. O
course, sone of these demands will be less realistic than others, but
even the realistic ones should be understood in the sane context as

t he ot hers.

Most of the issues that have been raised, and that are discussed in
this docunent, exist whether IDNA remains tied to Unicode 3.2 or

whet her migration to new Unicode versions is contenplated. A

m gration path is necessary to accommobdate new y-coded scripts and to
permt the maxi mum nunber of | anguages and scripts to be represented
in domai n nanes. However, the mgration issues are largely separate
fromthose involving a single Unicode version or Version 3.2 in
particular, so they have been separated into this section and

Section 3.

2.1. User Conceptions, Local Character Sets, and |nput issues

The labels of the DNS are just strings of characters that are not
inherently tied to a particular |anguage. As nentioned briefly in
the Introduction, DNS | abels that could not lexically be words in any
| anguage are possible and i ndeed common. There appears to be no
reason to inpose protocol restrictions on IDNs that would restrict
them nore than all-ASCI | hostnanme | abels have been restricted. For
that reason, even describing DNS | abels or strings of themas "nanes"
is something of a m snoner, one that has probably added to user
confusi on about what to expect.

Ordinarily, people use "words" when they think of things and w sh
others to think of themtoo, for exanple, "orange", "tree"
"restaurant™ or "Acne Inc". Wrds are normally in a specific

| anguage, such as English or Swedish. The character-string |abels
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supported by the DNS are, as suggested above, not inherently "words".
While it is useful, especially for menonic value or to identify

obj ects, for actual words to be used as DNS | abel s, other constraints
on the DNS rmake it inpossible to guarantee that it will be possible
to represent every word in every | anguage as a DNS | abel,

i nternationalized or not.

When witing or typing the |abel (or word), a script nust be selected
and a charset nust be picked for use with that script. The choice of
charset is typically not under the control of the user on a per-word
or per-docunent basis, but nmay depend on |ocal input devices,
keyboard or term nal drivers, or other decisions made by operating
system or even hardware designers and inpl enenters.

If that charset, or the local charset being used by the rel evant
operating systemor application software, is not Unicode, a further
conversion nmust be performed to produce Unicode. How often this is
an i ssue depends on estimtes of how wi dely Unicode is depl oyed as
the native character set for hardware, operating systens, and
applications. Those estimates differ widely, but it should be noted
that, anong other difficulties:

o |1SO 8859 versions [ISO 8859.2003] and even national variations of
| SO 646 [1 SO 646.1991], are still widely used in parts of Europe;

0 code-table switching nethods, typically based on the techniques of

| SO 2022 [1SO. 2022.1986] are still in general use in many parts of
the world, especially in Japan with Shift-JIS and its variations;
and

0 conputing, systens, and conmunications in China tend to use one or
nore of the national "GB" standards rather than native Unicode.

Additionally, not all charsets define their characters in the sane
way and not all preexisting coding systens were incorporated into

Uni code wi thout changes. Sonetines |ocal distinctions were nmade that
Uni code does not make or vice versa. Consequently, conversion from
ot her systenms to Unicode may potentially |ose information

The Unicode string that results fromthis processing -- processing
that is trivial in a Unicode-native systembut that nmay be
significant in others -- is then used as input to | DNA
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2.2. Exanples of |ssues

Whi l e much of the discussion belowis stated in ternms of Unicode

codi ngs and associated rules, the | AB believes that sone of the

i ssues are actually not about the Unicode character set per se, but
about how di stributed matching systens operate in reality, and about
what inplications the distributed del ayed search for stored data that
characterizes the DNS has on the mapping al gorithnmns.

2.2.1. Language- Specific Character Matching

There are simlar words that can be expressed in nultiple |anguages.
Consi der, for exanple, the name Torbjorn in Norwegian and Swedi sh.
In Norwegian it is spelled with the character U+00F8 (LATI N SMALL
LETTER O WTH STRCKE) in the second syllable, while in Swedish it is
spelled with WHO00OF6 (LATIN SMALL LETTER O WTH DI AERESI S). Those
characters are not treated as equival ent according to the Unicode
Standard and its Annexes whil e nost peopl e speaki ng Swedi sh, Dani sh,
or Norwegi an probably think they are equival ent.

It is neither possible nor desirable to make these characters

equi val ent on a global basis. To do so would, for this exanple,
rationalize the situation in Sweden whil e causing considerable
confusion in Gernmany because the U+O0F8 character is never used in
the German | anguage. But the "variant" nodel introduced in [RFC3743]
and [ RFC4290] can be used by a registry to prevent the worst
consequence of the possible confusion, by ensuring either that both
nanes are registered to the same party in a given domain or that one
of themis conpletely prohibited.

2.2.2. Miltiple Scripts

There are | anguages in the world that can be expressed using multiple
scripts. For exanple, sone Eastern European and Central Asian

| anguages can be expressed in either Cyrillic or Latin (see

Section 1.5.2) characters, or some African and Sout heast Asian

| anguages can be expressed in either Arabic or Latin characters. A

few | anguages can even be witten in three different scripts. In
ot her cases, the language is typically witten in a conbination of
scripts (e.g., Kanji, Kana, and Romaji for Japanese; Hangul and Hanji

for Korean). Because of this, the sane word, in the sanme | anguage,
can be expressed in different ways. For sone | anguages, only a
single script is normally used to wite a single word; for others,

m xed scripts are required; and, for still others, specia
circunstances nay dictate m xing scripts in |abels although that is
not normally done for "words". For |IDN purposes, these variations

make the definition of "script" extrenely sensitive, especially since
| CANN i s now recomrendi ng that it be used as the primary basis for
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registry policies. However essential it may be to prohibit m xed-
script |labels, additional policy nuance is required for "languages
wi th established orthographi es and conventions that require the
comm ngl ed use of nultiple scripts".

2.2.3. Normalization and Character Mappi ngs

Uni code contains several different nodels for representing
characters. The Chinese (Han)-derived characters of the "CIK"

(Chi nese, Japanese, and Korean) |anguages are "unified", i.e.,
characters with common derivation and simnil|ar appearances are
assigned to the sane code point. European characters derived froma
Greek-Latin base are separated into separate code bl ocks for Latin,
Greek, and Cyrillic even when individual characters are identical in
both form and semantics. Separate code points based on font

di fferences alone are generally prohibited, but a | arge nunber of
characters for "nmathematical" use have been assi gned separate code
poi nts even though they differ frombase ASCI| characters only by
font attributes such as "script", "bold", or "italic". Sone
characters that often appear together are treated as typographi cal

di graphs with specific code points assigned to the conbi nati on,
others require that the two-character sequences be used, and still
others are available in both forms. Sone Roman-derived letters that
wer e devel oped as decorated variations on the basic Latin letter
collection (e.g., by addition of diacritical marks) are assigned code
poi nts as individual characters, others nust be built up as two (or
nore) character sequences using "conbining characters”

Many of these differences result fromthe desire to maintain backward
conmpatibility while the standard evol ved historically, and are hence
under st andabl e. However, the DNS requires preci se know edge of which
codes and code sequences represent the sane character and which ones
do not. Limting the potential difficulties with confusable
characters (see Section 2.2.6) requires even nore know edge of which
characters mght ook alike in some fonts but not in others. These
variations nmake it difficult or inpossible to apply a single set of
rules to all of Unicode and, in doing so, satisfy everyone and their
percei ved needs. Instead, nore or |ess conplex mapping tables,
defined on a character-by-character basis, are required to
"normalize" different representations of the sanme character to a
single formso that matching is possible.

Unl ess normalization rules, such as those that underlie Nameprep, are
applied, characters that are essentially identical will not match in
the DNS, creating nmany opportunities for problens. The nbst common
of these problens is that, due to the processing applied (and

di scussed above) before a word is represented as a Unicode string, a
single word can end up being expressed as several different Unicode
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strings. Even if normalization rules are applied, some strings that
are considered identical by users will not conpare equal. That
problemis discussed in nore detail el sewhere in this docunent,
particularly in Section 3.2.1.

| DNA attenpts to conpensate for these problenms by using a
normal i zation al gorithm defined by the Unicode Consortium This

al gorithm can change a sequence of one or nore Unicode characters to
anot her set of characters. One exanple is that the base character
U+0061 (LATIN SVMALL LETTER A) foll owed by W0308 (COVBI NI NG

DI AERESI S) is changed to the single Unicode character U+00E4 (LATIN
SMALL LETTER A W TH DI AERESI S) .

Thi s Uni code normalization process accounts only for sinple character
equi val ences, not equival ences that are | anguage or script dependent.
For example, as nmentioned above, the characters WO0OF8 (LATIN SMALL
LETTER O WTH STROKE) and U+O0F6 (LATIN SMALL LETTER O WTH

DI AERESI S) are considered to match in Swedi sh (and sone ot her

| anguages), but not for all |anguages that use either of the
characters. Having these characters be treated as equivalent in sone
contexts and not in others requires decisions and nechanisms that, in
turn, depend nmuch nore on context than either I DNA or the Unicode
charact er-based normalization tables can provide.

Addi tional conplications occur if the sequences are nore conplicated
or if an attacker is making a deliberate effort to confuse the
normal i zati on process. For exanple, if the sequence U+0069 W+0307
(LATIN SMALL LETTER | followed by COVBI NI NG DOT ABOVE) appears, the
Uni code Normalization Method known as NFKC maps it into U+tOOEF (LATIN
SMALL LETTER | W TH DI AERESI S), which is what one would predict. But
consi der W0131 U+0308 (LATIN SMALL LETTER DOTLESS | and COMBI NI NG

DI AERESI S): is that the same character? |s U+0131 W0307 U+0307
(dotless i and two conbini ng dot-above characters) equivalent to
UH+00EF or W0069, or neither? NFKC does not appear to tell us, nor
does the definition of U+t0307 appear to tell us what happens when it
is combined with other "synbol above" arrangenents (unlike sone of
the "accent above" conbi ning characters, which nore or |ess specify
kerning). Similar issues arise when WOOEF is conbined with various
dot - above conbi ning characters. Each of these questions provides
some opportunities for spoofing if different display inplenentations
interpret the rules in different ways.

If we |leave Latin scripts and exani ne those based on Chi nese
characters, we see there is also an absence of specific, |exigraphic,
rules for transformations between Traditional and Sinplified Chinese.
Even if there were such rules, unification of Japanese and Korean
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characters with Chinese ones would nake it inpossible to nornalize
Traditional Chinese into Sinplified Chinese ones w thout causing
probl ens in Japanese and Korean use of the same characters.

More generally, while some mappi ngs, such as those between
preconposed Latin script characters and the equivalent nmultiple code
poi nt conposed character sequences, depend only on the characters
thensel ves, in many or nobst cases, such as the case with Swedish
above, the mapping is |anguage or culturally dependent. There have
been di scussions as to whether different canonicalization rules (in
addition to or instead of Unicode nornalization) should be, or could
be, applied differently to different |anguages or scripts. The fact
that nmost scripts included in Unicode have been initially

i ncorporated by copying an existing standard nore or |ess intact has
i npact on the optimzation of these algorithns and on forward
conmpatibility. Even if the language is known and | anguage-specific
rul es can be defined, dependencies on the | anguage do not di sappear.
Canoni cal i zati on operations are not possible unless they either
depend only on short sequences of text or have significant context
avail able that is not obvious fromthe text itself. DNS |Iookups and
many ot her operations do not have a way to capture and utilize the

| anguage or other information that woul d be needed to provide that
cont ext .

These variations in |anguages and in user perceptions of characters
make it difficult or inpossible to provide uniformalgorithnms for
mat chi ng Uni code strings in a way that no end users are ever
surprised by the result. For closely-related scripts or characters,
surprises may even be frequent. However, because uniformal gorithns
are required for mappings that are applied when nanes are | ooked up
in the DNS, the rules that are chosen will always represent an
approxi mation that will be nore or |ess successful in mnimzing
those user surprises. The current Nanmeprep and Stringprep al gorithns
use nmapping tables to "normalize" different representations of the
sane text to a single formso that matching is possible.

More details on the creation of the normalization algorithns can be
found in the Unicode Specification and the associ ated Techni cal
Reports [UTR] and Annexes. Technical Report #36 [UTR36] and [ UTR39]
are specifically related to the I DN discussion

2.2.4, URLS in Printed Form

URLs and other identifiers appear, not only in electronic fornms from
which they can (at least in principle) be accurately copied and
"pasted” but in printed fornms fromwhich the user nust transcribe
theminto the conputer system This is often known as the "side-of -
t he- bus probl ent because a particularly problematic version of it

Kl ensin, et al. I nf or mat i onal [ Page 16]



RFC 4690 | AB -- | DN Next Steps Sept ember 2006

requires that the user be able to observe and accurately renenber a
URL that is quickly glinpsed in a transient form-- a billboard seen
while driving, a sign on the side of a passing vehicle, a television
advertisenent that is not frequently repeated or on-screen for a | ong
time, and so on.

The difficulty, in short, is that two Unicode strings that are
actually different might | ook exactly the sane, especially when there
is notine to study them This is because, for exanple, sone glyphs
in Crillic, Geek, and Latin do | ook the same, but have been
assigned different code points in Unicode. Wrse, one needs to be
reasonably famliar with a script and howit is used to understand
how nuch characters can reasonably vary as the result of artistic
fonts and typography. For exanple, there are a few fonts for Latin
characters that are sufficiently highly ornanented that an observer
m ght easily confuse sone of the characters with characters in Thai
script. Uppercase | TC Bl ackadder (a registered trademark of
International Typeface Corporation) and Curlz MI are two fairly

obvi ous exanpl es; these fonts use |oops at the end of serifs,
creating a resenblance to Thai (in sone fonts) for some characters.

2.2.5. Bidirectional Text

Sone scripts (and because of that some words in sonme | anguages) are
written not left to right, but right to left. And, to conplicate

t hi ngs, one m ght have something witten in Arabic script right to
left that includes some characters that are read fromleft to right,
such as European-style digits. This inplies that sone texts mn ght
have a mixed left-to-right AND right-to-left order (even though in
nost inplenmentations, and in IDNA, all texts have a major direction,
with the other as an exception).

| DNA permits the inclusion of European digits in a label that is

ot herwi se a sequence of right-to-left characters, but prohibits nost
ot her m xed-directional (or bidirectional) strings. This prohibition
can cause ot her problens such as the rejection of sone otherwi se
linguistically and culturally sensible strings. As Unicode and
conventions for handling so-called bidirectional ("BID ") strings
evolve, the prohibition in IDNA should be reviewed and reeval uat ed.

2.2.6. Confusable Character |ssues

Simlar-looking characters in identifiers can cause actual problens
on the Internet since they can result, deliberately or accidentally,
in people being directed to the wong host or nail box by believing
that they are typing, or clicking on, intended characters that are
different fromthose that actually appear in the domai n name or
reference. See Section 4.1.3 for further discussion of this issue.
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| DNs conplicate these issues, not only by providing many additiona
characters that |ook sufficiently alike to be potentially confused,
but also by raising new policy questions. For exanple, if a |anguage
can be witten in two different scripts, is a | abel constructed from
a word witten in one script equivalent to a | abel constructed from
the same word witten in the other script? |s the answer the sane
for words in two different |anguages that translate into each other?

It is now generally understood that, in addition to the collision
probl ens of possibly equival ent words and hence |abels, it is
possible to utilize characters that | ook alike -- "confusable"
characters -- to spoof names in order to m slead or defraud users.
That issue, driven by particular attacks such as those known as

"phi shing”, has introduced stronger requirements for registry efforts
to prevent problens than were previously generally recognized as

i mportant.

One commonl y- proposed approach is to have a registry establish
restrictions on the characters, and conbi nati ons of characters, it
will permt to be included in a string to be registered as a | abel
Taki ng the Swedi sh top-level domain, .SE, as an exanple, a rule mght
be adopted that the registry "only accepts registrations in Swedish
using Latin script, and because of this, Unicode characters Latin-a,
-b, -c¢,...". But, because there is not a 1:1 napping between country
and | anguage, even a Country Code Top Level Donmain (ccTLD) like .SE
m ght have to accept registrations in other |anguages. For exanple,
there may be a requirenent for Finnish (the second nost-used | anguage
in Sweden). Wat rules and code points are then defined for Finnish?
Does it have special nappings that collide with those that are
defined for Swedish? And what does one do in countries that use nore
than one script? (Finnish and Swedi sh use the sane script.) In al
cases, the dispute will ultimtely be about whether two strings are
the same (or confusingly similar) or not. That, in turn, wll
generate a discussion of how one defines "what is the same" and "what
is simlar enough to be a problent.

Anot her exanpl e arose recently that further illustrates the problem
If one were to use Cyrillic characters to represent the country code
for Russia in a localized equivalent to the ccTLD | abel, the
characters thensel ves woul d be indistinguishable fromthe Latin
characters "P" and "Y" (in either |ower- or uppercase) in nost fonts.
We presume this mght cause sone consternation in Paraguay.

These difficulties can never be conpletely elimnated by algorithnic
nmeans. Sone of the problem can be addressed by appropriate tuning of
the protocols and their tables, other parts by registry actions to
reduce confusion and conflicts, and still other parts can be
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addressed by careful design of user interfaces in application
prograns. But, ultimtely, some responsibility to avoid being
tricked or harnfully confused will rest with the user.

Anot her registry technique that has been extensively explored

i nvol ves | ooki ng at confusabl e characters and confusi on between
conplete labels, restricting the |abels that can be regi stered based
on relationships to what is registered already. Registries that
adopt this approach m ght establish special mapping rules such as:

1. If you register sonething with code point A donmain nanes with B
instead of A will be blocked fromregistration by others (where B
is a character at a separate code point that has a confusingly
simlar appearance to A).

2. If you register something with code point A, you also get donain
nane with B instead of A

These approaches are discussed in nore detail for "CIK' characters in
RFC 3743 [ RFC3743] and nore generally in RFC 4290 [ RFC4290].

2.2.7. The | ESG Statenent and | DNA i ssues

The issues above, at |east as they were understood at the tine,
provi ded the background for the | ESG statenent included in

Section 1.6.1 (which, in turn, was part of the basis for the initial
| CANN Cuidelines) that a registry should have a policy about the
scripts, |anguages, code points and text directions for which
registrations will be accepted. While "accept all" mght be an
acceptable policy, it inmplies there is also a dispute resol ution
process that takes the problens |isted above into account. This
process nust be designed for dealing with all types of potenti al

di sputes. For exanple, issues night arise between registrant and
registry over a decision by the registry on collisions with already
regi stered domai n names and between regi strant and trademark hol der
(that a dormain nane infringes on a trademark). In both cases, the
parties disagreeing have different views on whether two strings are
"equi valent" or not. They may believe that a string that is not
allowed to be registered is actually different fromone that is

al ready registered. O they night believe that two strings are the
same, even though the rules adopted by the registry to prevent
confusi on define themas two different domai n nanes.
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3. Mgrating to New Versions of Unicode
3.1. Versions of Unicode

Wil e opinions differ about how inportant the issues are in practi ce,
the use of Unicode and its supporting tables for | DNA appears to be
far nmore sensitive to subtle changes than it is in typical Unicode
applications. This may be, at least in part, because many ot her
applications are internally sensitive only to the appearance of
characters and not to their representation. O those applications
may be able to take effective advantage of script, |anguage, or
character class identification. The working group that devel oped

| DNA concl uded that attenpting to encode any ancillary character
information into the DNS | abel woul d be inpractical and unw se, and
the I AB, based in part on the coments in the ad hoc committee, saw
no reason to review that decision

The Uni code Consortium has sonetinmes used the likelihood of a

conbi nati on of characters actually appearing in a natural |anguage as
a criterion for the safety of a possible change. However, as

di scussed above, DNS names are often fabrications -- abbreviations,
strings deliberately formed to be unusual, nenbers of a series
sequenced by nunbers or other characters, and so on. Consequently, a
criterion that considers a change to be safe if it would not be
visible in properly-constructed running text is not hel pful for DNS
pur poses: a change that woul d be safe under that criterion could
still be quite problematic for the DNS

This sensitivity to changes has made it quite difficult to migrate

| DNA from one version of Unicode to the next if any changes are nmade
that are not strictly additive. A change in a code point assignnent
or definition nay be extrenely disruptive if a DNS | abel has been
defined using the earlier formand any of its previous conmponents has
been noved from one table position or normalization rule to another.
Uni code normalization tables, tables of scripts or |anguages and
characters that belong to them and even tables of confusable
characters as an adjunct to security recomendati ons nmay be very

hel pful in designing registry restrictions on registrations and
applications provisions for avoiding or identifying suspicious nanes.
Ironically, they also extend the sensitivity of IDNA and its

i npl enentations to all forms of change between one version of Unicode
and the next. Consequently, they make Uni code version migration nore
difficult.

An exanple of the type of change that appears to be just a snal
correction fromone perspective but nmay be problematic from anot her
was the correction to the normalization definition in 2004

[ Uni code- PR29]. Conmunity input suggested that the change woul d
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cause problens for Stringprep, but the Unicode Technical Committee
deci ded, on bal ance, that the change was worthwhile. Because of
difficulties with consistency, sone deployed inpl enentations have
deci ded to adopt the change and ot hers have not, leading to subtle
i nconpatibilities.

This situation leads to a dilemma. On the one hand, it is conpletely
unacceptable to freeze IDNA at a Unicode version |evel that excludes
nore recently-defined characters and scripts that are inportant to
those who use them On the other hand, it is equally unacceptable to
m grate fromone version of Unicode to the next if such migration

m ght invalidate an existing regi stered DNS nane or sone of its

regi stered properties or night nake the string or representation of
that nane anbiguous. |If IDNAis to be nodified to accommbdate new
versions of Unicode, the IETF will need to work with the Unicode
Consortium and ot her bodies to find an appropriate balance in this
area, but progress will be possible only if all relevant parties are
able to fairly consider and di scuss possi bl e decisions that may be
very difficult and unpal at abl e.

It would al so prove useful if, during the course of that dialog, the
need for Unicode Consortiumconcern with security issues in
applications of the Unicode character set could be clarified. It
woul d be unfortunate from al nost every perspective consi dered here,
if such natters slowed the inclusion of as yet unencoded scripts.

3.2. Version Changes and Normalization |ssues
3.2.1. Unnornmalized Conbini ng Sequences

One of the advantages of the Unicode nodel of conbining characters,
as wWith previous systens that use character overstriking to
acconplish simlar purposes, is that it is possible to use sequences
of code points to generate characters that are not explicitly
provided for in the character set. However, unless sequences t hat
are not explicitly provided for are prohibited by sone nmechani sm
(such as the normalization tables), such conbining sequences can
permt two rel ated dangers.

o The first is another risk of character confusion, especially if
the relationship of the conbining character with characters it
conbines with are not precisely defined or unexpected conbi nations
of conbining characters are used. That issue is discussed in nore
detail, with an exanple, in Section 2.2.3.

0 These sane issues also inherently inpact the stability of the

normal i zation tables. Suppose that, sonmewhere in the world, there
is a character that |ooks |like a Roman-derived | owercase "i", but
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with three (not one or two) dots above it. And suppose that the
users of that character agree to represent it by conbining a
traditional "i" (W0069) with a conbining diaeresis (W0308). So
far, no problem But, later, a broader need for this character is
di scovered and it is coded into Unicode either as a single
preconposed character or, nore |likely under existing rules, by

i ntroduci ng a three-dot-above conbining character. In either
case, that version of Unicode should include a rule in NFKC that
maps the "i"-plus-diaeresis sequence into the new, approved, one.
If one does not do so, then there is arguably a normalization that
shoul d occur that does not. |If one does so, then strings that
were valid and normalized (although unantici pated) under the

previ ous versions of Unicode become unnormalized under the new
version. That, in turn, would inpact |DNA conparisons because,
effectively, it would introduce a change in the matching rules.

It would be useful to consider rules that would avoid or mnimze
these problenms with the understanding that, for reasons given

el sewhere, sinply minimzing it may not be good enough for IDNA  One
partial solution nmight be to ban any conbi nati on of a base character
and a conbi ni ng character that does not appear in a hypothetical
"antici pated conbi nations" table from being used in a donain name

| abel . The next subsection discusses a nore radical, if inpractical,
view of the problemand its sol utions.

3.2.2. Conbining Characters and Character Conponents

For several reasons, including those discussed above, one thing that

i ncreases | DNA conplexity and the need for normalization is that

conbi ning characters are permtted. Wthout them conplexity m ght
be reduced enough to permit easier transitions to new versions. The
conmuni ty shoul d consider the inpact of entirely prohibiting

conbi ning characters fromIDNs. Wile it is alnost certainly
unfeasible to introduce this change into Unicode as it is now defined
and doi ng so would be extrenely disruptive even if it were feasible,
the thought experinent can be hel pful in understanding both the

i ssues and the inplications of the paths not taken. For exanple, one
consequence of this, of course, is that each new | anguage or script,
and several existing ones, would require that all of its characters
have Uni code assignnents to specific, preconposed, code points.

Note that this is not currently permitted within Unicode for Latin
scripts. For non-Latin scripts, sone such code points have been
defined. The decisions that govern the assignnment of such code

poi nts are nmanaged entirely within the Unicode Consortium Wre the
| ETF to choose to reduce | DNA conpl exity by excl udi ng conbi ni ng
characters, no doubt there would be additional input to the Unicode
Consortium fromusers and proponents of scripts that preconposed
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characters be required. The IAB and the | ETF shoul d exam ne whet her
it is appropriate to press the Unicode Consortiumto revise these
policies or otherwise to reconmend actions that woul d reduce the need
for nornalization and the related conplexities. However, we have
been told that the Technical Conmttee does not believe it is
reasonabl e or feasible to add all possible preconposed characters to

Uni code. [|f Unicode cannot be nodified to contain the preconposed
characters necessary to support existing | anguages and scripts, much
| ess new ones, this option for IDNrestrictions will not be feasible.

3.2.3. Wen does nornmalization occur?

I n many Uni code applications, the preferred solution is to pick a
style of normalization and require that all text that is stored or
transnitted be nornalized to that form (This is the approach taken
in ongoing work in the IETF on a standard Uni code text form
[net-utf8]). |DNA does not inpose this requirenent. Text is
normal i zed and case-reduced at registration tine, and only the
normal i zed version is placed in the DNS. However, there is no

requi rement that applications show only the native (and | ower-case
where appropriate) characters associated with the normalized formin
di scussions or references such as URLs. |f conventions used for
all-ASCI1 DNS | abels are to be extended to internationalized forns,
such a requirement would be unreasonable, since it would prohibit the
use of mixed-case references for clarity or nmarket identification

It might even be culturally inappropriate. However, wi thout that
restriction, the conparison that will ultimately be made in the DNS
will be between strings normalized at different tines and under
different versions of Unicode. The assertion that a string in
normal i zed formunder one version of Unicode will still be in
normal i zed formunder all future versions is not sufficient.
Norrmalization at different tinmes also requires that a given source
string always normalizes to the sanme target string, regardl ess of the
version under which it is normalized. That criterion is rmuch nore
difficult to fulfill. The discussion above suggests that it nay even
be i npossi bl e.

I gnoring these issues with conmbining characters entirely, as |DNA
effectively does today, may |eave us "stuck" at Unicode 3.2, |eading
either to inconpatibility differences in applications that otherw se
use a nodern version of Unicode (while IDN rermains at Unicode 3.2) or
to painful transitions to new versions. |If decisions are nade
quickly, it may still be possible to make a one-tinme version upgrade
to Version 4.1 or Version 5 of Unicode. However, unless we can

i npose sufficient global restrictions to pernit smooth transitions,
upgradi ng to versions beyond that one are likely to be painful (e.g.,
potentially requiring changing strings already in the DNS or even a
new Punycode prefix) or inpossible.
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4. Franmework for Next Steps in | DN Devel opnent
4.1. Issues within the Scope of the |ETF
4.1.1. Review of |DNA

The | ETF shoul d consi der reviewi ng RFCs 3454, 3490, 3491, and/or

3492, and update, replace, or supplenment themto neet the criteria of
thi s paragraph (one or nore of them may prove inpractical after
further study). Any new versions or additional specifications should
be adapted to the version of Unicode that is current when they are
created. ldeally, they should specify a path for adapting to future
versi ons of Uni code (some suggestions below may facilitate this).

The | ETF shoul d al so consi der whether there are significant

advant ages to nappi ng sone groups of characters, such as code points
assigned to font variations, into others or whether clarity and
conprehensibility for the user would be better served by sinply

prohi biting those characters. Mre generally, it appears that it
woul d be worthwhile for the I ETF to revi ew whet her the Uni code
normal i zation rul es now i nvoked by the Stringprep profile in Naneprep
are optimal for the DNS or whether nore restrictive rules, or an even
nmore restrictive set of permtted character conbinations, would
provi de better support for DNS internationalization.

The | AB has concluded that there is a consensus wi thin the broader
comunity that lists of code points should be specified by the use of
an incl usi on-based mechanism (i.e., identifying the characters that
are permtted), rather than by excluding a small nunber of characters
fromthe total Unicode set as Stringprep and Naneprep do today. That
concl usi on shoul d be reviewed by the | ETF community and action taken
as appropriate.

We suggest that the individuals doing the review of the code points
shoul d work as a specialized design team To the extent possible,
that work shoul d be done jointly by people with experience fromthe

| ETF and deep know edge of the constraints of the DNS and application
design, participants fromthe Unicode Consortium and other people
necessary to be able to reach a generally-accepted result. Because
any work along these lines would be nodifications and updates to
standards-track docunments, final review and approval of any proposals
woul d necessarily follow nornmal | ETF processes.

It is worth noting that sufficiently extreme changes to | DNA woul d
require a new Punycode prefix, probably with |ong-term support for
both the old prefix and the new one in both registration arrangenents
and applications. An alternative, which is alnbst certainly

i npractical, would be sone sort of "flag day", i.e., a date on which
the old rules are sinultaneously abandoned by everyone and the new
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ones adopted. However, prelimnary analysis indicates that few, if
any, of the changes recomrended for consideration elsewhere in this
docunment would require this type of version change. For exanple,
suppose additional restrictions, such as those inplied above, are

i nposed on what can be registered. Those restrictions mght require
pol i cy decisions about how | abels are to be disposed of if they
conformed to the earlier rules but not to the new ones. But they
woul d not inherently require changes in the protocol or prefix.

4.1.2. Non-DNS and Above-DNS I nternationalization Approaches

The | ETF shoul d once again exam ne the extent to which it is
appropriate to try to solve internationalization problens via the DNS
and what place the many varieties of so-called "keyword systens" or
ot her Internet navigational techniques m ght have. Those techniques
can be designed to inpose fewer constraints, or at |least different
constraints, than IDNA and the DNS. As discussed el sewhere in this
docunent, |IDNA cannot support infornmation about scripts, |anguages,

or Uni code versions on | ookup. As a consequence of the nature of DNS
| ookups, characters and | abels either match or do not match; a near-
match is sinply not a possible concept in the DNS. By contrast,
observation of near-nmatching is comopn in human conmuni cation and in
mat chi ng operations performed by people, especially when they have a
particul ar script or |anguage context in mnd. The DNSis further
constrained by a fairly rigid internal aliasing system (via CNAME and
DNAME resource records), while some applications of international
namng nmay require nore flexibility. Finally, the rigid hierarchy of
the DNS --and the tendency in practice for it to becone flat at

| evel s nearest the root-- and the need for names to be unique are
nore suitable for some purposes than others and may not be a good

mat ch for sone purposes for which people wish to use IDNs. Each of
these constraints can be rel axed or changed by one or nore systens
that woul d provide alternatives to direct use of the DNS by users.
Sone of the issues involved are discussed further in Section 5.3 and
various ideas have been discussed in detail in the | ETF or |RTF.

Many of those ideas have even been described in Internet Drafts or

ot her docunents. As experience with IDNs and with expectations for
them accunul ates, it will probably becone appropriate for the I ETF or
IRTF to revisit the underlying questions and possibilities.

4.1.3. Security l|Issues, Certificates, etc.

Sone characters |l ook |ike others, often as the result of comon
origins. The problemw th these "confusable" characters, often
incorrectly called honographs, has always exi sted when characters are
presented to humans who interpret what is displayed and then make
deci si ons based on what is seen. This is not a problemthat exists
only when working with internationalized domain nanmes, but they nake
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the problemworse. The result of a survey that woul d expl ain what
the problens are might be interesting. Many of these issues are
nmentioned in Uni code Technical Report #36 [UTR36].

In this and other issues associated with IDNs, precise use of
terminology is inportant |lest even nore confusion result. The
definition of the term’honmograph’ that normally appears in
dictionaries and linguistic texts states that honographs are
different words that are spelled identically (for exanple, the

adj ective 'brief’ meaning short, the noun ’brief’ nmeaning a docunent,
and the verb "brief’ meaning to informj. By definition, letters in
two different al phabets are not the same, regardless of sinilarities
i n appearance. This nmeans that sequences of letters fromtwo
different scripts that appear to be identical on a conmputer display
cannot be honographs in the accepted sense, even if they are both
words in the dictionary of sonme | anguage. Assuning that there is a
| anguage witten with Cyrillic script in which "cap”" is a word,
regardl ess of what it might nmean, it is not a honograph of the
Latin-script English word "cap".

When the security inplications of visually confusable characters were
brought to the forefront in 2005, the term honograph was used to

desi gnate any instance of graphic sinmlarity, even when conparing

i ndi vi dual characters. This usage is not only incorrect, but risks

i ntroduci ng even nore confusion and hence should be avoided. The
current preferred ternminology is to describe these sinilar-Iooking
characters as "confusabl e characters” or even "confusabl es".

Many peopl e have suggested that confusable characters are a problem
that nmust be addressed, at least in part, directly in the user
interfaces of application software. While it should al nost certainly
be part of a conplete solution, that approach creates it own set of
difficulties. For exanple, a user sw tching between systems, or even
bet ween applications on the same system may be surprised by
different types of behavior and different |evels of protection. 1In
addition, it is unclear how a secure setup for the end user should be
desi gned. Today, in the web browser, a padlock is a traditional way
of describing sone |evel of security for the end user. |Is this

bi nary signaling enough? Should there be any connection between a
risk for a displayed string including confusable characters and the
padl ock or similar signaling to the user?

Many web browsers have adopted a convention, based on a "whitelist”
or simlar technique, of restricting the display of native characters
to subdomai ns of top-level dommins that are deened to have safe
practices for the registration of potentially confusable | abels.

IDNs in other domains are displayed as Punycode. These techniques
may not be sufficiently sensitive to differences in policies anong
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top-l evel domains and their subdomains and so, while they are clearly
hel pful, they may not be adequate. Are other nethods of dealing with
confusabl e characters possi ble? Wuld other nethods of identifying
and listing policies about avoiding confusing registrations be
feasi bl e and hel pful ?

It would be interesting to see a nore coordinated effort in
establ i shing guidelines for user interfaces. |If nothing else, the
current whitelists are browser specific and both can, and do, differ
bet ween i npl enent ati ons.

4.1.4. Protocol Changes and Policy Inplications

Sone potential protocol or table changes raise inportant policy

i ssues about what to do with existing, registered, nanes. Should
such changes be needed, their inpact nust be carefully evaluated in
the I ETF, |1 CANN, and possibly other forums. |In particular, protoco
or policy changes that would not permt existing nanes to be

regi stered under the newer rules should be considered carefully,

bal anci ng their inportance agai nst possible disruption and the issues
of invalidating ol der nanes agai nst the inportance of consistency as
seen by the user

4.1.5. Non-US-ASCI|l in Local Part of Enmil Addresses

Wrk is going on in the IETF related to the | ocal part of enmi
addresses. It should be noted that the | ocal part of enail addresses
has nmuch different syntax and constraints than a domai n nane | abel

so to directly apply IDNA on the local part is not possible.

4.1.6. Use of the Unicode Character Set in the | ETF

Uni code and the closely-related | SO 10646 are the only coded
character sets that aspire to include all of the world s characters.
As such, they permt use of international characters w thout having
to identify particular character coding standards or tables. The
requi rement for a single character set is particularly inportant for
use with the DNS since there is no place to put character set
identification. The decision to use Unicode as the base for |ETF
protocols going forward is discussed in [RFC2277]. The | AB does not
see any reason to revisit the decision to use Unicode in |IETF

pr ot ocol s.
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4, 2. | ssues That Fall within the Purvi ew of | CANN
4.2.1. Dispute Resolution

I DNs create new types of collisions between tradenmarks and domain
nanes as well as collisions between domai n nanes. These have i npact
on di spute resolution processes used by registries and otherwise. It
is inportant that deploynment of IDNs evolve in parallel with review
and updating of | CANN or registry-specific dispute resolution
processes.

4.2.2. Policy at Registries

The | AB recommends that registries use an inclusion-based nodel when
choosi ng what characters to allow at the time of registration. This
list of characters is in turn to be a subset of what is allowed
according to the updated I DNA standard. The | AB further reconmends
that registries develop their inclusion-based nodels in parallel with
di spute resolution process at the registry itself.

Most established policies for dealing with clainmed or apparent
confusion or conflicts of names are based on dispute resolution
Deci si ons about legitimate use or registration of one or nobre nanes
are resolved at or after the tine of registration on a case-by-case
basis and using policies that are specific to the particular DNS zone
or jurisdiction involved. These policies have generally not been
extended below the | evel of the DNS that is directly controlled by
the top-1level registry.

Because of the nunber of conflicts that can be generated by the

| arger number of avail able and confusabl e characters in Unicode, we
recommend that registration-restriction and di spute resol ution
policies be devel oped to constrain registration of I1DNs and zone
adm nistrators at all levels of the DNS tree. O course, many of
these policies will be less formal than others and there is no
requi rement for conplete global consistency, but the argunents for
reduction of confusable characters and other issues in TLDs shoul d
apply to all zones bel ow that specific TLD.

Consi stency across all zones can obviously only be acconplished by
changes to the protocols. Such changes should be considered by the
|ETF if particular restrictions are identified that are inportant and
consi stent enough to be applied globally.

Sone potential protocol changes or changes to character-mappi ng

tables mght, if adopted, have profound registry policy inplications.
See Section 4.1.4.
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4.2.3. |IDNs at the Top Level of the DNS

The | AB has concluded that there is not one issue with IDNs at the
top level of the DNS (I DN TLDs) but at |east three very separate
ones:

o If IDNs are to be entered in the root zone, decisions nmust first
be made about how these TLDs are to be named and del egated. These
decisions fall within the traditional | ANA scope and are | CANN
i ssues today.

0 There has been discussion of permtting some or all existing TLDs
to be referenced by nmultiple labels, with those | abels presumably
representi ng sone understandi ng of the "nane" of the TLD in
different |anguages. |If actual aliases of this type are desired
for existing domains, the | ETF may need to consi der whether the
use of DNAME records in the root is appropriate to neet that need,
what constraints, if any, are needed, whether alternate
approaches, such as those of [RFC4185], are appropriate or whether
further alternatives should be investigated. But, to the extent
to which aliases are considered desirable and feasible, decisions
presumabl y nmust be nade as to which, if any, root IDN | abels
shoul d be associated with DNAME records and whi ch ones shoul d be
handl ed by nornmal del egation records or other nechani sms. That
decision is one of DNS root-I|evel nanespace policy and hence falls
to | CANN al t hough we woul d expect | CANN to pay careful attention
to any technical, operational, or security reconmendations that
may be produced by other bodi es.

o Finally, if IDN |abels are to be placed in the root zone, there
are issues associated with how they are to be encoded and
depl oyed. This area may have inplications for work that has been
done, or should be done, in the | ETF.

5. Specific Reconmendations for Next Steps

Consistent with the framework described above, the | AB offers these
recommendations as steps for further consideration in the identified
gr oups.

5.1. Reduction of Permtted Character List

Generalize fromthe original "hostnane" rules to non-ASCl
characters, permitting as few characters as possible to do that job.
This would involve a restrictive nodel for characters permitted in

I DN | abels, thus contrasting with the approach used to devel op the
original | DNA Naneprep tables. That approach was to include al

Uni code characters that there was not a clear reason to excl ude.
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The specific recomendation here is to specify such internationalized
host names. Such an activity would fall to the | ETF, although the
task of devel oping the appropriate list of permitted characters wll
require effort both in the | ETF and el sewhere. The effort should be
as linguistically and culturally sensitive as possible, but snooth
and effective operation of the DNS, including mnimzing of

conpl exity, should be primary goals. The follow ng should be

consi dered as possi bl e mechani sns for achi eving an appropriate

m ni mum nunber of characters.

5.1.1. Elimnation of Al Non-Language Characters

Uni code characters that are not needed to wite words or nunbers in
any of the world' s |languages should be elinmnated fromthe |ist of
characters that are appropriate in DNS | abels. 1In addition to such
characters as those used for box-drawi ng and sentence punctuati on,
this shoul d exclude punctuation for word structure and ot her
delimters. While DNS | abels may conveniently be used to express
words in many circunstances, the goal is not to express words (or
sentences or phrases), but to pernmit the creation of unanbi guous

| abel s with good mmenoni c val ue.

5.1.2. Elimination of Wrd-Separation Punctuation

The inclusion of the hyphen in the original hostnane rules is a

hi storical artifact froman older, flat, namespace. The conmunity
shoul d consider whether it is appropriate to treat it as a sinple

| egacy property of ASCI| nanmes and not attenpt to generalize it to
other scripts. W nmight, for exanple, not pernit clained equivalents
to the hyphen fromother scripts to be used in IDNs. W mght even
consi der banni ng use of the hyphen itself in non-ASCI| strings or,

| ess restrictively, strings that contai ned non-Latin characters.

5.2. Updating to New Versions of Unicode

As new scripts, to support new | anguages, continue to be added to
Unicode, it is inmportant that IDNA track updates. |If it does not do
so, but remains "stuck" at 3.2 or sone single later version, it wll
not be possible to include |abels in the DNS that are derived from
words in | anguages that require characters that are available only in
| ater versions. Making those upgrades is difficult, and wll
continue to be difficult, as |Iong as new versions require, not just
addi tion of characters, but changes to canonicalization conventions,
normal i zati on tables, or nmatching procedures (see Section 3.1).
Anyt hi ng that can be done to | ower conplexity and sinplify forward
transitions shoul d be seriously considered.

Kl ensin, et al. I nf or mat i onal [ Page 30]



RFC 4690 | AB -- | DN Next Steps Sept ember 2006

5.3. Role and Uses of the DNS

W wish to remind the conmunity that there are boundaries to the

appropriate uses of the DNS. It was designed and inplenmented to
serve sone specific purposes. There are additional things that it
does well, other things that it does badly, and still other things it
cannot do at all. No ampunt of protocol work on IDNs will solve

problens with alternate spellings, near-natches, searching for
appropriate nanes, and so on. Registration restrictions and
careful | y-desi gned user interfaces can be used to reduce the risk and
pain of attenpts to do sone of these things gone wong, as well as
reducing the risks of various sort of deliberate bad behavior, but,
beyond a certain point, use of the DNS sinply because it is avail able
becones a bad tradeoff. The tradeoff nay be particularly unfortunate
when the use of I DNs does not actually solve the proposed problem

For example, internationalization of DNS nanes does not elimnate the
ASCI | protocol identifiers and structure of URIs [ RFC3986] and even
IRIs [RFC3987]. Hence, DNS internationalization itself, at any or

all levels of the DNS tree, is not a sufficient response to the
desire of populations to use the Internet entirely in their own

| anguages and the characters associated with those | anguages.

These issues are discussed at nore length, and alternatives
presented, in [ RFC2825], [RFC3467], [INDNS], and [ DNS-Choi ces].

5.4. Databases of Regi stered Nanes

In addition to their presence in the DNS, IDNs introduce issues in

ot her contexts in which domain nanes are used. |In particular, the
desi gn and content of databases that bind registered nanmes to

i nformati on about the registrant (commonly described as "whois"

dat abases) will require review and updati ng. For exanple, the whois
protocol itself [RFC3912] has no standard capability for handling
non- ASClI | text: one cannot search consistently for, or report, either
a DNS nanme or contact information that is not in ASCII characters.
This may provide sone additional inpetus for a switch to IRI'S

[ RFC3981] [RFC3982] but al so raises a nunber of other questions about
what information, and in what | anguages and scripts, should be

i ncluded or permtted in such databases.

6. Security Considerations

This docunent is sinply a discussion of IDNs and | DNA issues; it

rai ses no new security concerns. However, if sone of its
reconmendations to reduce | DNA conpl exity, the nunmber of avail able
characters, and various approaches to constraining the use of
confusabl e characters, are followed and prove successful, the risks
of nanme spoofing and other problenms may be reduced.
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