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Abstract

Thi s docunent describes how the Mcrosoft Internet Explorer (MslE)
and Internet Infornmation Services (I1S) incorporated in M crosoft

W ndows 2000 use Kerberos for security enhancenents of web
transactions. The Hypertext Transport Protocol (HTTP) auth-schene of
"negotiate" is defined here; when the negotiation results in the

sel ection of Kerberos, the security services of authentication and,
optionally, inpersonation (the IS server assunes the w ndows
identity of the principal that has been authenticated) are perforned.
Thi s docunment explains how HITP aut hentication utilizes the Sinple
and Protected GSS-APlI Negotiation nmechanism Details of Sinple And
Protected Negotiate (SPNEGO inplenentation are not provided in this
docunent .
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1.

3.

3.

4.

| nt roducti on

M crosoft has provided support for Kerberos authentication in

M crosoft Internet Explorer (MSIE) and Internet |Information Services
(I'l'S), in addition to other nechanisns. This provides the benefits
of the Kerberos v5 protocol for Wb applications.

Support for Kerberos authentication is based on other previously
defined nmechani sns, such as SPNEGO Si npl e And Protected Negotiate
(SPNEGD) [RFC4178] and the Generic Security Services Application
Program I nterface( GSSAPI ).

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" are to
be interpreted as described in [ RFC2119].

Access Aut henti cation
Rel i ance on the HTTP/ 1.1 Specification

This specification is a conpanion to the HITTP/ 1.1 specification

[ RFC2616], and it builds on the authentication nechanisns defined in
[ RFC2617]. It uses the augnented BNF section of that document (2.1),
and it relies on both the non-termnals defined in that docunent and
ot her aspects of the HITP/ 1.1 specification.

HTTP Negoti ate Authentication Schene

Use of Kerberos is wapped in an HTTP auth-schene of "Negotiate"

The aut h- parans exchanged use data formats defined for use with the
GSS- APl [ RFC2743]. In particular, they follow the formats set for
the SPNEGO [ RFC4178] and Kerberos [ RFC4121] mechani sns for GSSAPI

The "Negotiate" auth-schenme calls for the use of SPNEGO GSSAPI tokens
that the specific nmechani smtype specifies.

The current inplenmentation of this protocol is limted to the use of
SPNEGO with the Kerberos and M crosoft (NT Lan Manager) NTLM
pr ot ocol s.

The WAV Aut henti cat e Response Header

If the server receives a request for an access-protected object, and
if an acceptabl e Authorization header has not been sent, the server
responds with a "401 Unaut hori zed" status code, and a "W\WW

Aut henticate:" header as per the franmework described in [ RFC2616] .
The initial WWVAuthenticate header will not carry any gssapi - dat a.
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The negotiate schene will operate as foll ows:

chal | enge
aut h-dat a

"Negoti ate" aut h-data
1#( [gssapi-data] )

The neani ngs of the values of the directives used above are as
foll ows:

gssapi -data

If the gss_accept_security_context returns a token for the client,
this directive contains the base64 encodi ng of an

initial ContextToken, as defined in [RFC2743]. This is not present in
the initial response fromthe server

A status code 200 status response can also carry a "WWV Aut henti cate"
response header containing the final leg of an authentication. 1In
this case, the gssapi-data will be present. Before using the
contents of the response, the gssapi-data should be processed by
gss_init_security _context to determine the state of the security
context. If this function indicates success, the response can be
used by the application. Qherw se, an appropriate action, based on
the authentication status, should be taken.

For example, the authentication could have failed on the final leg if
mut ual aut hentication was requested and the server was not able to
prove its identity. |In this case, the returned results are suspect.
It is not always possible to nmutually authenticate the server before
the HTTP operation. POST nethods are in this category.

When t he Kerberos Version 5 GSSAPI nechani sm[ RFC4121] is being used,
the HTTP server will be using a principal nane of the form of
"HTTP/ host nane".

4.2. The Authorization Request Header

Upon recei pt of the response containing a "WWVAut henticate" header
fromthe server, the client is expected to retry the HITP request,
passing a HITP "Authorization" header line. This is defined
according to the framework described in [RFC2616] and is utilized as
fol | ows:

credential s
aut h- dat a2

"Negot i at e" aut h-dat a2
1#( gssapi-data )

gssapi - dat a
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This directive contains the base64 encodi ng of an
I nitial ContextToken, as defined in [RFC2743].

Any returned code other than a success 2xx code represents an
authentication error. |If a 401 containing a "WWVAut henti cate"
header with "Negotiate" and gssapi-data is returned fromthe server,
it is a continuation of the authentication request.

Aclient may initiate a connection to the server with an

"Aut hori zati on" header containing the initial token for the server.
This formw |l bypass the initial 401 error fromthe server when the
client knows that the server will accept the Negotiate HTTP

aut henti cation type.

5. Negotiate Operation Exanple

The client requests an access-protected docunment from server via a
GET net hod request. The URI of the docunent is
"http://ww. nowhere.org/dir/index. htm".

C GET dir/index.htm

The first time the client requests the docunent, no Authorization
header is sent, so the server responds with

S: HTTP/ 1.1 401 Unauthori zed
S: WA Aut henticate: Negotiate

The client will obtain the user credentials using the SPNEGO GSSAPI
mechanismtype to identify generate a GSSAPI nessage to be sent to
the server with a new request, including the follow ng Authorization
header :

C. CET dir/index. htn
C. Authorization: Negotiate a87421000492aa874209af 8bc028

The server will decode the gssapi-data and pass this to the SPNEGO
GSSAPI mechani smin the gss_accept _security_context function. |[|f the
context is not conplete, the server will respond with a 401 status
code with a WNM Aut henti cate header containing the gssapi-data.

S: HTTP/ 1.1 401 Unauthori zed
S: WAV Aut henticate: Negotiate 749efa7b23409c20b92356

The client will decode the gssapi-data, pass this into
Gss_Init_security _context, and return the new gssapi-data to the
server.
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C. CET dir/index. htn
C. Authorization: Negotiate 89a8742aa8729a8hb028

This cycle can continue until the security context is conplete. Wen
the return value fromthe gss_accept_security_context function

i ndicates that the security context is conplete, it may supply fina
authentication data to be returned to the client. |f the server has
nore gssapi data to send to the client to conplete the context, it is
to be carried in a WWVAut henticate header with the final response
contai ning the HTTP body.

S: HTTP/ 1.1 200 Success
S: WA Aut henticate: Negotiate ade0234568a4209af 8bc0280289%eca

The client will decode the gssapi-data and supply it to
gss_init_security_context using the context for this server. |If the
status is successful fromthe final gss_init_security_context, the
response can be used by the application.

6. Security Considerations

The SPNEGO HTTP aut hentication facility is only used to provide

aut hentication of a user to a server. It provides no facilities for
protecting the HTTP headers or data including the Authorization and
WAV Aut henti cate headers that are used to inplenent this mechani sm

Al ternate mechani sns such as TLS can be used to provide
confidentiality. Hashes of the TLS certificates can be used as
channel bindings to secure the channel. |In this case clients would
need to enforce that the channel binding infornmation is valid. Note
that Kerb-TLS [ RFC2712] could be used to provide both authentication
and confidentiality, but this requires a change to the TLS provider.

This nechanismis not used for HITP authentication to HITTP proxi es.

If an HTTP proxy is used between the client and server, it nust take
care to not share authenticated connections between different

aut henticated clients to the same server. |If this is not honored,
then the server can easily |lose track of security context
associations. A proxy that correctly honors client to server
authentication integrity will supply the "Proxy-support: Session-
Based- Aut henti cati on" HTTP header to the client in HITP responses
fromthe proxy. The client MJUST NOT utilize the SPNEGO HITP

aut henti cati on nmechani smthrough a proxy unless the proxy supplies
this header with the "401 Unauthorized" response fromthe server
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When using the SPNEGO HTTP aut hentication facility with client-
supplied data such as PUT and POST, the authentication should be
conpl ete between the client and server before sending the user data.
The return status fromthe gss_init_security context will indicate
that the security context is conplete. At this point, the data can
be sent to the server.
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Ful I Copyright Statenent
Copyright (C The Internet Society (2006).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78 and at www. rfc-editor.org/copyright.htm, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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