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Abstract

Thi s docunent describes schema for representing X 509 certificates,
X. 521 security information, and related elements in directories
accessi bl e using the Lightweight Directory Access Protocol (LDAP).
The LDAP definitions for these X 509 and X 521 schema el ements

repl ace those provided in RFCs 2252 and 2256.

1. Introduction

Thi s docunent provi des LDAP [ RFC4510] schema definitions [ RFC4512]
for a subset of elements specified in X 509 [ X 509] and X 521

[ X.521], including attribute types for certificates, cross
certificate pairs, and certificate revocation lists; matching rules
to be used with these attribute types; and rel ated object classes.
LDAP syntax definitions are also provided for associ ated assertion
and attribute val ues.

As the semantics of these elenents are as defined in X 509 and X 521
know edge of X 509 and X 521 is necessary to make use of the LDAP
schema definitions provided herein.

Thi s docunent, together with [RFC4510], obsol etes RFCs 2252 and 2256
in their entirety. The changes (in this docunment) made since RFC
2252 and RFC 2256 incl ude:

- addition of pkiUser, pkiCA and deltaCRL cl asses;
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- update of attribute types to include equality matching rules in
accordance with their X 500 specifications;

- addition of certificate, certificate pair, certificate list,
and algorithmidentifier matching rules; and

- addition of LDAP syntax for assertion syntaxes for these
mat chi ng rul es.

Thi s docunent obsol etes RFC 2587. The X 509 schenma descriptions for
LDAPv2 [RFC1777] are Historic, as is LDAPv2 [ RFC3494].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119].

Schenma definitions are provided using LDAP description formats
[ RFC4512]. Definitions provided here are formatted (line w apped)
for readability.

2. Synt axes

This section describes various syntaxes used in LDAP to transfer
certificates and rel ated data types.

2.1. Certificate
( 1.3.6.1.4.1.1466.115.121.1.8 DESC ' X. 509 Certificate )
A value of this syntax is an X. 509 Certificate [ X 509, clause 7].
Due to changes nade to the definition of a Certificate through tine,
no LDAP-specific encoding is defined for this syntax. Values of this
synt ax SHOULD be encoded using Distingui shed Encodi ng Rul es (DER)
[ X.690] and MUST only be transferred using the ;binary transfer
option [ RFC4522]; that is, by requesting and returning val ues using
attri bute descriptions such as "userCertificate; binary".
As values of this syntax contain digitally signed data, values of
this syntax and the form of each value MJUST be preserved as
present ed.
2.2. CertificateList
( 1.3.6.1.4.1.1466.115.121.1.9 DESC ' X. 509 Certificate List’ )

A value of this syntax is an X. 509 CertificatelList [X 509, clause
7.3].
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Due to changes made to the definition of a CertificatelList through
time, no LDAP-specific encoding is defined for this syntax. Values
of this syntax SHOULD be encoded using DER [ X. 690] and MJST only be
transferred using the ;binary transfer option [RFC4522]; that is, by
requesting and returning values using attribute descriptions such as
"certificateRevocationList; binary".

As values of this syntax contain digitally signed data, values of
this syntax and the form of each value MJUST be preserved as
present ed.

2.3. CertificatePair
( 1.3.6.1.4.1.1466.115.121.1.10 DESC ' X. 509 Certificate Pair’ )

A value of this syntax is an X. 509 CertificatePair [X 509, clause
11.2.3].

Due to changes nade to the definition of an X. 509 CertificatePair
through tinme, no LDAP-specific encoding is defined for this syntax.
Val ues of this syntax SHOULD be encoded using DER [ X. 690] and MJUST
only be transferred using the ;binary transfer option [ RFC4522]; that
is, by requesting and returning values using attribute descriptions
such as "crossCertificatePair; binary".

As values of this syntax contain digitally signed data, val ues of
this syntax and the form of each value MJST be preserved as
present ed.

2.4. SupportedAl gorithm

( 1.3.6.1.4.1.1466. 115.121.1.49
DESC ' X. 509 Supported Al gorithm )

A value of this syntax is an X 509 SupportedAl gorithm[X 509, clause
11.2.7].

Due to changes nmade to the definition of an X 509 SupportedAl gorithm
through tinme, no LDAP-specific encoding is defined for this syntax.
Val ues of this syntax SHOULD be encoded using DER [ X. 690] and MJUST
only be transferred using the ;binary transfer option [ RFC4522]; that
is, by requesting and returning values using attribute descriptions
such as "supportedAl gorithms; bi nary".

As values of this syntax contain digitally signed data, values of
this syntax and the formof the value MJST be preserved as presented.

Zei | enga St andar ds Track [ Page 3]



RFC 4523 LDAP X. 509 Schema June 2006

2.5. CertificateExact Assertion
( 1.3.6.1.1.15.1 DESC ' X. 509 Certificate Exact Assertion )

A value of this syntax is an X 509 CertificateExactAssertion [X 509,
clause 11.3.1]. Values of this syntax MJUST be encoded using the
Generic String Encoding Rules (GSER) [ RFC3641]. Appendix A1l

provi des an equi val ent Augnent ed Backus- Naur Form ( ABNF) [ RFC4234]
grammar for this syntax.

2.6. CertificateAssertion
( 1.3.6.1.1.15.2 DESC ' X. 509 Certificate Assertion’ )

A value of this syntax is an X. 509 CertificateAssertion [X 509,
clause 11.3.2]. Values of this syntax MJUST be encoded usi ng GSER
[ RFC3641] . Appendix A 2 provides an equi val ent ABNF [ RFC4234]
grammar for this syntax.

2.7. CertificatePairExact Assertion

( 1.3.6.1.1.15.3
DESC ' X. 509 Certificate Pair Exact Assertion’ )

A value of this syntax is an X. 509 CertificatePairExact Assertion

[ X. 509, clause 11.3.3]. Values of this syntax MJST be encoded using
GSER [ RFC3641] . Appendix A 3 provides an equi val ent ABNF [ RFC4234]
grammar for this syntax.

2.8. CertificatePairAssertion
( 1.3.6.1.1.15.4 DESC ' X. 509 Certificate Pair Assertion’ )
A value of this syntax is an X 509 CertificatePairAssertion [X 509,
clause 11.3.4]. Values of this syntax MJUST be encoded usi ng GSER
[ RFC3641] . Appendix A 4 provides an equi val ent ABNF [ RFC4234]
grammar for this syntax.

2.9. CertificateLi st Exact Asserti on

( 1.3.6.1.1.15.5
DESC ' X. 509 Certificate List Exact Assertion’ )

A value of this syntax is an X. 509 CertificatelListExactAssertion

[ X. 509, clause 11.3.5]. Values of this syntax MJUST be encoded using
GSER [ RFC3641] . Appendix A.5 provides an equival ent ABNF granmar for
thi s syntax.
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2.10. CertificatelListAssertion
( 1.3.6.1.1.15.6 DESC ' X. 509 Certificate List Assertion’ )

A value of this syntax is an X 509 CertificatelListAssertion [X 509,
clause 11.3.6]. Values of this syntax MJUST be encoded usi ng GSER
[ RFC3641] . Appendix A 6 provides an equi val ent ABNF [ RFC4234]
grammar for this syntax.

2.11. Algorithmdentifier
( 1.3.6.1.1.15.7 DESC ' X. 509 Algorithmldentifier’ )

A value of this syntax is an X. 509 Algorithmdentifier [X 509, d ause
7]. Values of this syntax MJST be encoded usi ng GSER [ RFC3641].

Appendi x A. 7 provides an equival ent ABNF [ RFC4234] grammar for this
synt ax.

3. Matching Rul es

This section introduces a set of certificate and rel ated matching
rules for use in LDAP. These rules are intended to act in accordance
with their X 500 counterparts.

3.1. certificateExactMatch

The certificateExact Match natching rule conpares the presented
certificate exact assertion value with an attribute val ue of the
certificate syntax as described in clause 11.3.1 of [X 509].

( 2.5.13.34 NAME ’'certificateExact Match’
DESC ' X. 509 Certificate Exact Match
SYNTAX 1.3.6.1.1.15.1 )

3.2. certificateMatch
The certificateMatch matching rule conpares the presented certificate
assertion value with an attribute value of the certificate syntax as
described in clause 11.3.2 of [X 509].
( 2.5.13.35 NAME 'certificatehatch’

DESC ' X. 509 Certificate Match
SYNTAX 1.3.6.1.1.15.2 )
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3.3. certificatePairExact Mat ch

The certificatePairExact Match matching rul e conpares the presented
certificate pair exact assertion value with an attribute value of the
certificate pair syntax as described in clause 11.3.3 of [X 509].

( 2.5.13.36 NAME ’'certificatePairExact Vatch’
DESC ' X. 509 Certificate Pair Exact Match’
SYNTAX 1.3.6.1.1.15.3)

3.4. certificatePairMtch

The certificatePairMatch matching rul e conpares the presented
certificate pair assertion value with an attribute value of the
certificate pair syntax as described in clause 11.3.4 of [X 509].

( 2.5.13.37 NAME 'certificatePairMtch’
DESC ' X. 509 Certificate Pair Mtch’
SYNTAX 1.3.6.1.1.15.4 )

3.5. certificateli st Exact Match

The certificatelLi st Exact Match matching rul e conpares the presented
certificate list exact assertion value with an attribute value of the
certificate pair syntax as described in clause 11.3.5 of [X 509].

( 2.5.13.38 NAME ’'certificatelListExactMatch’
DESC ' X. 509 Certificate List Exact Mtch’
SYNTAX 1.3.6.1.1.15.5)

3.6. certificatelListMatch
The certificateLi stMatch matching rul e conpares the presented
certificate list assertion value with an attribute value of the
certificate pair syntax as described in clause 11.3.6 of [X 509].
( 2.5.13.39 NAME 'certificateListMitch’

DESC ' X. 509 Certificate List Mutch’
SYNTAX 1.3.6.1.1.15.6 )
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3.7. algorithm dentifierMtch

The algorithm dentifierMatch mating rule conpares a presented
algorithmidentifier with an attribute value of the supported
al gorithm as described in clause 11.3.7 of [X 509].

( 2.5.13.40 NAME 'algorithm dentifier’
DESC ' X. 509 Al gorithmldentifier Match’
SYNTAX 1.3.6.1.1.15.7 )

4. Attribute Types

This section details a set of certificate and related attribute types
for use in LDAP.

4.1. userCertificate

The userCertificate attribute holds the X 509 certificates issued to
the user by one or nore certificate authorities, as discussed in
clause 11.2.1 of [X 509].

( 2.5.4.36 NAME ’'userCertificate’
DESC ' X. 509 user certificate’
EQUALI TY certificat eExact Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.8 )

As required by this attribute type’'s syntax, values of this attribute
are requested and transferred using the attribute description
"userCertificate;binary".

4.2. cACertificate

The cACertificate attribute holds the X 509 certificates issued to
the certificate authority (CA), as discussed in clause 11.2.2 of
[ X. 509].

( 2.5.4.37 NAME ' cACertificate’
DESC ' X. 509 CA certificate’
EQUALI TY certificat eExact Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.8 )

As required by this attribute type’'s syntax, values of this attribute
are requested and transferred using the attribute description
"cACertificate;binary".
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4.3. crossCertificatePair

The crossCertificatePair attribute holds an X 509 certificate pair,
as discussed in clause 11.2.3 of [X 509].

( 2.5.4.40 NAME 'crossCertificatePair’
DESC ' X. 509 cross certificate pair’
EQUALI TY certificatePai r Exact Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.10 )

As required by this attribute type’'s syntax, values of this attribute
are requested and transferred using the attribute description
"crossCertificatePair; binary".

4.4. certificateRevocati onLi st

The certificateRevocationList attribute holds certificate |lists, as
di scussed in 11.2.4 of [X 509].

( 2.5.4.39 NAME 'certificateRevocationList’
DESC ' X. 509 certificate revocation list’
EQUALI TY certificateli st Exact Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.9 )

As required by this attribute type’'s syntax, values of this attribute
are requested and transferred using the attribute description
"certificateRevocationList; binary".

4.5. authorityRevocati onLi st

The aut horityRevocationList attribute holds certificate lists, as
di scussed in 11.2.5 of [X 509].

( 2.5.4.38 NAME ' aut horityRevocati onLi st’
DESC ' X. 509 authority revocation list’
EQUALI TY certificateli st Exact Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.9 )

As required by this attribute type’'s syntax, values of this attribute

are requested and transferred using the attribute description
"aut horityRevocati onLi st; bi nary".
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4.6. deltaRevocati onLi st

The del t aRevocati onList attribute holds certificate lists, as
di scussed in 11.2.6 of [X 509].

( 2.5.4.53 NAME ' del taRevocati onLi st’
DESC ' X. 509 delta revocation |ist’
EQUALI TY certificateli st Exact Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.9 )

As required by this attribute type’'s syntax, values of this attribute
MJST be requested and transferred using the attribute description
"del t aRevocati onLi st; bi nary".

4.7. supportedAl gorithmns

The supportedAl gorithnms attribute holds supported al gorithns, as
di scussed in 11.2.7 of [X 509].

( 2.5.4.52 NAME 'supportedAl gorithns’
DESC ' X. 509 supported al gorithns’
EQUALI TY al gorithm dentifierMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.49 )

As required by this attribute type’'s syntax, values of this attribute
MJST be requested and transferred using the attribute description
"supportedAl gorithns; bi nary".

5. nject d asses

This section details a set of certificate-related object classes for
use in LDAP

5.1. pki User

This object class is used in augnent entries for objects that may be
subject to certificates, as defined in clause 11.1.1 of [X 509].

( 2.5.6.21 NAME '’ pki User’
DESC ' X. 509 PKI User’
SUP top AUXI LI ARY
MAY userCertificate )
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5.2. pkiCA

This object class is used to augnent entries for objects that act as
certificate authorities, as defined in clause 11.1.2 of [X 509]

( 2.5.6.22 NAME ' pki CA
DESC ' X. 509 PKI Certificate Authority’
SUP top AUXI LI ARY
MAY ( cACertificate $ certificateRevocationList $
aut horityRevocationList $ crossCertificatePair ) )

5.3. cRLD stri buti onPoi nt

This class is used to represent objects that act as CRL distribution
poi nts, as discussed in clause 11.1.3 of [X 509].

( 2.5.6.19 NAME ' cRLDi stri butionPoint’
DESC ' X. 509 CRL distribution point’
SUP top STRUCTURAL
MJST cn
MAY ( certificateRevocationList $
aut hori tyRevocationLi st $ deltaRevocationList ) )

5.4. deltaCRL

The deltaCRL object class is used to augrment entries to hold delta
revocation lists, as discussed in clause 11.1.4 of [X 509].

( 2.5.6.23 NAME ' deltaCRL’
DESC ' X. 509 delta CRL’
SUP top AUXI LI ARY
MAY del t aRevocationLi st )

5.5. strongAut henti cati onUser

This object class is used to augnent entries for objects
participating in certificate-based authentication, as defined in
clause 6.15 of [X 521]. This object class is deprecated in favor of
pki User .

( 2.5.6.15 NAME ' strongAut henti cati onUser’
DESC ' X. 521 strong authentication user’
SUP top AUXI LI ARY
MUST userCertificate )
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5.6. userSecuritylnformation

This object class is used to augnent entries with needed additional
associ ated security information, as defined in clause 6.16 of
[ X. 521] .

( 2.5.6.18 NAME ’user Securitylnformtion’
DESC ' X. 521 user security information’
SUP top AUXI LI ARY
MAY ( supportedAl gorithns ) )

5.7. certificationAuthority

This object class is used to augnent entries for objects that act as
certificate authorities, as defined in clause 6.17 of [X 521]. This
object class is deprecated in favor of pki CA

( 2.5.6.16 NAME 'certificationAuthority’
DESC ' X. 509 certificate authority’
SUP top AUXI LI ARY
MUST ( aut horityRevocationList $
certificateRevocationList $ cACertificate )
MAY crossCertificatePair )

5.8. certificationAuthority-V2

This object class is used to augnent entries for objects that act as
certificate authorities, as defined in clause 6.18 of [X 521]. This
object class is deprecated in favor of pki CA

( 2.5.6.16.2 NAME 'certificationAuthority-V2
DESC ' X. 509 certificate authority, version 2
SUP certificationAuthority AUXI LI ARY
MAY del t aRevocationLi st )

6. Security Considerations
General certificate considerations [ RFC3280] apply to LDAP-aware
certificate applications. GCeneral LDAP security considerations
[ RFC4510] apply as well.

Wil e elenents of certificate information are commonly signed, these

sighatures only protect the integrity of the signed information. In
the absence of data integrity protections in LDAP (or |ower |ayer,
e.g., |IPsec), a server is not assured that client certificate request

(or other request) was unaltered in transit. Likew se, a client
cannot be assured that the results of the query were unaltered in
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transit. Hence, it is generally recomended that inplenentations
make use of authentication and data integrity services in LDAP

[ RFC4A513] [ RFC4511] .
7. | ANA Consi derati ons

7.1. oject ldentifier Registration

The | ANA has registered an LDAP Object Identifier [RFC4520] for use

in this technical specification

Subj ect: Request for LDAP O D Registration

Person & email address to contact for further information:

Kurt Zeil enga <kurt @penLDAP. or g>
Speci fication: RFC 4523
Aut hor/ Change Controller: |ESG
Comment s:

Identifies the LDAP X. 509 Certificate schemn el enents

introduced in this docunent.
7.2. Descriptor Registration

The | ANA has updated the LDAP
Descriptor registry [ RFC44520] as indicated bel ow

Subj ect: Request for LDAP Descriptor Registration
Descriptor (short name): see table
bject ldentifier: see table

Person & email address to contact for further information:

Kurt Zeil enga <kurt @penLDAP. or g>
Usage: see table
Speci fication: RFC 4523

Aut hor/ Change Controller: |ESG

al gorithm dentifierMtch M 2.5.13.40
aut hori tyRevocati onLi st A 25438 *
cACertificate A 2.5 4. 37 *
cRLDi stri buti onPoi nt 02.5.6.19 *
certificateExact Match M2.5. 13. 34
certificatelistExactMatch M2.5.13. 38
certificatelListMutch M2.5.13. 39
certificateMtch M2.5.13. 35
certificatePairExact Match M2.5.13. 36
certificatePairMuitch M 2.5.13. 37
certificateRevocationLi st A 2.5.4.39 *
certificationAuthority 025.6.16 *
certificationAuthority-V2 02.5.6.16.2 *
crossCertificatePair A 2.5 4. 40 *

Zei |l enga St andards Track

[ Page 12]



RFC 4523 LDAP X. 509 Schema June 2006

8.

9.

9.

del t aCRL 02.5.6.23 *
del t aRevocat i onLi st A 2.5 4,53 *
pki CA 02.5.6.22 *
pki User 0256.21 *
st rongAut henti cati onUser 02.5.6.15 *
support edAl gorithms A 2.5 4,52 *
userCertificate A 2.5 4.36 *
user Securitylnformation 02.5.6.18 *

* Updat es previous registration
Acknow edgenent s

Thi s docunent is based on X 509, a product of the ITUT. A nunber of
LDAP schema definitions were based on those found in RFCs 2252 and
2256, both products of the |ETF ASID Wa  The ABNF productions in
Appendi x A were provided by Steven Legg. Additional material was
borrowed from prior works by David Chadwi ck and Steven Legg to refine
the LDAP X 509 schena.
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Appendi x A
Thi s appendi x is informative.

Thi s appendi x provi des ABNF [ RFC4234] grammars for GSER-based

[ RFC3641] LDAP-specific encodings specified in this docunment. These
grammars where produced using, and relying on, Comrmon El enents for
GSER Encodi ngs [ RFC3642] .

A.1l. CertificateExact Assertion

CertificateExact Assertion = "{" sp cea-serial Nunber ","
sp cea-issuer sp "}"

cea-serial Nunber = id-serial Nunber nmsp CertificateSerial Number
cea-issuer = id-issuer nmsp Name

i d-serial Nunber =

% 73.65.72.69. 61. 6C. 4E. 75. 6D. 62. 65. 72 ; 'seri al Number’
i d-issuer = %69.73.73.75.65.72 ; 'issuer’
Nane = id-rdnSequence ":" RDNSequence
i d-rdnSequence = %72. 64. 6E. 53. 65. 71. 75. 65. 6E. 63. 65 ; ’'rdnSequence

CertificateSerial Nunber = | NTEGER
A.2. CertificateAssertion

CertificateAssertion = "{" [ sp ca-serial Nunber ]
sep sp ca-issuer ]

sep sp ca-subjectKeyldentifier ]
sep sp ca-authorityKeyldentifier ]
sep sp ca-certificatevalid ]

sep sp ca-privateKeyvalid ]

sep sp ca-subj ect Publ i cKeyAl gl D ]
sep sp ca-keyUsage ]

sep sp ca-subject Al'tNane ]

sep sp ca-policy ]

sep sp ca-pat hToNane ]

sep sp ca-subject ]

sep sp ca-nanmeConstraints ] sp "}"

[ L e T Yo T R e e o K R |

ca-serial Nunber = id-serial Nunmber nsp CertificateSerial Nunber
ca-issuer = id-issuer nsp Nane
ca-subj ectKeyl dentifier = id-subjectKeyldentifier nsp
Subj ect Keyl dentifi er
ca-aut horityKeyldentifier = id-authorityKeyldentifier nsp

Aut horityKeyl dentifier
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ca-certificatevalid = id-certificateValid nmsp Tine

ca-privateKeyValid = id-privateKeyValid nsp GeneralizedTi ne

ca- subj ect Publ i cKeyAl gl D = i d-subj ect Publ i cKeyAl gl D nsp
OBJECT- | DENTI FI ER

ca- keyUsage = id-keyUsage nmsp KeyUsage

ca-subj ect Al t Name = id-subject AltNane nmsp Alt NaneType

ca-policy = id-policy msp CertPolicySet

ca- pat hToNane = i d-pathToNane nmsp Nane

ca-subject = id-subject nsp Nane

ca-naneConstraints = id-nameConstrai nts nmsp NanmeConstrai nt sSynt ax

i d-subj ectKeyldentifier =
U 73.75. 62. 6A. 65. 63. 74. 4B. 65. 79. 49. 64. 65. 6E. 74. 69. 66. 69. 65. 72
;' subj ectKeyldentifier’
i d-authorityKeyldentifier =
9% 61. 75. 74. 68. 6F. 72. 69. 74. 79. 4B. 65. 79. 49. 64. 65. 6E. 74. 69. 66. 69. 65. 72
; “authorityKeyldentifier’
id-certificatevalid = %%63. 65. 72. 74. 69. 66. 69. 63. 61. 74. 65. 56. 61. 6C. 69. 64
; 'certificatevalid
id-privateKeyValid = %70.72.69.76.61. 74. 65. 4B. 65. 79. 56. 61. 6C. 69. 64
; ' privateKeyVvalid
i d-subj ect Publ i cKeyAl gl D =
U 73.75. 62. 6A. 65. 63. 74. 50. 75. 62. 6C. 69. 63. 4B. 65. 79. 41. 6C. 67. 49. 44
; ' subj ect Publ i cKeyAl gl D
i d- keyUsage = %6B. 65. 79.55. 73. 61. 67. 65 ; ' keyUsage’
i d-subj ect Alt Nane = % 73. 75. 62. 6A. 65. 63. 74. 41. 6C. 74. 4E. 61. 6D. 65
;' subj ect Al t Nane
id-policy = %70.6F.6C. 69.63.79 ; ’'policy’
i d- pat hToNane = % 70. 61. 74. 68. 54. 6F. 4E. 61. 6D. 65 ; ' pat hToNane’
i d-subject = %73.75.62. 6A.65.63.74 ; ’'subject’
i d- naneConstraints = %6E. 61. 6D. 65. 43. 6F. 6E. 73. 74. 72. 61. 69. 6E. 74. 73
;" nameConstraints’

Subj ect Keyl dentifier = Keyldentifier
Keyl dentifier = OCTET- STRI NG
Aut horityKeyldentifier = "{" [ sp aki-keyldentifier ]

[ sep sp aki-authorityCertlssuer ]
[ sep sp aki-authorityCertSerial Nunber ] sp "}

aki -keyldentifier = id-keyldentifier nsp Keyldentifier
aki -authorityCertlssuer = id-authorityCertlssuer nmsp General Nanes

Cener al Nanes "{" sp CGeneral Nane *( "," sp General Nane ) sp "}"
Gener al Namre = gn- ot her Nane

/| gn-rfc822Nane

/' gn- dNSNare
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/' gn- x400Addr ess
/ gn-directoryName
/ gn-edi PartyNane
/ gn-unifornResourceldentifier
/ gn-i PAddr ess
/ gn-registeredl D
gn- ot herNane = id-otherNane ":" O herNane
gn-rfc822Nane = id-rfc822Nanme ":" | A5String
gn- dNSNane = id-dNSNanme ":" | A5String
gn- x400Addr ess = i d-x400Address ":" ORAddress
gn-directoryNane = id-directoryNane ":" Name
gn- edi PartyNanme = id-edi PartyNane ":" EDI PartyNane
gn-i PAddress = id-i PAddress ":" OCTET- STRI NG
gn-registeredlD = gn-id-registeredl D ":" OBJECT-I| DENTI FI ER
gn-uni f ormResour cel dentifier = id-unifornResourceldentifier
":" I A5String

i d-ot her Nane = 9%6F. 74. 68. 65. 72. 4E. 61. 6D. 65 ; ' ot her Nang’
gn-id-registeredl D = %72.65.67.69. 73. 74. 65. 72. 65. 64. 49. 44
; 'registeredl D

QO herName = "{" sp on-type-id "," sp on-value sp "}"
on-type-id = id-type-id nsp OBJECT- | DENTI FI ER
on-val ue = id-value nsp Val ue

;; <Value> as defined in Section 3 of [RFC3641]

id-type-id = %74.79.70.65.2D.69.64 ; 'type-id
i d-value = %76.61.6C. 75.65 ; 'val ue

ORAddr ess = dquot e *Saf el ASChar acter dquote

Saf el A5Character = 9%01-21 / %23-7F / ; ASCIl minus dquote
dquote dquote ; escaped double quote

dquote = %22 ; '"’ (double quote)

;; Note: The <CRAddress> rul e encodes the x400Address conponent

;; of a CGeneral Nanme as a character string between doubl e quotes.
;; The character string is first derived according to Section 4.1
;; of [RFC2156], and then any enbedded doubl e quotes are escaped
;; by being repeated. This resulting string is output between

;; doubl e quot es.

EDl PartyName = "{" [ sp naneAssigner "," ] sp partyNane sp "}"
nameAssi gner = id-naneAssigner nmsp DirectoryString
partyName = id-partyNanme nsp DirectoryString
i d- naneAssi gner = %G6E. 61. 6D. 65. 41. 73. 73. 69. 67. 6E. 65. 72
;' nanmeAssi gner’
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i d- partyNane = U70.61.72.74.79.4E. 61. 6D. 65 ; ' partyNane’

aki -aut horityCertSerial Nunber = id-authorityCertSerial Nunber
mep CertificateSerial Nunber

i d-keyldentifier = %6B. 65.79. 49. 64. 65. 6E. 74. 69. 66. 69. 65. 72
; " keyldentifier’

id-authorityCertlssuer =
Ux61. 75. 74. 68. 6F. 72. 69. 74. 79. 43.65. 72. 74. 49. 73. 73. 75. 65. 72
; TauthorityCertlssuer’

id-authorityCert Serial Nunmber = 9%61.75.74.68. 6F. 72. 69. 74. 79. 43
9 65. 72. 74. 53. 65. 72. 69. 61. 6C. 4E. 75. 6D. 62. 65. 72
; TauthorityCert Serial Nunber’

Time = tinme-utcTinme / tinme-generalizedTinme

time-utcTime = id-utcTinme ":" UICTi ne

ti me-generalizedTine = id-generalizedTinme ":" CeneralizedTi ne

id-utcTinme = %&75.74.63.54.69.6D.65 ; 'utcTimne’

i d-generalizedTime = %67.65. 6E. 65. 72. 61. 6C. 69. 7A. 65. 64. 54. 69. 6D. 65
; 'generalizedTine’

KeyUsage = BI T- STRING / key-usage-bit-1|i st
key-usage-bit-list = "{" [ sp key-usage *( "," sp key-usage ) ] sp "}"

;; Note: The <key-usage-bit-list> rule encodes the one bits in
;; a KeyUsage value as a comma separated list of identifiers.

key-usage = id-digital Signature
/ id-nonRepudi ati on

i d- keyEnci pher nent

i d- dat aEnci pher nment

i d- keyAgr eenent

i d-keyCert Sign

i d-cRLSi gn

i d-enci pherOnly

i d-deci pherOnly

~ e~~~ ~—

id-digital Signature = %64. 69.67. 69. 74. 61. 6C. 53. 69. 67. 6E. 61. 74
"75.72.65 ; 'digital Signhature

i d- nonRepudi ati on = Y%G6E. 6F. 6E. 52. 65. 70. 75. 64. 69. 61. 74. 69. 6F. 6E
;' nonRepudi ati on’

i d- keyEnci phernment = 9%6B. 65. 79. 45. 6E. 63. 69. 70. 68. 65. 72. 6D. 65. 6E. 74
; ' keyEnci pher ment’

i d-dat aEnci phernment = %64. 61. 74. 61. 45. 6E. 63. 69. 70. 68. 65. 72. 6D. 65. 6E
%74 ; "dataEnci phernent’

i d- keyAgr eenent = U6B. 65.79.41. 67. 72. 65. 65. 6D. 65. 6E. 74
;' keyAgreenent’
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i d-keyCert Si gn % 6B. 65. 79. 43. 65. 72. 74. 53. 69. 67. 6E

;" keyCertSign’

i d-cRLSi gn = %63.52.4C. 53.69.67.6E ; "cRLSi gn"

i d-enci pherOnly = 9%65. 6E. 63. 69. 70. 68. 65. 72. 4F. 6E. 6C. 79
; ' enci pherOnly’

i d-deci pherOnly = 9%64. 65. 63. 69. 70. 68. 65. 72. 4F. 6E. 6C. 79
;' deci pherOnly’

Al t NanmeType = ant-builti nNameForm / ant- ot her NaneFor m
ant-bui |l ti nNaneForm = id-builti nNameForm ":" Builti nNaneFor m
ant - ot her NaneFor m = i d- ot her NanmeForm ": " OBJECT- | DENTI FI ER

i d-builtinNanmeForm = %62. 75. 69. 6C. 74. 69. 6E. 4E. 61. 6D. 65. 46. 6F. 72. 6D
;" buil ti nNameFor ni

i d- ot her NaneFor m = OX6F. 74. 68. 65. 72. 4E. 61. 6D. 65. 46. 6F. 72. 6D
;" ot her NanmeFor ni

Bui | ti nNaneForm = id-rfc822Nane
/i d- dNSNarme
/ id-x400Addr ess
/ id-directoryName
/ id-ediPartyNane
/ id-unifornResourceldentifier
/ id-iPAddress
/| id-registeredld
id-rfc822Nane = % 72.66.63. 38. 32. 32. 4E. 61. 6D. 65 ; 'rfc822Nane’
i d- dNSNanme = %64. 4E. 53. 4E. 61. 6D. 65 ; ' dNSNane
i d-x400Address = %% 78. 34. 30. 30.41.64.64.72.65.73.73 ; 'x400Address’
i d-directoryNane = %64.69. 72. 65. 63. 74. 6F. 72. 79. 4E. 61. 6D. 65
;" directoryNane’
i d-edi PartyName = 9%65.64.69.50.61.72.74.79.4E. 61. 6D. 65
;' edi Part yNane’
i d-i PAddress = %69. 50.41.64.64.72.65.73.73 ; 'iPAddress
id-registeredld = %72.65.67.69.73.74.65.72. 65. 64. 49. 64
; 'registeredl d

i d-uni fornResourceldentifier = %75. 6E. 69. 66. 6F. 72. 6D. 52. 65. 73. 6F. 75
U 72.63. 65.49. 64. 65. 6E. 74. 69. 66. 69. 65. 72
. "uni f or MResour cel denti fier’

CertPolicySet = "{" sp CertPolicyld *( "," sp CertPolicyld ) sp "}"
CertPolicyld = OBJECT- I DENTI FI ER

NameConstrai ntsSyntax = "{" [ sp ncs-permttedSubtrees ]
[ sep sp ncs-excludedSubtrees ] sp "}"
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ncs-permttedSubtrees = id-pernittedSubtrees nmsp General Subtrees
ncs- excl udedSubtrees = i d-excludedSubtrees nsp General Subtrees

id-permttedSubtrees =
0% 70. 65. 72. 6D. 69. 74. 74. 65.64.53. 75.62. 74. 72. 65. 65. 73
;' permttedSubtrees’
i d-excl udedSubtrees =
0% 65. 78. 63. 6C. 75. 64. 65.64.53. 75.62. 74. 72. 65. 65. 73
;" excl udedSubtr ees’

General Subtrees = "{" sp General Subtree

*("," sp Ceneral Subtree ) sp "}"
CGeneral Subtree = "{" sp gs-base

[ "," sp gs-mninmm]

[ "," sp gs-maximum] sp "}"
gs-base = id-base nsp General Nane

gs-m ni mum = i d-m ni num nmep BaseDi st ance
gs- maxi mum = i d- maxi mum nmsp BaseDi st ance

i d- base = %62.61.73.65 ; 'base
i d-m ni num = %6D. 69. 6E. 69. 6D. 75. 6D ; ' m ni mumni
i d- maxi num = %6D. 61. 78. 69. 6D. 75. 6D ; ' maxi mumni

BaseDi st ance = | NTEGER- 0- MAX
A.3. CertificatePai r Exact Assertion

CertificatePairExact Assertion = "{" [ sp cpea-issuedTo ]
[sep sp cpea-issuedBy ] sp "}"
i, At |l east one of <cpea-issuedTo> or <cpea-issuedBy> MJST be present.

cpea-i ssuedTo = id-issuedToThi sCAAssertion nsp
CertificateExact Assertion

cpea-issuedBy = id-issuedByThi sCAAssertion nsp
CertificateExact Assertion

i d-i ssuedToThi sCAAssertion = %69. 73. 73. 75. 65. 64. 54. 6F. 54. 68. 69. 73

%43.41.41.73.73.65.72. 74.69. 6F. 6E ; ' issuedToThi sCAAssertion’
i d-i ssuedByThi sCAAssertion = %69. 73. 73. 75. 65. 64. 42. 79. 54. 68. 69. 73
%43.41.41.73.73.65.72. 74. 69. 6F. 6E ; ' issuedByThi sCAAssertion’
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A. 4. CertificatePairAssertion

CertificatePairAssertion = "{" [ sp cpa-issuedTo ]
[sep sp cpa-issuedBy ] sp "}"
;; At least one of <cpa-issuedTo> and <cpa-i ssuedBy> MJST be present.

cpa-i ssuedTo
cpa-i ssuedBy

i d-issuedToThi sCAAssertion nsp CertificateAssertion
i d-issuedByThi sCAAssertion nsp CertificateAssertion

A.5. CertificatelistExact Assertion

Certificateli st Exact Assertion = "{" sp clea-issuer ","
sp cl ea-thisUpdate
[ "," sp clea-distributionPoint ] sp "}"
clea-issuer = id-issuer nsp Nane
cl ea-thisUpdate = id-thisUpdate nmsp Tinme
clea-distributionPoint = id-distributionPoint nsp

Di stri buti onPoi nt Nanme

i d-thisUpdate = %74.68. 69. 73.55.70. 64. 61. 74. 65 ; ’thisUpdate’
i d-distributionPoint =

% 64.69. 73. 74. 72. 69. 62. 75. 74. 69. 6F. 6E. 50. 6F. 69. 6E. 74

;' distributionPoint’

Di stributionPoi nt Name = dpn-full Name / dpn-naneRel ati veToCRLI ssuer
dpn-full Nanme = id-full Name ":" General Nanes

dpn- nanmeRel ati veToCRLI ssuer = id-nanmeRel ati veToCRLI ssuer
Rel ati veDi sti ngui shedNane

id-full Nane = %66. 75. 6C. 6C. 4E. 61. 6D. 65 ; ' ful |l Name
i d- naneRel ati veToCRLI ssuer = %6E. 61. 6D. 65. 52. 65. 6C. 61. 74. 69. 76. 65
U%x54. 6F. 43.52. 4C. 49. 73. 73. 75.65. 72 ; 'naneRel ati veToCRLI ssuer

A.6. CertificatelistAssertion

CertificateListAssertion = "{" [ sp cla-issuer ]
sep sp cl a-m nCRLNunber ]

sep sp cl a- maxCRLNunber ]

sep sp cl a-reasonFl ags ]

sep sp cl a-dateAndTi ne |

sep sp cla-distributionPoint ]

sep sp cla-authorityKeyldentifier ] sp "}"

— e e ——

cla-issuer = id-issuer nmsp Name
cl a- m nCRLNunber = id-m nCRLNunber nsp CRLNumber
cl a- max CRLNumnrber i d- maxCRLNunber nsp CRLNumnber
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cl a-reasonFl ags
cl a- dat eAndTi e

= id-reasonFl ags nsp ReasonFl ags

= i d-dat eAndTi ne nsp Ti ne

cla-distributionPoint = id-distributionPoint nmsp
Di stri buti onPoi nt Nane

cla-authorityKeyldentifier = id-authorityKeyldentifier nsp
Aut horityKeyl dentifier

i d- mi nCRLNunber = %6D. 69. 6E. 43. 52. 4C. 4E. 75. 6D. 62. 65. 72
;' m nCRLNunber’
i d- maxCRLNunber = %6D. 61. 78. 43. 52. 4C. 4E. 75. 6D. 62. 65. 72
;" maxCRLNunber’
i d-reasonFl ags = %72. 65.61. 73. 6F. 6E. 46. 6C. 61. 67. 73 ; 'reasonFl ags’
i d-dat eAndTi me = %64. 61. 74. 65. 41. 6E. 64. 54. 69. 6D. 65 ; ' dat eAndTi e’

CRLNunber = | NTEGER- 0- MAX

ReasonFl ags = BI T- STRI NG
[ "{" [ sp reason-flag *( ",

sp reason-flag ) ] sp "}"

reason-flag = id-unused
[ id-keyConproni se
i d- cAConpr omi se
id-affiliationChanged
i d-super seded
i d-cessati onOf Operation
id-certificateHold
i d-privilegeWthdrawn
i d- aAConpr omi se

~ YN YN Y Y N~

i d-unused = %75. 6E. 75. 73. 65. 64 ; 'unused’
i d- keyConprom se = %6B. 65. 79. 43. 6F. 6D. 70. 72. 6F. 6D. 69. 73. 65
;" keyConproni se’
i d- cAConprom se = %63. 41. 43. 6F. 6D. 70. 72. 6F. 6D. 69. 73. 65
;' cAConproni se’
id-affiliationChanged =
%61. 66. 66. 69. 6C. 69. 61. 74. 69. 6F. 6E. 43. 68. 61. 6E. 67. 65. 64
; taffiliationChanged’
i d-superseded = %73.75. 70. 65. 72. 73. 65. 64. 65. 64 ; ' superseded
i d-cessationOf Operation =
9% 63. 65. 73. 73. 61. 74. 69. 6F. 6E. 4F. 66. 4F. 70. 65. 72. 61. 74. 69. 6F. 6E
; ' cessationCf Operation’
id-certificateHold = %63. 65. 72. 74. 69. 66. 69. 63. 61. 74. 65. 48. 6F. 6C. 64
; 'certificateHol d
id-privilegeWthdrawn =
% 70. 72. 69. 76. 69. 6C. 65. 67. 65.57.69. 74. 68. 64. 72. 61. 77. 6E
;' privilegeWthdrawn’
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i d- aAConprom se = %61. 41. 43. 6F. 6D. 70. 72. 6F. 6D. 69. 73. 65
;" aAConproni se’
A 7. A gorithmdentifier

Al gorithmdentifier = "{" sp ai-algorithm
[ "," sp ai-paraneters ] sp "}"

ai -algorithm = id-al gorithm nsp OBJECT- | DENTI FI ER

ai -paraneters = id-paranmeters msp Val ue

id-algorithm= %61.6C. 67.6F.72.69.74.68.6D ; "algorithm

i d-paraneters = % 70.61.72.61.6D.65.74.65.72.73 ; ’'paraneters’
Aut hor’ s Addr ess

Kurt D. Zeil enga
OpenlLDAP Foundati on

EMai | : Kurt @penLDAP. or g

Zei | enga St andar ds Track [ Page 23]



RFC 4523 LDAP X. 509 Schema June 2006

Ful I Copyright Statenent
Copyright (C The Internet Society (2006).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.

Acknow edgenent

Funding for the RFC Editor function is provided by the | ETF
Adm ni strative Support Activity (1ASA).

Zei | enga St andar ds Track [ Page 24]






