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Abstract

Thi s docunent presents an object-oriented information nodel of IP
Security (IPsec) policy designed to facilitate agreenent about the
content and senmantics of |Psec policy, and enabl e derivations of
task-specific representations of |IPsec policy such as storage schems,
distribution representations, and policy specification |anguages used
to configure | Psec-enabl ed endpoints. The information nodel
described in this docunent nodels the configuration paraneters
defined by I PSec. The information nodel also covers the paraneters
found by the Internet Key Exchange protocol (IKE). Oher key
exchange protocols could easily be added to the informati on nodel by
a sinple extension. Further extensions can further be added easily
due to the object-oriented nature of the nodel

This information nodel is based upon the core policy classes as

defined in the Policy Core Information Model (PCIM and in the Policy
Core Informati on Model Extensions (PClM).
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1. Introduction

| P security (IPsec) policy may assunme a variety of forns as it
travels fromstorage, to distribution, to decision points. At each
step, it needs to be represented in a way that is convenient for the
current task. For exanple, the policy could exist as, but is not
limted to:

o0 A Lightweight Directory Access Protocol (LDAP) [LDAP] schema in a
directory.

0 An on-the-wire representation over a transport protocol |ike the
Common Cbject Policy Service (COPS) [ COPS, COPSPR].
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0 A text-based policy specification |anguage suitable for editing by
an adm nistrator.

0 An Extensible Markup Language (XM.) docunent.

Each of these task-specific representations should be derived froma
canoni cal representation that precisely specifies the content and
semantics of the I Psec policy. This docunent captures this concept
and i ntroduces a task-independent canonical representation for |Psec
policies.

Thi s docunent focuses nainly on the existing protocols [COW, ESP,
AH, DO, IKE]. The nodel can easily be extended if needed due to its
obj ect-oriented nature.

Thi s docunent is organized as foll ows:

0 Section 2 provides a quick introduction to the Unified Mdeling
Language (UM.) graphi cal notation conventions used in this
docunent .

0 Section 3 provides the inheritance hierarchy that describes where
the I Psec policy classes fit into the policy class hierarchy
al ready defined by the Policy Core Information Mdel (PCM and
Policy Core Information Mbdel Extensions (PCl Me).

0 Sections 4 through 8 describe the classes that nake up the | Psec
policy nodel.

0 Section 9 presents the inplenentation requirenents for the cl asses
in the nodel (i.e., the MJST/ MAY/ SHOULD st at us).

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

2. UWML Conventi ons

For this docunent, a UML static class diagramwas chosen as the
canoni cal representation for the I Psec policy nodel, because UM
provi des a graphical, task-independent way to nodel systens. A
treati se on the graphical notation used in UM is beyond the scope of
this paper. However, given the use of ASCI|I drawing for UML static
cl ass diagrans, a description of the notational conventions used in
this docunent is in order:
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0 Boxes represent classes, with class nanes in brackets ([])
representing an abstract class.

o0 Aline that terninates with an arrow (<, > 7, v) denotes
i nheritance. The arrow always points to the parent class.
I nheritance can al so be called generalization or specialization
(dependi ng upon the reference point). A base class is a
generalization of a derived class, and a derived class is a
speci alization of a base cl ass.

0 Associations are used to nodel a relationship between two cl asses.
Cl asses that share an association are connected using a line. A
speci al kind of association is also used: an aggregation. An
aggregation nodel s a whol e-part relationship between two cl asses.
Associ ations, and therefore aggregations, are al so nodel ed as
cl asses.

o Aline that begins with an "0" denotes aggregati on. Aggregation
denot es contai nment in which the contained class and the
contai ning class have independent lifetines.

0o At each end of a line representing an association appears a
cardinality (i.e., each association has 2 cardinalities).
Cardinalities indicate the constraints on the nunber of object
i nstances in a set of relationships. The cardinality on a given
end of an association indicates the nunber of different object
i nstances of that class that may be associated with a single
obj ect instance of the class on the other end of the association.
The cardinality may be:

- arange in the form"|ower bound..upper bound" indicating the
m ni nrum and nmaxi mum nunber of obj ects.

- a nunber that indicates the exact nunber of objects.

- an asterisk indicating any number of objects, including zero.
An asterisk is shorthand for 0..n.

- the letter nindicating from1l to many. The letter nis
shorthand for 1..n

0 A class that has an association nay have a "w' next to the line
representing the association. This is called a weak associ ation
and is discussed in [PCIM.

It should be noted that the UML static class diagram presented is a

conceptual view of |Psec policy designed to aid in understanding. It
does not necessarily get translated class for class into another
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representation. For exanple, an LDAP inplenentation nmay flatten out
the representation to fewer classes (because of the inefficiency of
foll ow ng references).

3. I Psec Policy Mdel Inheritance Hi erarchy

Li ke PCIM and PCl Me, the I Psec Configuration Policy Mdel derives
from and uses cl asses defined in the DMIF [ DMIF] Conmon | nformation
Model (CIM. The following tree represents the inheritance hierarchy
for the I Psec Policy Mdel classes and how they fit into PCCM PCl M
and the other DMIF nodel s (see Appendices for descriptions of classes
that are not being introduced as part of IPsec nodel). ClMclasses
that are not used as a superclass to derive new cl asses, but are used
only as references, are not included in this inheritance hierarchy,
but can be found in the appropriate DMIF docunent: Core Model

[ CIl MCORE], User Mbdel [ClMUSER] or, Network Mdel [C MNETWORK] .

ManagedEl emrent (DMIF Core Model)

I
+--Col | ection (DMIF Core Model)

I
| +--PeerldentityTable

I
+- - ManagedSyst enEl enent (DMIF Cor e Mobdel)

|
+- - Logi cal El erent (DMIF Core Model)

I
+--FilterEntryBase (DMIF Network Mbdel)

I
+--Credential FilterEntry

I
+- -1 PHeadersFil ter (PCl M)

I
+--1PSOFilterEntry

I
I
I
I
I
|
| +--PeerlDPayl ocadFilterEntry
I

+- - Peer Gat eway

|
+--PeerldentityEntry

I
+--Service (DMIF Core Model)

+- - | KESer vi ce
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+- -
I
I
I
I
I
I
I

+-

et al
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Organi zational Entity (DMIF User Model)

I
+--UserEntity (DMIF User Model)

I
+- - UsersAccess (DMIF User Model)

+--1KEldentity
Policy (PCIM

--PolicyAction (PCIM

I
+- - ConrpoundPol i cyActi on (PCl Me)

I
+- - SAAct i on

I
+- - SANegot i ati onActi on

||
+- - | KENegot i ati onActi on

I
+--| KEActi on

I

I

I

| .
| +--1PsecActi on

I I

| +- -1 PsecTransport Acti on
I

I

I

+- -1 PsecTunnel Acti on

+

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

|

| +--SASt ati cActi on
I I

| +- - | KERej ect Acti on
I I

I
I
I
I
I
I
I
I
I
I
+
I
I
I
+
I

+- -1 PsecBypassActi on

+- -1 PsecDi scardActi on

I
+- - Preconfi guredSAActi on

+--Preconfi guredTunnel Acti on
--PolicyCondition (PCIM

I
+- - SACondi ti on

-PolicySet (PCl M)
I

) St andards Track

+--PreconfiguredTransportAction
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+--PolicyGoup (PCIM & PCl Me)

I
+--PolicyRule (PCIM & PCl M)

I+- - SARul e
+- -1 KERul e
I+--I PsecRul e
- - SAPr oposal
+- - | KEPr oposal

+- -1 PsecPr oposal

+-- "+

- - SATr ansf orm

+- - AHTransf orm

+- - ESPTr ansform

I
+- - | PCOVPTr ansf orm

-Setting (DMIF Core Mbdel)

I
+--Systentetting (DMIF Core Mbdel)

I
+--Autostart| KESetting

--SystemConfiguration (DMIF Core Mbdel)

I
+-- Aut ost art | KEConfi gur ati on

August 2003

The following tree represents the inheritance hierarchy of the |IPsec

pol i cy nodel

ot her

associ ation classes and how they fit

into PCl M and the

DMIF nodel s (see Appendices for description of association
cl asses that are not being introduced as part of

Dependency (DMIF Core Model)

+- - Accept Credenti al sFrom

+- - El enent AsUser (DMIF User Model)

I
+- - Endpoi nt HasLocal | KEl dentity

I
+--Col | ecti onHasLocal | KEl dentity

Jason, et al. St andards Track
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I
+--FilterOf SACondi tion

+- - Host edPeer Gat ewayl nf or mat i on

I
+- - Host edPeer Il denti tyTabl e

I
+- - | KEAut ost art Confi gurati on

I
+- - | KESer vi ceFor Endpoi nt

+- - | KESer vi cePeer Gat eway

I
+- - | KESer vi cePeerl dentityTabl e

+- -1 KEUsesCr edent i al Managenent Ser vi ce

I
+- -1 PsecPol i cyFor Endpoi nt

+- -1 PsecPol i cyFor Syst em

+- - Peer Gat ewayFor Preconf i gur edTunnel

+- - Peer Gat ewayFor Tunnel

|
+--Pol i cyl nSystem (PCI M

|
+- - SAPr oposal | nSyst em

I
| |
| +- - SATr ansf or ml nSyst em
I

+- - Tr ansf or mOf Pr econf i gur edActi on

I
+--UsersCredential (DMIF User Model)

|+- -1 KEl denti t ysCredenti al
El ement Setting (DMIF Core Model)
I-I---I KEAut ostart Setti ng
Menber Of Col | ection (DMIF Core Model)
I-I-- - Peerl dentityMenber

Pol i cyConponent (PCI M
I
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+- - Cont ai nedPr oposal

+- - Cont ai nedTr ansf orm

I
+--PolicyActionStructure (PCl M)

|
+--Pol i cyActionl nPolicyRule (PCIM & PCl Me)

I
+--Pol i cyActi onl nSARul e

I

I

|
+--PolicyConditionStructure (PCl M)

| |

| +--PolicyConditionlnPolicyRule (PClIM & PCl Me)
I I

I
I
+

+- - SACondi ti onl nRul e
--Pol i cySet Conmponent (PCl Me)
Systentet ti ngCont ext (DMIF Core Model)

I
+- - Autost art | KESet t i ngCont ext
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4. Policy C asses

The | Psec policy classes represent the set of policies that are
contai ned on a system

Fomm e oo o oo +
| [PolicySet] |*
| ([PCIME])  [o--+

Fom - + |
A | (a)
| +---- - - +
o m e e e oooo-o- +
I I
NS + Fomm e oo o oo +
| PolicyGoup |0..1 | PolicyRule |*
| ([PAM)  |----- + | ([POIM)  Jo--+
e R + | L + ] (d)
0..1] | " |
| (b) | | >
*| | I e +
A L T + | (c) | | PolicyTinePeriodCondition |
| 1 PProtocol Endpoint | | | | ([PCIM) |
| ([ C MNETWORK] ) | [ e R +
o e e e e e oo o + | |
LSS + | E +*
| System |----+ +-0] SARule |O------- +
| ([ CIMCORE]) | * | 4 + | (f)
Fomm e - + | N |
(e)l I I n
R +n | | P +
| SACondition |-------- + | | [ PolicyAction]|
AEEEEE R + I | ([PAM) |
| P +
I *| n
I | (9) I
| | +omm - +
I *0 I I
| oo + |
| | ConpoundPolicyAction | |
| ([ PCIMVEH]) |
| oo + |
I I
Fomm o e +----+ T +
I I I
S + Fomm oo + S, +
| IKERule | | I'PsecRule | | SAAction |
S + Fomm oo + S, +
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(a) PolicySet Conponent ([ PCl ME])

(b) I PsecPol i cyFor Endpoi nt

(c) IPsecPolicyForSystem

(d) PolicyRulevalidityPeriod ([PCIM)
(e) SAConditionlnRule

(f) PolicyActionlnSARul e

(g) PolicyActionlnPolicyAction ([PC Mg)

A PolicyGoup represents the set of policies that are used on an

i nterface. This PolicyG oup SHOULD be associated either directly
with the | PProtocol Endpoi nt class instance that represents the
interface (via the |IPsecPolicyFor Endpoi nt association) or indirectly
(via the | PsecPol i cyFor System associ ati on) associated with the System
that hosts the interface.

The IKE and | Psec rules are used to build or to negotiate the |Psec
Security Associati on Dat abase (SADB). The |Psec rul es represent the
Security Policy Database. The SADB itself is not nodeled by this
docunent .

The I KE and | Psec rul es can be described as (al so see section 6 about
actions):

0 An egress unprotected packet will first be checked agai nst the
| Psec rules. |If a match is found, the SADB will be checked. If
there is no corresponding IPsec SAin the SADB, and if |KE
negotiation is required by the IPsec rule, the corresponding | KE
rules will be used. The negotiated or preconfigured SA wll then
be installed in the SADB.

0 An ingress unprotected packet will first be checked against the

| Psec rules. If a match is found, the SADB will be checked for a
corresponding IPsec SA. If there is no corresponding |IPsec SA and
a preconfigured SA exists, this preconfigured SA will be installed

in the | Psec SADB. This behavior should only apply to bypass and
di scard acti ons.

0 An ingress protected packet will first be checked agai nst the

|Psec rules. If a match is found, the SADB will be checked for a
corresponding IPsec SA. If there is no corresponding |IPsec SA and
a preconfigured SA exists, this preconfigured SA will be installed

in the | Psec SADB

0 An ingress |KE negotiation packet, which is not part of an
existing I|KE SA, will be checked against the IKE rules. The
SACondition for the IIKERule will usually be conposed of a
Peer | DPayl cadFilterEntry (typically for an aggressive node | KE

Jason, et al. St andards Track [ Page 12]



RFC 3585 | Psec Configuration Policy Mdel August 2003

negotiation) or an | PHeadersFilter. The negotiated SAw Il then
be installed in the SADB.

It is expected that when an | KE negotiation is required to be
initiated by an I Psec rule, the set of IKE rules will be checked.
The I KE rules check will be based on the outgoing | KE packet using

| PHeadersFilter entries (typically using the HdrDst Address property).

4.1. The d ass SARul e

The cl ass SARul e serves as a base class for IKERule and | PsecRul e.
Even though the class is concrete, it MJST not be instantiated. It
defines a conmmpn connection point for associations to conditions and
actions for both types of rules. Through its derivation from

Pol i cyRul e, an SARule (and therefore |KERul e and | PsecRule) al so has
the PolicyRul evValidityPeriod associati on.

Each SARule in a valid PolicyG oup MJST have a uni que associ at ed
priority nunber in the PolicySetConponent.Priority. The class
definition for SARule is as foll ows:

NANVE SARul e
DESCRI PTION A base class for | KERul e and | PsecRul e.
DERI VED FROM Pol i cyRul e (see [PCIM & [ PCl ME])
ABSTRACT FALSE
PROPERTI ES  Pol i cyRul eNanme (from PolicyRul e)
Enabl ed (from PolicyRul e)
Condi ti onLi st Type (from PolicyRul e)
Rul eUsage (from PolicyRul e)
Mandat ory (from PolicyRul e)
SequencedActions (from PolicyRul e)
ExecutionStrategy (from PolicyRul e)
Pol i cyRol es (from PolicySet)
Pol i cyDeci sionStrategy (from PolicySet)
Li mi t Negoti ati on

4.1.1. The Properties PolicyRul eName, Enabl ed, Conditi onLi st Type,
Rul eUsage, Mandatory, SequencedActions, PolicyRoles, and
Pol i cyDeci si onStr at egy
For a description of these properties, see [PCIM and [ PCl Mg].
I n SARul e subcl ass i nstances:

- if the property Mandatory exists, it MJST be set to "true".

- if the property SequencedActions exists, it MJST be set to
"mandat ory".
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- the property PolicyRoles is not used in the device-I|evel nodel.

- if the property PolicyDecisionStrategy exists, it nust be set to
" Fi r st Mat chi ng"

4.1.2. The Property ExecutionStrategy

The ExecutionStrategy properties in the PolicyRule subclasses (and in
t he CompoundPol i cyAction class) deterni ne the behavior of the
contained actions. It defines the strategy to be used in executing

t he sequenced actions aggregated by a rule or a conpound action. In
the case of actions within a rule, the PolicyActionl nSARul e
aggregation is used to collect the actions into an ordered set; in
the case of a conpound action, the PolicyActionlnPolicyAction
aggregation is used to collect the actions into an ordered subset.

There are three execution strategies: do until success, do all, and
do until failure.

"Do Until Success" causes the execution of actions according to the
ActionOrder property in the aggregation instances until a successful
execution of a single action. These actions may be evaluated to
determne if they are appropriate to execute rather than blindly
trying each of the actions until one succeeds. For an initiator
they are tried in the ActionOder until the list is exhausted or one
conpl etes successfully. For exanple, an IKE initiator may have
several |KEActions for the same SACondition. The initiator will try
all IKEActions in the order defined by ActionOder. I|.e., it wll
possibly try several phase 1 negotiations with different nodes (main
node then aggressive node) and/or with nmultiple I KE peers. For a
responder, when there is nore than one action in the rule with "do
until success" condition clause, this provides alternative actions
dependi ng on the received proposals. For exanple, the sanme | KERul e
may be used to handl e aggressi ve nbde and nai n node negotiations with
different actions. The responder uses the first appropriate action
inthe list of actions.

"Do All" causes the execution of all the actions in the aggregated
set according to their defined order. The execution continues
regardl ess of failures.

"Do Until Failure" causes the execution of all actions according to a
predefined order until the first failure in execution of an action

i nstance. Please note that if all actions are successful, then the
aggregated result is a failure. This execution strategy is inherited
from[PCIME] and is not expected to be of any use for |Psec
configuration
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For example, in a nested SAs case, the actions of an initiator’s rule
m ght be structured as:

| PsecRul e. Executi onStrategy="Do All
I

+---1--- | PsecTunnel Acti on /1l set up SA from host to gateway
I
+---2--- | PsecTransportAction // set up SA from host through

// tunnel to renpte host

Anot her exanple, showing a rule with fallback actions m ght be
structured as:

| PsecRul e. Executi onStrategy="Do Until Success’
I

+---6--- | PsecTransportAction // negotiate SA with peer

+---9--- | PsecBypassAction /1 but if you must, allow in the clear

The ConpoundPol i cyAction class (See [PCIME]) may be used in
constructing the actions of |KE and | Psec rul es when those rul es
specify both nmultiple actions and fall back actions. The
ExecutionStrategy property in ConpoundPolicyAction is used in
conjunction with that in the PolicyRule.

For exanmple, in nesting SAs with a fallback security gateway, the
actions of a rule night be structured as:

| PsecRul e. Executi onStrategy="Do All

I
+---1--- ConpoundPol i cyActi on. ExecutionStrategy="Do Until Success’

| +---1--- | PsecTunnel Action // set up SA fromhost to

| | /1 gat ewayl

I I

| +---2--- | PsecTunnel Action // or set up SA to gateway?2

I

+---2--- | PsecTransportAction /! then set up SA from host
/1 through tunnel to renote
/1 host

In the case of "Do AIl", a couple of actions can be executed

successfully before a subsequent action fails. 1In this case, sone

| KE or | Psec actions may have resulted in SAs creation. Even if the
net effect of the aggregated actions is failure, those created SAs
MAY be kept or MAY be del et ed.
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In the case of "Do AIl", the | Psec selectors to be used during | Psec
SA negoti ation are:

- for the last |IPsecAction of the aggregation (i.e., usually the
i nnernost | Psec SA): this is the conbination of the
| PHeadersFilter class and of the Granularity property of the
| PsecActi on.

- for all other |PsecActions of the aggregation: the selector is the
source | P address which is the local |IP address, and the
destination IP address is the PeerGateway | P address of the
following | PsecAction of the "Do All" aggregation. NB: the
granularity is | P address to | P address.

| f the above behavior is not desirable, the alternative is to define
several SARul es, one for each |IPsec SAto be built. This will allow
the definition of specific |IPsec selectors for all |PsecActions.

4.1.3 The Property LimtNegotiation

The property LimtNegotiation is used as part of processing either an
| KE or an | Psec rule.

Before proceeding with a phase 1 negotiation, this property is
checked to deternine whether the negotiation role of the rule matches
that defined for the negotiation being undertaken (e.g., Initiator,
Responder, or Both). |If this check fails (e.g., the current role is
| KE responder, while the rule specifies IKE initiator), then the |IKE
negoti ation is stopped. Note that this only applies to new | KE phase
1 negotiations and has no effect on either renegotiation or refresh
operations with peers for which an established SA already exists.

Bef ore proceeding with a phase 2 negotiation, the LinitNegotiation
property of the IPsecRule is first checked to determine if the

negoti ation role indicated for the rule matches that of the current
negotiation (Initiator, Responder, or Either). Note that this [imt
applies only to new phase 2 negotiations. It is ignored when an
attenpt is made to refresh an expiring SA (either side can initiate a
refresh operation). The |IKE systemcan determine that the
negotiation is a refresh operation by checking to see if the selector

i nformati on matches that of an existing SA. |If LimtNegotiation does
not match and the selector corresponds to a new SA, the negotiation
i s stopped.
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The property is defined as foll ows:

NANVE Li mi t Negoti ati on
DESCRIPTION Linits the role to be undertaken during negotiation.
SYNTAX unsi gned 16-bit integer
VALUE 1 - initiator-only
2 - responder-only
3 - both

4.2. The d ass | KERul e

The cl ass | KERul e associ ates Conditions and Actions for | KE phase 1
negotiations. The class definition for IKERule is as foll ows:

NAME | KERul e

DESCRI PTI ON Associ ates Conditions and Actions for |KE phase 1
negoti ati ons.

DERI VED FROM SARul e

ABSTRACT FALSE

PROPERTIES sane as SARul e, plus
I denti t yCont exts

4.2.1. The Property ldentityContexts

The | KE service of a security endpoint nmay have multiple identities
for use in different situations. The conbination of the interface
(represented by the | PProtocol Endpoint or by a collection of

| PProt ocol Endpoints), the identity type (as specified in the

| KEAction), and the ldentityContexts specifies a unique identity.

The ldentityContexts property specifies the context to select the
relevant IKE identity to be used during the further |KEAction. A
context may be a VPN name or other identifier for selecting the
appropriate identity for use on the protected | PProtocol Endpoi nt (or
col l ection of |PProtocol Endpoints).

I dentityContexts is an array of strings. The nmultiple values in the
array are logically ORed together in evaluating the IdentityContexts.
Each value in the array may be the conposition of multiple context
nanes. So, a single value nmay be a single context nane (e.g.,
"ConpanyXVPN'), or it may be conbination of contexts. Wen an array
value is a conposition, the individual values are |ogically ANDed
toget her for eval uation purposes and the syntax is:

<Cont ext Nane>[ &&<Cont ext Nanme>] *

where the individual context names appear in al phabetical order
(according to the collating sequence for UCS-2). So, for exanple,
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t he val ues "ConmpanyXVPN', "ConpanyYVPN&&TopSecret",

" ConpanyZVPN&&Confi dential" means that, for the appropriate

| PPr ot ocol Endpoi nt and ldentityType, the contexts are natched if the
identity specifies "ConmpanyXVPN', " ConpanyYVPN&&TopSecret", or

" ConpanyZVPN&&Confi denti al ".

The property is defined as foll ows:

NANVE I denti t yCont exts

DESCRI PTI ON Specifies the context in which to select the |IKE
identity.

SYNTAX string array

4.3. The d ass | PsecRul e

The cl ass | PsecRul e associates Conditions and Actions for |KE phase 2
negotiations for the IPsec DO. The class definition for |PsecRule
is as foll ows:

NAME | PsecRul e

DESCRI PTI ON Associ ates Conditions and Actions for |KE phase 2
negoti ations for the | Psec DA .

DERI VED FROM SARul e

ABSTRACT FALSE

PROPERTI ES sane as SARul e

4.4. The Association O ass |PsecPolicyForEndpoi nt

The class | PsecPol i cyFor Endpoi nt associates a PolicyGoup with a
specific network interface. |f an |PProtocol Endpoint of a system
does not have an | PsecPol i cyFor Endpoi nt - associ ated Pol i cyG oup, then
the | PsecPol i cyFor System associ ated PolicyGoup is used for that
endpoint. The class definition for |PsecPolicyForEndpoint is as
foll ows:

NANVE | PsecPol i cyFor Endpoi nt

DESCRI PTI ON Associates a policy group to a network interface.

DERI VED FROM Dependency (see [ Cl MCORE])

ABSTRACT FALSE

PROPERTI ES  Antecedent[ref | PProtocol Endpoint[0..n]]
Dependent [ref PolicyGoup[O..1]]

4.4.1. The Reference Antecedent
The property Antecedent is inherited from Dependency and is
overridden to refer to an | PProtocol Endpoi nt instance. The [O0..n]

cardinality indicates that a PolicyGoup instance nay be associ at ed
with zero or nore | PProtocol Endpoi nt instances.
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4.4.2. The Reference Dependent

The property Dependent is inherited from Dependency and is overridden
to refer to a PolicyGoup instance. The [0..1] cardinality indicates
that an | PProtocol Endpoi nt instance nmay have an association to at
nost one PolicyG oup instance.

4.5. The Association O ass |PsecPolicyForSystem

The class | PsecPol i cyFor System associ ates a PolicyGoup with a
specific system If an |PProtocol Endpoint of a system does not have
an | PsecPol i cyFor Endpoi nt - associ ated Poli cyG oup, then the

| PsecPol i cyFor Syst em associ ated PolicyGoup is used for that
endpoint. The class definition for |PsecPolicyForSystemis as

foll ows:

NANVE | PsecPol i cyFor Syst em

DESCRI PTI ON Default policy group for a system

DERI VED FROM Dependency (see [Cl MCORE])

ABSTRACT FALSE

PROPERTI ES  Antecedent[ref SysteniO..n]]
Dependent [ref PolicyGoup[O..1]]

4.5.1. The Reference Antecedent

The property Antecedent is inherited from Dependency and is
overridden to refer to a Systeminstance. The [0..n] cardinality

i ndicates that a PolicyGoup instance nay have an association to zero
or nore Systeminstances.

4.5.2. The Reference Dependent

The property Dependent is inherited from Dependency and is overridden
to refer to a PolicyGoup instance. The [0..1] cardinality indicates
that a Systeminstance may have an association to at nost one

Pol i cyG oup instance.

4.6. The Aggregation C ass SAConditionlnRul e

The cl ass SACondi tionl nRul e associ ates an SARule with the SACondition
i nstance(s) that trigger(s) it. The class definition for
SAConditionlnRule is as foll ows:

NANVE SACondi ti onl nRul e

DESCRI PTI ON Associ ates an SARule with the SACondition instance(s)
that trigger(s) it.

DERI VED FROM Pol i cyCondi tionl nPolicyRule (see [PCIM & [ PCl ME])

ABSTRACT FALSE
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PROPERTIES  GroupNumber (from PolicyConditionlnPolicyRule)
Condi ti onNegated (from Pol i cyConditionlnPolicyRul e)
G oupConponent [ref SARule [O0..n]]
Part Conponent [ref SACondition [1..n]]

4.6.1. The Properties G oupNunmber and Conditi onNegat ed
For a description of these properties, see [PCIM.
4.6.2. The Reference G oupConponent

The property G oupConponent is inherited from

Pol i cyCondi tionlnPolicyRule and is overridden to refer to an SARul e
instance. The [0..n] cardinality indicates that an SACondition

i nstance may be contained in zero or nore SARul e instances.

4.6.3. The Reference Part Conponent

The property Part Conponent is inherited from

Pol i cyCondi tionl nPolicyRule and is overridden to refer to an
SACondition instance. The [1..n] cardinality indicates that an
SARul e instance MJUST contain at | east one SACondition instance.

4.7. The Aggregation C ass PolicyActionl nSARul e

The Pol i cyActionl nSARul e cl ass associates an SARule with one or nore
Pol i cyAction instances. |In all cases where an SARule is being used,

t he contai ned acti ons MUST be either subclasses of SAAction or

i nstances of CompoundPolicyAction. For an | KERule, the contained
actions MJST be related to phase 1 processing, i.e., |KEAction or

| KERej ect Action. Simlarly, for an |IPsecRule, contained actions MJST
be related to phase 2 or preconfigured SA processing, e.g.,

| PsecTransport Action, |IPsecBypassAction, etc. The class definition
for PolicyActionlnSARule is as follows:

NAME Pol i cyActi onl nSARul e
DESCRI PTI ON Associates an SARule with its PolicyAction(s).
DERI VED FROM Pol i cyActi onl nPolicyRule (see [PCIM & [PCl ME])
ABSTRACT FALSE
PROPERTI ES G oupConponent [ref SARule [0..n]]
Part Conponent [ref PolicyAction [1..n]]
ActionOrder (from PolicyActionlnPolicyRule)
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4.7.1. The Reference G oupConponent

The property G oupConponent is inherited from

Pol i cyActionlnPolicyRule and is overridden to refer to an SARul e
instance. The [0..n] cardinality indicates that an SAAction instance
may be contained in zero or nore SARul e instances.

4.7.2. The Reference Part Conponent

The property Part Conponent is inherited from PolicyActionlnPolicyRule
and is overridden to refer to an SAAction or ConpoundPol i cyAction
instance. The [1..n] cardinality indicates that an SARul e instance
MUST contain at | east one SAAction or ConpoundPolicyAction instance.

4.7.3. The Property ActionO der

The property ActionOrder is inherited fromthe superclass

Pol i cyActionlnPolicyRule. It specifies the relative position of this
Pol i cyAction in the sequence of actions associated with a PolicyRule.
The ActionOrder MJST be unique so as to provide a deterministic
order. In addition, the actions in an SARul e are executed as
follows. See section 4.2.2, ExecutionStrategy, for a discussion on
the use of the ActionOrder property.

The property is defined as foll ows:

NANVE ActionOr der

DESCRI PTI ON Specifies the order of actions.

SYNTAX unsi gned 16-bit integer

VALUE Any val ue between 1 and 2716-1 inclusive. Lower

val ues have hi gher precedence (i.e., 1 is the
hi ghest precedence). The nerging order of two
SAActions with the sane precedence is undefined.
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5. Condition and Filter d asses

The | Psec condition and filter classes are used to build the "if"
part of the IKE and | Psec rul es.

| FilterlList |
| ([ ClI MNETWORK] ) |

N
|

| | PHeadersFilter |----+----] Credential FilterEntry |
| ([PC M) I I
I

5
S
f
E

A | Credenti al Managenent Servi ce |
| ([ A MUSER]) |

(a) FilterO SACondition
(b) AcceptCredential sFrom
(c) EntriesinFilterList (see [Cl MNETWORK])
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5.1. The O ass SACondition

The cl ass SACondition defines the conditions of rules for |IKE and
| Psec negotiations. Conditions are associated with policy rules via

the SAConditionlnRul e aggregation. It is used as an anchor point to
associ ate various types of filters with policy rules via the
FilterOf SACondition association. It also defines whether Credentials

can be accepted for a particular policy rule via the
Accept Credenti al sFrom associ ati on

Associ at ed obj ects represent conmponents of the condition that nay or
may not apply at a given rule evaluation. For exanple, an

Accept Credenti al sFrom eval uation is only perforned when a credenti al
is available to be evaluated against the list of trusted credenti al
managenent services. Simlarly, a PeerlDPayl oadFilterEntry may only
be eval uated when an | DPayl oad value is available to conmpare with the
filter. Condition conponents that do not have correspondi ng val ues
with which to evaluate are eval uated as TRUE unl ess the protocol has
conpl eted without providing the required infornmation.

The class definition for SACondition is as foll ows:

NAME SACondi ti on

DESCRI PTI ON Defines the preconditions for |IKE and | Psec
negoti ati ons.

DERI VED FROM Pol i cyCondition (see [PCIM)

ABSTRACT FALSE

PROPERTI ES  Pol i cyCondi ti onNanme (from PolicyCondition)

5.2. The O ass | PHeadersFilter

The cl ass | PHeadersFilter is defined in [PCOME] with the follow ng
not e:

1) to specify 5-tuple filters that are to apply symetrically (i.e.,
matches traffic in both directions of the same flows which is
quite typical for SPD entries for ingress and egress traffic), the
Direction property of the FilterList SHOULD be set to "Mrrored".

5.3. The Cass Credential FilterEntry

The class Credential FilterEntry defines an equival ence cl ass that
match credentials of | KE peers. Each Credential FilterEntry includes
a MatchFi el dName that is interpreted according to the

Credent i al Managenent Servi ce(s) associated with the SACondition
(Accept Credenti al sFronj .
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These credentials can be X 509 certificates, Kerberos tickets, or
ot her types of credentials obtained during the Phase 1 exchange.

Note: this filter entry will probably be checked while the I KE
negoti ation takes place. |If the check is a failure, then the |IKE
negoti ati on MUST be stopped, and the result of the |IKEAction which
triggered this negotiation is a failure.

The class definition for Credential FilterEntry is as foll ows:

NAME Credential FilterEntry
DESCRI PTI ON Specifies a match filter based on the I KE
credenti al s.
DERI VED FROM Fi |l terEntryBase (see [ Cl MNETWORK] )
ABSTRACT FALSE
PROPERTIES Nane (from FilterEntryBase)
| sNegated (from FilterEntryBase)
Mat chFi el dNane
Mat chFi el dval ue
Credenti al Type

5.3.1. The Property MatchFi el dName

The property MatchFi el dName specifies the sub-part of the credenti al
to match agai nst MatchFi el dval ue. The property is defined as

foll ows:
NAME Mat chFi el dNanme
DESCRI PTI ON  Speci fi es which sub-part of the credential to match.
SYNTAX string
VALUE This is the string representation of a X 509

certificate attribute, e.g.
- "serial Nunmber"

- "signatureAl gorithnt

- "issuer Name"

- "subj ect Nane"

- "subj ect Al t Nane"

5.3.2. The Property MatchFi el dval ue
The property MatchFi el dVal ue specifies the value to conpare with the
Mat chFi el dName in a credential to determine if the credential natches
this filter entry. The property is defined as foll ows:
NAME Mat chFi el dval ue

DESCRI PTI ON  Specifies the value to be matched by the
Mat chFi el dNane.
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SYNTAX string

VALUE NB: If the Credential FilterEntry corresponds to a
Di stingui shedNane, this value in the CIMclass is
represented by an ordinary string value. However, an
i npl enentati on nmust convert this string to a DER-
encoded string before nmatchi ng agai nst the val ues
extracted fromcredentials at runtine.

A wildcard nechani sm may be used for MatchFi el dNanes that contain
character strings. The MatchFi el dValue may contain a wldcard
character, "*’, in the pattern natch specification. For exanmple, if
the MatchFi el dName is "subject Nane", then a MatchFi el dval ue of
"cn=*, ou=engi neeri ng, o=f 0o, c=be" will successfully match a
certificate whose subject attribute is "cn=Jane

Doe, ou=engi neeri ng, o=f 0o, c=be". The wildcard character can be used
to represent 0 or nore characters as would be displayed to the user
(i.e., a wildcard pattern match operates on di spl ayabl e character
boundari es) .

5.3.3. The Property Credenti al Type

The property Credenti al Type specifies the particular type of
credential that is being matched. The property is defined as

foll ows:
NANVE Credenti al Type
DESCRI PTION Defines the type of |IKE credentials.
SYNTAX unsi gned 16-bit integer
VALUE 1 - X 509 Certificate

2 - Kerberos Ticket
5.4. The Cass I PSCFilterEntry

The class IPSOFilterEntry is used to match traffic based on the IP
Security Options [IPSO header values (Cd assificationLevel and
Protecti onAuthority) as defined in RFC 1108. This type of filter
entry is used to adjust the | Psec encryption |level according to the
| PSO cl assification of the traffic (e.qg., secret, confidential,
restricted, etc.) The class definition for IPSOFilterEntry is as

foll ows:
NANVE | PSCFil terEntry
DESCRI PTION Specifies the a match filter based on IP Security
Opt i ons.
DERI VED FROM Fil ter EntryBase (see [ Cl MNETWORK] )
ABSTRACT FALSE

Jason, et al. St andards Track [ Page 25]



RFC 3585

PROPERTI ES

| Psec Configuration Policy Mdel August 2003

Narme (from FilterEntryBase)

| sNegated (from FilterEntryBase)
Mat chCondi ti onType

Mat chCondi ti onVal ue

5.4.1. The Property MatchConditionType

The property MatchConditionType specifies the | PSO header field that
will be matched (e.g., traffic classification |level or protection
authority). The property is defined as foll ows:

NANVE
DESCRI PTI ON
SYNTAX
VALUE

Mat chCondi ti onType

Specifies the I PSO header field to be natched.
unsi gned 16-bit integer

1 - CassificationLevel

2 - ProtectionAuthority

5.4.2. The Property MatchConditionVal ue

The property MatchConditionVal ue specifies the value of the |IPSO
header field to be matched agai nst. The property is defined as

foll ows:

NANVE
DESCRI PTI ON

SYNTAX
VALUE

Mat chCondi ti onVal ue

Specifies the value of the I PSO header field to be
mat ched agai nst.

unsi gned 16-bit integer

The val ues MUST be one of values listed in RFC 1108
(or any further | ANA Assigned Nunmbers docunent).
Sone exanples for CassificationLevel are:

61 - TopSecret

90 - Secret

150 - Confidenti al

171 - Uncl assified

For ProtectionAuthority, sonme exanples are:

0 - GENSER

- S| OP- ESI

- SC

- NSA

- DCE

ArWNPE

5.5. The O ass Peer| DPayl oadFilterEntry

The cl ass Peer| DPayl oadFilterEntry defines filters used to match ID
payl oad val ues fromthe | KE protocol exchange.

Peer | DPayl cadFilterEntry pernits the specification of certain ID
payl oad val ues such as "*@xanpl e.cont or "192.0.2.0/24".
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Qoviously this filter applies only to | KERul es when acting as a
responder. Moreover, this filter can be applied i mediately in the
case of aggressive node but its application is to be delayed in the
case of main node. The class definition for PeerlDPayl oadFilterEntry
is as foll ows:

NANVE Peer | DPayl oadFil terEntry
DESCRI PTION Specifies a match filter based on IKE identity.
DERI VED FROM Fi |l terEntryBase (see [ Cl MNETWORK] )
ABSTRACT FALSE
PROPERTIES Nane (from FilterEntryBase)
| sNegated (from FilterEntryBase)
Mat chl dentityType
Mat chl dent i t yVal ue

5.5.1. The Property MatchldentityType

The property MatchldentityType specifies the type of identity
provi ded by the peer in the I D payload. The property is defined as
foll ows:

NANVE Mat chl dentityType

DESCRI PTI ON Specifies the | D payl oad type.
SYNTAX unsi gned 16-bit integer

VAL UE Consult [DA] for valid val ues.

5.5.2. The Property MatchldentityVal ue

The property MatchldentityVal ue specifies the filter value for
conparison with the 1D payl oad, e.g., "*@xanple.coni. The property
is defined as foll ows:

NANVE Mat chl dent i t yVal ue

DESCRI PTI ON Specifies the | D payl oad val ue.

SYNTAX string

VAL UE NB: The syntax may need to be converted for

conparison. |If the Peerl|DPayl oadFilterEntry type is
a Di stingui shedNane, the nane in the

Mat chl dentityVal ue property is represented by an
ordinary string value, but this value nust be
converted into a DER-encoded string before matching
agai nst the values extracted from|KE | D payl oads at
runtinme. The sane applies to IPv4 & | Pv6 addresses.
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Different wildcard nechani sms can be used depending on the ID
payl oad:

- a MatchldentityVal ue of "*@xanple.comt will nmatch a user FQDN I D
payl oad of "JDOE@EXAMPLE. COM' .

- a MatchldentityVal ue of "*.exanple.com will nmatch a FQDN I D
payl oad of "WWV EXAMPLE. COM'.

- a MatchldentityVal ue of "cn=*, ou=engi neeri ng, o=conmpany, c=us" w ||
match a DER DN I D payl oad of "cn=John
Doe, ou=engi neeri ng, o=conpany, c=us".

- a MatchldentityValue of "193.190.125.0/24" will match an | Pv4
address |1 D payl oad of 193.190.125. 10.

- a MatchldentityVvalue of "193.190.125.*" will also match an | Pv4
address |1 D payl oad of 193.190.125. 10.

The above wil dcard nmechani sms MUST be supported for all |ID payl oads
supported by the local IKE entity. The character '*' replaces 0 or
mul tiple instances of any character as restricted by the type

speci fied by MatchldentityType.

5.6. The Association Cass Filter O SACondition

The class Filter O SACondi ti on associ ates an SACondition with the
filter specifications (FilterList) that nmake up the condition. The
class definition for FilterOfSACondition is as foll ows:

NAME FilterOf SACondition

DESCRI PTI ON Associates a condition with the filter list that
makes up the individual condition elenents.

DERI VED FROM Dependency (see [ Cl MCORE])

ABSTRACT FALSE

PROPERTIES  Antecedent [ref FilterList[1..1]]
Dependent [ref SACondition[O0..n]]

5.6.1. The Reference Antecedent
The property Antecedent is inherited from Dependency and is
overridden to refer to a FilterList instance. The [1..1] cardinality

i ndi cates that an SACondition i nstance MJUST be associ ated with one
and only one FilterList instance.
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5.6.2. The Reference Dependent

The property Dependent is inherited from Dependency and is overridden
to refer to an SACondition instance. The [0..n] cardinality
indicates that a FilterList instance may be associated with zero or
nmor e SACondition instances.

5.7. The Association C ass AcceptCredenti al From

The class Accept Credenti al From specifies which credential nanagenent
services (e.g., a CertificateAuthority or a Kerberos service) are to
be trusted to certify peer credentials. This is used to assure that
the credential being matched in the Credential FilterEntry is a valid
credential that has been supplied by an approved
Credenti al Managenent Service. |f a Credenti al Managenent Service is
specified and a corresponding Credential FilterEntry is used, but the
credential supplied by the peer is not certified by that

Credent i al Managenent Service (or one of the
Credenti al Managenent Services in its trust hierarchy), the

Credential FilterEntry is deenmed not to match. |If a credential is
certified by a Credenti al Managenent Service in the

Accept Credential sFrom|list of services, but there is no

Credential FilterEntry, this is considered equivalent to a

Credential FilterEntry that nmatches all credentials fromthose

servi ces.

The class definition for AcceptCredential Fromis as foll ows:

NANVE Accept Credenti al From

DESCRI PTI ON Associates a condition with the credential management
services to be trusted.

DERI VED FROM Dependency (see [ Cl MCORE])

ABSTRACT FALSE

PROPERTI ES  Antecedent [ref Credential Managenent Service[O0..n]]
Dependent [ref SACondition[O0..n]]

5.7.1. The Reference Antecedent
The property Antecedent is inherited from Dependency and is
overridden to refer to a Credenti al Managenent Servi ce i nstance. The

[0..n] cardinality indicates that an SACondition instance may be
associated with zero or nore Credenti al Managenent Servi ce i nstances.
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5.7.2. The Reference Dependent

The property Dependent is inherited from Dependency and is overridden
to refer to a SACondition instance. The [0..n] cardinality indicates
that a Credenti al Managenent Servi ce i nstance may be associated with
zero or nore SACondition instances.

6. Action C asses
The action classes are used to nodel the different actions an | Psec

devi ce may take when the eval uation of the associated condition
results in a match
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(a) PeerGat ewayFor Tunne

(b) Cont ai nedPr oposal

(c) HostedPeer Gat ewayl nformation

(d) TransfornOf PreconfiguredAction
(e) PeerGat ewayFor Preconfi guredTunnel

6.1. The d ass SAAction

The class SAAction is abstract and serves as the base class for | KE
and | Psec actions. It is used for aggregating different types of
actions to | KE and I Psec rules. The class definition for SAAction is
as foll ows:

NANVE SAAct i on
DESCRI PTION The base class for I KE and | Psec actions.
DERI VED FROM Pol i cyAction (see [PCIM)
ABSTRACT TRUE
PROPERTI ES  Pol i cyActi onNanme (from PolicyAction)
DoAct i onLoggi ng
DoPacket Loggi ng

6.1.1. The Property DoActionLoggi ng

The property DoActi onLoggi ng specifies whether a | og nessage is to be
generated when the action is perfornmed. This applies for
SANegoti ati onActions with the nmeaning of |ogging a nessage when the
negotiation is attenpted (with the success or failure result). This
al so applies for SAStati cAction only for PreconfiguredSAAction with
the nmeani ng of |ogging a nmessage when the preconfigured SA is
actually installed in the SADB. The property is defined as foll ows:

NANVE DoAct i onLoggi ng
DESCRI PTI ON Specifies the whether to | og when the action is
per f or ned.
SYNTAX bool ean
VALUE true - a log nessage is to be generated when action

i s performned.
false - no log nessage is to be generated when action
i s performned.
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6.1.2. The Property DoPacket Loggi ng

The property DoPacket Loggi ng specifies whether a | og nessage is to be
generated when the resulting security association is used to process
the packet. |If the SANegoti ati onAction successfully executes and
results in the creation of one or several security associations, or
if the PreconfiguredSAAction executes, the value of DoPacket Loggi ng
SHOULD be propagated to an optional field of SADB. This optional
field should be used to decide whether a | og nessage is to be
generated when the SA is used to process a packet. For

SASt ati cActions, a log nessage is to be generated when the

| PsecBypassAction, |PsecDi scardAction, or |KERejectAction are
executed. The property is defined as foll ows:

NANVE DoPacket Loggi ng
DESCRI PTI ON Specifies whether to | og when the resulting
security association is used to process the packet.

SYNTAX bool ean

VALUE true - a log nessage is to be generated when the
resulting security association is used to process the
packet .

false - no log nessage is to be generated.
6.2. The Class SAStati cAction

The class SAStati cAction is abstract and serves as the base class for
| KE and | Psec actions that do not require any negotiation. The class
definition for SAStaticAction is as foll ows:

NANVE SASt ati cAction

DESCRI PTI ON The base class for |KE and | Psec actions that do not
require any negoti ation.

DERI VED FROM SAAct i on

ABSTRACT TRUE

PROPERTI ES Li feti meSeconds

6.2.1. The Property LifetimeSeconds

The property Lifeti meSeconds specifies how long the security
association derived fromthis action should be used. The property is
defined as foll ows:

NANVE Li f eti neSeconds

DESCRI PTI ON Specifies the anpunt of tinme (in seconds) that a
security association derived fromthis action should
be used.

SYNTAX unsi gned 64-bit integer
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VALUE A value of zero indicates that there is not a
lifetine associated with this action (i.e., infinite
lifetine). A non-zero value is typically used in
conjunction with alternate SAActions performed when
there is a negotiation failure of sone sort.

Note: if the referenced SAStati cAction object is a

Preconfi guredSAActi on associ ated to several SATransforms, then the
actual lifetime of the preconfigured SA will be the |esser of the

val ue of this LifetineSeconds property and of the value of the

MaxLi f eti meSeconds property of the associated SATransform |If the
val ue of this LifetineSeconds property is zero, then there will be no
lifetime associated to this SA

Note: whil e some SA negotiation protocols [IKE] can negotiate the
lifetime as an arbitrary length field, the authors have assuned that
a 64-bit integer will be sufficient.

It is expected that npost SAStati cAction instances will have their
Li feti neSeconds properties set to zero (neaning no expiration of the
resul ting SA).

6.3. The C ass | PsecBypassAction

The class | PsecBypassAction is used when packets are allowed to be
processed wit hout applying | Psec encapsulation to them This is the
same as stating that packets are allowed to flowin the clear. The
class definition for |PsecBypassAction is as follows:

NANVE | PsecBypassActi on

DESCRI PTI ON Specifies that packets are to be allowed to pass in
the clear.

DERI VED FROM SASt ati cActi on

ABSTRACT FALSE

6.4. The C ass | PsecD scardAction

The class | PsecDi scardAction is used when packets are to be
discarded. This is the sanme as stating that packets are to be
denied. The class definition for |PsecDi scardAction is as foll ows:

NAME | PsecDi scar dActi on

DESCRI PTI ON Specifies that packets are to be discarded.
DERI VED FROM SASt at i cActi on

ABSTRACT FALSE
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6.5. The O ass | KERej ect Action

The cl ass | KERej ect Action is used to prevent attenpting an | KE
negotiation with the peer(s). The main use of this class is to
prevent sone denial of service attacks when acting as | KE responder.
It goes beyond a plain discard of UDP/500 | KE packets because the
SACondi ti on can be based on specific Peerl DPayl oadFilterEntry (when
aggressive nmode is used). The class definition for |KERejectAction
is as foll ows:

NAME | KERej ect Acti on

DESCRI PTI ON Specifies that an | KE negotiation should not even be
attenpted or continued.

DERI VED FROM SASt at i cActi on

ABSTRACT FALSE

6.6. The O ass PreconfiguredSAAction

The class PreconfiguredSAAction is used to create a security
associ ati on using preconfigured, hard-wired algorithns and keys.

Not es:

- the SPI for a PreconfiguredSAAction is contained in the
associ ation, TransfornmO Preconfi guredAction

- the session key (if applicable) is contained in an instance of the
cl ass SharedSecret (see [CIMJSER]). The session key is stored in
the property Secret, the property protocol contains either "ESP-
encrypt”, "ESP-auth" or "AH', the property algorithmcontains the
algorithmused to protect the secret (can be "PLAI NTEXT" if the
| Psec entity has no secret storage), the value of property
Renotel D is the concatenation of the renote | Psec peer |P address
in dotted decimal, of the character "/", of "IN' (respectively
"QUT") for inbound SA (respectively outbound SA), of the character
"/", and of the hexadecimal representation of the SPI.

Al though the class is concrete, it MJST not be instantiated. The
class definition for PreconfiguredSAAction is as follows:

NANVE Preconfi guredSAActi on

DESCRI PTI ON Specifi es preconfigured al gorithm and keyi ng
information for creation of a security association.

DERI VED FROM SASt at i cActi on

ABSTRACT TRUE

PROPERTIES LifetineKilobytes
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6.6.1. The Property LifetineKilobytes

The property LifetinmeKilobytes specifies a traffic limt in kilobytes
that can be consuned before the SAis deleted. The property is
defined as foll ows:

NANVE Li feti neKil obytes

DESCRI PTION Specifies the SAlifetime in kil obytes.

SYNTAX unsi gned 64-bit integer

VALUE A value of zero indicates that there is not a
lifetinme associated with this action (i.e., infinite

lifetime). A non-zero value is used to indicate that
after this nunber of kil obytes has been consuned the
SA nust be deleted fromthe SADB

Note: the actual lifetinme of the preconfigured SA will be the | esser
of the value of this LifetineKilobytes property and of the val ue of

t he MaxLifeti meSeconds property of the associated SATransform |If
the value of this LifetineKilobytes property is zero, then there wll
be no lifetime associated with this action.

Note: whil e some SA negotiation protocols [IKE] can negotiate the
lifetime as an arbitrary length field, the authors have assuned that
a 64-bit integer will be sufficient.

It is expected that nobst PreconfiguredSAAction instances wll have
their LifetinmeKilobyte properties set to zero (neaning no expiration
of the resulting SA).

6.7. The C ass PreconfiguredTransportAction

The cl ass PreconfiguredTransportAction is used to create an | Psec
transport-node security association using preconfigured, hard-wired
al gorithnms and keys. The class definition for

Preconfi guredTransportAction is as foll ows:

NAME Preconfi guredTransport Acti on

DESCRI PTI ON Specifi es preconfigured al gorithm and keyi ng
i nformation for creation of an | Psec transport
security association.

DERI VED FROM Pr econfi gur edSAActi on

ABSTRACT FALSE
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6.8. The C ass PreconfiguredTunnel Acti on

The cl ass PreconfiguredTunnel Action is used to create an | Psec
tunnel - node security association using preconfigured, hard-wired

al gorithms and keys. The class definition for PreconfiguredSAAction
is as foll ows:

NANVE Preconfi guredTunnel Acti on

DESCRI PTI ON Specifi es preconfigured al gorithm and keyi ng
information for creation of an | Psec tunnel - node
security association.

DERI VED FROM Pr econfi gur edSAActi on

ABSTRACT FALSE

PROPERTI ES DFHandl i ng

6.8.1. The Property DFHandling
The property DFHandling specifies how the Don’'t Fragment (DF) bit of

the internal |IP header is to be handled during IPsec processing. The
property is defined as foll ows:

NANVE DFHandl i ng

DESCRI PTI ON Specifies the processing of the DF bit.

SYNTAX unsi gned 16-bit integer

VAL UE 1 - Copy the DF bit fromthe internal |IP header to

the external |P header
2 - Set the DF bit of the external |IP header to 1.
3 - Cear the DF bit of the external | P header to O.

6.9. The C ass SANegoti ati onAction

The cl ass SANegoti ati onAction specifies an action requesting security
policy negotiati on.

This is an abstract class. Currently, only one security policy
negotiation protocol action is subclassed from SANegoti ati onActi on:
the | KENegoti ati onAction class. It is neverthel ess expected that
ot her security policy negotiation protocols will exist and the
negoti ati on acti ons of those new protocols would be nodel ed as a
subcl ass of SANegoti ati onActi on.

NANVE SANegot i ati onActi on
DESCRI PTI ON Specifies a negotiation action.
DERI VED FROM SAAct i on

ABSTRACT TRUE
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6.10. The C ass | KENegoti ati onActi on

The class | KENegoti ati onAction is abstract and serves as the base
class for IKE and I Psec actions that result in an | KE negotiation
The class definition for | KENegotiationAction is as foll ows:

NAME | KENegot i ati onActi on
DESCRI PTION A base class for I KE and | Psec actions that specifies
the paranmeters that are common for | KE phase 1 and
| KE phase 2 | Psec DO negoti ati ons.
DERI VED FROM SANegoti ati onActi on
ABSTRACT TRUE
PROPERTIES M nLi f eti meSeconds
M nLi f eti meKi | obyt es
| dl eDur ati onSeconds

6.10.1. The Property M nLifetimeSeconds

The property M nLifeti mneSeconds specifies the mninumseconds in a
lifetime that will be accepted fromthe peer. MnLifetinmeSeconds is
used to prevent certain denial of service attacks where the peer
requests an arbitrarily low lifetine value, causing renegotiations
with expensive Diffie-Hellnman operations. The property is defined as

foll ows:
NANVE M nLi f eti mneSeconds
DESCRI PTI ON  Speci fies the m ni mum seconds acceptable in a
lifetine.
SYNTAX unsi gned 64-bit integer
VALUE A value of zero indicates that there is no m ni num

val ue. A non-zero val ue specifies the m ni mum
seconds lifetine.

Note: while I KE can negotiate the lifetinme as an arbitrary length
field, the authors have assuned that a 64-bit integer will be
sufficient.

6.10.2. The Property M nLifetinmekKil obytes

The property MnLifetinmeKil obytes specifies the m nimum kil obytes of
alifetime that will be accepted fromthe peer. MnLifetineKilobytes
is used to prevent certain denial of service attacks, where the peer
requests an arbitrarily low lifetine value, causing renegotiations

wi th correspondingly expensive Diffie-Hellman operations. Note that
there has been consi derabl e debate regardi ng the useful ness of
applying kilobyte lifetimes to | KE phase 1 security associations, so
it islikely that this property will only apply to the sub-class

| PsecAction. The property is defined as foll ows:

Jason, et al. St andar ds Track [ Page 38]



RFC 3585

Not

field,

suf

NANVE
DESCRI PTI ON

SYNTAX
VALUE

| Psec Configuration Policy Mdel August 2003

M nLi f eti meKi | obyt es

Specifies the m ni mum kil obytes acceptable in a
lifetine.

unsi gned 64-bit integer

A val ue of zero indicates that there is no m ni rum
val ue. A non-zero val ue specifies the m ni mum

kil obytes lifetine.

e: Wiile IKE can negotiate the lifetinme as an arbitrary |length

ficient.

the authors have assuned that a 64-bit integer will be

6. 10. 3. The Property |dl eDurati onSeconds

The property |dl eDurati onSeconds specifies how many seconds a
security association may remain idle (i.e., no traffic protected
using the security association) before it is deleted. The property
is defined as foll ows:

NANVE

DESCRI PTI ON

SYNTAX
VALUE

| dl eDur ati onSeconds

Specifies how long, in seconds, a security
associ ati on nmay renain unused before it is deleted.
unsi gned 64-bit integer

A val ue of zero indicates that idle detection should
not be used for the security association (only the
seconds and kil obyte lifetines will be used). Any
non-zero val ue indicates the nunber of seconds the
security association may renain unused.

6.11. The C ass | PsecActi on

The class | PsecAction serves as the base class for |Psec transport

and tunnel

actions. It specifies the paraneters used for an | KE

phase 2 I Psec DO negotiation. The class definition for |PsecAction

is

Jason,

as follows:

NANVE

| PsecActi on

DESCRI PTION A base class for |IPsec transport and tunnel actions

that specifies the paraneters for | KE phase 2 | Psec
DA negoti ati ons.

DERI VED FROM | KENegoti ati onActi on

ABSTRACT
PROPERTI ES

et al.

TRUE
UsePFS

Usel KEG oup
G oupld
Granul arity
Vendor | D
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6.11.1. The Property UsePFS

The property UsePFS specifies whether or not perfect forward secrecy
shoul d be used when refreshing keys. The property is defined as

f ol

| ows:

NANVE
DESCRI PTI ON

SYNTAX
VALUE

UsePFS

Specifies the whether or not to use PFS when
refreshi ng keys.

bool ean

A val ue of true indicates that PFS should be used. A
val ue of false indicates that PFS should not be used.

6.11.2. The Property Usel KEG oup

The property Usel KEG oup specifies whether or not phase 2 should use
the same key exchange group as was used in phase 1. UselKEG oup is
ignored if UsePFS is false. The property is defined as foll ows:

NANVE
DESCRI PTI ON

SYNTAX
VALUE

Usel KEG oup

Specifies whether or not to use the sanme Goupld for
phase 2 as was used in phase 1. |If UsePFS is false,
then Usel KEG oup is ignored.

bool ean

A value of true indicates that the phase 2 G oupld
shoul d be the sane as phase 1. A value of false

i ndicates that the property Groupld will contain the
key exchange group to use for phase 2.

6.11.3. The Property G oupld

The property G oupld specifies the key exchange group to use for

phase 2.

Goupld is ignored if (1) the property UsePFS is false, or

(2) the property UsePFS is true and the property Usel KEG oup is true.
If the Goupl D nunber is fromthe vendor-specific range (32768-

65535)

the property Vendorl D qualifies the group nunber. The

property is defined as foll ows:

Jason,

NANVE

DESCRI PTI ON

SYNTAX
VALUE

et al.

G oupld

Specifies the key exchange group to use for phase 2
when the property UsePFS is true and the property
Usel KEG oup is fal se.

unsi gned 16-bit integer

Consult [IKE] for valid val ues.
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6.11. 4. The Property Ganularity

The property G anularity specifies how the selector for the security
associ ation should be derived fromthe traffic that triggered the
negotiation. The property is defined as follows:

NANVE Granul arity

DESCRI PTI ON Speci fies how the proposed sel ector for the
security association will be created.

SYNTAX unsi gned 16-bit integer

VALUE 1 - subnet: the source and destination subnet masks

of the filter entry are used.

2 - address: only the source and destination IP
addresses of the triggering packet are used.

3 - protocol: the source and destination |P addresses
and the I P protocol of the triggering packet are
used.

4 - port: the source and destination |IP addresses and
the I P protocol and the source and destination |ayer
4 ports of the triggering packet are used.

6.11.5. The Property Vendorl|D

The property VendorID is used together with the property G ouplD
(when it is in the vendor-specific range) to identify the key
exchange group. VendorID is ignored unless UsePFS is true and
Usel KEG oup is false and GrouplDis in the vendor-specific range
(32768-65535). The property is defined as foll ows:

NAME Vendor | D
DESCRI PTI ON Specifies the | KE Vendor ID.
SYNTAX string

6.12. The C ass | PsecTransportAction

The class | PsecTransportAction is a subclass of |PsecAction that is
used to specify use of an |IPsec transport-node security associati on.
The class definition for |IPsecTransportAction is as follows:

NAME | PsecTransport Acti on

DESCRI PTI ON Specifies that an | Psec transport-node security
associ ati on shoul d be negoti at ed.

DERI VED FROM | PsecActi on

ABSTRACT FALSE
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6.13. The C ass | PsecTunnel Acti on

The cl ass | PsecTunnel Action is a subclass of |PsecAction that is used
to specify use of an |IPsec tunnel -node security association. The
class definition for | PsecTunnel Action is as foll ows:

NANVE | PsecTunnel Acti on

DESCRI PTI ON Specifies that an | Psec tunnel -nbde security
associ ati on shoul d be negoti at ed.

DERI VED FROM | PsecAct i on

ABSTRACT FALSE

PROPERTI ES DFHandl i ng

6.13.1. The Property DFHandl i ng

The property DFHandling specifies how the tunnel should nmanage the
Don’t Fragment (DF) bit. The property is defined as foll ows:

NANVE DFHandl i ng

DESCRI PTI ON Specifies how to process the DF bit.

SYNTAX unsi gned 16-bit integer

VAL UE 1 - Copy the DF bit fromthe internal |IP header to

the external |P header
2 - Set the DF bit of the external |IP header to 1.
3 - Cear the DF bit of the external | P header to O.

6.14. The d ass | KEActi on

The cl ass | KEAction specifies the paraneters that are to be used for
| KE phase 1 negotiation. The class definition for |IKEAction is as
foll ows:

NAME | KEAct i on
DESCRI PTI ON Specifies the | KE phase 1 negotiation paraneters.
DERI VED FROM | KENegoti ati onActi on
ABSTRACT FALSE
PROPERTI ES  ExchangelMbde
Usel KEl denti t yType
Vendor | D
Aggr essi veMbdeG oupl d
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6.14.1. The Property ExchangeMode

The property ExchangeMbde specifies which | KE node shoul d be used for
| KE phase 1 negotiations. The property is defined as foll ows:

NANVE ExchangeMbde

DESCRI PTI ON Specifies the | KE negotiati on node for phase 1.
SYNTAX unsi gned 16-bit integer

VAL UE 1 - base node

2 - nmain node
4 - aggressive node

6.14.2. The Property Usel KEl dentityType

The property Usel KEl dentityType specifies what |KE identity type
shoul d be used when negotiating with the peer. This information is
used in conjunction with the IKE identities available on the system
and the IdentityContexts of the matching | KERule. The property is
defined as foll ows:

NANVE Usel KEl denti t yType

DESCRI PTI ON Specifies the IKE identity to use during negotiation.
SYNTAX unsi gned 16-bit integer

VAL UE Consult [DA] for valid val ues.

6.14.3. The Property Vendor!|D

The property Vendorl| D specifies the value to be used in the Vendor 1D
payl oad. The property is defined as follows:

NAME Vendor | D

DESCRI PTI ON Vendor | D Payl oad.

SYNTAX string

VALUE A val ue of NULL nmeans that Vendor ID payload will be
nei t her generated nor accepted. A non-NULL val ue
means that a Vendor |ID payload will be generated

(when acting as an initiator) or is expected (when
acting as a responder).

6.14.4. The Property Aggressi veModeG oupl d

The property Aggressi veMbdeG oupld specifies which group IDis to be
used in the first packets of the phase 1 negotiation. This property
is ignored unless the property ExchangeMbde is set to 4 (aggressive
node). |If the Aggressi veModeG oupl D nunber is fromthe vendor-
specific range (32768-65535), the property VendorlID qualifies the
group nunber. The property is defined as foll ows:

Jason, et al. St andar ds Track [ Page 43]



RFC 3585 | Psec Configuration Policy Mdel August 2003

NANVE Aggr essi veModeG oupl d

DESCRI PTI ON  Specifies the group ID to be used for aggressive
node.

SYNTAX unsi gned 16-bit integer

6.15. The C ass Peer Gat eway

The cl ass Peer Gat eway specifies the security gateway with which the
| KE services negotiates. The class definition for PeerGateway is as

foll ows:
NAME Peer Gat eway
DESCRI PTI ON Specifies the security gateway with which to
negoti at e.
DERI VED FROM Logi cal El enent (see [ Cl MCORE])
ABSTRACT FALSE

PROPERTI ES Nanme
Peerl dentityType
Peerldentity

Not e: The class PeerldentityEntry contains nore infornation about the
peer (nanely its |IP address).

6.15.1. The Property Nanme

The property Nane specifies a user-friendly name for this security
gateway. The property is defined as foll ows:

NAME Name

DESCRI PTI ON Specifies a user-friendly nane for this security
gat eway.

SYNTAX string

6.15.2. The Property PeerldentityType

The property PeerldentityType specifies the IKE identity type of the
security gateway. The property is defined as foll ows:

NANVE Peerl dentityType

DESCRI PTI ON Specifies the IKE identity type of the security
gat eway.

SYNTAX unsi gned 16-bit integer

VAL UE Consult [DA] for valid val ues.
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6.15.3. The Property Peerldentity

The property Peerldentity specifies the IKE identity value of the
security gateway. Based upon the storage chosen for the task-

speci fic mapping of the informati on nodel, a conversion may be needed
fromthe stored representation of the Peerldentity string to the rea
val ue used in the ID payload (e.g., |P address is to be converted
froma dotted decinmal string into 4 bytes). The property is defined
as follows:

NANVE Peerldentity

DESCRI PTI ON Specifies the IKE identity value of the security
gat eway.

SYNTAX string

6.16. The Associ ation C ass Peer Gat ewayFor Tunnel

The cl ass Peer Gat ewayFor Tunnel associ ates | PsecTunnel Actions with an
ordered list of PeerGateways. The class definition for
Peer Gat ewayFor Tunnel is as follows:

NAME Peer Gat ewayFor Tunne

DESCRI PTI ON Associ ates | PsecTunnel Actions with an ordered list of
Peer Gat eways.

DERI VED FROM Dependency (see [Cl MCORE])

ABSTRACT FALSE

PROPERTI ES  Antecedent [ref PeerGateway[O0..n]]
Dependent [ref |PsecTunnel Action[0..n]]
SequenceNunber

6.16.1. The Reference Antecedent

The property Antecedent is inherited from Dependency and is

overridden to refer to a PeerGateway instance. The [O0..n]

cardinality indicates that an | PsecTunnel Action instance may be

associated with zero or nore Peer Gateway i nstances.

Note: The cardinality 0 has a specific meaning:

- when the IKE service acts as a responder, this neans that the |IKE
service will accept phase 1 negotiation with any other security
gat eway;

- when the IKE service acts as an initiator, this neans that the | KE

service will use the destination IP address (of the IP packets
which triggered the SARule) as the I P address of the peer |IKE
entity.
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6.16.2. The Reference Dependent

The property Dependent is inherited from Dependency and is overridden
to refer to an I PsecTunnel Action instance. The [0..n] cardinality

i ndi cates that a PeerGateway instance nay be associated with zero or
nmore | PsecTunnel Acti on i nstances.

6.16. 3. The Property SequenceNunber
The property SequenceNunber specifies the ordering to be used when

eval uating PeerGateway i nstances for a given |PsecTunnel Action. The
property is defined as foll ows:

NANVE SequenceNunber

DESCRI PTI ON Specifies the order of evaluation for PeerGateways.
SYNTAX unsi gned 16-bit integer

VALUE Lower val ues are evaluated first.

6.17. The Aggregation C ass Contai nedProposal

The cl ass Cont ai nedProposal associates an ordered |ist of SAProposals

with the | KENegoti ati onAction that aggregates it. |If the referenced
| KENegot i ati onAction object is an | KEAction, then the referenced
SAProposal object(s) nust be | KEProposal (s). |If the referenced

| KENegot i ati onAction object is an | PsecTransportAction or an

| PsecTunnel Action, then the referenced SAProposal object(s) nust be
| PsecProposal (s). The class definition for ContainedProposal is as
foll ows:

NANVE Cont ai nedPr oposa

DESCRI PTI ON Associ ates an ordered list of SAProposals with an
| KENegot i ati onActi on

DERI VED FROM Pol i cyConponent (see [PCIM)

ABSTRACT FALSE

PROPERTI ES G oupConponent[ref | KENegotiati onAction[0..n]]
Par t Conponent [ ref SAProposal [1..n]]
SequenceNunber

6.17.1. The Reference G oupConponent

- The property G oupComponent is inherited from PolicyConponent and
is overridden to refer to an | KENegoti ati onAction instance. The
[0..n] cardinality indicates that an SAProposal instance may be
associated with zero or nore | KENegoti ati onAction instances.
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6.17.2. The Reference Part Conmponent

The property Part Conponent is inherited from PolicyConponent and is
overridden to refer to an SAProposal instance. The [1..n]
cardinality indicates that an | KENegotiati onAction instance MJST be
associated with at | east one SAProposal instance.

6.17.3. The Property SequenceNunber

The property SequenceNunber specifies the order of preference for the
SAProposal s. The property is defined as follows:

NANVE SequenceNunber

DESCRI PTI ON Specifies the preference order for the SAProposals.
SYNTAX unsi gned 16-bit integer

VALUE Lower - val ued proposals are preferred over proposals

wi th higher values. For Contai nedProposal s that
reference the sane | KENegoti ati onActi on
SequenceNunber val ues nmust be uni que.

6. 18. The Association C ass Host edPeer Gat ewayl nf or mati on

The cl ass Host edPeer Gat ewayl nf or mati on weakly associ ates a
PeerGateway with a System The class definition for
Host edPeer Gat ewayl nformation is as foll ows:

NANVE Host edPeer Gat ewayl nf or mat i on
DESCRI PTI ON Wakly associ ates a PeerGateway with a System
DERI VED FROM Dependency (see [ Cl MCORE])
ABSTRACT FALSE
PROPERTI ES  Antecedent [ref Systenfl..1]]
Dependent [ref PeerGateway[O0..n] [weak]]

6.18.1. The Reference Antecedent

The property Antecedent is inherited from Dependency and is
overridden to refer to a Systeminstance. The [1..1] cardinality

i ndi cates that a PeerGat eway i nstance MJST be associated with one and
only one System i nstance.

6. 18.2. The Reference Dependent
The property Dependent is inherited from Dependency and is overridden
to refer to a PeerGateway instance. The [0..n] cardinality indicates

that a Systeminstance may be associated with zero or nore
Peer Gat eway i nstances.
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6.19. The Associ ation O ass TransformOf Preconfi guredActi on

The cl ass TransfornOf Preconfi guredActi on associ ates a

Preconfi guredSAAction with two, four or six SATransfornms that will be
applied to the inbound and outbound traffic. The order of
application of the SATransfornms is inplicitly defined in [IPSEC.

The class definition for TransfornOf Preconfi guredAction is as

foll ows:

NAME Transf or mOf Preconfi gur edActi on
DESCRI PTI ON Associ ates a Preconfi guredSAAction with fromone to
t hree SATransf orns.
DERI VED FROM Dependency (see [ Cl MCORE])
ABSTRACT FALSE
PROPERTIES  Antecedent[ref SATransfornf?2..6]]
Dependent [ref Preconfi guredSAAction[0..n]]
SPI
Di rection

6.19.1. The Reference Antecedent

The property Antecedent is inherited from Dependency and is
overridden to refer to an SATransforminstance. The [2..6]
cardinality indicates that a PreconfiguredSAAction instance may be
associated with two to six SATransform i nstances.

6.19.2. The Reference Dependent

The property Dependent is inherited from Dependency and is overridden
to refer to a PreconfiguredSAAction instance. The [0..n] cardinality
i ndi cates that a SATransforminstance nay be associated with zero or
nor e PreconfiguredSAAction instances.

6.19.3. The Property SPI

The property SPI specifies the SPI to be used by the pre-configured
action for the associated transform The property is defined as

foll ows:
NANVE SPI
DESCRI PTION Specifies the SPI to be used with the SATransform
SYNTAX unsi gned 32-bit integer
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6.19.4. The Property Direction

The property Direction specifies whether the SPI property is for
i nbound or outbound traffic. The property is defined as foll ows:

NAME Di rection

DESCRI PTI ON Specifies whether the SAis for inbound or outbound
traffic.

SYNTAX unsi gned 8-bit integer

VALUE 1 - this SAis for inbound traffic

2 - this SAis for outbound traffic
6. 20 The Associ ati on C ass Peer Gat ewayFor Preconfi gur edTunne

The cl ass Peer Gat ewayFor Preconfi guredTunnel associ ates zero or one
Peer Gateways with multiple PreconfiguredTunnel Actions. The class
definition for PeerGatewayFor Preconfi guredTunnel is as follows:

NAME Peer Gat ewayFor Preconfi gur edTunnel

DESCRI PTI ON Associates a PeerGateway with nultiple
Preconfi guredTunnel Acti ons.

DERI VED FROM Dependency (see [Cl MCORE])

ABSTRACT FALSE

PROPERTI ES  Antecedent[ref PeerGateway[O..1]]
Dependent [ref PreconfiguredTunnel Action[O0..n]]

6.20.1. The Reference Antecedent

The property Antecedent is inherited from Dependency and is
overridden to refer to a PeerGateway instance. The [O0..1]
cardinality indicates that a PreconfiguredTunnel Action instance may
be associated with one Peer G eway instance.

6. 20. 2. The Reference Dependent
The property Dependent is inherited from Dependency and is overridden
to refer to a PreconfiguredTunnel Action instance. The [0..n]

cardinality indicates that a PeerGateway instance nay be associ ated
with zero or nore PreconfiguredSAAction instances.
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7. Proposal and Transform Cl asses

The proposal and transform cl asses nodel the proposal settings an

| Psec device will use during | KE phase 1 and 2 negoti ations.
Fomm e e oo oo +* W 1 +
| [SAProposal] |[-------- | System |
L + (a) | ([CIMCORE]) |
N Fomm e oo oo oo +
I | 1
o e e e e e iaaa-o- + |
I I I
Fom e e e oo - + S + |
| | KEProposal | | | PsecProposal | |
Fom e e e oo - + S + |
*0 |
| (b) | (c)
n| I
S +*w |
| [SATransform |----+
SRS +
N
I
Fom e oo oo Fomm oo I +
I I I
NS + SR + o e e e oo oo oo +
| AHTransform | | ESPTransform | | I PCOVPTr ansf orm |
NS + SR + o e e e oo oo oo +

(a) SAProposal I nSystem
(b) ContainedTransform
(c) SATransformn nSystem

7.1. The Abstract O ass SAProposal

The abstract class SAProposal serves as the base class for the | KE
and | Psec proposal classes. It specifies the paraneters that are
common to the two proposal types. The class definition for
SAProposal is as foll ows:

NANVE SAPr oposal

DESCRI PTI ON Speci fies the comon proposal paraneters for |KE and
| Psec security association negotiation.

DERI VED FROM Policy ([PCIM)

ABSTRACT TRUE

PROPERTI ES Nanme
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7.1.1. The Property Nane

The property Nane specifies a user-friendly name for the SAProposal
The property is defined as foll ows:

NAME Narme
DESCRI PTI ON Specifies a user-friendly nanme for this proposal.
SYNTAX string

7.2. The C ass | KEProposa

The cl ass | KEProposal specifies the proposal paraneters necessary to
drive an | KE security association negotiation. The class definition
for | KEProposal is as foll ows:

NANVE | KEPr oposal
DESCRI PTI ON Specifies the proposal paraneters for | KE security
associ ati on negotiation
DERI VED FROM SAPr oposa
ABSTRACT FALSE
PROPERTI ES  Ci pher Al gorithm
HashAl gorit hm
PRFAI gorit hm
G oupld
Aut henti cat i onMet hod
MaxLi f et i neSeconds
MaxLi f eti meKi | obyt es
Vendor | D

7.2.1. The Property G pherAl gorithm

The property Ci pherAl gorithm specifies the proposed phase 1 security
associ ation encryption algorithm The property is defined as
foll ows:

NAME Ci pher Al gorithm

DESCRI PTI ON Speci fies the proposed encryption algorithmfor the
phase 1 security association.

SYNTAX unsi gned 16-bit integer

VAL UE Consult [IKE] for valid val ues.
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7.2.2. The Property HashAl gorithm

The property HashAl gorithm specifies the proposed phase 1 security
associ ati on hash algorithm The property is defined as foll ows:

NAME HashAl gorit hm

DESCRI PTI ON Speci fies the proposed hash algorithmfor the phase 1
security association.

SYNTAX unsi gned 16-bit integer

VAL UE Consult [IKE] for valid val ues.

7.2.3. The Property PRFAl gorithm

The property PRFAI gorithm specifies the proposed phase 1 security
associ ati on pseudo-random function. The property is defined as
foll ows:

NANVE PRFAI gorit hm

DESCRI PTI ON Speci fies the proposed pseudo-random function for the
phase 1 security association.

SYNTAX unsi gned 16-bit integer

VALUE Currently none defined in [IKE], if [IKE, DO] are
extended, then the values of [IKE, DO] are to be
used for values of PRFAl gorithm

7.2.4. The Property G oupld

The property G oupld specifies the proposed phase 1 security
associ ati on key exchange group. This property is ignored for al
aggressi ve node exchanges. |f the G oupl D nunber is fromthe
vendor - speci fic range (32768-65535), the property Vendor|ID qualifies
the group nunber. The property is defined as foll ows:

NANVE G oupld

DESCRI PTI ON Speci fies the proposed key exchange group for the
phase 1 security association.

SYNTAX unsi gned 16-bit integer

VAL UE Consult [IKE] for valid val ues.

Not e: The value of this property is to be ignored in aggressive node.
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7.2.5. The Property Authenticati onMet hod

The property Authenticati onMethod specifies the proposed phase 1
aut henti cation nmethod. The property is defined as foll ows:

NAME Aut henti cat i onMet hod

DESCRI PTI ON Speci fies the proposed authentication nethod for the
phase 1 security association.

SYNTAX unsi gned 16-bit integer

VALUE 0 - a special value that indicates that this
particul ar proposal should be repeated once for each
aut hentication nmethod that corresponds to the
credentials installed on the machine. For exanpl e,
if the systemhas a pre-shared key and a certificate,
a proposal list could be constructed that includes a
proposal that specifies a pre-shared key and
proposal s for any of the public-key authentication
met hods. Consult [IKE] for valid val ues.

7.2.6. The Property MaxLifeti meSeconds
The property MaxLifeti meSeconds specifies the proposed maxi numti ne,

in seconds, that a security association will remain valid after its
creation. The property is defined as foll ows:

NANVE MaxLi f eti meSeconds

DESCRI PTI ON Specifies the proposed nmaxinumtinme that a
security association will remain valid.

SYNTAX unsi gned 64-bit integer

VALUE A val ue of zero indicates that the default of 8

hours be used. A non-zero value indicates the
maxi mum seconds |ifetine.

Note: Wiile I KE can negotiate the lifetinme as an arbitrary |length
field, the authors have assuned that a 64-bit integer will be
sufficient.

7.2.7. The Property MaxLifetinmeKil obytes
The property MaxLifetineKil obytes specifies the proposed maxi mum

kilobyte lifetime that a security association will remain valid after
its creation. The property is defined as foll ows:

NANVE MaxLi f eti meKi | obyt es

DESCRI PTI ON Speci fies the proposed nmaxi mum kil obyte lifetine
that a security association will renain valid.

SYNTAX unsi gned 64-bit integer

Jason, et al. St andar ds Track [ Page 53]



RFC 3585 | Psec Configuration Policy Mdel August 2003

VAL UE A val ue of zero indicates that there should be no
maxi mum ki | obyte lifetine. A non-zero val ue
specifies the desired kilobyte lifetinmne.

Note: Wiile IKE can negotiate the lifetinme as an arbitrary |length
field, the authors have assuned that a 64-bit integer will be
sufficient.

7.2.8. The Property VendorlD

The property VendorI D further qualifies the key exchange group. The
property is ignored unless the exchange is not in aggressive node and
the property GouplDis in the vendor-specific range. The property
is defined as foll ows:

NAME Vendor | D

DESCRI PTION Specifies the Vendor IDto further qualify the key
exchange group.

SYNTAX string

7.3. The C ass | PsecProposa

The class | PsecProposal adds no new properties, but inherits proposal
properties from SAProposal, as well as aggregating the security
associ ation transforns necessary for building an | Psec proposal (see
the aggregati on class Contai nedTransforn). The class definition for
| PsecProposal is as follows:

NANVE | PsecProposal

DESCRI PTI ON Specifies the proposal paraneters for |Psec security
associ ati on negotiation

DERI VED FROM SAPr oposa

ABSTRACT FALSE

7.4. The Abstract C ass SATransform

The abstract class SATransform serves as the base class for the | Psec
transfornms that can be used to conpose an | Psec proposal or to be
used as a pre-configured action. The class definition for
SATransformis as foll ows:

NANVE SATr ansf orm
DESCRI PTION Base class for the different |Psec transforns.
ABSTRACT TRUE
PROPERTI ES  ConmonNane (from Pol i cy)
Vendor | D

MaxLi f et i nreSeconds
MaxLi f eti meKi | obyt es
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7.4.1. The Property ConmonNane

The property ComonNane is inherited fromPolicy [PCIM and specifies
a user-friendly nane for the SATransform The property is defined as
foll ows:

NAME ConmmonNane

DESCRI PTI ON Specifies a user-friendly name for this Policy-
rel ated object.

SYNTAX string

7.4.2. The Property VendorlD

The property Vendorl D specifies the vendor |ID for vendor-defined
transfornms. The property is defined as foll ows:

NAME Vendor | D

DESCRI PTI ON  Specifies the vendor ID for vendor-defined
transforns.

SYNTAX string

VAL UE An enpty VendorID string indicates that the transform
is a standard one.

7.4.3. The Property MaxLifeti mneSeconds
The property MaxLifeti meSeconds specifies the proposed maxi numti ne,

in seconds, that a security association will remain valid after its
creation. The property is defined as foll ows:

NANVE MaxLi f eti meSeconds
DESCRI PTI ON Specifies the proposed nmaxinumtine that a
security association will remain valid.
SYNTAX unsi gned 64-bit integer
VALUE A val ue of zero indicates that the default of 8 hours

be used. A non-zero value indicates the maxi mum
seconds lifetine.

Note: Wiile I KE can negotiate the lifetinme as an arbitrary |length
field, the authors have assuned that a 64-bit integer will be
sufficient.

7.4.4. The Property MaxLifetimeKil obytes
The property MaxLifetineKil obytes specifies the proposed maxi mum

kilobyte lifetime that a security association will remain valid after
its creation. The property is defined as foll ows:
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NANVE MaxLi f eti meKi | obyt es

DESCRI PTI ON Speci fies the proposed maxi mum kil obyte lifetinme
that a security association will renain valid.

SYNTAX unsi gned 64-bit integer

VALUE A val ue of zero indicates that there should be no

maxi mum ki | obyte lifetine. A non-zero val ue
specifies the desired kilobyte lifetinmne.

Note: Wiile IKE can negotiate the lifetinme as an arbitrary |length
field, the authors have assuned that a 64-bit integer will be
sufficient.

7.5. The O ass AHTransform
The cl ass AHTransform specifies the AH al gorithmto propose during

| Psec security association negotiation. The class definition for
AHTransformis as foll ows:

NAME AHTr ansf orm
DESCRI PTI ON Speci fies the proposed AH al gorithm
ABSTRACT FALSE

PROPERTI ES  AHTransform d
UseRepl ayPreventi on
Repl ayPreventi onW ndowSi ze

7.5.1. The Property AHTransformd

The property AHTransform d specifies the transformI|ID of the AH
algorithm The property is defined as foll ows:

NAME AHTr ansform d

DESCRI PTION Specifies the transform|D of the AH al gorithm
SYNTAX unsi gned 16-bit integer

VAL UE Consult [DA] for valid val ues.

7.5.2. The Property UseRepl ayPreventi on

The property UseRepl ayPreventi on specifies whether replay prevention
detection is to be used. The property is defined as foll ows:

NANVE UseRepl ayPreventi on

DESCRI PTI ON Speci fi es whether to enable replay prevention
det ecti on.

SYNTAX bool ean

VAL UE true - replay prevention detection is enabl ed.

false - replay prevention detection is disabled.
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7.5.3. The Property Repl ayPreventi onW ndowSi ze

The property Repl ayPreventi onW ndowSi ze specifies, in bits, the
Il ength of the sliding wi ndow used by the replay prevention detection
mechani sm The value of this property is neaningless if

UseRepl ayPrevention is false. It is assunmed that the w ndow size
will be power of 2. The property is defined as foll ows:
NANVE Repl ayPr eventi onW ndowSi ze

DESCRI PTI ON Specifies the length of the wi ndow used by the replay
prevention detection nmechani sm
SYNTAX unsi gned 32-bit integer

7.6. The C ass ESPTransform
The class ESPTransform specifies the ESP algorithns to propose

during | Psec security association negotiation. The class definition
for ESPTransformis as follows:

NAME ESPTr ansf orm
DESCRI PTI ON Speci fies the proposed ESP al gorithms.
ABSTRACT FALSE

PROPERTIES IntegrityTransform d
Ci pher Transform d
Ci pher KeyLengt h
Ci pher KeyRounds
UseRepl ayPreventi on
Repl ayPreventi onW ndowSi ze

7.6.1. The Property IntegrityTransformd

The property IntegrityTransform d specifies the transformID of the
ESP integrity algorithm The property is defined as foll ows:

NANVE IntegrityTransformd

DESCRI PTI ON Specifies the transformID of the ESP integrity
al gorithm

SYNTAX unsi gned 16-bit integer

VAL UE Consult [DA] for valid val ues.
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7.6.2. The Property G pherTransform d

The property G pherTransform d specifies the transformID of the ESP
encryption algorithm The property is defined as follows:

NANVE C pher Transform d

DESCRI PTION Specifies the transform|D of the ESP encryption
al gorithm

SYNTAX unsi gned 16-bit integer

VAL UE Consult [DA] for valid val ues.

7.6.3. The Property C pherKeyLength

The property G pherKeyLength specifies, in bits, the key length for
the ESP encryption algorithm For encryption algorithnms that use a
fixed-length keys, this value is ignored. The property is defined as

foll ows:
NAME Ci pher KeyLengt h
DESCRI PTI ON Specifies the ESP encryption key length in bits.
SYNTAX unsi gned 16-bit integer

7.6.4. The Property G pher KeyRounds

The property C pherKeyRounds specifies the nunber of key rounds for
the ESP encryption algorithm For encryption algorithms that use
fi xed nunber of key rounds, this value is ignored. The property is
defined as foll ows:

NANVE Ci pher KeyRounds

DESCRI PTI ON Specifies the nunber of key rounds for the ESP
encryption al gorithm

SYNTAX unsi gned 16-bit integer

VAL UE Currently, key rounds are not defined for any ESP
encryption al gorithnmns.

7.6.5. The Property UseRepl ayPrevention

The property UseRepl ayPreventi on specifies whether replay prevention
detection is to be used. The property is defined as foll ows:

NANVE UseRepl ayPreventi on

DESCRI PTI ON Speci fi es whether to enable replay prevention
det ecti on.

SYNTAX bool ean

VAL UE true - replay prevention detection is enabl ed.

false - replay prevention detection is disabled.
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7.6.6. The Property Repl ayPreventi onW ndowSi ze

The property Repl ayPreventi onW ndowSi ze specifies, in bits, the
Il ength of the sliding wi ndow used by the replay prevention detection
mechani sm The value of this property is neaningless if

UseRepl ayPrevention is false. It is assunmed that the w ndow size
will be power of 2. The property is defined as foll ows:
NANVE Repl ayPr eventi onW ndowSi ze

DESCRI PTI ON Specifies the length of the wi ndow used by the replay
prevention detection mechani sm
SYNTAX unsi gned 32-bit integer

7.7. The d ass | PCOWPTransform
The cl ass | PCOWPTransform specifies the | P conpression (I PCOVW)

algorithmto propose during |IPsec security association negotiation.
The class definition for IPCOWTransformis as follows:

NAME | PCOVPTr ansf orm
DESCRI PTI ON Speci fies the proposed | PCOW al gorithm
ABSTRACT FALSE

PROPERTIES Al gorithm
Di ctionarySi ze
PrivateAl gorithm

7.7.1. The Property Al gorithm

The property Al gorithmspecifies the transformI|D of the | PCOW
conpression algorithm The property is defined as foll ows:

NANVE Al gorithm

DESCRI PTION Specifies the transform|D of the | PCOVWP conpression
al gorithm

SYNTAX unsi gned 16-bit integer

VALUE 1 - QUI: a vendor specific algorithmis used and

specified in the property PrivateAlgorithm Consult
[DA] for other valid val ues.

7.7.2. The Property DictionarySize
The property DictionarySi ze specifies the | og2 nmaxi mrum size of the
dictionary for the conpression algorithm For conpression algorithns

that have pre-defined dictionary sizes, this value is ignored. The
property is defined as foll ows:
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NANVE Di ctionarySi ze
DESCRI PTI ON Specifies the |1 o0g2 nmaxi mum si ze of the dictionary.
SYNTAX unsi gned 16-bit integer

7.7.3. The Property PrivateAl gorithm

The property PrivateAl gorithm specifies a private vendor-specific
conpression algorithm This value is only used when the property
Algorithmis 1 (QUI). The property is defined as foll ows:

NAME PrivateAl gorithm

DESCRI PTION Specifies a private vendor-specific conpression
al gorithm

SYNTAX unsi gned 32-bit integer

7.8. The Association C ass SAProposal | nSyst em

The cl ass SAProposal I nSystem weakly associ ates SAProposals with a
System The class definition for SAProposal I nSystemis as follows:

NAME SAPr oposal | nSyst em
DESCRI PTI ON Wakly associ ates SAProposals with a System
DERI VED FROM Pol i cyl nSystem (see [PCI M)
ABSTRACT FALSE
PROPERTI ES  Antecedent[ref System[1..1]]
Dependent [ ref SAProposal [0..n] [weak]]

7.8.1. The Reference Antecedent

The property Antecedent is inherited fromthe PolicylnSystemand is
overridden to refer to a Systeminstance. The [1..1] cardinality

i ndi cates that an SAProposal instance MJST be associated with one and
only one System i nstance.

7.8.2. The Reference Dependent

The property Dependent is inherited from PolicylnSystemand is
overridden to refer to an SAProposal instance. The [O0..n]
cardinality indicates that a Systeminstance may be associated with
zero or nore SAProposal instances.

7.9. The Aggregation C ass Contai nedTransform

The cl ass Contai nedTransform associ ates an | PsecProposal with the set
of SATransfornms that make up the proposal. If multiple transforns of
the sanme type are in a proposal, then they are to be logically ORed
and the order of preference is dictated by the SequenceNunber
property. Sets of transfornms of different types are |ogically ANDed.
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For example, if the ordered proposal list were

ESP
AH

{ (HVAC-MD5, 3DES), (HVAC-MD5, DES) }
{ M5, SHA-1}

then the one sending the proposal would want the other side to pick
one fromthe ESP transform (preferably (HVAC-MD5, 3DES)) |ist AND one
fromthe AH transformlist (preferably MD5).

The class definition for Contai nedTransformis as foll ows:

NAME Cont ai nedTr ansf orm

DESCRI PTI ON Associ ates an | PsecProposal with the set of
SATransforns that make up the proposal

DERI VED FROM Pol i cyConponent (see [PCIM)

ABSTRACT FALSE

PROPERTI ES G oupConponent[ref |PsecProposal [0..n]]
Part Conponent [ref SATransfornf{l1..n]]
SequenceNunber

7.9.1. The Reference G oupConponent

The property G oupConponent is inherited from PolicyConponent and is
overridden to refer to an | PsecProposal instance. The [0..n]
cardinality indicates that an SATransforminstance may be associ at ed
with zero or nore | PsecProposal instances.

7.9.2. The Reference Part Conponent

The property Part Conponent is inherited from PolicyConponent and is
overridden to refer to an SATransforminstance. The [1..n]
cardinality indicates that an | PsecProposal instance MJST be
associated with at | east one SATransforminstance.

7.9.3. The Property SequenceNumnber

The property SequenceNunber specifies the order of preference for the
SATransforns of the same type. The property is defined as foll ows:

NANVE SequenceNunber

DESCRI PTI ON Specifies the preference order for the SATransforns
of the sanme type

SYNTAX unsi gned 16-bit integer

VALUE Lower -val ued transforns are preferred over transforns
of the sanme type with higher values. For
Cont ai nedTransforns that reference the sane
| PsecProposal , SequenceNunber val ues nust be uni que.
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7.10. The Association O ass SATransformn nSyst em

The cl ass SATransforn nSystem weakl y associ ates SATransforns with a

System The class definition for SATransform nSystem Systemis as
foll ows:

NAME SATr ansf or m nSyst em
DESCRI PTI ON Weakly associ ates SATransforns with a System
DERI VED FROM Pol i cyl nSystem (see [PCI M)
ABSTRACT FALSE
PROPERTI ES  Antecedent[ref Systenl..1]]
Dependent[ref SATransforniO..n] [weak]]

7.10.1. The Reference Antecedent

The property Antecedent is inherited from PolicylnSystemand is
overridden to refer to a Systeminstance. The [1..1] cardinality
i ndi cates that an SATransform i nstance MJST be associated with one
and only one System i nstance.

7.10.2. The Reference Dependent

The property Dependent is inherited from PolicylnSystemand is
overridden to refer to an SATransforminstance. The [0..n]
cardinality indicates that a Systeminstance may be associated with
zero or nore SATransforminstances.
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(k) CollectionHasLocal | KEl dentity
(1) [IKEldentitysCredenti al

This portion of the nodel contains additional information that is
useful in applying the policy. The IKEService class MAY be used to
represent the | KE negotiation function in a system The | KEService
uses the various tables that contain infornati on about | KE peers as
wel | as the configuration for specifying security associations that
are started autonatically. The information in the PeerGat eway,
PeerldentityTable and rel ated classes is necessary to conpletely
specify the policies.

An interface (represented by an | PProtocol Endpoi nt) has an | KEService
that provides the negotiation services for that interface. That
service MAY al so have a list of security associations automatically
started at the time the IKE service is initialized.

The | KEService also has a set of identities that it nmay use in
negotiations with its peers. Those identities are associated with
the interfaces (or collections of interfaces).

8.1. The O ass | KEService

The cl ass | KEService represents the | KE negotiation function. An

i nstance of this service nmay provide that negotiation service for one
or nore interfaces (represented by the |IPProtocol Endpoi nt class) of a
System There may be multiple instances of | KE services on a System
but only one per interface. The class definition for |KEService is
as foll ows:

NAME | KESer vi ce

DESCRI PTION | KEService is used to represent the | KE negotiation
functi on.

DERI VED FROM Servi ce (see [ Cl MCORE])

ABSTRACT FALSE

8.2. The C ass PeerldentityTable

The class PeerldentityTabl e aggregates the table entries that provide
mappi ngs between identities and their addresses. The cl ass
definition for PeerldentityTable is as foll ows:

NANVE Peerl dentityTabl e

DESCRI PTI ON PeerldentityTabl e aggregates PeerldentityEntry
i nstances to provide a table of identity-address
mappi ngs.

DERI VED FROM Col | ecti on (see [Cl MCORE])
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ABSTRACT FALSE
PROPERTI ES Name

8.2.1. The Property Nane

The property Nane uniquely identifies the table. The property is
defined as follows:

NAME Name
DESCRI PTI ON Nane uni quely identifies the table.
SYNTAX string

8.3. The O ass PeerldentityEntry

The cl ass PeerldentityEntry specifies the mappi ng between peer
identity and their |IP address. The class definition for
PeerldentityEntry is as foll ows:

NAME PeerldentityEntry
DESCRI PTI ON PeerldentityEntry provi des a mappi ng between a peer’s
identity and address.
DERI VED FROM Logi cal El enent (see [ Cl MCORE])
ABSTRACT FALSE
PROPERTI ES  Peerldentity
Peerl dentityType
Peer Addr ess
Peer Addr essType

The pre-shared key to be used with this peer (if applicable) is
contained in an instance of the class SharedSecret (see [Cl MJSER]).
The pre-shared key is stored in the property Secret, the property
protocol contains "IKE", the property algorithmcontains the

al gorithmused to protect the secret (can be "PLAINTEXT" if the |IPsec
entity has no secret storage), the value of property Renotel D nust
mat ch the Peerldentity property of the PeerldentityEntry instance
descri bing the | KE peer.

8.3.1. The Property Peerldentity

The property Peerldentity contains a string encoding of the ldentity
payl oad for the IKE peer. The property is defined as foll ows:

NANVE Peerldentity
DESCRI PTION The Peerldentity is the ID payl oad of a peer.
SYNTAX string
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8.3.2. The Property PeerldentityType

The property PeerldentityType is an enuneration that specifies the
type of the Peerldentity. The property is defined as follows:

NANVE Peerl dentityType

DESCRI PTI ON PeerldentityType is the type of the ID payload of a
peer.

SYNTAX unsi gned 16-bit integer

VALUE The enuneration values are specified in [DO] section
4.6.2.1.

8.3.3. The Property Peer Address

The property Peer Address specifies the string representation of the
| P address of the peer fornmatted according to the appropriate
convention as defined in the Peer AddressType property (e.g., dotted
decimal notation). The property is defined as follows:

NAME Peer Addr ess

DESCRI PTI ON Peer Address is the address of the peer with the ID
payl oad.

SYNTAX string

VAL UE String representation of an IPv4 or |Pv6 address.

8.3.4. The Property Peer AddressType

The property Peer AddressType specifies the format of the Peer Address
property value. The property is defined as foll ows:

NANVE Peer Addr essType
DESCRI PTI ON Peer AddressType is the type of address in
Peer Addr ess.

SYNTAX unsi gned 16-bit integer
VALUE 0 - Unknown

1-1PvV4

2 - 1Pv6

8.4. The C ass Autostart| KEConfiguration

The cl ass Autostart! KEConfiguration groups Autostartl| KESetting

i nstances into configuration sets. Wen applied, the settings cause
an | KE service to automatically start (negotiate or statically set as
appropriate) the Security Associations. The class definition for

Aut ostart | KEConfi guration is as foll ows:
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NANVE Aut ost art | KEConf i gurati on

DESCRI PTION A configuration set of AutostartlKESetting instances
to be automatically started by the | KE service.

DERI VED FROM Syst enConfi guration (see [ Cl MCORE])

ABSTRACT FALSE

8.5. The Ol ass Autostartl| KESetting

The class Autostart| KESetting is used to automatically initiate |IKE
negotiations with peers (or statically create an SA) as specified in
the Autostart| KESetting properties. Appropriate actions are
initiated according to the policy that matches the setting
paranmeters. The class definition for Autostartl KESetting is as

foll ows:

NANVE Aut ostart| KESetting
DESCRI PTION Autostartl KESetting is used to automatically initiate
| KE negotiations with peers or statically create an

SA.
DERI VED FROM Systentetting (see [ Cl MCORE])
ABSTRACT FALSE
PROPERTI ES PhaselOnly

Addr essType

Sour ceAddr ess

Sour cePor't

Desti nati onAddr ess
Desti nati onPort

Pr ot ocol

8.5.1. The Property PhaselOnly

The property PhaselOnly is used to limt the |IKE negotiation to a
phase 1 SA establishnment only. Wen set to Fal se, both phase 1 and
phase 2 SAs are negotiated. The property is defined as foll ows:

NAME PhaselOnl y

DESCRI PTION Used to indicate whether a phase 1 only or both phase
1 and phase 2 security associations should attenpt
est abl i shnent.

SYNTAX bool ean

VALUE true - attenpt to establish a phase 1 security
associ ation
false - attenpt to establish phase 1 and phase 2
security associations
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8.5.2. The Property AddressType

The property AddressType specifies a type of the addresses in the
Sour ceAddr ess and Destinati onAddress properties. The property is
defined as follows:

NANVE Addr essType
DESCRI PTI ON AddressType is the type of address in SourceAddress
and Desti nati onAddress properties.

SYNTAX unsi gned 16-bit integer
VALUE 0 - Unknown

1-1PvV4

2 - 1Pv6

8.5.3. The Property SourceAddress

The property SourceAddress specifies the dotted-deci mal or col on-
decimal formatted | P address used as the source address in conparing
with policy filter entries and used in any phase 2 negotiations. The
property is defined as foll ows:

NANVE Sour ceAddr ess

DESCRI PTION The source address to conpare with the filters to
determ ne the appropriate policy rule.

SYNTAX string

VALUE dotted-deci mal or colon-decimal formatted |IP address

8.5.4. The Property SourcePort

The property SourcePort specifies the port number used as the source
port in conparing policy filter entries and is used in any phase 2
negotiations. The property is defined as follows:

NAME Sour cePor t

DESCRI PTION The source port to conpare with the filters to
determ ne the appropriate policy rule.

SYNTAX unsi gned 16-bit integer

8.5.5. The Property Destinati onAddress

The property Destinati onAddress specifies the dotted-deciml or
colon-decimal formatted | P address used as the destination address in
conmparing policy filter entries and is used in any phase 2
negotiations. The property is defined as follows:

NANVE Desti nati onAddr ess

DESCRI PTION The destination address to conpare with the filters
to determine the appropriate policy rule.
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SYNTAX string
VALUE dotted-deci mal or colon-decinmal formatted | P address

8.5.6. The Property DestinationPort

The property DestinationPort specifies the port nunber used as the
destination port in conparing policy filter entries and is used in
any phase 2 negotiations. The property is defined as foll ows:

NANVE Desti nati onPort

DESCRI PTI ON The destination port to conpare with the filters to
determ ne the appropriate policy rule.

SYNTAX unsi gned 16-bit integer

8.5.7. The Property Protocol

The property Protocol specifies the protocol nunber used in conparing
with policy filter entries and is used in any phase 2 negoti ati ons.
The property is defined as foll ows:

NAME Pr ot oco

DESCRI PTI ON The protocol nunber used in conparing policy
filter entries.

SYNTAX unsi gned 8-bit integer

8.6. The Cass I KEldentity

The class IKEIdentity is used to represent the identities that may be
used for an | PProtocol Endpoint (or collection of |PProtocol Endpoints)
to identify the IKE Service in |IKE phase 1 negotiations. The policy
| KEAct i on. Usel KEl dentityType specifies which type of the avail able
identities to use in a negotiation exchange and the

| KERul e. I dentityContexts specifies the match values to be used, al ong
with the | ocal address, in selecting the appropriate identity for a
negotiation. The Elenentl D property value (defined in the parent

cl ass, UsersAccess) should be that of either the |PProtocol Endpoi nt
or Collection of endpoints as appropriate. The class definition for

| KEI dentity is as follows:

NAME | KEl dentity

DESCRI PTION | KEldentity is used to represent the identities that
may be used for an | PProtocol Endpoint (or collection
of | PProtocol Endpoints) to identify the | KE Service
in | KE phase 1 negoti ations.

DERI VED FROM User sAccess (see [ Cl MUSER])

ABSTRACT FALSE
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PROPERTIES ldentityType
| denti t yVal ue
I denti t yCont exts

8.6.1. The Property ldentityType

The property ldentityType is an enuneration that specifies the type
of the IdentityValue. The property is defined as follows:

NANVE I dentityType

DESCRI PTION IdentityType is the type of the IdentityVal ue.

SYNTAX unsi gned 16-bit integer

VALUE The enuneration values are specified in [DO] section
4.6.2.1.

8.6.2. The Property IdentityVal ue

The property ldentityValue contains a string encoding of the ldentity
payl oad. For IKEldentity instances that are address types (i.e.,

| Pv4 or | Pv6 addresses), the ldentityValue string val ue MAY be
omtted; then the associated | PProtocol Endpoint (or appropriate
menber of the Collection of endpoints) is used as the identity val ue.
The property is defined as foll ows:

NANVE | denti t yVal ue

DESCRI PTION IdentityValue contains a string encoding of the
I dentity payl oad.

SYNTAX string

8.6.3. The Property IdentityContexts

The ldentityContexts property is used to constrain the use of

| KEI dentity instances to match that specified in the

| KERul e. I dentityContexts. The ldentityContexts are formatted as
policy roles and role conmbinations [PCCM & [PCIME]. Each val ue
represents one context or context conbination. Since this is a

mul ti-valued property, nore than one context or conbination of
contexts can be associated with a single IKEldentity. Each value is
a string of the form

<Cont ext Nane>[ &&<Cont ext Nanme>] *

where the individual context names appear in al phabetical order
(according to the collating sequence for UCS-2). |If one or nore
values in the I KERul e.ldentityContexts array natch one or nore

| KEl dentity. ldentityContexts, then the identity’ s context matches.
(That is, each value of the lIdentityContext array is an ORed
condition.) In conmbination with the address of the
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| PPr ot ocol Endpoi nt and | KEActi on. Usel KEl dentityType, there SHOULD be
exactly one I KEldentity. The property is defined as foll ows:

NANVE I denti t yCont exts

DESCRI PTION The I KE service of a security endpoint may have
multiple identities for use in different situations.
The conbi nation of the interface (represented by
the | PProtocol Endpoint), the identity type (as
specified in the | KEActi on) and the ldentityContexts
selects a unique identity.

SYNTAX string array

VALUE string of the form <Cont ext Nane>[ & <Cont ext Nane>] *

8.7. The Association C ass HostedPeerldentityTabl e

The cl ass Host edPeerldentityTabl e provi des the nanme scoping
relationship for PeerldentityTable entries in a System The
PeerldentityTable is weak to the System The class definition for
Host edPeerl dentityTable is as foll ows:

NANVE Host edPeer I dentityTabl e

DESCRI PTION The PeerldentityTabl e i nstances are weak (name scoped
by) the owning System

DERI VED FROM Dependency (see [Cl MCORE])

ABSTRACT FALSE

PROPERTI ES  Antecedent [ref Systenfl..1]]
Dependent [ref PeerldentityTable[0..n] [weak]]

8.7.1. The Reference Antecedent

The property Antecedent is inherited from Dependency and is
overridden to refer to a Systeminstance. The [1..1] cardinality

i ndicates that a PeerldentityTabl e instance MJUST be associated in a
weak relationship with one and only one System i nstance.

8.7.2. The Reference Dependent
The property Dependent is inherited from Dependency and is overridden
to refer to a PeerldentityTable instance. The [0..n] cardinality
i ndicates that a Systeminstance nmay be associated with zero or nore
Peerl dentityTabl e i nstances.

8.8. The Aggregation C ass PeerldentityMenmnber
The class PeerldentityMenber aggregates PeerldentityEntry instances

into a PeerldentityTable. This is a weak aggregation. The class
definition for PeerldentityMenber is as foll ows:
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NANVE Peer | dentityMenber

DESCRI PTI ON PeerldentityMenber aggregates PeerldentityEntry
i nstances into a PeerldentityTabl e.

DERI VED FROM Menber OfF Col | ecti on (see [ Cl MCORE])

ABSTRACT FALSE

PROPERTIES Collection [ref PeerldentityTable[1l..1]]
Menmber [ref PeerldentityEntry [0..n] [weak]]

8.8.1. The Reference Coll ection

The property Collection is inherited from MenberO Col | ection and is
overridden to refer to a PeerldentityTable instance. The [1..1]
cardinality indicates that a PeerldentityEntry instance MJST be
associated with one and only one PeerldentityTable instance (i.e.,
PeerldentityEntry instances are not shared across

Peerl dentityTabl es).

8.8.2. The Reference Menber

The property Menber is inherited from Menber O Col I ection and is
overridden to refer to a PeerldentityEntry instance. The [O0..n]
cardinality indicates that a PeerldentityTable instance nmay be
associated with zero or nore PeerldentityEntry instances.

8.9. The Associ ati on C ass | KEServi cePeer Gat eway

The cl ass | KEServi cePeer Gat eway provi des the associ ati on between an
| KEService and the list of PeerGateway instances that it uses in
negotiating with security gateways. The class definition for

| KESer vi cePeer Gateway is as follows:

NANVE | KESer vi cePeer Gat eway
DESCRI PTI ON Associ ates an | KEService and the list of PeerGat eway
instances that it uses in negotiating with security

gat eways.
DERI VED FROM Dependency (see [ Cl MCORE])
ABSTRACT FALSE

PROPERTI ES  Antecedent [ref PeerGateway[O0..n]]
Dependent [ref |KEService[O0..n]]

8.9.1. The Reference Antecedent
The property Antecedent is inherited from Dependency and is
overridden to refer to a PeerGateway instance. The [O0..n]

cardinality indicates that an | KEService instance may be associ ated
with zero or nore PeerGateway instances.
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8.9.2. The Reference Dependent

The property Dependent is inherited from Dependency and is overridden
to refer to an | KEService instance. The [0..n] cardinality indicates
that a PeerGateway instance may be associated with zero or nore

| KESer vi ce i nstances.

8.10. The Association O ass | KEServi cePeerldentityTabl e

The class | KEServi cePeerldentityTabl e provides the relationship
between an | KEService and a PeerldentityTable that it uses to map
bet ween addresses and identities as required. The class definition
for | KEServicePeerldentityTable is as foll ows:

NAME | KESer vi cePeer | dentityTabl e
DESCRI PTI ON | KESer vi cePeer |l dentityTabl e provides the rel ationship
between an | KEService and a PeerldentityTable that it

uses.
DERI VED FROM Dependency (see [Cl MCORE])
ABSTRACT FALSE

PROPERTI ES  Antecedent [ref PeerldentityTable[O0..n]]
Dependent [ref |KEService[O0..n]]

8.10.1. The Reference Antecedent

The property Antecedent is inherited from Dependency and is
overridden to refer to a PeerldentityTable instance. The [O0..n]
cardinality indicates that an | KEService instance may be associ ated
with zero or nore PeerldentityTabl e instances.

8.10.2. The Reference Dependent

The property Dependent is inherited from Dependency and is overridden
to refer to an | KEService instance. The [0..n] cardinality indicates
that a PeerldentityTable instance may be associated with zero or nore
| KESer vi ce i nstances.

8.11. The Association C ass | KEAutostartSetting

The cl ass | KEAutostartSetting associ ates an Autostartl KESetting with
an | KEService that may use it to automatically start an |KE
negotiation or create a static SA. The class definition for

| KEAut ostart Setting is as follows:

NANVE | KEAut ost art Setti ng

DESCRI PTI ON Associates a Autostartl KESetting with an | KEServi ce.
DERI VED FROM El enent Setting (see [ Cl MCORE])

ABSTRACT FALSE
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PROPERTIES  Elenment [ref |KEService[O..n]]
Setting [ref AutostartlKESetting[O..n]]

8.11.1. The Reference El enent

The property Elenment is inherited fromEl enmentSetting and is
overridden to refer to an | KEService instance. The [O0..n]
cardinality indicates an Autostartl KESetting instance may be
associated with zero or nore | KEServi ce instances.

8.11. 2. The Reference Setting

The property Setting is inherited fromEl ementSetting and is
overridden to refer to an Autostartl KESetting instance. The [0..n]
cardinality indicates that an | KEService instance may be associ ated
with zero or nore Autostartl KESetting instances.

8.12. The Aggregation C ass Autostartl| KESetti ngCont ext

The class Autostartl KESetti ngContext aggregates the settings used to
automatically start negotiations or create a static SAinto a
configuration set. The class definition for

Autostart| KESetti ngContext is as foll ows:

NANVE Aut ost art | KESet t i ngCont ext
DESCRI PTI ON Autostart| KESetti ngCont ext aggregates the
Aut ostart| KESetting instances into a configuration

set .
DERI VED FROM Syst enSetti ngCont ext (see [ Cl MCORE])
ABSTRACT FALSE

PROPERTIES  Context [ref Autostartl| KEConfiguration [0..n]]
Setting [ref AutostartlKESetting [0..n]]
SequenceNunber

8.12.1. The Reference Context

The property Context is inherited from SystenfSetti ngContext and is
overridden to refer to an Autostartl KEConfiguration instance. The
[0..n] cardinality indicates that an Autostart| KESetting instance may
be associated with zero or nore Autostart| KEConfiguration instances
(i.e., a setting may be in nultiple configuration sets).

8.12.2. The Reference Setting

The property Setting is inherited from SystenfSetti ngContext and is
overridden to refer to an Autostartl KESetting instance. The [0..n]
cardinality indicates that an Autostartl| KEConfi guration instance nmay
be associated with zero or nore Autostartl KESetting instances.
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8.12.3. The Property SequenceNunber

The property SequenceNunber specifies the ordering to be used when
starting negotiations or creating a static SA. A zero val ue

i ndicates that order is not significant and settings nmay be applied
in parallel with other settings. Al other settings in the
configuration are executed in sequence fromlower to higher val ues.
Sequence nunbers need not be unique in an Autostartl KEConfiguration
and order is not significant for settings with the same sequence
nunber. The property is defined as follows:

NANVE SequenceNunber

DESCRI PTI ON The sequence in which the settings are applied
within a configuration set.

SYNTAX unsi gned 16-bit integer

8.13. The Associ ation O ass | KEServi ceFor Endpoi nt

The cl ass | KEServi ceFor Endpoi nt provi des the associ ati on show ng
whi ch I KE service, if any, provides |IKE negotiation services for
whi ch network interfaces. The class definition for

| KESer vi ceFor Endpoint is as foll ows:

NANVE | KESer vi ceFor Endpoi nt
DESCRI PTI ON Associ ates an | PProtocol Endpoint with an | KEService
that provides negotiation services for the endpoint.
DERI VED FROM Dependency (see [ Cl MCORE])
ABSTRACT FALSE
PROPERTI ES  Antecedent [ref |KEService[O..1]]
Dependent [ref |PProtocol Endpoint[O0..n]]

8.13.1. The Reference Antecedent

The property Antecedent is inherited from Dependency and is
overridden to refer to an | KEService instance. The [O0..1]
cardinality indicates that an | PProtocol Endpoi nt instance MJST by
associ ated with at nost one | KEService instance.

8.13.2. The Reference Dependent

The property Dependent is inherited from Dependency and is overridden
to refer to an | PProtocol Endpoint that is associated with at nost one
| KEService. The [0..n] cardinality indicates an | KEService instance

may be associated with zero or nore | PProtocol Endpoi nt instances.
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8.14. The Association C ass | KEAutostart Configuration

The class | KEAut ost art Confi gurati on provides the rel ationship between
an | KEService and a configuration set that it uses to automatically
start a set of SAs. The class definition for

| KEAut ost art Confi guration is as foll ows:

NANVE | KEAut ost art Confi gurati on

DESCRI PTI ON | KEAut ost art Confi gurati on provides the relationship
bet ween an | KEServi ce and an
Aut ostart| KEConfiguration that it uses to
automatically start a set of SAs.

DERI VED FROM Dependency (see [ Cl MCORE])

ABSTRACT FALSE

PROPERTI ES  Antecedent [ref Autostartl KEConfiguration [O..n]]
Dependent [ref |KEService [0..n]]
Active

8.14.1. The Reference Antecedent

The property Antecedent is inherited from Dependency and is
overridden to refer to an Autostartl KEConfiguration instance. The
[0..n] cardinality indicates that an | KEService instance may be
associated with zero or nore Autostart!| KEConfiguration instances.

8.14.2. The Reference Dependent

The property Dependent is inherited from Dependency and is overridden
to refer to an | KEService instance. The [0..n] cardinality indicates
that an Autostartl KEConfiguration instance may be associated with
zero or nore | KEService instances.

8.14.3. The Property Active

The property Active indicates whether the Autostartl| KEConfiguration
set is currently active for the associated | KEService. That is, at
boot tinme, the active configuration is used to automatically start

| KE negotiations and create static SAs. The property is defined as
fol | ows:

NAME Active

DESCRI PTI ON Active indicates whether the
Aut ostart| KEConfiguration set is currently active for
t he associ ated | KEServi ce.

SYNTAX bool ean
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VALUE true - AutostartlKEConfiguration is currently active
for associ ated | KEServi ce.
false - Autostartl KEConfiguration is currently
i nactive for associated | KEServi ce.

8.15. The Association O ass | KEUsesCredenti al Managenent Ser vi ce

The cl ass | KEUsesCredenti al Managenent Servi ce defi nes the set of
Credent i al Managenent Servi ce(s) that are trusted sources of
credentials for | KE phase 1 negotiations. The class definition for
| KEUsesCr edent i al Managenent Service is as foll ows:

NANVE | KEUsesCr edent i al Managenent Servi ce

DESCRI PTI ON Associ ates the set of Credential Managenent Servi ce(s)
that are trusted by the | KEService as sources of
credentials used in | KE phase 1 negoti ati ons.

DERI VED FROM Dependency (see [Cl MCORE])

ABSTRACT FALSE

PROPERTI ES  Antecedent [ref Credential Managenent Service [0..n]]
Dependent [ref |KEService [0..n]]

8.15.1. The Reference Antecedent

The property Antecedent is inherited from Dependency and is
overridden to refer to a Credenti al Managenent Servi ce i nstance. The
[0..n] cardinality indicates that an | KEService instance may be
associated with zero or nore Credenti al Managenent Servi ce i nstances.

8.15.2. The Reference Dependent

The property Dependent is inherited from Dependency and is overridden
to refer to an | KEService instance. The [0..n] cardinality indicates
that a Credenti al Managenent Servi ce i nstance may be associated with
zero or nore | KEService instances.

8.16. The Associ ation O ass Endpoi nt HasLocal | KEl dentity

The cl ass Endpoi nt HasLocal | KEl dentity associ ates an

| PProt ocol Endpoint with a set of IKEldentity instances that nmay be
used in negotiating security associations on the endpoint. An

| KEI dentity MJUST be associated with either an | PProtocol Endpoi nt
using this association or with a collection of | KEldentity instances
using the Coll ectionHasLocal | KEl dentity association. The class
definition for Endpoi nt HasLocal | KEldentity is as follows:
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NAME Endpoi nt HasLocal | KEl dentity
DESCRI PTI ON Endpoi nt HasLocal | KEl dentity associ ates an
| PProt ocol Endpoint with a set of |KEldentity

i nst ances.
DERI VED FROM El ement AsUser (see [ Cl MUSER])
ABSTRACT FALSE

PROPERTI ES  Antecedent [ref |PProtocol Endpoint [O..1]]
Dependent [ref |IKEldentity [O..n]]

8.16.1. The Reference Antecedent

The property Antecedent is inherited from El enment AsUser and is
overridden to refer to an | PProtocol Endpoi nt instance. The [O0..1]
cardinality indicates that an IKEldentity instance MJUST be associ at ed
with at nost one | PProtocol Endpoi nt instance.

8.16.2. The Reference Dependent

The property Dependent is inherited from El enent AsUser and is
overridden to refer to an I KEldentity instance. The [0..n]
cardinality indicates that an | PProtocol Endpoi nt instance may be
associated with zero or nore | KEldentity instances.

8.17. The Association C ass Coll ectionHasLocal | KEl dentity

The class Col |l ectionHasLocal | KEl dentity associ ates a Col |l ection of

| PPr ot ocol Endpoi nt instances with a set of IKEldentity instances that
may be used in negotiating SAs for endpoints in the collection. An

| KEI dentity MJUST be associated with either an | PProtocol Endpoi nt
usi ng the Endpoi nt HasLocal | KEl dentity association or with a
collection of IKEldentity instances using this association. The
class definition for CollectionHasLocal | KEldentity is as foll ows:

NANVE Col I ectionHasLocal | KEl dentity

DESCRI PTI ON Col | ecti onHasLocal | KEl dentity associates a collection
of | PProtocol Endpoi nt instances with a set of
| KEI dentity instances.

DERI VED FROM El ement AsUser (see [ Cl MUSER])

ABSTRACT FALSE

PROPERTIES  Antecedent [ref Collection [0..1]]
Dependent [ref |IKEldentity [O..n]]

8.17.1. The Reference Antecedent
The property Antecedent is inherited fromEl enment AsUser and is
overridden to refer to a Collection instance. The [0..1] cardinality

i ndicates that an I KEldentity instance MJST be associated with at
nost one Col | ection instance.

Jason, et al. St andar ds Track [ Page 78]



RFC 3585 | Psec Configuration Policy Mdel August 2003

8.17.2. The Reference Dependent

The property Dependent is inherited from El enent AsUser and is
overridden to refer to an I KEldentity instance. The [0..n]
cardinality indicates that a Collection instance may be associ at ed
with zero or nore I KEldentity instances.

8.18. The Association O ass |KEldentitysCredenti al

The class I KEldentitysCredential is an association that relates a set
of credentials to their corresponding local IKE Identities. The
class definition for IKEldentitysCredential is as follows:

NAME | KEI denti tysCredenti al
DESCRI PTI ON | KEl dentitysCredenti al associates a set of
credentials to their corresponding |ocal |KEldentity.
DERI VED FROM User sCredential (see [ Cl MCORE])
ABSTRACT FALSE
PROPERTIES  Antecedent [ref Credential [0..n]]
Dependent [ref |IKEldentity [O..n]]

8.18.1. The Reference Antecedent

The property Antecedent is inherited from UsersCredential and is
overridden to refer to a Credential instance. The [0..n] cardinality
indicates that the IKEldentity instance nay be associated with zero
or nore Credential instances.

8.18.2. The Reference Dependent
The property Dependent is inherited fromUsersCredential and is
overridden to refer to an I KEldentity instance. The [0..n]
cardinality indicates that a Credential instance may be associ at ed
with zero or nore I KEldentity instances.

9. Inplenentation Requirenents

The followi ng table specifies which classes, properties, associations
and aggregati ons MJUST or SHOULD or MAY be i npl ement ed.

4. Policy d asses

4.1. The G ass SARUl €. .. ... . MUST
4.1.1. The Property PolicyRuleName............ ... ... ... ... ...... MAY
4.1.1. The Property Enabled....... ... ... . . . . . . . MUST
4.1.1. The Property ConditionListType......... ... ..., MUST
4.1.1. The Property RuleUsage........ ... ... MAY
4.1.1. The Property Mandatory. . ... ...... ... MAY
4.1.1. The Property SequencedACtioONnS. ......... ... iiinun... MUST
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4.1.1. The Property PolicyRoles...... ... ... . .. . . . ... MAY
4.1.1. The Property PolicyDecisionStrategy...................... MAY
4.1.2 The Property ExecutionStrategy............ ... . MUST
4.1.3 The Property LimtNegotiation............. ... ... ... ... MAY
4.2. The Cass IKERUl e. . ... . e MUST
4.2.1. The Property ldentityContexts.......... ... ... MAY
4.3. The Cass IPsecRule. ... ... ... . . MUST
4. 4. The Association Cass |PsecPolicyForEndpoint............... MVAY
4.4.1. The Reference Antecedent.......... ... ... ... MUST
4.4.2. The Reference Dependent........ ... ... ... MUST
4.5. The Association Cass | PsecPolicyForSystem................ MVAY
4.5.1. The Reference Antecedent.......... ... ... ... MUST
4.5.2. The Reference Dependent........... ... ... MUST
4.6. The Aggregation Cass SAConditionlnRule................... MUST
4.6.1. The Property GoupNunber........ ... .. .. ... ... ... . ..... SHOULD
4.6.1. The Property ConditionNegated......................... SHOULD
4.6.2. The Reference GoupConmponent..............cuiiiinnunn.. MUST
4.6.3. The Reference PartConponent............... ... ... MUST
4.7. The Aggregation C ass PolicyActioninSARule................ MUST
4.7.1. The Reference GoupConmponent. . ............ouiiinnenn.. MUST
4.7.2. The Reference PartConponent............... ... ... MUST
4.7.3. The Property ActionOrder......... ... ... SHOULD
5. Condition and Filter C asses

5.1. The A ass SACONdi tiON. .. ... .. e MUST
5.2. The Cass IPHeadersFilter........ ... ... . .. . . . ... SHOULD
5.3. The Cass Credential FilterEntry......... ... .. .. .. .. ... ..... MAY
5.3.1. The Property MatchFieldName.............. ... ... .. ... ..... MUST
5.3.2. The Property MatchFieldValue............ ... ... ... ... .... MUST
5.3.3. The Property Credential Type. .. ... ... ... MUST
5.4. The Cass IPSCFilterEntry. ... ... .. . i, MAY
5.4.1. The Property MatchConditionType.............. . ..., MUST
5.4.2. The Property MatchConditionValue........................ MUST
5.5. The C ass PeerlDPayloadFilterEntry........... ... .. ... ..... MAY
5.5.1. The Property MatchldentityType......... ... .. ..., MUST
5.5.2. The Property MatchldentityValue......................... MUST
5.6. The Association Cass FilterOSACondition............... SHOULD
5.6.1. The Reference Antecedent........... ... ... ... MUST
5.6.2. The Reference Dependent........... ... ... MUST
5.7. The Association O ass AcceptCredential From................ MVAY
5.7.1. The Reference Antecedent............. ... ... MUST
5.7.2. The Reference Dependent........... ... ... MUST
6. Action Cl asses

6.1. The G ass SAACTI ON. . .. .. i e MUST
6.1.1. The Property DoActionLogging............ ... ... MAY
6.1.2. The Property DoPacketLogging............ ... ..., MAY
6.2. The Cass SAStati CACLIiON. ... ... . MUST
6.2.1. The Property LifetimeSeconds............. ... .. ... .. ..... MUST
6.3. The Cass | PsecBypassAction............... ... SHOULD
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6.4. The Cass |IPsecDiscardAction............... ... .. ... SHOULD
6.5. The Cass IKERejeCtACtIiON. . ... ... e MAY
6.6. The Class PreconfiguredSAACtion.......... .. ... ..., MUST
6.6.1. The Property LifetinmeKilobytes......... ... ... ... ... ... MUST
6.7. The O ass PreconfiguredTransportAction.................... MUST
6.8. The O ass PreconfiguredTunnel Action....................... MUST
6.8.1. The Property DFHandling.......... ... .. . ... MUST
6.9. The C ass SANegotiati OnACtion.......... ... ... MUST
6.10. The G ass IKENegotiationAction........................... MUST
6.10.1. The Property MnLifetinmeSeconds......................... MAY
6.10.2. The Property MnLifetimeKilobytes....................... MAY
6.10.3. The Property ldleDurationSeconds........................ MAY
6.11. The G ass IPseCACtiON. . ... ... .. MUST
6.11.1. The Property UsSePFS. . ... ... . . . . MUST
6.11.2. The Property Usel KEGOUP. .. ... ..o MAY
6.11.3. The Property Goupld...... ... ... MUST
6.11.4. The Property Ganularity.......... ... ... . ... SHOULD
6.11.5. The Property VendorlID........... ... . MAY
6.12. The Cass |IPsecTransportAction................. i, MUST
6.13. The Cass IPsecTunnel Action......... ... .. ... . ... MUST
6.13.1. The Property DFHandling........... ... .. ... . .. . ... MUST
6.14. The Cass [KEACtI ON. ... .. e MUST
6.14.1. The Property ExchangeMdde .......... ... ... ... ... .. ..... MUST
6.14.2. The Property Usel KEldentityType........ ... oo MUST
6.14.3. The Property VendorlID........... ... MAY
6.14.4. The Property AggressiveMdeGoupld...................... MAY
6.15. The Cass PeerGatewmay. . ... ...t MUST
6.15.1. The Property Name. ... . ... .. SHOULD
6.15.2. The Property PeerldentityType....... ... .. ... MUST
6.15.3. The Property Peerldentity......... ... ... MUST
6. 16. The Associ ation C ass Peer Gat ewayForTunnel ............... MUST
6.16.1. The Reference Antecedent............ ... ... MUST
6.16.2. The Reference Dependent........... ... ... ... MUST
6.16. 3. The Property SequenceNunber.......................... SHOULD
6.17. The Aggregation C ass ContainedProposal.................. MUST
6.17.1. The Reference GoupConmponent................uiuiinnuon.. MUST
6.17.2. The Reference PartConponent............ ... ... MUST
6.17.3. The Property SequenceNunber........... ... ... ... ....... MUST
6. 18. The Associ ati on C ass HostedPeer Gatewayl nformation........ MVAY
6.18.1. The Reference Antecedent.......... ... ... ... MUST
6.18.2. The Reference Dependent........... ... .. ... MUST
6.19. The Associ ation C ass TransfornOf Preconfi guredAction..... MUST
6.19.1. The Reference Antecedent.......... ... ... ... MUST
6.19.2. The Reference Dependent........... ... ... ... MUST
6.19.3. The Property SPl. .. ... . e MUST
6.19.4. The Property Direction..............iiinninen.. MUST
6. 20. The Associ ation Cl ass Peer Gat ewayFor Preconfi guredTunnel .. MUST
6.20.1. The Reference Antecedent.......... ... ... ... MUST
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6.20.2. The Reference Dependent........... ... ... i, MUST
7. Proposal and Transform Cl asses
7.1. The Abstract Cass SAProposal ........... .. ... . . ... MUST
7.1.1. The Property Name. .. ... ... .. e SHOULD
7.2 The A ass I KEProposal . ........c. e MUST
7.2.1. The Property CipherAlgorithm......... ... ... .. ... ....... MUST
7.2.2. The Property HashAlgorithm........ ... ... .. ... ... ... ... MUST
7.2.3. The Property PRFAIgorithm ..... ... ... .. . .. . .. ... MAY
7.2.4. The Property Goupld....... ... . . . .. MUST
7.2.5. The Property AuthenticationMethod....................... MUST
7.2.6. The Property MaxLifetimeSeconds......................... MUST
7.2.7. The Property MaxLifetinmeKilobytes....................... MUST
7.2.8. The Property VendorID........ ... ... MAY
7.3. The Cass IPsecProposal........ ... ... . . . . ... MUST
7.4. The Abstract Cass SATransform............ .. ... ... ....... MUST
7.4.1. The Property TransformNane............................ SHOULD
7.4.2. The Property VendorID........... .. MAY
7.4.3. The Property MaxLifetimeSeconds......................... MUST
7.4.4. The Property MaxLifetinmeKilobytes....................... MUST
7.5. The Cass AHTransform ......... ... MUST
7.5.1. The Property AHTransformd............ .. ... ... ... . ...... MUST
7.5.2. The Property UseReplayPrevention......................... MAY
7.5.3. The Property ReplayPreventionWndowSize.................. MAY
7.6. The Cass ESPTransform........... ... .. MUST
7.6.1. The Property IntegrityTransformid....................... MUST
7.6.2. The Property CipherTransformd.......................... MUST
7.6.3. The Property CipherKeyLength............ ... ... ... ... ..... MAY
7.6.4. The Property CipherKeyRounds............. .. ... ... .. ...... MAY
7.6.5. The Property UseReplayPrevention......................... MAY
7.6.6. The Property ReplayPreventionWndowSize.................. MAY
7.7. The Cass IPCOWTransform........... .. ... MVAY
7.7.1. The Property Algorithm....... ... .. ... . . . . ... MUST
7.7.2. The Property DictionarySize....... ..., MAY
7.7.3. The Property PrivateAlgorithm........... ... ... ... ........ MAY
7.8. The Association C ass SAProposal InSystem .................. MVAY
7.8.1. The Reference Antecedent........... ... ... oo, MUST
7.8.2. The Reference Dependent......... ... ... MUST
7.9. The Aggregation Cass ContainedTransform................. MUST
7.9.1. The Reference G oupConponent..............iuiiiiinnen.. MUST
7.9.2. The Reference PartConmponent. ..............uuiiiinnen.. MUST
7.9.3. The Property SequenceNumber. ............. ... MUST
7.10. The Association Cass SATransform nSystem................ MAY
7.10.1. The Reference Antecedent.......... ... ... ... MUST
7.10.2. The Reference Dependent........... ... ..., MUST
8. IKE Service and ldentity O asses
8.1. The G ass IKESErviCe. ... ..o e MVAY
8.2. The Cass PeerldentityTable.......... ... ... .. . ... . . . ... .... MAY
8.3.1. The Property Name. .. ... ... . e SHOULD
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8.3. The Cass PeerldentityEntry...... ... .. . . . ... MAY
8.3.1. The Property Peerldentity.......... ... .. ... SHOULD
8.3.2. The Property PeerldentityType........ ... ... ... ..... SHOULD
8.3.3. The Property Peer Address. ............iiiiinnnn. SHOULD
8.3.4. The Property Peer AddressType. . ... ..., SHOULD
8.4. The Class AutostartlKEConfiguration........................ MAY
8.5. The Class AutostartlKESetting..............c. ... MAY
8.5.1. The Property PhaselOnly........ ... . .. .. MAY
8.5.2. The Property AddressType. ... ... ... SHOULD
8.5.3. The Property SourceAddress. ... ....... .. MUST
8.5.4. The Property SourcePort. .......... ... MUST
8.5.5. The Property DestinationAddress......................... MUST
8.5.6. The Property DestinationPort............... ... ... ... .... MUST
8.5.7. The Property Protocol........ ... .. .. . MUST
8.6. The Cass IKEIdentity. . ... MAY
8.6.1. The Property ldentityType. . ... ...y MUST
8.6.2. The Property ldentityValue......... ... .. .. ... ... . ... .... MUST
8.6.3. The Property IdentityContexts.............. ..., MAY
8.7. The Association C ass HostedPeerldentityTable.............. MVAY
8.7.1. The Reference Antecedent.......... ... ... ... MUST
8.7.2. The Reference Dependent........... ... ... MUST
8.8. The Aggregation C ass PeerldentityMenber................... MAY
8.8.1. The Reference Collection.......... ... .. ... MUST
8.8.2. The Reference Member. .. ... ... .. .. i MUST
8.9. The Association O ass | KEServicePeerGateway. ............... MVAY
8.9.1. The Reference Antecedent.......... ... .. ... MUST
8.9.2. The Reference Dependent........... ... ... MUST
8.10. The Association O ass | KEServicePeerldentityTable......... MVAY
8.10.1. The Reference Antecedent............ ... ... MUST
8.10.2. The Reference Dependent.......... ... ... ... MUST
8.11. The Association Cass | KEAutostartSetting................. MVAY
8.11.1. The Reference Elenment....... ... ... .. . .. ... MUST
8.11.2. The Reference Setting......... ... ... MUST
8.12. The Aggregation O ass Autostartl KESettingContext.......... MAY
8.12.1. The Reference Context........ ... MUST
8.12.2. The Reference Setting......... ... ... MUST
8.12.3. The Property SequenceNunmber.......................... SHOULD
8.13. The Association O ass | KEServiceForEndpoint............... MVAY
8.13.1. The Reference Antecedent............ ... ... MUST
8.13.2. The Reference Dependent.......... ... ... ... MUST
8.14. The Association O ass | KEAutostartConfiguration........... MVAY
8.14.1. The Reference Antecedent............ ... ... MUST
8.14.2. The Reference Dependent.......... ... ... ... MUST
8.14.3. The Property ACtiVe. ... ... SHOULD
8. 15. The Association C ass | KEUsesCredenti al Managenent Servi ce. . MAY
8.15.1. The Reference Antecedent............ ... ... MUST
8.15.2. The Reference Dependent.......... ... ... ... MUST
8.16. The Association O ass Endpoi nt HasLocal | KEl dentity......... MVAY
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8.16.1. The Reference Antecedent............ ... ... MUST
8.16.2. The Reference Dependent.......... ... ... ... MUST
8.17. The Association O ass CollectionHasLocal | KEldentity....... MVAY
8.17.1. The Reference Antecedent............ ... ... MUST
8.17.2. The Reference Dependent.......... ... ... ... MUST
8.18. The Association Cass |IKEldentitysCredential.............. MVAY
8.18.1. The Reference Antecedent............ ... ..., MUST
8.18.2. The Reference Dependent.......... ... ... ... MUST

10. Security Considerations

Thi s docunent only describes an information nodel for |Psec policy.
It does not detail security requirenents for storage or delivery of
sai d information.

Physi cal nodels derived fromthis information nodel MJST inpl ement
the relevant security for storage and delivery. Mst of the classes
(e.g., lpHeadersFilter, SAAction,...) MJST at |east provided the
integrity service; other pieces of information MJST al so receive the
confidentiality service (e.g., SharedSecret as described in the

cl asses PeerldentityEntry and Preconfi guredSAAction).

11. Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights
m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11.

Copies of clains of rights nade available for publication and any
assurances of licenses to be nade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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