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Abstract

Thi s nenp docunents an enhancenent to the OSPF routing protocol

whereby an OSPF router can stay on the forwarding path even as its
OSPF software is restarted. This is called "graceful restart” or

"non-stop forwarding". A restarting router may not be capabl e of
adjusting its forwarding in a tinmely manner when the network topol ogy
changes. In order to avoid the possible resulting routing | oops, the

procedure in this meno automatically reverts to a normal OSPF restart
when such a topol ogy change is detected, or when one or nore of the
restarting router’s neighbors do not support the enhancenents in this
meno. Proper network operation during a graceful restart makes
assunptions upon the operating environment of the restarting router;
t hese assunptions are al so docunent ed.
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1. Overview

Today many Internet routers inplement a separation of control and
forwarding functions. Certain processors are dedicated to control
and managenent tasks such as OSPF routing, while other processors
performthe data forwarding tasks. This separation creates the
possibility of maintaining a router’s data forwarding capability
while the router’s control software is restarted/rel oaded. W cal
such a possibility "graceful restart” or "non-stop forwarding".

The OSPF protocol presents a problemto graceful restart whereby,
under normal operation, OSPF intentionally routes around a restarting
router while it rebuilds its |link-state database. GOSPF avoids the
restarting router to nininze the possibility of routing | oops and/or
bl ack hol es caused by | ack of database synchronization. Avoidance is
acconpl i shed by having the router’s nei ghbors reissue their LSAs,
omitting links to the restarting router.

However, if (a) the network topology remains stable and (b) the
restarting router is able to keep its forwarding table(s) across the
restart, it would be safe to keep the restarting router on the
forwarding path. This neno docunments an enhancenent to OSPF t hat
makes such graceful restart possible, and automatically reverts back
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to a standard OSPF restart for safety when network topol ogy changes
are detect ed.

In a nutshell, the OSPF enhancenments for graceful restart are as
foll ows:

- The router attenpting a graceful restart originates |ink-I|ocal
Opaque-LSAs, herein called Gace-LSAs, announcing its intention to
performa graceful restart within a specified anmount of time or
"grace period".

- During the grace period, its neighbors continue to announce the
restarting router in their LSAs as if it were fully adjacent
(i.e., OSPF neighbor state Full), but only if the network topol ogy
remains static (i.e., the contents of the LSAs in the link-state
dat abase having LS types 1-5,7 renai n unchanged and peri odic
refreshes are all owed).

There are two rol es being played by OSPF routers during graceful
restart. First there is the router that is being restarted. The
operation of this router during graceful restart, including howthe
router enters and exits graceful restart, is the subject of Section
2. Then there are the router’s nei ghbors, which nmust cooperate in
order for the restart to be graceful. During graceful restart, we
say that the neighbors are running in "hel per node". Section 3
covers the responsibilities of a router running in hel per node,

i ncluding entering and exiting hel per node.

2. Operation of Restarting Router

After the router restarts/reloads, it nust change its OSPF processing
sonmewhat until it re-establishes full adjacencies with all its forner
ful l y-adj acent neighbors. This time period, between the
restart/rel oad and the reestablishnment of adjacencies, is called
"graceful restart". During graceful restart:

1) The restarting router does not originate LSAs with LS types 1-

5,7. Instead, the restarting router wants the other routers in
the OSPF domain to calculate routes using the LSAs that it
originated prior to its restart. During this tinme, the

restarting router does not nodify or flush received self-
originated LSAs, (see Section 13.4 of [1]). Instead they are

accepted as valid. |In particular, the grace-LSAs that the
restarting router originated before the restart are left in
pl ace. Received self-originated LSAs will be dealt with when

the router exits graceful restart (see Section 2.3).
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2) The restarting router runs its OSPF routing cal cul ati ons, as
specified in Section 16 of [1]. This is necessary to return
any OSPF virtual links to operation. However, the restarting
router does *not* install OSPF routes into the systems
forwarding table(s) and relies on the forwarding entries that
it installed prior to the restart.

3) If the restarting router determines that it was the Designated
Router on a given segnent prior to the restart, it elects
itself as the Designated Router again. The restarting router
knows that it was the Designated Router if, while the
associated interface is in Witing state, a Hello packet is
received froma neighbor listing the router as the Designated
Rout er .

O herwi se, the restarting router operates the sane as any other OSPF
router. It discovers neighbors using OSPF' s Hello protocol, elects
Desi gnat ed and Backup Desi gnated Routers, perfornms the Database
Exchange procedure to initially synchronize |ink-state databases with
its neighbors, and maintains this synchronization through fl ooding.

The processes of entering graceful restart, and of exiting graceful
restart (either successfully or not) are covered in the follow ng
sections.

2.1. Entering Gaceful Restart

The router (call it Router X) is informed of the desire for its
graceful restart when an appropriate command is issued by the network
operator. The network operator may al so specify the length of the
grace period, or the necessary grace period nay be cal cul ated by the
router’s OSPF software. In order to avoid the restarting router’s
LSAs from agi ng out, the grace period should not exceed LSRefreshTine
(1800 second) [1].

In preparation for the graceful restart, Router X nust performthe
follow ng actions before its software is restarted/rel oaded:

(Note that common OSPF shut down procedures are *not* perforned,
since we want the other OSPF routers to act as if Router X renmins
in continuous service. For exanple, Router X does not flush its
locally originated LSAs, since we want themto remain in other
routers’ |ink-state databases throughout the restart period.)

1) Router X nust ensure that its forwarding table(s) is/are up-
to-date and will remain in place across the restart.
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2) The router nmay need to preserve the cryptographi c sequence
nunbers being used on each interface in non-volatile storage.
An alternative is to use the router’s clock for cryptographic
sequence nunber generation and ensure that the clock is
preserved across restarts (either on the same or redundant
route processors). |If neither of these can be guaranteed, it
can take up to RouterDeadlnterval seconds after the restart
bef ore adj acenci es can be reestablished and this would force
the grace period to be |l engthened greatly.

Router X then originates the grace-LSAs. These are link-I|ocal
Opaque- LSAs (see Appendix A). Their LS Age field is set to 0, and
the requested grace period (in seconds) is inserted into the body of
the grace-LSA. The precise contents of the grace-LSA are described
in Appendi x A

A grace-LSA is originated for each of the router’s OSPF interfaces.

If Router X wants to ensure that its neighbors receive the grace-
LSAs, it should retransmt the grace-LSAs until they are acknow edged
(i.e., performstandard OSPF reliable flooding of the grace-LSAs).

If one or nore fully adjacent neighbors do not receive grace-LSAs,
they will nore than Iikely cause premature term nation of the
graceful restart procedure (see Section 4).

After the grace-LSAs have been sent, the router should store the fact
that it is perform ng graceful restart along with the Iength of the
requested grace period in non-volatile storage. (Note to

i npl ementors: It may be easiest to sinply store the absolute tine of
the end of the grace period). The OSPF software should then be
restarted/rel oaded. Wen the rel oaded software starts executing the
graceful restart, the protocol nodifications in Section 2 are
followed. (Note that prior to the restart, the router does not know
whet her its neighbors are going to cooperate as "hel pers"; the nere
reception of grace-LSAs does not inply acceptance of hel per
responsibilities. This nmeno assunes that the router would want to
restart anyway, even if the restart is not going to be graceful).

2.2. Wen to Exit Graceful Restart
A Router X exits graceful restart when any of the follow ng occurs:

1) Router X has reestablished all its adjacencies. Router X can
determne this by examining the router-LSAs that it |ast
originated before the restart (called the "pre-restart router-
LSA"), and, on those segnents where the router is the
Desi gnated Router, the pre-restart network-LSAs. These LSAs
wi |l have been received fromthe hel pi ng nei ghbors, and need
not have been stored in non-volatile storage across the
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restart. All previous adjacencies will be listed as type-1 and
type-2 links in the router-LSA, and as neighbors in the body of
t he networ k- LSA.

2) Router X receives an LSA that is inconsistent with its pre-
restart router-LSA. For exanple, X receives a router-LSA
originated by router Y that does not contain a link to X, even
though X's pre-start router-LSA did contain a link to Y. This
indicates that either a) Y does not support graceful restart,
b) Y never received the grace-LSA or ¢) Y has ternminated its
hel per node for sonme reason (Section 3.2). A special case of
LSA inconsi stency is when Router X establishes an adjacency
with router Y and doesn’t receive an instance of its own pre-
restart router LSA

3) The grace period expires.
2.3. Actions on Exiting Graceful Restart

Upon exiting "graceful restart", the restarting router reverts back
to conpletely normal OSPF operation, reoriginating LSAs based on the
router’s current state and updating its forwarding table(s) based on
the current contents of the link-state database. In particular, the
foll owi ng actions should be perfornmed when exiting, either
successfully or unsuccessfully, graceful restart:

1) The router should reoriginate its router-LSAs for all attached
areas in order to nake sure they have the correct contents.

2) The router should reoriginate network-LSAs on all segnents
where it is the Designhated Router.

3) The router reruns its OSPF routing cal culations (Section 16 of
[1]), this time installing the results into the system
forwardi ng tabl e, and originating sumrary-LSAs, Type-7 LSAs and
AS- ext ernal - LSAs as necessary.

4) Any remant entries in the systemforwarding table that were
installed before the restart, but that are no | onger valid,
shoul d be renoved.

5) Any received self-originated LSAs that are no | onger valid
shoul d be fl ushed.

6) Any grace-LSAs that the router originated should be flushed.
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3. Operation of Hel per Neighbor

The hel per relationship is per network segnment. As a "hel per

nei ghbor" on a segnment S for a restarting router X, router Y has
several duties. It nonitors the network for topol ogy changes, and as
long as there are none, continues to advertise its LSAs as if X had
remai ned in continuous OSPF operation. This means that Y's LSAs
continue to list an adjacency to X over network segnment S, regardl ess
of the adjacency’s current synchronization state. This logic affects
the contents of both router-LSAs and network-LSAs, and al so depends
on the type of network segnent S (see Sections 12.4.1.1 through
12.4.1.5 and Section 12.4.2 of [1]). Wen helping over a virtua
link, the hel per nust also continue to set bit Vin its router-LSA
for the virtual link’s transit area (Section 12.4.1 of [1]).

Also, if X was the Designated Router on network segnment S when the
hel ping rel ationship began, Y maintains X as the Designated Router
until the helping relationship is term nated.

3.1. Entering Hel per Mde

Wien a router Y receives a grace-LSA fromrouter X, it enters hel per
node for X on the associated network segnent, as long as all the
foll owm ng checks pass:

1) Y currently has a full adjacency with X (neighbor state Full)
over the associated network segnent. On broadcast, NBMA and
Poi nt-to-Milti Point segnents, the neighbor relationship with X
is identified by the IP interface address in the body of the
grace- LSA (see Appendix A). On all other segnment types, X is
identified by the grace-LSA' s Advertising Router field.

2) There have been no changes in content to the link-state
dat abase (LS types 1-5,7) since router X restarted. This is
determ ned as foll ows:

- Router Y examnes the link-state retransm ssion list for X
over the associated network segnent.

- If there are any LSAs with LS types 1-5,7 on the |ist,
then they all nust be periodic refreshes.

- |If there are instead LSAs on the |ist whose contents have
changed (see Section 3.3 of [7]), Y nust refuse to enter
hel per node.

Router Y may optionally disallow graceful restart with
Router X on other network segnents. Determ ning whether
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changed LSAs have been successfully flooded to router Y on
ot her network segnments is feasible but beyond the scope of
thi s docunent.

3) The grace period has not yet expired. This means that the LS
age of the grace-LSA is less than the grace period specified in
the body of the grace-LSA (Appendi x A).

4) Local policy allows Y to act as the helper for X  Exanpl es of
configured policies night be a) never act as hel per, b) never
allow the grace period to exceed a Time T, c) only help on
sof twar e rel oads/ upgrades, or d) never act as a hel per for
specific routers (specified by OSPF Router ID).

5) Router Y is not in the process of graceful restart.

There is one exception to the above requirenents. |If Y was already
hel ping X on the associ ated network segnment, the new grace-LSA shoul d
be accepted and the grace period shoul d be updated accordingly.

Note that Router Y nay be hel ping X on sonme network segnents, and not
on others. However, that circunstance will probably lead to the
premature ternmination of X's graceful restart, as Y will not continue
to advertise adjacencies on the segnents where it is not hel ping (see
Section 2.2).

Alternately, Router Y nay choose to enter hel per nbde when a grace-
LSA is received and the above checks pass for all adjacencies with
Router X. This inplenentation alternative of aggregating the

adj acencies with respect to helper node is conpatible with

i npl ement ati ons consi deri ng each adj acency i ndependently.

A single router is allowed to sinultaneously serve as a hel per for
multiple restarting nei ghbors.

3.2. Exiting Hel per Mde

Router Y ceases to performthe hel per function for its nei ghbor
Router X on a given segnent when one of the follow ng events occurs:

1) The grace-LSA originated by X on the segnent is flushed. This
i ndi cates the successful termination of graceful restart.

2) The grace-LSA s grace period expires.
3) A change in link-state database contents indicates a network

t opol ogy change, which forces termnination of a graceful
restart. Specifically, if router Yinstalls a new LSAin its
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dat abase with LS types 1-5,7 and having the follow ng two
properties, it should cease helping X. The two properties of
the LSA are:

a) the contents of the LSA have changed; this includes LSAs
with no previous |ink-state database instance and the
flushing of LSAs fromthe database, but excludes periodic
LSA refreshes (see Section 3.3 of [7]), and

b) the LSA woul d have been flooded to X, had Y and X been fully
adj acent. As an exanple of the second property, if Y
installs a changed AS-external -LSA, it should not term nate
a helping relationship with a neighbor belonging to a stub
area, as that nei ghbor would not see the AS-external -LSA in
any case. An inplenentation MAY provide a configuration
option to disable |ink-state database options from

term nating graceful restart. Such an option will, however,
increase the risk of transient routing | oops and bl ack
hol es.

When Router Y exits hel per node for X on a given network segment, it
reoriginates its LSAs based on the current state of its adjacency to
Router X over the segnment. |In detail, Y takes the follow ng actions:

a) Y recalculates the Designated Router for the segment,
b) Y reoriginates its router-LSA for the segnent’s OSPF area,

c) if Yis Designated Router for the segnment, it reoriginates the
net wor k- LSA for the segnent and

d) if the segnent was a virtual link, Y reoriginates its router-
LSA for the virtual link’s transit area.

I f Router Y aggregated adjacencies with Router X when entering hel per
node (as described in section 3.1), it nust also exit hel per node for
all adjacencies with Router X when any one of the exit events occurs
for an adjacency with Router X

4. Backward Conpatibility

Backwar d- conpati bility with unnodified OSPF routers is an automatic
consequence of the functionality docunented above. |f one or nore
nei ghbors of a router requesting graceful restart are unnodified, or
if they do not receive the grace-LSA, the graceful restart reverts to
a normal OSPF restart.
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The unnodified routers will start routing around the restarted router
X as it perforns initial database synchronization by reissuing their
LSAs with links to X omitted. These LSAs will be interpreted by

hel per nei ghbors as a topol ogy change, and by X as an LSA

i nconsi stency, in either case, reverting to normal OSPF operation

5. Unpl anned Qut ages

The graceful restart nechanisnms in this meno can be used for

unpl anned out ages. (Exanples of unpl anned outages include the crash
of a router’s control software, an unexpected swi tchover to a
redundant control processor, etc). However, inplenentors and network
operators should note that attenpting graceful restart from an

unpl anned outage nmay not be a good idea, owing to the router’s

inability to properly prepare for the restart (see Section 2.1). In
particular, it seenms unlikely that a router could guarantee the
sanity of its forwarding table(s) across an unplanned restart. In

any event, inplenentors providing the option to recover gracefully
from unpl anned outages nust allow a network operator to turn the
option off.

In contrast to the procedure for planned restart/rel oads that was
described in Section 2.1, a router attenpting graceful restart after
an unpl anned outage mnust originate grace-LSAs *after* its contro

sof tware resunes operation. The follow ng points nust be observed
during this grace-LSA origination

0 The grace-LSAs nust be originated and be sent *before* the
restarted router sends any OSPF Hell o Packets. On broadcast
networ ks, this LSA nust be flooded to the Al SPFRouters mnulticast
address (224.0.0.5) since the restarting router is not aware of
its previous DR state.

0 The grace-LSAs are encapsulated in Link State Update Packets and
sent out to all interfaces, even though the restarted router has
no adj acenci es and no know edge of previous adjacencies.

0 To inprove the probability that grace-LSAs will be delivered, an
i mpl ementation may send themnultiple tines (see for exanple the
Robust ness Variable in [8]).

o0 The restart reason in the grace-LSAs nust be set to O (unknown) or
3 (switch to redundant control processor). This enables the
nei ghbors to deci de whether they want to help the router through
an unpl anned restart.
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6.

9.

9.

9.

Interaction with Traffic Engi neering

The operation of the Traffic Engi neering Extensions to OSPF [4]
during OSPF Graceful Restart is specified in [6].

Possi bl e Future Work

Devi se a | ess conservative algorithmfor graceful restart hel per
ternmination that provides a conparable | evel of black hole and
routing | oop avoi dance.

Intell ectual Property Rights Notice

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
claims of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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A

Grace- LSA For nat

The grace-LSA is a link-local scoped OQpaque-LSA [2], having an Opaque
Type of 3 and an Opaque ID equal to 0. Gace-LSAs are origi nated by
a router that wishes to execute a graceful restart of its OSPF
software. A grace-LSA requests that the router’s neighbors aid in
its graceful restart by continuing to advertise the router as fully
adj acent during a specified grace period.

Each grace-LSA has an LS age field set to 0 when the LSAis first
originated; the current value of the LS age then indicates how | ong
ago the restarting router made its request. The body of the LSAis
TLV-encoded. The TLV-encoded information includes the length of the
grace period, the reason for the graceful restart and, when the
grace-LSA is associated with a broadcast, NBMA or Point-to-MiltiPoint
network segnent, the IP interface address of the restarting router.

0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| LS age | Opti ons | 9 |
T S o T s T T o S T il sl S T R S i i
I 3 I 0 I
T S o T s T T o S T il sl S T R S i i
| Advertising Router |
T S o T s T T o S T il sl S T R S i i
| LS sequence nunber |
T S o T s T T o S T il sl S T R S i i
| LS checksum | | engt h |
T S o T s T T o S T il sl S T R S i i
I+. TLVs I+
| |

The fornmat of the TLVs within the body of a grace-LSA is the sane as
the format used by the Traffic Engi neering Extensions to OSPF [4].
The LSA payl oad consists of one or nore nested Type/Length/Val ue
(TLV) triplets. The format of each TLV is:

0 1 2 3

01234567890123456789012345678901
T ST S e T S Tk a S S S S e T
| Type | Length |
T ST S e T S Tk a S S S S e T
| Val ue. .. |
T ST S e T S Tk a S S S S e T
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The Length field defines the length of the value portion in octets
(thus a TLV with no val ue portion would have a |l ength of zero). The
TLV is padded to four-octet alignment; padding is not included in the
length field (so a three octet value would have a |l ength of three,

but the total size of the TLV would be eight octets). Nested TLVs
are also 32-bit aligned. For exanple, a one byte val ue woul d have
the length field set to 1, and three bytes of paddi ng would be added
to the end of the value portion of the TLV. Unrecognized types are

i gnor ed.

The following is the list of TLVs that can appear in the body of a
grace- LSA:

0 Grace Period (Type=l, length=4). The nunber of seconds that the
router’s nei ghbors should continue to advertise the router as
fully adjacent, regardless of the state of database
synchroni zati on between the router and its neighbors. Since this
ti me period began when grace-LSA's LS age was equal to 0, the
grace period term nates when either

a) the LS age of the grace-LSA exceeds the value of a G ace Period
or

b) the grace-LSA is flushed. See Section 3.2 for other conditions
that termnate graceful restart.

This TLV nust al ways appear in a grace-LSA

0 Gaceful restart reason (Type=2, length=1). Encodes the reason
for the router restart as one of the following: 0O (unknown), 1
(software restart), 2 (software reload/upgrade) or 3 (switch to
redundant control processor). This TLV nust always appear in a
grace- LSA

o IP interface address (Type=3, length=4). The router’'s IP
i nterface address on the subnet associated with the grace-LSA
Requi red on broadcast, NBMA and Point-to-MiltiPoint segnents,
where the hel per uses the IP interface address to identify the
restarting router (see Section 3.1).

DoNot Age is never set in a grace-LSA, even if the grace-LSA is
fl ooded over a demand circuit [7]. This is because the grace-LSA' s
LS age field is used to calculate the duration of the grace period.

Grace-LSAs have link-l1ocal scope because they only need to be seen by
the router’s direct neighbors.
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Addi ti onal Grace-LSA TLVs nust be described in an Internet Draft and
will be subject to the expert review of the OSPF Wrking G oup

B. Configurable Paraneters
OSPF graceful restart paraneters are suggested below. Section B.1
contains a mni mum subset of paraneters that shoul d be support ed.

B. 2 includes sone additional configuration paraneters that an
i npl eent ati on may choose to support.

B.1. d obal Paraneters (M ninmum subset)

Rest art Suppor t

The router’s level of support for OSPF graceful restart.
Al | owabl e val ues are none, planned restart only, and
pl anned/ unpl anned.

Restart | nt erval

The graceful restart interval in seconds. The range is from1 to
1800 seconds, with a suggested default of 120 seconds.

B.2. d obal Paraneters (Optional)
Rest ar t Hel per Support

The router’s support for acting as an OSPF restart hel per.
Al | owabl e val ues are none, planned restart only, and
pl anned/ unpl anned.

Rest art Hel per Stri ct LSAChecki ng

I ndi cates whet her or not an OSPF restart hel per should terninate
graceful restart when there is a change to an LSA that woul d be
flooded to the restarting router or when there is a changed LSA on
the restarting router’s retransm ssion |ist when graceful restart
is initiated. The suggested default is enabl ed.
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Security Considerations

One of the ways to attack a link-state protocol such as OSPF is to
inject false LSAs into, or corrupt existing LSAs in, the link-state
database. Injecting a false grace-LSA would allow an attacker to
spoof a router that, in reality, has been w thdrawn from servi ce.

The standard way to prevent such corruption of the link-state

dat abase is to secure OSPF protocol exchanges using the cryptographic
aut hentication specified in [1]. An even stronger way of securing

i nk-state database contents has been proposed in [3].

When cryptographi c authentication [1] is used on the restarting
router the preservation of received sequence nunbers in non-volatile
storage is not mandatory. There is a risk that a replayed Hello
packet coul d cause nei ghbor state for a deceased nei ghbor to be
created. However, the risk is no greater than during nornma
operati on.
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