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Abstract

XML Signature recommends a standard neans for specifying information
content to be digitally signed and for representing the resulting
digital signatures in XM.. Sone applications require the ability to
specify a subset of a given XM. docunent as the information content
to be signed. The XM. Signhature specification neets this requirenent
with the XPath transform However, this transformcan be difficult
to inplement efficiently with existing technologies. This
specification defines a new XML Sighature transformto facilitate the
devel opnent of efficient docunent subsetting inplenentations that

i nt eroperate under sinilar performance profiles.

This docunent is the WBC XM. Signature XPath-Filter 2.0
Reconmendati on. This docunent has been revi ewed by WBC Menbers and
other interested parties and has been endorsed by the Director as a
WBC Recommendation. It is a stable docunent and may be used as
reference material or cited as a nornative reference from anot her
docunment. WBC s role in making the Recommendation is to draw
attention to the specification and to pronote its w despread

depl oynment. This enhances the functionality and interoperability of
t he Web.
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1. Introduction

The XML Recommendation [ XM.] specifies the syntax of a class of

obj ects called XM. docunents. The Nanespaces in XM. Recommendati on

[ XML- NS] specifies additional syntax and semantics for XM. docunents.
The XM. Si ghature Reconmendation [ XM.-DSi g] defines standard mneans
for specifying information content to be digitally signed, including
the ability to select a portion of an XM. docunment to be signed using
an XPath transform

This specification describes a new signature filter transformthat,
like the XPath transform [ XM.-DSi g, section 6.6.3], provides a nethod
for conputing a portion of a docunent to be signed. In the interest
of sinplifying the creation of efficient inplenentations, the
architecture of this transformis not based on eval uati ng an [ XPat h]
expression for every node of the XM. parse tree (as defined by the

[ XPat h] data nodel). |Instead, a sequence of XPath expressions is
used to select the roots of document subtrees -- |ocation sets, in

t he | anguage of [XPointer] -- which are conbined using set

i ntersection, subtraction and union, and then used to filter the

i nput node-set. The principal differences fromthe XPath transform
are:

* A sequence of XPath operations can be executed in a single
transform allowi ng conplex filters to be nore easily expressed
and optin zed.

* The XPath expressions are eval uated agai nst the input docunent
resulting in a set of nodes, instead of being used as a bool ean
test agai nst each node of the input node-set.
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* To increase efficiency, the expansion of a given node to
i nclude all nodes having the given node as an ancestor i s now
inplicit so it can be perfornmed by faster neans than the
eval uation of an XPath expression for each docunent node.

* The resulting node-sets can be conbined using the three
fundamental set operations (intersection, subtraction, and
union), and then applied as a filter against the input node-
set, allow ng operations such as signing an entire document
except for a specified subset, to be expressed nore clearly and
efficiently.

As with the original XPath transform the prinmary purpose of this
transformis to ensure that only specifically defined changes to the
i nput XML docunent are permitted after the signature is affixed.

This can be done by excluding precisely those nodes that are all owed
to change once the signature is affixed, and including all other

i nput nodes in the output. It is the responsibility of the signature
filter transformauthor to ensure that nodes are not excluded which
could affect the interpretation of the transformoutput in the
appl i cati on context.

Consi der the notivating scenario where an application wi shes to affix
two envel oped signatures to the docunent; any other change to the
docunment nust cause the signatures to be invalid. Wen the
application creates the first signature that signature is
automatically omitted fromits own digest cal culations. However, it
will also be necessary to exclude the subsequent (second) signature
el ement fromthe digest calculations of the first signature. This
specification can be used to efficiently satisfy this requirenent
usi ng the set subtraction operation

This transform al so supports the ability to specify a set of nodes
that will be included in a signature, with all non-specified nodes
bei ng excluded. This fornulation is useful for isolating a portion
of a docunent, such as a chapter of a docunent, or a payload in a
prot ocol message, and can be expressed using the set intersection
operati on.

Conplete famliarity with the first XML Signature XPath Transform
[ XML-DSi g, section 6.6.3] is required.

NOTE: Since XPath Filter 2.0 depends on details of XPath, be sure to

take into account the XPath Errata at
<http://wwv. w3. org/ 1999/ 11/ REC- xpat h- 19991116- err at a>.
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2. WBC Status

The World Wde Web Consortium Recomrendati on corresponding to this
RFC is at:

http://ww. w3. org/ TR xm dsi g-filter2/
Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in BCP 14, RFC 2119

[ Keywor ds] .

The XPath 1.0 Reconmmendation [ XPath] defines the term node-set as
"(an unordered collection of nodes w thout duplicates)" and specifies
a data nodel for representing an input XM. docunment as a set of nodes
of various types (elenment, attribute, namespace, text, comment,
processing instruction, and root).

An input docunent is the docunent that contains all the nodes

avail able to processing by this transform A docunment subset is a
portion of an XM. docurent indicated by an XPath node-set, which may
not include all of the nodes in the docunent. For exanple, the input
node-set is a collection of XPath nodes fromthe i nput docunent that
is passed as a paraneter to this transform A subtree rooted by a

gi ven node is a docunent subset containing the given node and every
node having the given node as an ancestor. Subtree expansion is the
process of expanding a node-set to include all subtrees rooted at any
node in the node-set. For exanple, the subtree expansi on of a node-
set consisting of just a single el enent node woul d be a node-set
containing that elenent, its attri bute nodes, nanespace nodes, and
all its descendants including their attribute nodes and nanespaces
nodes.

The XM. Sighature Reconmendation [ XM.-DSi g] defines a reference as a
sequence of steps perfornmed to obtain an octet streamto be digitally
signed. A transformis an identified algorithmto be used as a step
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in the reference processing nodel. A transformtakes an octet stream
or XPath node-set as input, and it produces an octet stream or XPath
node-set as output (the reference processing nodel autonatically
converts the final output to an octet streamif it is an XPath node-
set).

3. Specification of Signature Filter Transform

The transform operates by conputing a node-set that is used to filter
the i nput node-set: The out put node-set consists of only those nodes

in both the input node-set and the filter node-set. |n other words,

t he output node-set is the intersection of the input node-set and the
computed filter node-set.

The filter node-set is conmputed by evaluating a sequence of XPath
expressions and conbining their results. A node-set is initially
conmputed containing the entire input docunent. 1In sequence, each
XPat h expression is then eval uated, subtree-expanded, and then used
to transformthe filter node-set according to a specified set
operation; intersection, subtraction, or union. After all XPaths
have been applied, the resulting node-set is used as the filter
node- set .

3.1. Agorithmldentifier

The XM. Sighature Reconmendation [ XM.-DSig] uses a [URI] to identify
each algorithmto be perfornmed when creating or validating a
signhature. The signature filter transformis identified as foll ows:

Al gorithmldentifier
http://ww. w3. org/ 2002/ 06/ xm dsig-filter2

3.2. Syntax of Signature Filter Transform

The signature filter transformshall be represented by a sequence of
one or nore elenments named XPath. The content of XPath is character
data containing an XPath expression. The XPath has an attribute
naned Filter whose possible values are intersect, subtract, and
union. The Filter attribute indicates the set operation that is
perfornmed with the resulting node-set when conputing the filter
node-set. The following is an exanple of markup for a signature
filter that signs the entire i nput node-set except for elenents with
identifier foo and bar (and all nodes with one of those elenents as
an ancestor):

<XPath Filter="subtract"

xm ns="http://ww. w3. org/ 2002/ 06/ xm dsi g-filter2">
id("foo bar")
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</ XPat h>
Schema Definition

<?xm version="1.0" encodi ng="utf-8""?>
<! DOCTYPE schena

PUBLIC "-//WBC// DTD XM_-Scherma 200102/ / EN'
"http://ww.w3. org/ 2001/ XM_Schema. dt d"

<! ATTLI ST schema
xm ns: xf CDATA #FI XED ' http://ww. w3. org/ 2002/ 06/ xm dsig-filter2 >
<IENTITY xf " http://ww. w3. org/ 2002/ 06/ xm dsi g-filter2' >
<IENTITY %p ' >
<IENTITY %s '’ >
1>

<schema xm ns="http://ww. w3. or g/ 2001/ XM_Scherma"
xm ns: xf="http://ww. w3. org/ 2002/ 06/ xm dsi g-filter2"
t ar get Namespace="http: //ww. w3. or g/ 2002/ 06/ xm dsi g-filter2"
version="0.1" el ement For nDef aul t ="qual i fi ed">

<el enent nanme=" XPat h"
type="xf: XPat hType"/ >

<conpl exType nanme=" XPat hType" >
<si npl eCont ent >
<ext ensi on base="string">
<attribute nane="Filter">
<si npl eType>
<restriction base="string">
<enuneration val ue="intersect"/>
<enunerati on val ue="subtract"/>
<enuner ati on val ue="uni on"/>
</restriction>
</ si npl eType>
</attribute>
</ ext ensi on>
</ si mpl eCont ent >
</ conpl exType>

</ schenma>
DTD:
<! ELEMENT XPat h ( #PCDATA) >

<! ATTLI ST XPath
Filter (i ntersect|subtract|union) #REQU RED >
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3.3. Input and Eval uation Context of Signature Filter Transform

Boy

The input required by this transformis an XPath node-set over the

i nput docunment. If the input docunent is an octet stream then the
application MJST convert the octet streamto an XPat h node-set that
contains all of the docunent nodes (including conment nodes). The
eval uation context for the XPath expressions in the filter transform
will be:

* A context node equal to the root node of the docunent whose
node-set was provided as input to this transform The root
node is the parent of the docunent el enment and any comment and
processing instruction nodes outside of the docunent el enment.

A context position, initialized to 1.

A context size, initialized to 1.

A library of functions equal to the function set defined in
[ XPat h] plus a function named here().

* A set of variable bindings. No neans for initializing these is
defined. Thus, the set of variable bindings used when
eval uating the XPath expression is enpty, and use of a variable
reference in the XPath expression results in an error.

* The set of nanespace declarations in scope for the XPath
el ement .

The function here() is defined as foll ows:
Function: node-set here()

The here() function returns a node-set containing the attribute or
processing instruction node or the parent elenent of the text node
that directly bears the XPath expression. 1In this transform this
will be the XPath elenent. This expression results in an error if
the containing XPath expression does not appear in the same XM
docunent agai nst whi ch the XPath expression is being eval uat ed.

Processi ng Model of Signature Filter Transform

Usi ng the aforenentioned eval uation context, the signature filter
transform eval uates the XPath expressions appearing in the character
content of the XPath el enents and uses these to conpute a filter
node-set F, which is then used to filter the input node-set |
resulting in an output node-set O

* Initialize the filter node-set F to consist of all nodes in the
i nput docunent.

* Jterate through each XPath expression, X, in sequence, and
update the filter node-set F as foll ows:
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o Evaluate the XPath expression X. The result is a node-set
S.

0 Conpute the set S consisting of all nodes in the input
docunent that are either present in S or that have an
ancestor in S. This is equal to the union of all the
docunent subtrees rooted by a node in S.

o If the Filter attribute value is intersect, then conpute the
intersection of the selected subtrees, S, with the filter
node-set F. The result will include only those nodes that
are in both the filter node-set and the sel ected subtrees:
F = F INTERSECT S'.

o If the Filter attribute value is subtract, then conpute the
subtraction of the selected subtrees, S, fromthe filter

node-set F. The result will include only those nodes that
are in the filter node-set, but not the sel ected subtrees:
F =F-S.

0 Oherwise, if the Filter attribute value is union, then
conmpute the union the selected subtrees, S, with the filter
node-set F. The result will include all those nodes that
are in either the filter node-set, the selected subtrees, or
both: F = F UNTON S'.

0 Update the filter node-set F to be the new node-set F

Finally, after applying all the XPath expressions, conpute the

out put node-set Oto be the intersection of the conputed filter

node-set, F, with the input node-set, |I. The result wll
include all nodes fromthe input node-set that are also in the
filter node-set: O =1 | NTERSECT F.

An enpty input node-set will always result in an enpty output
node- set .

In this processing nodel, the conversion froma subtree
interpretation of the XPath expressions to a node-set containing al

nodes

that nust be used during the set operation, along with actual

performance of the set operation, is described explicitly.

| mpl enment ors SHOULD observe that it is possible to conpute the
effective result of this operation in a single pass through the input
docunent without performi ng subtree expansi on or any set operations:

*

For each XPath expression X, in sequence, evaluate the
expression and store the resulting node-set, S, along with the
associ ated set operation.

Prepend a node-set consisting of just the docunent node, al ong
with the operation union

Create a new, enpty filter node-set.

Process each node in the input node-set docunent, adding each
node to the output node-set Fif a flag Zis true. The flag is
conmputed as foll ows:
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O Zistrueif and only if the node is present in any
subt r ee- expanded uni on node-set and all subsequent subtree-
expanded intersect node-sets but no subsequent subtree-
expanded subtract node-sets, or false otherwise. |If there
are no subsequent intersect or subtract node-sets, then that
part of the test is automatically passed.

0 Presence in a subtree-expanded node-set can be efficiently
determ ned without actually expandi ng the node-set, by
sinply maintaining a stack or count that identifies whether
any nodes fromthat node-set are an ancestor of the node
bei ng processed.

| npl ementers MAY further observe that, if this transformis followed
by a canonicalization operation (e.g., [XM.-Cl4N]), the described
filter conputation can be efficiently commingled with the docunent-
order canonicalization processing.

4. Exanples of Signature Filter Transform

The exanple below illustrates one way to create an envel oped
signature with the signature filter transform The function here()
identifies the XPath el ement, and the subsequent |ocation path
obtai ns the nearest ancestor Signature elenment. Due to the subtract
value of the Filter attribute, the output of the signature filter
transformis a node-set containing every node fromthe input node-set
except the nodes in the subtree rooted by the Signature el ement
contai ning the exanple signature filter transform bel ow

<XPath Filter="subtract"

xm ns="http://ww. w3. org/ 2002/ 06/ xm dsig-filter2"

xm ns:dsi g="http://ww. w3. org/ 2000/ 09/ xnl dsi g#" >
here()/ancestor::dsig: Sighature[1l] </ XPath>

A suitable signature reference URI to use with this subtract filter
woul d be URI="" (the entire signature docunment, w thout conments),
URI =" #xpointer(/)" (the entire signature docunment, with conments) or
any same-docunent reference that includes the signature itself.

An exanple of an intersect filter is a signature that co-signs

anot her signature. In this exanple, a Signature elenent identified
by PrimaryBorrowSi g nust be signed. The XPath expression obtains the
el enent node, and the transform expands the output node-set to
contain all nodes fromthe input node-set that are also in the
subtree rooted by the el enment node.

<XPath Filter="intersect"

xm ns="http://ww. w3. org/ 2002/ 06/ xm dsi g-filter2">
id("PrimaryBorrowerSig") </ XPath>
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This type of intersect filter is useful for efficiently signing
subsets of a docunent, whether this is the same docunent as the
sighature or an external docunent. For exanple, if the signature

reference URI is URI ="docunent.xm ", then this docunment will be
automatically parsed and just the identified elenent and its
descendants wi || be signed.

Union filters, by thenselves are of no particular use: The initial
filter node-set consists of the entire input docunent; any union wth
this will have no effect, so the output of the transformw Il be
identical to the input. The union operation is intended to follow a
subtract operation, to allow a subtree to be renoved, with the
exception of a |ower subtree which is still included in the output.

Consi der the follow ng docunment which contains a same-docunent
envel oped signature reference with an XPath filter containing three

XPat h operations:

<Docunent >
<ToBeSi gned>
<l-- coment -->
<Data />
<Not ToBeSi gned>
<Real | yToBeSi gned>
<l-- coment -->
<Data />
</ Real | yToBeSi gned>
</ Not ToBeSi ghed>
</ ToBeSi gned>
<ToBeSi ghed>
<Data />
<Not ToBeSi gned>
<Data />
</ Not ToBeSi ghed>
</ ToBeSi gned>
<dsi g: Si gnature
xm ns: dsi g="http://ww. w3. org/ 2000/ 09/ xnl dsi g#"
xm ns: dsi g- xpat h="htt p: // www. w3. or g/ 2002/ 06/ xm dsi g-filter2">
<dsi g: Si gnedI nf o>

<dsi g: Reference URI ="">
<dsi g: Transf or ns>
<dsi g: Transform
Al gorithm="http://ww. w3. org/ 2002/ 06/ xm dsig-filter2">
<dsi g- xpat h: XPat h
Filter="intersect"> //ToBeSi gned </dsi g-xpat h: XPat h>
<dsi g- xpat h: XPat h
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Filter="subtract"> //Not ToBeSi gned </dsi g-xpat h: XPat h>
<dsi g- xpat h: XPat h
Filter="union"> //Real |l yToBeSi gned </ dsi g-xpat h: XPat h>
</ dsi g: Tr ansf or n»
</ dsi g: Transf or ns>

</déig:Reference>
</ dsi g: Si gnedl nf 0>

</déig:Signature> </ Docunent >

The intersect operation conputes the intersection of the XPath-

sel ected subtrees with the filter node-set. In this case, the filter
node-set initially contains the entire input docunment, and the XPath
expression evaluates to the two ToBeSi gnhed el enents; these are
expanded to include all their descendents and intersected with the
filter node-set, resulting in the foll ow ng:

<ToBeSi gned>
<l-- coment -->
<Data />
<Not ToBeSi gned>
<Real | yToBeSi gned>
<l-- coment -->
<Data />
</ Real | yToBeSi gned>
</ Not ToBeSi ghed>
</ ToBeSi gned><ToBeSi ghed>
<Data />
<Not ToBeSi gned>
<Data />
</ Not ToBeSi ghed>
</ ToBeSi gned>

The subtract filter conputes the subtraction of the XPath-sel ected
subtrees fromthe filter node-set. |In this case, the XPath
expression evaluates to the two Not ToBeSi gned el ements; these are
expanded to include all their descendents and subtracted fromthe
filter node-set:

<ToBeSi gned>
<l-- coment -->
<Data />

</ ToBeSi gned><ToBeSi gned>
<Data />

</ ToBeSi gned>
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Next, the union filter conputes the union of the XPath-sel ected

subtrees with the filter node-set. |In this case, the XPath
expression evaluates to the Real |l yToBeSi gned el enent; this is
expanded to include all its descendents and added to the filter
node- set:

<ToBeSi gned>

<l-- comment -->

<Data />

<Real | yToBeSi gned>
<l-- comment -->
<Data />

</ Real | yToBeSi gned>
</ ToBeSi gned><ToBeSi gned>
<Data />

</ ToBeSi gned>

Finally, this resulting filter node-set is used to transformthe

i nput node-set. In this exanple, the input node-set is the entire
docunent, with comments renoved. The transforned node-set will thus
be all those nodes fromthe input docunent, |ess comments, that are
also in the filter node-set:

<ToBeSi gned>

<Data />
<Real | yToBeSi gned>

<Data />
</ Real | yToBeSi gned>
</ ToBeSi gned><ToBeSi gned>
<Data />

</ ToBeSi gned>

Note that the result contains no nodes that were not in the input
node-set. Although the filter node-set included coments, these were
not present in the input node-set so they are not present in the

out put node- set.

This signature filter does not provide any increased capability over
the original XPath transform For exanple, this reference could be
replicated using the XPath transform as foll ows.

<dsi g: Ref erence URI ="">

<dsi g: Transf or ns>
<dsi g: Transform
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Al gorithm="http://ww.w3. org/ TR 1999/ REC- xpat h- 19991116" >
<dsi g: XPat h>
(ancestor-or-self:: ToBeSi gned and
not (ancestor-or-self:: Not ToBeSi gned))
or ancestor-or-self::ReallyToBeSi gned
</ dsi g: XPat h>
</ dsi g: Tr ansf or >
</ dsi g: Transf or ns>
</ dsi g: Ref erence>

The advantage of the signature filter transform over the XPath
transformis that the latter requires evaluation of a potentially-
conpl ex expression against every node in the input set, which has
proved costly in practice for many useful operations. This
specification's filter requires evaluation of sinple XPath
expressions and then the execution of some basic set operations or
their equival ent, which can be inplenented significantly nore
efficiently.
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7.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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