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Abstract

The Secret Key Transaction Authentication for DNS (TSI G protocol
provi des transaction | evel authentication for DNS. TSIGis

extensi bl e through the definition of new algorithnms. This document
specifies an al gorithm based on the Generic Security Service
Application ProgramlInterface (GSS-API) (RFC2743). This docunent
updat es RFC 2845.
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1. Introduction

The Secret Key Transaction Authentication for DNS (TSI G [ RFC2845]
prot ocol was devel oped to provide a |Iightweight authentication and
integrity of nmessages between two DNS entities, such as client and
server or server and server. TSIG can be used to protect dynamc
updat e nmessages, authenticate regul ar nessage or to off-1oad
conpl i cat ed DNSSEC [ RFC2535] processing froma client to a server and
still allowthe client to be assured of the integrity of the answers.
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The TSI G protocol [RFC2845] is extensible through the definition of
new al gorithns. This docunment specifies an al gorithm based on the
Generic Security Service Application ProgramlInterface (GSS-API)

[ RFC2743]. GSS-APlI is a framework that provides an abstraction of
security to the application protocol developer. The security
services offered can include authentication, integrity, and
confidentiality.

The GSS- APl framewor k has several benefits:

* Mechani sm and protocol independence. The underlying nechani sns
that realize the security services can be negotiated on the fly
and varied over tine. For exanple, a client and server MAY use
Ker beros [ RFC1964] for one transaction, whereas that sane server
MAY use SPKM [ RFC2025] with a different client.

* The protocol devel oper is renmoved fromthe responsibility of
creating and managing a security infrastructure. For exanple, the
devel oper does not need to create new key distribution or key
managenent systenms. Instead the devel oper relies on the security
servi ce mechanismto manage this on its behal f.

The scope of this docunent is limted to the description of an

aut henti cati on nmechanismonly. |t does not discuss and/ or propose an
aut hori zati on mechanism Readers that are unfam liar wth GSS-API
concepts are encouraged to read the characteristics and concepts
section of [RFC2743] before exam ning this protocol in detail. It is
al so assuned that the reader is famliar with [ RFC2845], [RFC2930],

[ RFC1034] and [ RFC1035].

The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
"RECOVMENDED', and "MAY" in this docunent are to be interpreted as
described in BCP 14, RFC 2119 [ RFC2119].

2. A gorithm Overvi ew

In GSS, client and server interact to create a "security context".
The security context can be used to create and verify transaction
si ghatures on nessages between the two parties. A unique security
context is required for each unique connection between client and
server.

Creating a security context involves a negotiation between client and
server. Once a context has been established, it has a finite
lifetime for which it can be used to secure nessages. Thus there are
three states of a context associated with a connection
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Every connection begins in the uninitialized state.
2.1. GSS Details

Client and server MJST be locally authenticated and have acquired
default credentials before using this protocol as specified in
Section 1.1.1 "Credential s" in RFC 2743 [ RFC2743] .

The GSS-TSI G al gorithm consists of two stages:

|. Establish security context. The Cient and Server use the
GSS I nit_sec_context and GSS_Accept_sec_context APIs to generate
the tokens that they pass to each other using [RFC2930] as a
transport mechani sm

I1. Once the security context is established it is used to generate
and verify signatures using GSS GetM C and GSS VerifyM C APl s.
These signhatures are exchanged by the dient and Server as a part
of the TSIG records exchanged in DNS nessages sent between the
Client and Server, as described in [ RFC2845].

2.2. Modifications to the TSI G protocol (RFC 2845)
Modi fication to RFC 2845 all ows use of TSI G through signing server’s

response in an explicitly specified place in rmulti nmessage exchange
between two DNS entities even if client’s request wasn’t signed.
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3.

3.

Specifically, Section 4.2 of RFC 2845 MJST be nodified as foll ows:

Repl ace:
"The server MJST not generate a signed response to an unsi gned
request."

Wt h:
"The server MJST not generate a signed response to an unsi gned
request, except in case of response to client’s unsigned TKEY
query if secret key is established on server side after server
processed client’s query. Signing responses to unsigned TKEY
gueries MJIST be explicitly specified in the description of an
i ndi vi dual secret key establishnent algorithm™

Client Protocol Details

A uni que context is required for each server to which the client
sends secure nessages. A context is identified by a context handle.
A client naintains a mapping of servers to handl es:

(target _nane, key_nane, context_handl e)

The val ue key_nanme also identifies a context handle. The key_nane is
t he owner nane of the TKEY and TSI G records sent between a client and
a server to indicate to each other which context MJUST be used to
process the current request.

DNS client and server MAY use various underlying security mechani sns
to establish security context as described in sections 3 and 4. At
the same tine, in order to guarantee interoperability between DNS
clients and servers that support GSS-TSIGit is REQU RED that
security nmechani smused by client enables use of Kerberos v5 (see
Section 9 for nore information).

Negoti ati ng Cont ext

In GSS, establishing a security context involves the passing of
opaque tokens between the client and the server. The client
generates the initial token and sends it to the server. The server
processes the token and if necessary, returns a subsequent token to
the client. The client processes this token, and so on, until the
negoti ation is conplete. The nunber of tinmes the client and server
exchange tokens depends on the underlying security mechanism A
conpl eted negotiation results in a context handle.
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The TKEY resource record [RFC2930] is used as the vehicle to transfer
t okens between client and server. The TKEY record is a general
mechani sm for establishing secret keys for use with TSIG For nore

i nformation, see [ RFC2930].

3.1.1. Call GSS_Init_sec_context

To obtain the first token to be sent to a server, a client MJST call
GSS I nit_sec_context API.

The followi ng i nput paraneters MJST be used. The outcone of the call
is indicated with the output values below. Consult Sections 2.2.1,
"GSS Init_sec_context call", of [RFC2743] for syntax definitions.

| NPUTS

CREDENTI AL HANDLE cl ai mant _cred_handl e = NULL (NULL specifies "use
default"). dient MAY instead specify sone other valid
handle to its credenti al s.

CONTEXT HANDLE i nput _cont ext _handl e

| NTERNAL NAME targ_nane " DNS@xt ar get _server _nane>"

OBJECT | DENTI FI ER nmech_t ype Under |l ying security
mechani sm chosen by inplenenters. To guarantee
interoperability of the inplenentations of the GSS-TSI G
nmechani sm client MJST specify a valid underlying security
nmechani smt hat enabl es use of Kerberos v5 (see Section 9 for
nore information).

0

OCTET STRING input_token = NULL

BOOLEAN replay_det _req_fl ag = TRUE

BOOLEAN nmut ual _reqg_fl ag = TRUE

BOCOLEAN del eg_req_fIl ag = TRUE

BOOLEAN sequence_req_fl ag = TRUE

BOOLEAN anon_req_fl ag = FALSE

BOOLEAN integ_req_fl ag = TRUE

| NTEGER lifetine_req = 0 (0 requests a default

value). dient MAY instead specify another upper bound for the
lifetime of the context to be established in seconds.

OCTET STRING chan_bi ndi ngs = Any valid channel bindings
as specified in Section 1.1.6 "Channel Bindings" in [RFC2743]

QUTPUTS
| NTEGER nmaj or _status
CONTEXT HANDLE out put _cont ext _handl e
OCTET STRING output _token

BOOLEAN replay_det _state
BOOLEAN nmut ual _state

| NTEGER n nor _status
OBJECT | DENTI FI ER mech_t ype
BOOLEAN del eg_state
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BOOLEAN sequence_state
BOOLEAN anon_state
BOOLEAN trans_state
BOOLEAN prot _ready_state
BOOLEAN conf _avai
BOOLEAN i nt eg_avai

| NTEGER lifetine_rec

If returned major_status is set to one of the follow ng errors:

GSS_S_DEFECTI VE_TOKEN
GSS_S_DEFECTI VE_CREDENTI AL
GSS_S_BAD SI G (GSS_S_BAD M Q)
GSS_S_NO CRED
GSS_S_CREDENTI ALS_EXPI RED
GSS_S_BAD_BI NDI NGS
GSS_S_OLD_TOKEN
GSS_S_DUPLI CATE_TOKEN
GSS_S_NO_CONTEXT
GSS_S_BAD_NANMETYPE
GSS_S_BAD_NAME
GSS_S_BAD_MECH

GSS_S_FAI LURE

then the client MJST abandon the al gorithmand MJUST NOT use the GSS-
TSIG algorithmto establish this security context. This docunent
does not prescribe which other nechani smcould be used to establish a
security context. Next time when this client needs to establish
security context, the client MAY use GSS-TSI G al gorithm

Success val ues of mmjor_status are GSS_S_CONTI NUE_NEEDED and
GSS_S COWPLETE. The exact success code is inportant during |ater
processi ng.

The val ues of replay_det_state and nutual _state indicate if the
security package provides replay detection and nutual authenticati on,
respectively. |If returned najor_status is GSS_S COVPLETE AND one or
both of these values are FALSE, the client MJST abandon this

al gorithm

Client’s behavior MAY depend on other OQUTPUT parameters according to
the policy local to the client.

The handl e output_context _handle is unique to this negotiation and is

stored in the client’s mappi ng table as the context handl e that maps
to target_nane.
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3.1.2. Send TKEY Query to Server

An opaque out put _token returned by GSS Init_sec_context is
transnitted to the server in a query request with QI'YPE=TKEY. The
token itself will be placed in a Key Data field of the RDATA field in
the TKEY resource record in the additional records section of the
query. The owner nane of the TKEY resource record set queried for
and the owner nane of the supplied TKEY resource record in the

addi tional records section MJST be the sane. This nanme uniquely
identifies the security context to both the client and server, and
thus the client SHOULD use a val ue which is globally unique as
described in [RFC2930]. To achieve gl obal uni queness, the nanme NAY
contain a UWID GUDJ[ISOL1578].

TKEY Record
NAME = client-generated globally uni que domain nane string
(as described in [ RFC2930])

RDATA
Al gorit hm Name = gss-tsig
Mode = 3 (GSS-API negotiation - per [RFC2930])
Key Size = size of output_token in octets
Key Dat a = out put _t oken

The remaining fields in the TKEY RDATA, i.e., Inception, Expiration
Error, Oher Size and Data Fields, MJST be set according to
[ RFC2930] .

The query is transnitted to the server

Note: if the original client call to GSS_Init_sec_context returned
any maj or_status other than GSS_S CONTI NUE_NEEDED or GSS_S COWPLETE,
then the client MUST NOT send TKEY query. Cient’s behavior in this
case is described above in Section 3.1.1.

3.1.3. Receive TKEY Query-Response from Server

Upon the reception of the TKEY query the DNS server MJST respond
according to the description in Section 4. This section specifies
the behavior of the client after it receives the matching response to
its query.

The next processing step depends on the value of major_status from

the nost recent call that client performed to GSS_ Init_sec_context:
either GSS_S COWLETE or GSS_S_CONTI NUE
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3.1.3.1. Value of major_status == GSS_S_COWPLETE

If the last call to GSS Init_sec_context yielded a major_status val ue
of GSS_S COWPLETE and a non-NULL out put_t oken was sent to the server
then the client side conponent of the negotiation is conplete and the
client is awaiting confirmation fromthe server.

Confirmation is in the formof a query response w th RCODE=NCERRCOR
and with the last client supplied TKEY record in the answer section
of the query. The response MJST be signed with a TSIG record. Note
that the server is allowed to sign a response to unsigned client’s
query due to nodification to the RFC 2845 specified in Section 2.2
above. The signature in the TSIG record MJST be verified using the
procedure detailed in section 5, Sending and Verifying Signed
Messages. |If the response is not signed, ORif the response is
signed but the signature is invalid, then an attacker has tanpered
with the nessage in transit or has attenpted to send the client a

fal se response. In this case, the client MAY continue waiting for a
response to its last TKEY query until the tine period since the
client sent last TKEY query expires. Such a time period is specified
by the policy local to the client. This is a new option that all ows
the DNS client to accept multiple answers for one query ID and sel ect
one (not necessarily the first one) based on sonme criteria.

If the signature is verified, the context state is advanced to
Cont ext Established. Proceed to section 3.2 for usage of the
security context.

3.1.3.2. Value of major_status == GSS_S_CONTI NUE_NEEDED

If the last call to GSS Init_sec_context yielded a major_status val ue
of GSS_S CONTI NUE_NEEDED, then the negotiation is not yet conplete.
The server will return to the client a query response with a TKEY
record in the Answer section. |f the DNS nessage error is not

NO ERROR or error field in the TKEY record is not O (i.e., no error),
then the client MUST abandon this negotiation sequence. The client
MJST del ete an active context by calling GSS Del ete_sec_cont ext
providing the associ ated context_handle. The client MAY repeat the
negoti ati on sequence starting with the uninitialized state as
described in section 3.1. To prevent infinite |ooping the nunber of
attenpts to establish a security context MJUST be linmited to ten or

| ess.

If the DNS nessage error is NO ERROR and the error field in the TKEY

record is O (i.e., no error), then the client MJUST pass a token
specified in the Key Data field in the TKEY resource record to
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GSS I nit_sec_context using the sane paraneters values as in previous
call except val ues for CONTEXT HANDLE i nput _context_handl e and OCTET
STRI NG i nput _token as descri bed bel ow

| NPUTS
CONTEXT HANDLE i nput _context_handle = context_handle (this is the
cont ext _handl e corresponding to the key_name which is the
owner nane of the TKEY record in the answer section in the
TKEY query response)

OCTET STRING input_token = token fromKey field of
TKEY record

Dependi ng on the foll ow ng OUTPUT val ues of GSS_| nit_sec_context

| NTEGER maj or _stat us
OCTET STRING out put _token

the client MJUST take one of the follow ng actions:
I f OUTPUT maj or_status is set to one of the follow ng val ues:

GSS_S_DEFECTI VE_TOKEN
GSS_S_DEFECTI VE_CREDENTI AL
GSS_S_BAD SI G (GSS_S_BAD M Q)
GSS_S_NO CRED
GSS_S_CREDENTI ALS_EXPI RED
GSS_S_BAD_BI NDI NGS
GSS_S_OLD_TOKEN
GSS_S_DUPLI CATE_TOKEN
GSS_S_NO_CONTEXT
GSS_S_BAD_NAMETYPE
GSS_S_BAD_NAME
GSS_S_BAD_MECH

GSS_S_FAI LURE

the client MJUST abandon this negotiation sequence. This means that
the client MJUST del ete an active context by calling

GSS Del ete_sec_context providing the associ ated context_handle. The
client MAY repeat the negotiation sequence starting with the
uninitialized state as described in section 3.1. To prevent infinite
| oopi ng the nunber of attenpts to establish a security context MJST
be limted to ten or |ess.

I f OUTPUT maj or_status is GSS_S CONTI NUE_NEEDED OR GSS_S COWPLETE
then client MJUST act as descri bed bel ow.
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If the response fromthe server was signed, and the OUTPUT

maj or _status is GSS_S COVPLETE, then the signature in the TSI G record
MUST be verified using the procedure detailed in section 5, Sending
and Verifying Signed Messages. |If the signature is invalid, then the
client MUST abandon this negotiation sequence. This means that the
client MIST delete an active context by calling

GSS Del ete_sec_context providing the associ ated context _handle. The
client MAY repeat the negotiation sequence starting with the
uninitialized state as described in section 3.1. To prevent infinite
| oopi ng the nunber of attenpts to establish a security context MJST
be limted to ten or |ess.

If major_status is GSS_S CONTI NUE_NEEDED t he negotiation is not yet
finished. The token output_token MJST be passed to the server in a
TKEY record by repeating the negotiation sequence beginning with
section 3.1.2. The client MJST place a linit on the number of
continuations in a context negotiation to prevent endl ess | ooping.
Such limt SHOULD NOT exceed val ue of 10.

If major_status is GSS_S COWLETE and out put _token is non-NULL, the
client-side conponent of the negotiation is conplete but the token
out put _token MJUST be passed to the server by repeating the
negoti ati on sequence beginning with section 3.1.2.

If major_status is GSS_S COVWPLETE and out put _token is NULL, context
negoti ation is conplete. The context state is advanced to Context
Est abl i shed. Proceed to section 3.2 for usage of the security

cont ext .

3.2. Context Established

When context negotiation is conplete, the handl e context_handl e MUST
be used for the generation and verification of transaction
si ghat ur es.

The procedures for sending and receiving signed nessages are
described in section 5, Sending and Verifying Signed Messages.

3.2.1. Terminating a Context

When the client is not intended to continue using the established
security context, the client SHOULD del ete an active context by
calling GSS_Del ete_sec_context providing the associ ated

context _handl e, AND client SHOULD del ete the established context on
the DNS server by using TKEY RR with the Mdde field set to 5, i.e.,
"key del etion" [RFC2930].
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4.

4.

4.

4.

Server Protocol Details

As on the client-side, the result of a successful context negotiation
is a context handle used in future generation and verification of the
transacti on signatures.

A server MAY be managi ng several contexts with several clients.
Clients identify their contexts by providing a key nane in their
request. The server nmintains a mappi ng of key nanes to handl es:

(key_name, context_handl e)
1. Negotiating Context

A server MJIST recognize TKEY queries as security context negotiation
nessages.

1.1. Receive TKEY Query from di ent

Upon receiving a query with QIYPE = TKEY, the server MJST exam ne
whet her the Mbde and Al gorithm Nanme fields of the TKEY record in the
addi ti onal records section of the nessage contain values of 3 and
gss-tsig, respectively. |If they do, then the (key_nane,

context _handl e) napping table is searched for the key_nane matching

t he owner nanme of the TKEY record in the additional records section
of the query. |If the nane is found in the table and the security
context for this nane is established and not expired, then the server
MUST respond to the query with BADNAMVE error in the TKEY error field.
If the nane is found in the table and the security context is not
establ i shed, the correspondi ng context _handle is used in subsequent
GSS operations. |If the nane is found but the security context is
expired, then the server deletes this security context, as described
in Section 4.2.1, and interprets this query as a start of new
security context negotiation and perforns operations described in
Section 4.1.2 and 4.1.3. If the nane is not found, then the server
interprets this query as a start of new security context negotiation
and perforns operations described in Section 4.1.2 and 4. 1. 3.

1.2. Call GSS_Accept_sec_context

The server perfornms its side of a context negotiation by calling
GSS_Accept _sec_context. The foll owi ng input paranmeters MJST be used.
The outcone of the call is indicated with the output val ues bel ow.
Consult Sections 2.2.2 "GSS_Accept _sec_context call" of the RFC 2743
[ RFC2743] for syntax definitions.
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I NPUTS
CONTEXT HANDLE i nput _context_handle = 0 if new negotiati on,
cont ext _handl e mat chi ng
key_name if ongoi ng negoti ati on
OCTET STRING input_token = token specified in the Key
field from TKEY RR (from Addi ti onal records Section of
the client’s query)

CREDENTI AL HANDLE acceptor_cred_handl e = NULL (NULL specifies "use
default"). Server MAY instead specify sone other valid
handle to its credenti al s.

OCTET STRING chan_bi ndi ngs = Any valid channel bindings
as specified in Section 1.1.6 "Channel Bindings" in [RFC2743]

QUTPUTS
| NTEGER nmaj or _status
CONTEXT_HANDLE out put _cont ext _handl e
OCTET STRING output _token
| NTEGER nm nor _status
| NTERNAL NAME src_nane
OBJECT | DENTI FIER nech_type

BOOLEAN del eg_state
BOOLEAN nmut ual _state
BOOLEAN replay_det _state
BOOLEAN sequence_state
BOOLEAN anon_state
BOOLEAN trans_state
BOOLEAN prot _ready_state
BOOLEAN conf _avai |
BOOLEAN i nteg_avail

| NTEGER lifetine_rec

CONTEXT_HANDLE del egat ed_cred_handl e
If this is the first call to GSS _Accept_sec_context in a new
negoti ati on, then output_context _handle is stored in the server’s
key- mappi ng tabl e as the context_handl e that maps to the nanme of the
TKEY record.
4.1.3. Send TKEY Query-Response to dient

The server MJST respond to the client with a TKEY query response with
RCODE = NOERROR, that contains a TKEY record in the answer section.

I f OUTPUT maj or_status is one of the following errors the error field
in the TKEY record set to BADKEY.
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GSS_S_DEFECTI VE_TOKEN
GSS_S_DEFECTI VE_CREDENTI AL
GSS_S_BAD SI G (GSS_S_BAD M Q)
GSS_S_DUPLI CATE_TOKEN
GSS_S_OLD_TOKEN

GSS_S_NO CRED
GSS_S_CREDENTI ALS_EXPI RED
GSS_S_BAD_BI NDI NGS
GSS_S_NO_CONTEXT
GSS_S_BAD_MECH

GSS_S_FAI LURE

I f OUTPUT maj or_status is set to GSS_S COWLETE or
GSS_S _CONTI NUE_NEEDED t hen server MJST act as described bel ow.

If major_status is GSS_S COWLETE the server conponent of the
negotiation is finished. |If output_token is non-NULL, then it MJST
be returned to the client in a Key Data field of the RDATA in TKEY.
The error field in the TKEY record is set to NOERROR. The nessage
MUST be signed with a TSIG record as described in section 5, Sending
and Verifying Signed Messages. Note that server is allowed to sign a
response to unsigned client’'s query due to nodification to the RFC
2845 specified in Section 2.2 above. The context state is advanced
to Context Established. Section 4.2 discusses the usage of the
security context.

If major_status is GSS_S COWLETE and out put _token is NULL, then the
TKEY record received fromthe client MJST be returned in the Answer
section of the response. The nmessage MJST be signed with a TSIG
record as described in section 5, Sending and Verifying Signed
Messages. Note that server is allowed to sign a response to unsigned
client’s query due to nodification to the RFC 2845 specified in
section 2.2 above. The context state is advanced to Context

Est abl i shed. Section 4.2 discusses the usage of the security

cont ext .

If major_status is GSS_S_CONTI NUE_NEEDED, the server conmponent of the
negotiation is not yet finished. The server responds to the TKEY
query with a standard query response, placing in the answer section a
TKEY record containing output_token in the Key Data RDATA field. The
error field in the TKEY record is set to NOERROR. The server MJST
limt the nunber of times that a given context is allowed to repeat,
to prevent endless looping. Such limt SHOULD NOT exceed val ue of

10.
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In all cases, except if najor_status is GSS_S COVMPLETE and
out put _token is NULL, other TKEY record fields MJST contain the
foll ow ng val ues:

NAME = key_nane

RDATA
Al gorit hm Name = gss-tsig
Mode = 3 (GSS-API negotiation - per [RFC2930])
Key Size = size of output_token in octets

The remaining fields in the TKEY RDATA, i.e., Inception, Expiration
Error, Oher Size and Data Fields, MJST be set according to
[ RFC2930] .

4.2. Context Established

When context negotiation is conplete, the handl e context_handle is
used for the generation and verification of transaction signatures.
The handle is valid for a finite amount of tinme determ ned by the
underlying security nechanism A server MAY unilaterally term nate a
context at any tinme (see section 4.2.1).

Server SHOULD limt the anpunt of nmenory used to cache established
cont exts.

The procedures for sending and receiving signed nessages are given in
section 5, Sending and Verifying Signed Messages.

4.2.1. Term nating a Context

A server can term nate any established context at any tinme. The
server MAY hint to the client that the context is being del eted by
including a TKEY RRin a response with the Mbde field set to 5, i.e.
"key del etion" [RFC2930]. An active context is deleted by calling
GSS Del et e_sec_context providing the associ ated context _handl e.

5. Sending and Verifying Signed Messages
5.1. Sending a Signed Message - Call GSS CGetMC

The procedure for sending a signature-protected nessage is specified
in [RFC2845]. The data to be passed to the signature routine

i ncl udes the whol e DNS nessage with specific TSI G vari abl es appended.
For the exact fornmat, see [RFC2845]. For this protocol, use the
follow ng TSI G vari abl e val ues:
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TSI G Record
NAME = key_nane that identifies this context
RDATA

Al gorithm Name = gss-tsig

Assign the remaining fields in the TSI G RDATA appropriate val ues as
described in [ RFC2845].

The signature is generated by calling GSS GetM C. The foll ow ng

i nput paraneters MJST be used. The outconme of the call is indicated
with the output val ues specified below. Consult Sections 2.3.1
"GSS _GetM C call" of the RFC 2743[ RFC2743] for syntax definitions.

| NPUTS
CONTEXT HANDLE cont ext _handl e
OCTET STRING nessage

context _handl e for key_nane

out goi ng nessage plus TSIG

vari abl es (per [RFC2845])

| NTEGER qop_req = 0 (0 requests a default
value). Caller MAY instead specify other valid value (for
details see Section 1.2.4 in [RFC2743])

QUTPUTS
| NTEGER nmaj or _status
| NTEGER nm nor _status

OCTET STRING per_nsg_t oken

If major_status is GSS_S COWLETE, then signhature generation
succeeded. The signature in per_nsg token is inserted into the
Signature field of the TSIG RR and the nessage is transmtted.

| f major_status is GSS S CONTEXT_EXPI RED, GSS_S_CREDENTI ALS_EXPI RED
or GSS_ S FAILURE the caller MJST delete the security context, return
to the uninitialized state and SHOULD negotiate a new security
context, as described above in Section 3.1

If major_status is GSS_S NO CONTEXT, the caller MJIST renove the entry
for key _name fromthe (target_ name, key_nane, context handle)
mappi ng table, return to the uninitialized state and SHOULD negoti ate
a new security context, as described above in Section 3.1

If major_status is GSS_S BAD QOP, the caller SHOULD repeat the
GSS GetMC call with allowed QOP value. The nunber of such
repetitions MUST be limted to prevent infinite | oops.

5.2. Verifying a Signed Message - Call GSS VerifyMC

The procedure for verifying a signature-protected nessage is
specified in [ RFC2845] .
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The NAME of the TSI G record determ nes which context_handl e maps to
the context that MJST be used to verify the signature. |If the NAME
does not map to an established context, the server MJST send a
standard TSI G error response to the client indicating BADKEY in the
TSIG error field (as described in [ RFC2845]).

For the GSS algorithm a signature is verified by using
GSS_VerifyM C:

| NPUTS
CONTEXT HANDLE cont ext _handl e
OCTET STRING nessage

context _handl e for key_nane

i nconmi ng nessage plus TSIG
vari abl es (per [RFC2845])
OCTET STRING per_nsg_token = Signhature field fromTSIG RR

OQUTPUTS
| NTEGER nmaj or _status
| NTEGER nm nor _status
| NTEGER qop_state

If major_status is GSS_S COWLETE, the signature is authentic and the
nmessage was delivered intact. Per [RFC2845], the timer val ues of the
TSI G record MIST al so be valid before considering the nmessage to be
authentic. The caller MJST not act on the request or response in the
nmessage until these checks are verifi ed.

When a server is processing a client request, the server MJST send a
standard TSI G error response to the client indicating BADKEY in the
TSIG error field as described in [ RFC2845], if nmajor_status is set to
one of the follow ng val ues

GSS_S_DEFECTI VE_TOKEN
GSS_S_BAD SI G (GSS_S_BAD M Q)
GSS_S_DUPLI CATE_TOKEN
GSS_S_OLD_TOKEN

GSS_S_UNSEQ TOKEN
GSS_S_GAP_TOKEN
GSS_S_CONTEXT_EXPI RED
GSS_S_NO_CONTEXT

GSS_S_FAI LURE

If the tiner values of the TSIG record are invalid, the nessage MJST
NOT be considered authentic. |If this error checking fails when a
server is processing a client request, the appropriate error response
MUST be sent to the client according to [ RFC2845] .
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6. Exanpl e usage of GSS-TSIG al gorithm

This Section describes an exanple where a dient, client.exanple.com
and a Server, server.exanple.com establish a security context
according to the algorithm descri bed above.

I. dient initializes security context negotiation

To establish a security context with a server, server.exanple.com the
Cient calls GSS Init_sec_context with the foll owi ng paraneters.

(Note that some | NPUT and OUTPUT paraneters not critical for this

al gorithmare not described in this exanple.)

CONTEXT HANDLE i nput _context_handle =0

| NTERNAL NAME targ_nanme = "DNS@er ver. exanpl e. cont
OCTET STRING input_token = NULL

BOOLEAN replay_det _req_fl ag = TRUE

BOOLEAN nmut ual _reqg_fl ag = TRUE

The OUTPUTS paraneters returned by GSS I nit_sec_context include
| NTEGER maj or _status = GSS_S CONTI NUE_NEEDED
CONTEXT HANDLE out put _cont ext _handl e cont ext _handl e
OCTET STRING output _token output token
BOOLEAN replay_det _state = TRUE
BOOLEAN nmut ual _state = TRUE

Cient verifies that replay_det_state and nutual state val ues are
TRUE. Since the major_status is GSS_S CONTI NUE_NEEDED, which is a
success OQUTPUT maj or _status val ue, client stores context_handl e that
maps to "DNS@erver.exanpl e.cont and proceeds to the next step.

1. dient sends a query with QI'YPE = TKEY to server

Client sends a query with QI'YPE = TKEY for a client-generated globally
uni que domai n name string, 789.client.exanple.comserver. exanpl e.com
Query contains a TKEY record in its Additional records section with
the following fields. (Note that sone fields not specific to this
algorithmare not specified.)

NAVE = 789.client. exanpl e.com server. exanpl e. com

RDATA
Al gorit hm Nane = gss-tsig
Mode = 3 (GSS-API negotiation - per [RFC2930])
Key Size = size of output_token in octets
Key Dat a = out put _t oken
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After the key_name 789.client.exanpl e.com server. exanpl e.com
is generated it is stored in the client’s (target_nane, key_nane,
cont ext _handl e) mappi ng tabl e.

[11. Server receives a query with QIYPE = TKEY

When server receives a query with QI'YPE = TKEY, the server verifies
that Mode and Algorithmfields in the TKEY record in the Additiona
records section of the query are set to 3 and "gss-tsig" respectively.
It finds that the key_nanme 789.client.exanpl e.com server. exanpl e. com
is not listed in its (key_name, context_handl e) mapping table.

IV. Server calls GSS_Accept_sec_cont ext

To continue security context negotiation server calls

GSS_Accept _sec_context with the followi ng paraneters. (Note that
sonme | NPUT and OUTPUT paraneters not critical for this algorithm
are not described in this exanmple.)

I NPUTS
CONTEXT HANDLE i nput _context_handle =0
OCTET STRING input_token = token specified in the Key
field from TKEY RR (from Addi ti ona
records section of the client’s query)

The OUTPUTS paraneters returned by GSS Accept_sec_context include
| NTEGER maj or _status = GSS_S CONTI NUE_NEEDED
CONTEXT_HANDLE out put _cont ext _handl e cont ext _handl e
OCTET STRING output _token output token

Server stores the nmapping of the
789. client. exanpl e.com server. exanpl e.com to QUTPUT context handl e
inits (key_nane, context_handl e) mapping table.

V. Server responds to the TKEY query

Since the najor_status = GSS_ S CONTI NUE_NEEDED in the | ast server’s
call to GSS Accept_sec_context, the server responds to the TKEY query
placing in the answer section a TKEY record containi ng output_token in
the Key Data RDATA field. The error field in the TKEY record is set
to 0. The RCODE in the query response is set to NOERROR

VI. dient processes token returned by server
When the client receives the TKEY query response fromthe server, the
client calls GSS_ Init_sec_context with the follow ng paraneters.

(Note that some | NPUT and OUTPUT paraneters not critical for this
algorithmare not described in this exanple.)
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CONTEXT HANDLE i nput _context_handle = the context_handl e stored
inthe client’s mapping table entry (DNS@erver. exanple.com,
789. client.exanpl e.com server. exanpl e.com, context_handl e)

| NTERNAL NAME targ_nanme = "DNS@er ver. exanpl e. cont

OCTET STRING input_token = token from Key field of TKEY
record fromthe Answer section of the server’s response

BOOLEAN replay_det _req_fl ag = TRUE

BOOLEAN nmut ual _reqg_fl ag = TRUE

The OUTPUTS paraneters returned by GSS I nit_sec_context include
| NTEGER maj or _status = GSS_S COVPLETE
CONTEXT HANDLE out put _cont ext _handl e = context _handl e
OCTET STRING output_token = output _token
BOOLEAN replay_det _state = TRUE
BOOLEAN nmut ual _state = TRUE

Since the najor_status is set to GSS_ S COVPLETE the client side
security context is established, but since the output_token is not
NULL client MJUST send a TKEY query to the server as described bel ow.

VIl. dient sends a query with QITYPE = TKEY to server

Client sends to the server a TKEY query for the

789. client.exanpl e.com server. exanpl e.com nanme. Query contains a
TKEY record in its Additional records section with the foll ow ng
fields. (Note that some | NPUT and OUTPUT paraneters not critical to
this algorithmare not described in this exanple.)

NAVE = 789.client. exanpl e.com server. exanpl e. com

RDATA
Al gorit hm Nane = gss-tsig
Mode = 3 (GSS-API negotiation - per [RFC2930])
Key Size = size of output_token in octets
Key Dat a = out put _t oken
VIIl. Server receives a TKEY query

When the server receives a TKEY query, the server verifies that Mde
and Algorithmfields in the TKEY record in the Additional records
section of the query are set to 3 and gss-tsig, respectively. It
finds that the key_nane 789.client.exanpl e.com server.exanple.com is
listed inits (key_nane, context_handl e) mapping table.
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I X. Server calls GSS_Accept _sec_cont ext

To continue security context negotiation server calls

GSS_Accept _sec_context with the followi ng paraneters (Note that somne
I NPUT and OUTPUT paraneters not critical for this algorithmare not
described in this exanple)

I NPUTS
CONTEXT HANDLE i nput _context_handle = context_handle fromthe
(789.client.exanpl e.com server. exanpl e.com, context_handl e)
entry in the server’s mapping table
OCTET STRING input_token = token specified in the Key
field of TKEY RR (from Additional records Section of
the client’s query)

The OUTPUTS paraneters returned by GSS Accept_sec_context include
| NTEGER maj or _status = GSS_S COVPLETE
CONTEXT_HANDLE out put _cont ext _handl e = context _handl e
OCTET STRING output_token = NULL

Since mpjor_status = GSS_ S COVPLETE, the security context on the
server side is established, but the server still needs to respond to
the client’s TKEY query, as described below. The security context
state is advanced to Context Established.

X. Server responds to the TKEY query

Since the najor_status = GSS S COVWLETE in the last server’s call to
GSS_Accept _sec_context and the output_token is NULL, the server
responds to the TKEY query placing in the answer section a TKEY record
that was sent by the client in the Additional records section of the
client’s latest TKEY query. In addition, this server places a
TSIGrecord in additional records section of its response. Server
calls GSS GetMC to generate a signature to include it in the TSIG
record. The server specifies the followi ng GSS _Get M C | NPUT

par aneters

CONTEXT HANDLE cont ext _handl e = context_handl e fromthe
(789.client.exanpl e.com server. exanpl e.com, context_handl e)
entry in the server’s mapping table

OCTET STRING nessage = out goi ng nmessage plus TSI G

vari abl es (as described in [ RFC2845])

The OUTPUTS paraneters returned by GSS GetM C i ncl ude
| NTEGER maj or _status = GSS_S COVPLETE
OCTET STRING per_nsg_t oken

Signature field in the TSIGrecord is set to per_nsg_token
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XI. dient processes token returned by server

Cient receives the TKEY query response fromthe server. Since the
maj or _status was GSS S COVWPLETE in the last client’s call to

GSS Init_sec_context, the client verifies that the server’s response
is signed. To validate the signature, the client calls

GSS VerifyMC with the follow ng paraneters:

I NPUTS
CONTEXT HANDLE cont ext _handl e = context_handl e for
789. client.exanpl e. com server. exanpl e.com key_nane
OCTET STRING nessage = incom ng nessage plus TSI G
vari abl es (as described in [ RFC2845])
OCTET STRING per_nsg_token = Signhature field fromTSIG RR
included in the server’'s query response

Since the QUTPUTS paraneter major_status = GSS_S COWPLETE, the
signhature is validated, security negotiation is conplete and the
security context state is advanced to Context Established. These
client and server will use the established security context to sign
and validate the signatures when they exchange packets with each
other until the context expires.

Security Considerations

Thi s docunent describes a protocol for DNS security using GSS-API.
The security provided by this protocol is only as effective as the
security provided by the underlying GSS nechani sns.

Al'l the security considerations from RFC 2845, RFC 2930 and RFC 2743
apply to the protocol described in this docunent.

| ANA Consi der ati ons

The | ANA has reserved the TSIG Al gorithm nane gss-tsig for the use in
the Algorithmfields of TKEY and TSI G resource records. This

Al gorithmnane refers to the algorithmdescribed in this docunment.
The requirenent to have this name registered with 1ANA is specified
in RFC 2845.

Conf or nance

The GSS APl using SPNEGO [ RFC2478] provides maximum flexibility to
choose the underlying security nechani sns that enables security
context negotiation. GSS APl using SPNEGO [ RFC2478] enabl es cli ent
and server to negotiate and choose such underlying security

nmechani sns on the fly. To support such flexibility, DNS clients and
servers SHOULD specify SPNEGO nech_type in their GSS APl calls. At
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10.

11.

the same tine, in order to guarantee interoperability between DNS
clients and servers that support GSS-TSIG it is required that

- DNS servers specify SPNEGO mech_type

- GSS APIs called by DNS client support Kerberos vb

- GSS APIs called by DNS server support SPNEGO [ RFC2478] and
Ker ber os v5.

In addition to these, GSS APIs used by DNS client and server MAY al so
support other underlying security mechani smns.

Intell ectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
claims of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.

Acknow edgenent s

The authors of this docunent would like to thank the follow ng people
for their contribution to this specification: Chuck Chan, M ke

Swi ft, Ram Vi swanat han, d afur Gudmundsson, Donald E. Eastlake, 3rd
and Eri k NordmarKk.

Kwan, et al. St andar ds Track [ Page 23]



RFC 3645

12.

12. 1.

GSS-TSI G Cct ober 2003

Ref er ences

Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

[ RFC2478]

[ RFC2743]

[ RFC2845]

[ RFC2930]

12. 2.

[1SOL1578]

Requi rement Level s", BCP 14, RFC 2119, March 1997.

Bai ze, E. and D. Pinkas, "The Sinple and Protected GSS-API
Negoti ati on Mechani sm', RFC 2478, Decenber 1998.

Linn, J., "Generic Security Service Application Program
Interface, Version 2 , Update 1", RFC 2743, January 2000.
Vi xi e, P., Gudmundsson, O, Eastlake 3rd, D. and B.

Vel lington, "Secret Key Transaction Authentication for DNS
(TSIG", RFC 2845, My 2000.

Eastl ake 3rd, D., "Secret Key Establishment for DNS ( TKEY
RR)", RFC 2930, Septenber 2000.

I nformati ve Ref erences

[ RFC1034]

[ RFC1035]

[ RFC1964]

[ RFC2025]

[ RFC2137]

[ RFC2535]

Kwan,

et al.

"Information technol ogy", "Open Systens |nterconnection",
"Renote Procedure Call", 1SOIEC 11578: 1996,
http://ww. i so.ch/cate/ d2229. htm .

Mockapetris, P., "Domain Names - Concepts and Facilities",
STD 13, RFC 1034, Novenber 1987.

Mockapetris, P., "Domain Names - |nplenentation and
Speci fication", STD 13, RFC 1034, Novenber 1987.

Linn, J., "The Kerberos Version 5 GSS-API Mechani sni', RFC
1964, June 1996.

Adanms, C., "The Sinple Public-Key GSS-API Mechani sm
(SPKM ", RFC 2025, Cctober 1996.

East| ake 3rd, D., "Secure Donmai n Name System Dynanic
Update", RFC 2137, April 1997.

Eastl ake 3rd, D., "Domain Nanme System Security Extensions",
RFC 2535, March 1999.

St andards Track [ Page 24]



RFC 3645 GSS-TSI G

13.

Aut hor s’ Addr esses

Stuart Kwan

M crosoft Corporation

One M crosoft \Way

Rednmond, WA 98052

USA

EMai | : skwan@n crosoft.com

Praerit Garg

M crosoft Corporation

One M crosoft \Way

Rednond, WA 98052

USA

EMai | : praeritg@ricrosoft.com

James G | roy

M crosoft Corporation

One M crosoft \Way

Rednmond, WA 98052

USA

EMai | : janmesg@ri crosoft.com

Levon Esi bov

M crosoft Corporation

One M crosoft \Way

Rednmond, WA 98052

USA

EMai | : | evone@r crosoft.com

Randy Hal |

Lucent Technol ogi es

400 Lapp Road

Mal vern PA 19355

USA

EMai | : randyhal | @ ucent.com

Jeff West head

M crosoft Corporation
One M crosoft \Way
Rednond, WA 98052

USA
EMai | : jwesth@ri crosoft.com
Kwan, et al. St andards Track

Oct ober 2003

[ Page 25]



RFC 3645 GSS-TSI G Cct ober 2003

14. Full Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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