Net wor k Wor ki ng Group A. Berger

Request for Comments: 3621 Power Dsi ne | nc.
Cat egory: Standards Track D. Romascanu
Avaya

Decenber 2003

Power Et hernet M B
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Copyright Notice
Copyright (C) The Internet Society (2003). Al Rights Reserved.
Abstract
This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenment protocols in the Internet conmunity.
Thi s docunent proposes an extension to the Ethernet-like Interfaces
MB with a set of objects for managi ng Power Sourcing Equi pnent
(PSE) .

Tabl e of Contents

1. Introduction . e e 2
2. The Internet-Standard Managenent Franework . 2
3. Overview. . 2
4. MB Structure. 3
5. Definitions. . 3
6. Acknow edgenments . 16
7. References . . 16

7.1. Nornative References . 16

7.2. Informative References . 17
8. Intellectual Property Statenent. 17
9. Security Considerations. 18
10. Authors’ Addresses . . . 19
11. Full Copyright Statenent 20

Ber ger & Ronmmscanu St andar ds Track [ Page 1]



RFC 3621 Power Et hernet M B Decenber 2003

1.

| nt roducti on

This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenent protocols in the Internet conmunity.
In particular, it defines a set of MB objects to nmanage Power

Et hernet [I| EEE-802. 3af] Power Sourci ng Equi prrent ( PSE)

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The | nternet-Standard Managenent Framework

For a detailed overview of the docunents that describe the current
I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .

Managed objects are accessed via a virtual information store, ternmned
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew

The energence of | P tel ephony as an application that allows voice
applications to be run over the sanme infrastructure as data
applications has led to the energence of Ethernet |IP phones, which
have simlar functions and characteristics as traditional phones.
Poweri ng the phone with the sane cable used for signal transfer is
one of the functions that are being taken as granted. The |EEE 802.3
Working Goup has initiated standardization on this subject,
currently known as the | EEE 802. 3af work [I| EEE-802. 3af].

The | EEE 802. 3af W5 did not define a full managenent interface, but
only the hardware registers that will allow for nmanagenent interfaces
to be built for a powered Ethernet device. The M B nodul e defined in
this docunment extends the Ethernet-like Interfaces M B [RFC3635] with
t he managenment objects required for the managenent of the powered

Et hernet devi ces and ports.
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The follow ng abbreviations are defined in [I EEE-802.3af] and will be
used with the sane significance in this docunent:

PSE - Power Sourcing Equi prent;

PD - Powered Device

4. MB Structure
These M B obj ects are categorized into three M B groups.
The pet hPsePort Tabl e defines the objects used for configuring and
describing the status of ports on a PSE device. Exanples of PSE
devices are Ethernet switches that support power Ethernet and m d-
span boxes.
The pet hMai nPseCbj ects M B group defines the managenent objects for a
managed mai n power source in a PSE device. Ethernet swi tches are one
exanpl e of boxes that woul d support these objects.
The pethNotificationControl Tabl e includes objects that control the
transni ssion of notifications fromthe agent to a nmanagenent
appl i cati on.

5. Definitions

POVER- ETHERNET-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, mi b-2, OBJECT-TYPE, |nteger 32,
Gauge32, Counter 32, NOTI FI CATI ON- TYPE
FROM SNMPv2- SM
Tr ut hval ue
FROM SNMPv2- TC
MODULE- COMPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNMPv2- CONF

SnnpAdmi nString
FROM SNWVP- FRAVEVWORK- M B;

power Et her net M B MODULE- | DENTI TY
LAST- UPDATED "200311240000Z" -- Novenber 24, 2003

ORGANI ZATI ON "I ETF Ethernet Interfaces and Hub M B
Wor ki ng G oup”
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CONTACT- I NFO

WG Charter:
http://ww. ietf.org/ htm .charters/hubm b-charter

Mailing lists:

General Discussion: hubm b@etf.org

To Subscribe: hubm b-requests@etf.org
In Body: subscribe your_emrmail _address

Chai r: Dan Ronmascanu

Avaya
Tel : +972- 3- 645-8414
Emei | : dromasca@vaya. com

Editor: Avi Berger
Power Dsi ne | nc.

Tel : 972-9-7755100 Ext 307

Fax: 972-9-7755120

E-mai |l : avi b@ower Dsi ne. com
DESCRI PTI ON

Decenber

.htm

"The M B nodul e for managi ng Power Source Equi prent
(PSE) working according to the | EEE 802. af Powered

Et hernet (DTE Power via MDI) standard.

The following ternms are used throughout this
M B nodule. For conplete formal definitions,
the | EEE 802. 3 standards shoul d be consulted

wher ever possi bl e:

Group - A reconmended, but optional, entity

defined by the | EEE 802. 3 managenent standard,
in order to support a nmodul ar nunbering schene.
The cl assical exanple allows an inplenentor to
represent field-replaceable units as groups of

ports, with the port nunbering matching the

nodul ar hardware inpl ementati on.

2003

Port - This entity identifies the port within the group

for which this entry contains information.
scheme for ports is inplenmentation specific.

The nunberi ng

Copyright (c) The Internet Society (2003). This version
of this MB nodule is part of RFC 3621; See the RFC

itself for full legal notices."
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REVI SI ON "200311240000Z" -- Novenber 24, 2003
DESCRI PTION "I nitial version, published as RFC 3621."
o= { mb-2 105 }

pet hNoti fi cati ons OBJECT | DENTI FI ER : :
pet hQbj ect s OBJECT | DENTI FI ER ::

{ powerEthernetMB 0 }
{ powerEthernetMB 1 }
MB 2

pet hConf or mance OBJECT | DENTI FI ER :: = { power Et her net }
-- PSE bjects
pet hPsePort Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Pet hPsePortEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"A table of objects that display and control the power
characteristics of power Ethernet ports on a Power Source
Entity (PSE) device. This group will be inplenmented in
managed power Ethernet switches and nid-span devices.
Val ues of all read-wite objects in this table are
persistent at restart/reboot."

:={ pethObjects 1}

pet hPsePort Entry OBJECT- TYPE

SYNTAX Pet hPsePort Entry

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"A set of objects that display and control the power
characteristics of a power Ethernet PSE port."

| NDEX { pethPsePort G oupl ndex , pethPsePortlndex }

::={ pethPsePortTable 1 }

Pet hPsePort Entry ::= SEQUENCE ({
pet hPsePor t G oupl ndex
| nt eger 32,
pet hPsePort | ndex
| nt eger 32,
pet hPsePort Adni nEnabl e
Tr ut hVval ue,
pet hPsePort Power Pai rsControl Ability
Tr ut hVal ue,
pet hPsePor t Power Pai r s
| NTEGER,
pet hPsePort Det ecti onSt at us
| NTEGER,
pet hPsePort Power Priority
| NTEGER,
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pet hPsePor t MPSAbsent Count er
Count er 32,

pet hPsePort Type
SnnpAdni nSt ri ng,

pet hPsePort Power Cl assi fi cati ons
| NTEGER,

pet hPsePort | nval i dSi gnat ur eCount er
Count er 32,

pet hPsePor t Power Deni edCount er
Count er 32,

pet hPsePort Over LoadCount er
Count er 32,

pet hPsePort Short Count er
Count er 32

pet hPsePor t G oupl ndex OBJECT- TYPE
SYNTAX | nt eger32 (1..2147483647)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"This variable uniquely identifies the group

Decenber 2003

containing the port to which a power Ethernet PSE is
connected. G oup neans box in the stack, nodule in a

rack and the value 1 MJST be used for non-nodul ar devi ces.
Furthernore, the sane value MJST be used in this variable,
pet hMai nPseGr oupl ndex, and pethNoti ficati onControl G oupl ndex
to refer to a given box in a stack or nmodule in the rack."

::={ pethPsePortEntry 1 }

pet hPsePort | ndex OBJECT- TYPE
SYNTAX I nt eger32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This variable uniquely identifies the power

Et her net PSE

port within group pethPsePort G oupl ndex to which the

power Ethernet PSE entry is connected."
::={ pethPsePortEntry 2 }

pet hPsePor t Adni nEnabl e OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"true (1) An interface which can provide the PSE functions.

false(2) The interface will act as it would if
function."
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REFERENCE
"| EEE Std 802. 3af Section 30.9.1.1.2 aPSEAdm nSt at e
::={ pethPsePortEntry 3 }

pet hPsePor t Power Pai rsControl Ability OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Describes the capability of controlling the power pairs
functionality to switch pins for sourcing power.
The value true indicate that the device has the capability
to control the power pairs. Wen false the PSE Pi nout
Al ternative used cannot be controlled through the
Pet hPsePor t Adm nEnabl e attribute.”
REFERENCE
"I EEE Std 802.3af Section 30.9.1.1.3
aPSEPower Pai rsControl Abi lity"
::={ pethPsePortEntry 4 }

pet hPsePor t Power Pai rs OBJECT- TYPE
SYNTAX | NTEGER  {

signal (1),

spare(2)

}
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON
"Describes or controls the pairs in use. |If the value of
pet hPsePor t Power Pai rsControl is true, this object is
writable.

A val ue of signal (1) neans that the signal pairs
only are in use.
A val ue of spare(2) neans that the spare pairs
only are in use.”
REFERENCE
"I EEE Std 802. 3af Section 30.9.1.1.4 aPSEPower Pairs"
::={ pethPsePortEntry 5 }

pet hPsePort Det ecti onSt at us OBJECT- TYPE
SYNTAX | NTEGER {

di sabl ed( 1),

sear chi ng(2),
del i veri ngPower ( 3),
fault(4),
test(5),
ot her Faul t (6)
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MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Describes the operational status of the port PD detection
A val ue of disabled(1l)- indicates that the PSE State diagram
is in the state DI SABLED.
A val ue of deliveringPower(3) - indicates that the PSE State
diagramis in the state PONER ON for a duration greater than
tlimmax (see |EEE Std 802. 3af Table 33-5tlim.

A value of fault(4) - indicates that the PSE State diagramis
in the state TEST_ERROR

A value of test(5) - indicates that the PSE State diagramis
in the state TEST_MODE

A val ue of otherFault(6) - indicates that the PSE State

diagramis in the state |IDLE due to the variable
error_conditions.
A val ue of searching(2)- indicates the PSE State diagramis
in a state other than those |isted above."
REFERENCE
"I EEE Std 802.3af Section 30.9.1.1.5
aPSEPower Det ect i onSt at us”
::={ pethPsePortEntry 6 }

pet hPsePort Power Priority OBJECT- TYPE
SYNTAX | NTEGER  {
critical (1),
hi gh(2),
| owm 3)

}

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"This object controls the priority of the port fromthe point
of view of a power managenent algorithm The priority that
is set by this variable could be used by a control mechani sm
that prevents over current situations by disconnecting first
ports with | ower power priority. Ports that connect devices
critical to the operation of the network - like the E911
t el ephones ports - should be set to higher priority."

::={ pethPsePortEntry 7 }

pet hPsePor t MPSAbsent Count er OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"This counter is increnmented when the PSE state di agram
transitions directly fromthe state PONER ON to the
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state IDLE due to tnpdo_timer_done being asserted.”
REFERENCE
"I EEE Std 802. 3af Section 30.9.1.1.11
aPSEMPSAbsent Count er "
::={ pethPsePortEntry 8 }

pet hPsePort Type OBJECT- TYPE
SYNTAX SnnpAdmi nString
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"A manager will set the value of this variable to indicate
the type of powered device that is connected to the port.
The default val ue supplied by the agent if no val ue has
ever been set should be a zero-length octet string."
::={ pethPsePortEntry 9 }

pet hPsePort Power C assi fi cati ons OBJECT- TYPE
SYNTAX | NTEGER {

cl ass0(1),

classl(2),

cl ass2(3),

cl ass3(4),

cl ass4(5)

}

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Classification is a way to tag different terminals on the
Power over LAN network according to their power consunption.
Devi ces such as | P tel ephones, WLAN access points and ot hers,
will be classified according to their power requirenents.

The neaning of the classification |abels is defined in the
| EEE specification.

This variable is valid only while a PD is being powered,
that is, while the attribute pethPsePortDetectionStatus
is reporting the enuneration deliveringPower."

REFERENCE
"I EEE Std 802. 3af Section 30.9.1.1.6
aPSEPower C assi fi cati on”

::= { pethPsePortEntry 10 }

pet hPsePort | nval i dSi gnat ur eCount er OBJECT- TYPE
SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current
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DESCRI PTI ON
"This counter is increnented when the PSE state di agram
enters the state SI GNATURE | NVALID. "
REFERENCE
"I EEE Std 802. 3af Section 30.9.1.1.7
aPSEIl nval i dSi gnat ur eCount er "
::={ pethPsePortEntry 11 }

pet hPsePor t Power Deni edCount er OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"This counter is increnmented when the PSE state di agram
enters the state POAER_DEN ED. "
REFERENCE
"I EEE Std 802. 3af Section 30.9.1.1.8
aPSEPower Deni edCount er "
::={ pethPsePortEntry 12 }

pet hPsePort Over LoadCount er OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"This counter is increnmented when the PSE state di agram
enters the state ERROR DELAY_OVER. "
REFERENCE
"I EEE Std 802. 3af Section 30.9.1.1.9
aPSEOver LoadCount er "
::={ pethPsePortEntry 13 }

pet hPsePort Short Count er OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"This counter is increnmented when the PSE state di agram
enters the state ERROR _DELAY_SHORT."
REFERENCE

"I EEE Std 802.3af Section 30.9.1.1.10
aPSEShort Count er "
::={ pethPsePortEntry 14 }
-- Main PSE bjects

pet hMai nPse(hj ect s OBJECT IDENTIFIER ::={ pethCbjects 3}
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pet hMai nPseTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pet hMai nPseEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e of objects that display and control attributes
of the main power source in a PSE device. Ethernet
switches are one exanpl e of boxes that would support
these objects.

Val ues of all read-wite objects in this table are
persistent at restart/reboot."
::={ pethMi nPseObjects 1 }

pet hMai nPseEntry OBJECT- TYPE

SYNTAX Pet hMai nPseEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"A set of objects that display and control the Min
power of a PSE. "
| NDEX { pet hMai nPseG oupl ndex }
::={ pethMainPseTable 1 }

Pet hMai nPseEntry ::= SEQUENCE ({

}

pet hMai nPseG oupl ndex
I nt eger 32,
pet hMai nPsePower
Gauge32 ,
pet hMai nPseQper St at us
| NTEGER,
pet hMai nPseConsunpt i onPower
Gauge32,
pet hMai nPseUsageThr eshol d
| nt eger 32

pet hMai nPseG oupl ndex OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"This variable uniquely identifies the group to which
power Ethernet PSE is connected. G oup neans (box in
the stack, nodule in a rack) and the value 1 MJST be
used for non-nodul ar devices. Furthernore, the sane

2003

val ue MJUST be used in this variable, pethPsePortG ouplndex,

and pethNotificati onControl G ouplndex to refer to a
given box in a stack or nmodule in a rack."
::= { pethMainPseEntry 1 }

Ber ger & Romascanu St andards Track [ Page 11]



RFC 3621 Power Ethernet M B Decenber 2003
pet hMai nPsePower OBJECT- TYPE
SYNTAX Gauge32 (1..65535)
UNI TS "Watts"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nom nal power of the PSE expressed in Watts."
::= { pethMinPseEntry 2 }
pet hMai nPseQper St at us OBJECT- TYPE
SYNTAX | NTEGER {
on(1),
of f(2),
faul ty(3)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The operational status of the nain PSE. "
::= { pethMinPseEntry 3 }
pet hMai nPseConsunpt i onPower OBJECT- TYPE
SYNTAX Gauge32
UNI TS "Watts"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Measur ed usage power expressed in Watts."
::= { pethMinPseEntry 4 }
pet hMai nPseUsageThr eshol d OBJECT- TYPE
SYNTAX Integer32 (1..99)
UNI TS "%
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The usage threshol d expressed in percents for
conmparing the neasured power and initiating
an alarmif the threshold is exceeded."
::= { pethMainPseEntry 5 }
-- Notification Control Objects
pet hNot i fi cati onContr ol OBJECT IDENTIFIER ::= { pethObjects 4 }

pet hNoti fi cati onControl Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Pet hNoti ficationControl Entry
MAX- ACCESS not -accessi bl e
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STATUS current
DESCRI PTI ON
"A tabl e of objects that display and control the
Notification on a PSE devi ce.
Val ues of all read-wite objects in this table are
persistent at restart/reboot."
::={ pethNotificationControl 1}

pet hNotificati onControl Entry OBJECT- TYPE

SYNTAX Pet hNot i fi cati onControl Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A set of objects that control the Notification events."
| NDEX { pethNotificationControl G ouplndex }
::={ pethNotificationControl Table 1 }

Pet hNoti ficati onControl Entry ::= SEQUENCE {

}

pet hNoti fi cati onControl G oupl ndex
I nt eger 32,

pet hNoti fi cati onCont rol Enabl e
Trut hVal ue

pet hNoti fi cati onControl G oupl ndex OBJECT- TYPE

SYNTAX | nt eger32 (1..2147483647)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"This variable uniquely identifies the group. G oup
means box in the stack, nodule in a rack and the val ue
1 MUST be used for non-npdul ar devices. Furthernore,
the sane val ue MJST be used in this variabl e,
pet hPsePort Gr oupl ndex, and
pet hMai nPseGroupl ndex to refer to a given box in a
stack or nodule in a rack. "
::={ pethNotificationControl Entry 1 }

pet hNoti fi cati onControl Enabl e OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"This object controls, on a per-group basis, whether
or not notifications fromthe agent are enabl ed. The
val ue true(1) means that notifications are enabl ed; the
val ue fal se(2) neans that they are not."
::={ pethNotificationControl Entry 2 }
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-- Notifications Section

pet hPsePort OnOF f Not i fi cati on NOTI FI CATI ON- TYPE

OBJECTS { pethPsePortDetectionStatus }
STATUS current
DESCRI PTI ON

" This Notification indicates if Pse Port is delivering or
not power to the PD. This Notification SHOULD be sent on
every status change except in the searching node.

At | east 500 nsec nust el apse between notifications
being enmitted by the sane object instance."
2= { pethNotifications 1 }

pet hMai nPower UsageOnNot i fi cati on NOTI FI CATI ON- TYPE

OBJECTS { pet hMai nPseConsunpt i onPower }
STATUS current
DESCRI PTI ON

" This Notification indicate PSE Threshol d usage
indication is on, the usage power is above the
threshold. At |east 500 nmsec nust el apse between
notifications being enitted by the sanme object
i nstance. "

.= { pethNotifications 2 }

pet hivai nPower UsageCOf f Not i fi cati on NOTI FI CATI ON- TYPE

OBJECTS { pet hMai nPseConsunpt i onPower }
STATUS current
DESCRI PTI ON

" This Notification indicates PSE Threshol d usage indication
of f, the usage power is below the threshold.
At | east 500 nsec nust el apse between notifications being
emtted by the same object instance."
::={ pethNotifications 3}

-- Confornance Section

pet hConpl i ances OBJECT | DENTI FI ER : :
pet hGr oups OBJECT | DENTI FI ER :

{ pethConformance 1 }
{ pethConformance 2 }

pet hConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirenents for conformance to the
Power Ethernet MB."
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MODULE -- this nodul e

MANDATORY- GROUPS { pet hPsePort Group,
pet hPsePort Noti ficati onG oup,
pet hNoti fi cati onControl G oup

}
GROUP  pet hivai nPseGr oup

2003

DESCRI PTI ON

"The pet hMai nPseGroup is mandatory for
that inplement a main power supply.”
GROUP  pet hiai nPower Not i fi cati onG oup

DESCRI PTI ON

PSE systens

"The pet hivai nPower Noti fi cati onGoup is mandatory for

PSE systens that inplenment a main power supply.”

::= { pethConpliances 1}

pet hPsePort Group OBJECT- GROUP
OBJECTS {
pet hPsePor t Adni nEnabl e,
pet hPsePort Power Pai rsControl Ability,
pet hPsePort Power Pairs,
pet hPsePort Det ecti onSt at us,
pet hPsePort Power Priority,
pet hPsePort MPSAbsent Count er,
pet hPsePort | nval i dSi gnat ur eCount er,
pet hPsePor t Power Deni edCount er,
pet hPsePort Over LoadCount er,
pet hPsePort Short Count er,
pet hPsePort Type,
pet hPsePort Power Cl assi fi cati ons

STATUS current
DESCRI PTI ON

"PSE Port objects."
::={ pethGoups 1}

pet hMai nPseGroup OBJECT- GROUP
OBJECTS {
pet hMai nPsePower ,
pet hMai nPseQper St at us,
pet hMai nPseConsunpt i onPower ,
pet hMai nPseUsageThr eshol d

STATUS current
DESCRI PTI ON

"Main PSE Obj ects. "
::={ pethGoups 2}

pet hNoti fi cati onControl Goup OBJECT- GROUP

Ber ger & Romascanu St andards Track
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OBJECTS {
pet hNoti fi cati onCont rol Enabl e

STATUS current
DESCRI PTI ON

"Notification Control Objects. "
::={ pethGoups 3}

pet hPsePort Noti ficati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { pethPsePort OnOf f Noti fi cati on}
STATUS current
DESCRI PTION "Pse Port Notifications."
::={ pethGoups 4}

pet hivai nPower Not i fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { pet hMai nPower UsageOnNot i fi cati on,
pet hai nPower UsageCOf f Not i fi cati on}
STATUS current
DESCRI PTION "Main PSE Notifications."
::={ pethGoups 5}

END
6. Acknow edgenents

Thi s docunent is the product of the Ethernet Interfaces and Hub M B
WG  The authors would like to recognize the special contributions of
C.M Heard and David Law.

7. Ref er ences
7.1. Normmtive References

[ RFC2026] Bradner, S., "The Internet Standards Process -
Revision 3", BCP 9, RFC 2026, Cctober 1996.

[ RFC2578] McCl oghrie, K, Perkins, D. and J. Schoenwael der,
"Structure of Managenent |nformation Version 2
(SMv2)", STD 58, RFC 2578, April 1999.

[ RFC2579] McCl oghrie, K, Perkins, D. and J. Schoenwael der,
"Textual Conventions for SMv2", STD 58, RFC 2579,
April 1999.

[ RFC2580] McCl oghrie, K, Perkins, D. and J. Schoenwael der,
"Conformance Statenents for SMv2", STD 58, RFC 2580,
April 1999.

Ber ger & Ronmmscanu St andar ds Track [ Page 16]



RFC 3621 Power Et hernet M B Decenber 2003

7.

8.

2.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, March 1997.

[ RFC3635] Flick, J., "Definitions of Managed Objects for the
Et hernet-li ke Interface Types", RFC 3635, Septenber
2003.

[ RFC3411] Harrington, D., Presuhn, R and B. Wjnen, "An

Architecture for Describing Sinple Network Managenent
Prot ocol (SNWP) Managenent Franeworks", STD 62, RFC
3411, Decenber 2002.

[ | EEE-802. 3af] | EEE 802.3 Working Group, "IEEE Std 802. 3af-2003 -
Data Term nal Equi prent (DTE) Power via Media
Dependent Interface (MDI)", July 2003.

I nformati ve References

[ RFC3410] Case, J., Mundy, R, Partain, D. and B. Stewart,
"Introduction and Applicability Statenents for
I nt ernet - Standard Managenent Franework", RFC 3410,
Decenber 2002.

Intell ectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
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9.

Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite. Such objects may be

consi dered sensitive or vulnerable in some network environnments. The
support for SET operations in a non-secure environnent w thout proper
protection can have a negative effect on network operations.

Setting the following object to incorrect values can result in
i nproper operation of the PSE, including the possibility that the PD
does not receive power fromthe PSE port:

pet hPsePor t Adni nEnabl e
pet hPsePor t Power Pai r s
pet hPsePort Power Priority
pet hPsePort Type

Setting the foll owing objects to incorrect values can result in an
excessive nunber of traps being sent to network nanagenent stations:

pet hMai nPseUsageThr eshol d
pet hNoti fi cati onContr ol Enabl e

Sone of the readable objects in this MB nmodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nay be considered sensitive or
vul nerabl e in sonme network environnments. These are:

pet hPsePort Power Pai rsControl Ability
pet hPsePort Power Priority
pet hPsePor t Power C assi fi cati ons

It is thus inportant to control even CGET and/or NOTIFY access to
these objects and possibly to even encrypt their val ues when sending
t hem over the network via SNW

SNWP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is

al l owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOMMENDED that inplenmenters consider the security features as
provi ded by the SNWMPv3 framework (see [ RFC3410], section 8),

i ncluding full support for the SNMPv3 cryptographi c mechani snms (for
aut henti cati on and privacy).
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Further, deploynent of SNWP versions prior to SNWPv3 is NOT
RECOVMENDED. Instead, it is RECOMVENDED to depl oy SNMPv3 and to

It is then a custoner/operator
responsibility to ensure that the SNMP entity giving access to an

i nstance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitinmate

enabl e cryptographic security.

rights to indeed GET or SET (change/create/delete) them
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and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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