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Status of this Meno
This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice

Copyright (C) The Internet Society (2003). Al Rights Reserved.

| ESG Not e
Thi s docunent is being published for the information of the
conmunity. |t describes a non-|1ETF protocol that is currently being
depl oyed in a nunber of products. |Inplenmenters should be aware of

RFC 3015, which was devel oped in the | ETF Megaco Wrking G oup and
the | TUT SG16, and which is considered by the ETF and the ITUT to
be the standards-based (including reviewed security considerations)
way to nmeet the needs that M3CP was designed to address.

Abstract

The base Media Gateway Control Protocol (M3CP) includes audit
commands that only allow a Call Agent to audit endpoint and/or
connection state one endpoint at a tine. This docunent describes a
new MECP package for bulk auditing of a group of gateway endpoints.
It allows a Call Agent to determ ne the endpoint nam ng convention,
the list of instantiated endpoints as well connection and endpoi nt
state for the group of endpoints.
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1. | nt r oducti on

The reader

The base Media Gateway Control Protocol (M3CP) [3] includes audit

commands that only allow a Call Agent to audit an endpoint and/or a

is assumed to be famliar with the base M3CP protocol

2003

[3].

connection state, one endpoint at a time. This docunent describes a

new M3CP package for
It allows a Call

bul k auditing of a group of gateway endpoints.
Agent to determnine the endpoint nam ng convention,

to determine the list of instantiated endpoints, and to determine the

connection and endpoint state for the group of endpoints.

particularly inportant in fail-over situations in which there are

gateways that have | arge nunbers of endpoints.

Conventions Used in this Docunent

This is

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

" SHOULD",

"SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2].

2. Bulk Audit Package

2. 1.

Package Definition

Package Nane: BA

Package Version: 0O

Fost er,

et al.
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Package Description: This package provides the Call Agent the ability
to audit and obtain high-level view of endpoint and connection state
for a group of endpoints in a gateway.

2.1.1. Package Paraneters

A new Bul kRequest edl nfo parameter is defined for use in the
Audi t Endpoi nt command. The paraneter can be used to request a
conpact list of Endpointlds or to request a high |evel view of
endpoi nt or connection state for a group of endpoints as defined
bel ow:

Ret ur nCode,

[ EndPoi nt NanelLi st , |

[ nstanti at edEndpoi ntLi st ]

[ Connecti onCount Li st ]

[ Connecti onMbdelLi st , ]

[ Endpoi nt St at eLi st , ]

[ Next Endpoi nt Nane, ]

[ Report edEndpoi nt Li st ]

<-- Audi t EndPoi nt ( Endpoi nt | d,
[ St art Endpoi nt Nane, ]
[ MaxNunEndpoi nt s, |
[ Bul kRequest edl nf 0] )

Unl i ke the normal Requestedlnfo paranmeter in the base M3CP

speci fication, the Bul kRequestedl nfo paraneter associated with the
Bul k Audits package can be used with "all-of" wildcards for auditing
a collection of endpoints. However, it is not an error to specify an
Endpoi ntld without w | dcards.

The foll owi ng sub-sections describe the paraneters associated with
the Bulk Audit Conmmand in detail. Sections 2.1.1.1 and 2.1.1.2
descri be the parameters that can be included with a request and
sections 2.1.1.3 to 2.1.1.8 describe return paraneters.

2.1.1.1. Start Endpoi nt Nane and MaxNunEndpoi nts Paraneters
Because wil d-carding may not be sufficient to qualify the endpoints
of interest, further qualification can be provided by including a
St art Endpoi nt Name (the first endpoint of interest) and
MaxNumendPoi nt s (t he maxi mum nunber of endpoints of interest). These
paranmeters are described according to the foll ow ng Augnmented BNF
(ABNF) Syntax (refer to RFC 2234 for ABNF syntax definitions [1]):

"BA/SE" ":" 0*WSBP Local Endpoi nt Nane

"BA/NU' " " 0*WSP MaxNunEndpoi nt's
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where MaxNumEndpoints is the deci mal nunber of endpoints with a val ue
in the range 1 to 65535. The MaxNunEndpoi nts paraneter SHOULD only
be included when requesting an audit for an Endpoi nt StateLi st and/or
ConnectionCountList. |If included in a request for the

EndPoi nt NaneLi st or InstantiatedEndpointList, it MAY be ignored.

Note that only the Local Endpoi nt Name (see ABNF granmar in [3]) is
provided in request and response paraneter lines for this package
rather than the full EndpointNane. This is done for the sake of
conpactness, i.e., the domain nane portion is left out since it is
already available in the comand |ine portion of a given request.

If the Iist of endpoints defined by the StartEndpoi nt Name and
MaxNunmeEndPoi nts is outside the range designated by the wild-carding,
a report will only be returned for endpoints up to those specified
within the wild-card range.

2.1.1.2. Bul kRequest edl nfo Parameter

The Bul kRequest edl nfo paraneter line is described according to the
foll ow ng ABNF syntax definitions:

Bul kRequestedl nfo = "BA/F:. " 0*WEP
*( EndpointOrinstantList *("," EndpointOrlnstantlList))
/ *( EndpointOrConnState *("," Endpoi nt OrConnState))
Endpoi nt O ConnState = "BA/C' / "BA/M / Endpoi nt St at ePar am
Endpoi nt O I nstantList = "BA/Z" /| "BA/ X'

Endpoi nt St at eParam = "BA/ S" " (" StateType
o*("," O*(WsP) StateType)")"

StateType = "1" / "D" / "N'" [ "S" | "H

where the Bul kRequestedlnfo paraneters have the foll ow ng neaning:

* "BA/Z" is a request to return EndPoi nt NaneLi st

* "BA/X" is a request to return InstantiatedEndpoi ntLi st
* "BA/IC' is a request to return the Connecti onCountLi st
* "BA/M is a request to return the Connecti onMdeLi st

* "BA/S" is a request to return the Endpoint StatelLi st

Each of the paranmeters can be provided at nost once in the
Bul kRequest edl nf 0.
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Endpoi nt St at ePar am Par anet er :

As indicated in the above ABNF, the EndpointStateParam paraneter is
itself paranmeterized with one or nore StateType paraneters that
define the conditions to be evaluated for the endpoint:

"I" - the endpoint is in-service,

"D' - the endpoint is disconnected (see sections 4.3 and 4.4.7 of
[3] for a discussion on disconnected endpoints),

"N' - the endpoint is in the notification state,

"L" - the endpoint is in |ockstep state (i.e., waiting for an RQNT
after a response to a NTFY has occurred while in | ockstep node)

* "S'" - there is an active on-off (OO or tineout (TO signal on the
endpoi nt,
* "H' - the endpoint is in sone state other than "idle". The

neanlng of this Iast par amet er depends on the type of endpoint:
The paraneter has no meaning for endpoints that only provide
bearer services (wth no state that the endpoint is aware of).
In this case, the condition is always evaluated to fal se
(corresponding to "idle").

* For endpoints that have a state nachi ne associated with them
(such as a CAS endpoint), the endpoint MJST be in sonme state
other than the "idle" state in order for the condition to be
eval uated as true.

* In the case where the endpoint has hook-state associated with
it, the hook-state MJUST be off-hook. 1In the case of digital
channel associated signaling (CAS) connections, hook-state nmay
be provided in either direction. |If the hook-state in either
direction is off-hook, the endpoint is considered non-idle,
i.e., the condition is satisfied.

The list of StateTypes may be extended in the future. [|f an unknown
StateType is encountered, the command MJST be rejected with error
code 803 (i.e., "unsupported StateType").

The report, provided as a result of this request, yields an

i ndication of either "True", "False", or "Qut of Service" for each
endpoint. If the endpoint is in-service and any one of the criteria
hol ds true, then the report for the endpoint will evaluate to "True"
A "Fal se" indication will only be reported if the endpoint is in-

service and all criteria evaluate to false. The report thus provides
the logical "OR' function over the conditions audited for endpoints
in-service. |Irrespective of the state being audited, an "Qut of
Service" indication will always be reported if the endpoint is

consi dered out-of -service.
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Note that the criteria "D', "N', "L", "S" and "H' can only be true if
the endpoint is in-service, so that requesting "I" at the sane tine
(al though al |l owed) woul d be unnecessary (i.e., redundant).

Exanpl e: If the request for EndpointStatelList for one or nore
endpoi nts includes the paraneter |ine:

BA/ F: BA/ S(D, N)

indicating a request for a report on whether endpoints are

di sconnected or in the notification state. |If a given endpoint is in
either a "disconnected" or "notification" state, then the report wll
indicate "True" for that endpoint. |If the endpoint is neither in a
di sconnected state nor in a notification state, but is in-service,
then the report for that endpoint will indicate "False". |If the
endpoint is out-of-service, then the report for that endpoint will

i ndicate "Qut of Service".

In order to only determ ne whether an endpoint is in-service or out-
of service, the Call Agent should nmake a request with only the "I"
St at eType paraneter.

2.1.1.3. EndPoi nt NaneLi st and I nstanti at edEndpoi nt Li st Paraneters
EndPoi nt NaneLi st Par anet er:

The EndPoi nt NaneList is a list of the endpoint nanmes (i.e., the
endpoi nt nam ng convention for the endpoints configured for service)
supported by the gateway as qualified by the wildcarded EndPointld,
and possi bly Start EndPoi nt Name and MaxNumEndpoi nts paraneters. This
list can include one or nore lines in the foll owi ng ABNF fornat:

"BA/ Z: " 0*WSP RangedLocal Nane 0*("," O*WSP RangedLocal Nane)
wher e RangedLocal Nane is a Local Endpoi nt Nanme that may i ncl ude the

ranged wil dcard notation described in Appendix E (section E.5) of
[3], i.e.,:

RangeW | dcard = "[" Numerical Range *( "," Nunerical Range ) "]"
Nuner i cal Range = 1*(DIGT) [ "-" 1*(DIGT) ].
Exanpl e:

ba/z: ds/dsl-1/[1-24], ds/dsl-2/[1-24], ds/dsl-3/[1-24]

or sinply:
ba/z: ds/dsl-[1-3]/[1-24]
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Note that, since range wildcards use the character "[" to indicate
the start of a range, the "[" character MJST NOT be used in endpoint
nanes that use range w | dcards.

Note that the ranged wildcard notation (RangeW I dcard above) al so
al l ows commas between ranges |ike:

ba/z: ds/dsl-1/[1, 3-5, 8-24]

For virtual endpoints, that are autonmatically created and del eted on
the fly by the gateway, there is a difference between reporting the
endpoi nt nanmes (i.e., the "naning convention") used in describing the
endpoints and reporting the actual endpoints that are instantiated at
the time the request is nade. For this case:

* EndPoi nt NaneLi st is a request to return the nam ng convention and

* |InstantiatedEndpointList is a request to return the "real" (or
i nstanti ated) endpoints.

I nst anti at edEndpoi nt Li st Par anet er:

The syntax of the InstantiatedEndpointList value is the sane as
t he EndPoi nt NaneLi st val ue returned with EndPoi nt NaneList, i.e., a
nunber of lines may be returned with the foll ow ng syntax:

"BA/ X:" O0*WSP RangedLocal Nane 0*("," O0*WSP RangedLocal Nane)

In the case of hard-wi red/physical endpoints (such as DSO s) or other
persi stent endpoints, the InstantiatedEndpointList would normally not
be requested. However, if it is requested, the

| nst ant i at edEndpoi nt Li st and t he EndPoi nt NaneLi st will be the sane.

For virtual endpoints that are not persistent, an "all of" wld card
("*") is returned for the leftnost termof the nanme, which is

dynami cal ly assigned in the EndPoi nt NameLi st to indicate that
arbitrary nanes apply, and that the endpoints are virtual and non-
persistent. The "all of" wild card notati on MJST NOT be used when
returning the EndPoi nt NanmeLi st for persistent endpoints however. The
follow ng exanple illustrates this:

ba/ z: announcenent/*

ba/z: fool/bar/*
ba/z: fool/fool*
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The "all of" wildcard tells us, that "announcenment" is sinply the
leftnost termfor a dynamic set of non-persistent virtual endpoints.
To instantiate one of these endpoints, we would include the "any of"
wi | dcard (e.g., "announcenent/$") as the Local Endpoi ntNane in the
Endpointld of a request (e.g., NotificationRequest or

Creat eConnection). The response would then include the

Speci fi cEndpointld indicating the instantiated endpoint. Also, note
in the above exanple that "foo" defines two different |evels of non-
persistent virtual endpoints.

2.1.1.4. ConnectionCountlLi st
The Connecti onCount Li st indicates the nunber of connections on a
series of endpoints. It consists of a nunber of lines with the
foll ow ng ABNF synt ax:
"BA/C." 0*WSP NuntConnections 0*( NumConnecti ons)

wher e NunmConnections is either

* a hexadecimal digit indicating the nunmber of connections on the
endpoi nt corresponding to the position on the list, or

* the letter "Z" indicating that there are nore than 15 connections
on this endpoint.

2.1.1.5. Connecti onMdelLi st

The Connecti onModeLi st indicates the connection nodes for all the
connections on a series of endpoints. It consists of a nunber of
lines with the foll owi ng ABNF synt ax:

"BA/M" 0*WEP ModeOr Count 0* ( ModOr Count)

ModeOr Count = ConnCount / ConnMode

ConnMode = "1" / "S" /[ "R/ "B* /[ "C" [ "L"/ "T" /] "N'" [ "U'
where ConnCount is either hexadeci nal value corresponding to 0-15

connections on an endpoint or the value "Z", indicating that nore
than 15 connections are present.
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ConnMode i ndi cates the connecti on node where:

"I" indicates "inactive" connection node
"S" indicates "sendonly" connection node
"R' indicates "recvonly" connection node
"B" indicates "sendrecv" connection node

* 0% X X X X X X X

i
i
i
i
"C'" indicates "confrnce" connection npde
i
i
i
i

"L" indicates "l oopback" connection node
"T" indicates "conttest" connection npde
"N' indicates "netw oop" connection node
"U' indicates sone other connection npde

For a definition of M3CP connection nodes, refer to section 3.2.2.6
of [3].

I f an endpoi nt has no connections on it, MddeO Count is given the
value "0". If there is one connection associated with the endpoint,
t he synbol for the connection node (ConnMdde) is provided. |If, on
the other hand, there are from2 to 15 connections, a synbol
representing the nunber of connections (ConnCount) is provided
followed by a list of synbols indicating the connection node
(ConnMbde) for each connection. |If there are nore than 15
connections, "Z" is indicated for ConnCount and no connection nodes
are provided for the connections on that endpoint.

2.1.1.6. Endpoint StateList Parameter
The Endpoi nt St at eLi st gi ves an overview of the endpoint state for a
series of endpoints. It consists of a nunber of lines with the
foll ow ng ABNF synt ax:
"BA/S: " 0*WEP EndPoi nt St at e 0* ( EndPoi nt St at e)
EndPoi nt State = "T" / "F* /| "O
wher e:
* "T" indicates "True"
* "F" indicates "Fal se"

* "O' indicates "Qut of Service"

The "True" or "Fal se" determination is based on the criteria supplied
in StateType paraneters when the request is nade.

Not e that the EndPointState indicator does not say anything about the
connection state of the endpoint.

Foster, et al. I nf or mat i onal [ Page 9]



RFC 3624 MECP Bul k Audit Package Novenber 2003

2.1.1.7. NextEndpoi nt Name Par aneter

The Next Endpoi nt Nane paranmeter will be included in the return, if
there are additional endpoints in this gateway covered by the wld-
carded endpoint nane that were not reported, but for which

i nformati on was avail able to be reported.

Note that the Next Endpoi ntNanme is the Local Endpoi nt Nane (as opposed
to Endpoi nt Nane) of the next endpoint after the |ast endpoint
reported. The syntax is as foll ows:

"BA/NE" ":" O0*WBP Local Endpoi nt Nane

A gateway may supply a report that is shorter than the request if the
resulting report would have resulted in a nessage that woul d be too
large (i.e., such that the report is larger than the nmaxi num datagram
size). In the case where the gateway supplied a response for |ess
endpoi nts than requested, the gateway MJST supply Next Endpoi nt Narme in
t he response.

In order to continue the audit on a follow ng set of endpoints, the
Call Agent can make a further request by using the NextEndpoi nt Nane
as the starting point (e.g., as the StartEndpointNanme in a follow ng
request).

2.1.1.8. ReportedEndpoi ntList Paraneter

A Report edEndpoi ntLi st MJST be provided in a response |ine before
list(s) of EndpointStatelist and/or ConnectionCountList in order to
clearly specify the list of endpoints that are being reported. The
ABNF syntax is as follows:

"BA/EL:" O*WSP LinitedRangedNanme O0*("," O*WSP Li m t RangedNane)
where LimtedRangedNane is a Local Endpoi nt Name t hat may include a
ranged wil dcard notation (RangeW !l dcard syntax indicated earlier).
However, unlike the RangedLocal Name that allows the range wil dcard
notation to be used on nultiple terns of the local name at the sane
time, LimtedRangedNanme only allows the range notation to be used for
the last term i.e., the following is valid:

ba/el: ds/dsl-1/[1, 3-5, 8-24]
or

ba/el: ds/dsl-1/[1-24], ds/dsl-2/[1-24], ds/dsl-3/[1-24]
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However, the following is not valid:
ba/el: ds/dsl-[1-3]/[1-24]

Note that a single bulk audit request nmay include a request to return
bot h Connecti onCount Li st and Endpoi nt St ateLi st. However, the
resulting report that includes both MJST cover the sane endpoints.

A single bulk audit request may al so include a request to return both
EndPoi nt NaneLi st and Instanti at edEndpoi ntList. However, requests for
ei ther an EndPoi nt NaneLi st and/ or an InstantiatedEndpoi ntLi st MJST
NOT include a request for either ConnectionCountList or
Endpoi nt St at eLi st .

2.1.2. Bulk Auditing of Non-persistent Virtual Endpoints

Not e that gateways that have non-persistent virtual endpoints nay
have instantiated endpoints that are disjoint with respect to the
nane space. The ReportedEndpointList in front of a

Connecti onCount Li st and/or Endpoi nt St ateLi st descri bes exactly which
endpoi nts are being report ed.

Exanpl e:

A Call Agent requests to know about the EndPoi nt NaneList for the
endpoi nts on a conference bridge:

AUEP 1200 *@wl. x. net MGCP 1.0
BA/F. BA/ Z

Response:

200 1200 &K
ba/z: cnf/*

Thi s indicates the nam ng convention but in fact not all of these
endpoints are instantiated. A request for the list of instantiated
endpoints, i.e.,:

AUEP 1201 cnf/*@wl. x. net M3CP 1.0
BA/F: BA/ X

m ght yield:
200 1201 X

ba/ x: cnf/[1-3]
ba/ x: cnf/[6-12]
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indicating that only these particul ar endpoints are instantiated.
Suppose the Call Agent now asks for the ConnectionCountList i.e.,:

AUEP 1202 cnf/*@wl. x. net M3CP 1.0
BA/F. BA/C

The resulting instantiated virtual endpoints may be disjoint, which
woul d be indicated by the ReportedEndpointList in front of the
Connecti onCount Li st, e.g.,:

200 1202 X
ba/el: cnf/[1-3]
ba/c: 035

ba/el: cnf/[6-12]
ba/c: 3450333

or alternatively:

200 1202 XK
ba/el: cnf/[1-3], bal/el: cnf/[6-12]
ba/c: 035

ba/c: 3450333
or
200 1202 XK
ba/el: cnf/[1-3], bal/el: cnf/[6-12]
ba/c: 0353450333
2.1.3. Package Specific Return Codes

The following return codes are specific to this package:

800 I nval i d Next Endpoi nt Name

801 Invalid StartEndpoi nt Nanme

802 Invalid or unsupported Bul kRequest|nfo Paraneter
803 Invalid or unsupported StateType

804 Bul k Audit Type not supported

805 Incorrectly specified endpoint range

806 Request ed StartEndpoi nt unknown or unavail abl e
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Not e that package specific error codes includes the package nane
following the error code. For exanple, if error code 801 occurs in
response to a request with a transaction ID of 1001 it would be sent
as:

801 1001 /BA
2.2. Exanples of Package Use
2.2.1. Endpoint List
This section contains exanples of how to obtain a list of endpoints.

Exanple 1. This is an exanple of a gateway that contains a single OC3
that contains a single level of hierarchy at the Tl |evel.

The request is made:

AUEP 1200 *@wl. x. net MGCP 1.0
BA/F. BA/Z

This may result in a single "BA/Z" termwi th ranges specifying all of
t he endpoi nts.

200 1200 &
ba/z: ds/dsl-[1-84]/[1-24]

Exanple 2: In this exanple the gateway has 10 analog |ines and a
single T1l. The sane request is made as in exanple 1, but now the
response is:
200 1200 &K
ba/z: aal n/[1-10]
ba/z: ds/dsl-1/[1-24]
2.2.2. Connection Count List

Exanpl el: Audit the nunmber of connections on endpoints of a single
El:

AUEP 2111 ds/el-3/*@wl. net
BA/F: BA/C

Response:
200 2111 K

BA/ EL: ds/el-3/[1-30]
BA/C. 012111210001000001000001000010
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Exanpl e 2: Audit the nunber of connections on endpoints of a DS3:

AUEP 1144 ds/ds3-1/* @at eway. net

BA/F. BA/C

Response:
200 1144 K
BA/ EL: ds/ds3-1/[1-192]
BA/C. 010000010001000001000001
BA/C. 001000000101000000001001
BA/C: 011000100010000010000010
BA/C. 011111010001000001000001
BA/C. 011000001100000001000001
BA/ NE: ds/ds3-1/193

In this case,

the response provided by the gateway contai ned

i nformati on about the first 192 endpoints. |If the ds-3 contained a

T1 hierarchy,

hi erarchy e.qg.,

200 1144 X

BA/ EL:
BA/ C:
BA/ EL:
BA/ C:

BA/ EL:
BA/ C:
BA/ EL:
BA/ C:
BA/ EL:
BA/ C:
BA/ NE:

The Call

ds/ds3-1/dsl-1/[1-24]
010000010001000001000001
ds/ ds3-1/dsl-2/[ 1-24]
001000000101000000001001

ds/ ds3-1/dsl-6/[ 1-24]
011000100010000010000010
ds/ds3-1/dsl-7/[1-24]
011111010001000001000001
ds/ ds3-1/dsl-8/[ 1-24]
011000001100000001000001
ds/ds3-1/ds1-9/1

| eft off,

the "BA/EL" and "BA/ NE' val ues would indicate that

Agent coul d continue to request endpoints by indicating the
starting endpoint where it

i.e., sinply using the returned

"BE/ NE" value as the "BA/SE" value for the next request:

AUEP 1145 ds/ds3-3/* @wl. net
BA/F. BA/C

BA/ SE:

Foster, et al.
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2.

2.

2.

2.

Exanple 3: In this case, the Call Agent wants to know about the
connection state of 12 DSO's starting with the endpoint with the
Local Endpoi nt Nane "ds/ds3-1/dsl-6/4":

AUEP 1146 ds/ds3-1/*@wl. net
BA/F: BA/C

BA/ SE: ds/ds3-1/dsl1-6/4

BA/ NU: 12

Response:

200 1144 K

BA/ EL: ds/ds3-1/dsl-6/[4-15]
BA/C. 011000010001

BA/ NE: ds/ds3-1/dsl1-6/16

3. Connecti on Mdde Li st

Exanpl e: Audit the connection nodes for connections on the endpoints
of a single El:

AUEP 2111 ds/el-3/*@wl. net
BA/F. BA/'M

Response:

200 2111
BA/ EL: ds/el-3/[1-30]
BA/M  OR2BRBBB2RRBO00B00000B00000B0000BO

Thi s shows that:

Endpoi nt ds/el-3/1 has no connections
Endpoi nt ds/el-3/2 has one connection and it is in "recvonly"
node.

* Endpoi nt ds/el-3/3 has two connections which are in "sendrecv" and
"recvonl y" node

* Endpoints ds/el-3/4 to ds/el-3/6 each have one connection - in
"sendrecv" node in all cases
Endpoi nts ds/el-3/7 has two connections, both in "recvonly" node
etc.

4. Endpoint State
Endpoi nt state requests and responses are simlar. An exanple of

requesting endpoint state simlar to exanple 3 in the previous
section:
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AUEP 1150 ds/ds3-1/*@wl. net
BA/F: BA/ S(1)

BA/ SE: ds/ds3-1/dsl-6/4

BA/ NU: 12

Response:

200 1150 &K

BA/ EL: ds/ds3-1/dsl-6/[4-15]
BA/S: TOOTTOOTTOOT

BA/ NE: ds/ds3-1/dsl1-6/16

The request for in-service endpoints returns "True" for all endpoints
in-service, and "O' for all endpoints "Qut of Service".

A simlar request but with additional parameters m ght be:
AUEP 1151 ds/ds3-1/*@wl. net

BA/ F: BA/ S(H, N)
BA/ SE: ds/ds3-1/dsl-6/4

BA/ NU: 12
Response:
200 1151 &K

BA/ EL: ds/ds3-1/dsl1-6/[4-15]
BA/S:  FFFTFFFFFFFO
BA/ NE: ds/ds3-1/ds1-6/16

This indicates that at |east one of the StateType paraneters "H'

(of f-hook) and "N' (notification state) evaluated to true for the
endpoi nts that have a "T" associated with then (i.e., ds/ds3-1/dsl-
6/ 7 and ds/ds3-1/dsl1l-6/16 since the request started from ds/ds3-
1/dsl1l-6/4). Al other endpoints are neither off-hook nor in the
"notification state". Note that endpoint ds/ds3-1/dsl1l-6/15 is narked
as bei ng out-of - servi ce.

It is possible to request both connection state and endpoint state in
the sanme request such as:

AUEP 1151 ds/ds3-1/*@wl. net
BA/F. BA/S(H N, BA/C

BA/ SE: ds/ds3-1/dsl-6/4

BA/ NU: 12
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3.

In this case, the response m ght be:

200 1151 K

BA/ EL: ds/ds3-1/dsl-6/[4-15]
BA/ S: FFFTFFFFFFFO

BA/C. 011000010001

BA/ NE: ds/ds3-1/dsl1-6/16

| ANA Consi der ati ons

The MGECP package title, "Bulk Audit", with the name, "BA", has been
registered with ANA as indicated in Appendix C 1 in [3].

Security Considerations

Section 5 of the base M3CP specification [3] discusses security
requirements for the base protocol, which apply equally to the
package defined in this docunent. Use of a security Protocol such as
| Psec [4, 5] that provides per nmessage authentication and integrity
services is required in order to ensure that requests and responses
are obtai ned from authenticated sources and that nessages have not
been nodified. Wthout such services, gateways and Call Agents are
open to attacks.

For exampl e, although audit requests from unauthorized sources will
not nodify media gateway state, the information provided could be
used to locate idle endpoints, which could then | ead to making

unaut horized calls. Sinilarly, an attack that nodifies a response to
an audit returned to a Call Agent could lead to a denial of service
attack in which a Call Agent that is provided msinformation as to
endpoi nt state could take sone incorrect action such as taking valid
calls out of service.
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7.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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