Net wor k Wor ki ng Group A. Qustafsson
Request for Coments: 3597 Nom num | nc.
Cat egory: Standards Track Sept ember 2003

Handl i ng of Unknown DNS Resource Record (RR) Types
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Copyright Notice
Copyright (C) The Internet Society (2003). Al Rights Reserved.
Abstract

Ext endi ng the Dormai n Nane System (DNS) with new Resource Record (RR)
types currently requires changes to name server software. This
docunent specifies the changes necessary to allow future DNS

i npl enentations to handle new RR types transparently.

1. Introduction

The DNS is designed to be extensible to support new services through
the introduction of new resource record (RR) types. |In practice,
depl oying a new RR type currently requires changes to the nane server
software not only at the authoritative DNS server that is providing
the new informati on and the client nmaking use of it, but also at al

sl ave servers for the zone containing it, and in sone cases al so at
cachi ng nane servers and forwarders used by the client.

Because the depl oynment of new server software is slow and expensive,
the potential of the DNS in supporting new services has never been
fully realized. This neno proposes changes to nanme servers and to
procedures for defining new RR types ainmed at sinplifying the future
depl oyment of new RR types.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].
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2. Definition

An "RR of unknown type" is an RR whose RDATA format is not known to
the DNS i npl enentation at hand, and whose type is not an assigned
QTYPE or Meta-TYPE as specified in [ RFC 2929] (section 3.1) nor
within the range reserved in that section for assignhnment only to
QTYPEs and Meta- TYPEs. Such an RR cannot be converted to a type-
specific text format, conpressed, or otherwi se handled in a type-
speci fic way.

In the case of a type whose RDATA format is class specific, an RRis
consi dered to be of unknown type when the RDATA format for that
conbi nati on of type and class is not known.

3. Transparency

To enable new RR types to be depl oyed without server changes, nane
servers and resol vers MJUST handl e RRs of unknown type transparently.
That is, they nmust treat the RDATA section of such RRs as
unstructured binary data, storing and transmtting it w thout change
[ RFC1123] .

To ensure the correct operation of equality conparison (section 6)
and of the DNSSEC canonical form (section 7) when an RR type is known
to some but not all of the servers involved, servers MIJST al so
exactly preserve the RDATA of RRs of known type, except for changes
due to conpression or deconpression where all owed by section 4 of
this meno. In particular, the character case of domain nanes that
are not subject to conpression MIST be preserved.

4. Domai n Name Conpression

RRs cont ai ni ng conpression pointers in the RDATA part cannot be
treated transparently, as the conpression pointers are only

nmeani ngful within the context of a DNS nmessage. Transparently
copyi ng the RDATA into a new DNS nessage woul d cause the conpression
pointers to point at the corresponding |location in the new nessage,
whi ch now contains unrelated data. This would cause the conpressed
nane to be corrupted.

To avoid such corruption, servers MJST NOT conpress donai n names
enbedded in the RDATA of types that are class-specific or not well-
known. This requirement was stated in [RFC1123] without defining the
term"well-known"; it is hereby specified that only the RR types
defined in [RFC1035] are to be considered "well-known".
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The specifications of a few existing RR types have explicitly all owed
conpression contrary to this specification: [RFC2163] specified that
conpression applies to the PX RR, and [ RFC2535] al | owed conpressi on
in SIGRRs and NXT RRs records. Since this specification disallows
conpression in these cases, it is an update to [ RFC2163] (section 4)
and [ RFC2535] (sections 4.1.7 and 5. 2).

Recei vi ng servers MJST deconpress donain nanes in RRs of well-known
type, and SHOULD al so deconpress RRs of type RP, AFSDB, RT, SIG PX,
NXT, NAPTR, and SRV (al though the current specification of the SRV RR
in [ RFC2782] prohibits conpression, [RFC2052] mandated it, and sone
servers following that earlier specification are still in use).

Future specifications for new RR types that contain domai n nanes

within their RDATA MJUST NOT all ow the use of nanme conpression for
those nanes, and SHOULD explicitly state that the enbedded domain
nanes MJST NOT be conpressed.

As noted in [RFC1123], the owner nanme of an RRis always eligible for
conpr essi on.

5. Text Representation

In the "type" field of a master file line, an unknown RR type is
represented by the word "TYPE" imedi ately foll owed by the deci mal RR
type nunber, with no intervening whitespace. |In the "class" field,

an unknown class is sinmlarly represented as the word "CLASS"

i medi ately foll owed by the deci mal class nunber.

This convention allows types and classes to be distinguished from
each other and from TTL val ues, allowi ng the "[<TTL>] [<class>]
<type> <RDATA>" and "[<class>] [<TTL>] <type> <RDATA>" forns of

[ RFC1035] to both be unanbi guously parsed.

The RDATA section of an RR of unknown type is represented as a
sequence of white space separated words as foll ows:

The special token \# (a backslash i mediately followed by a hash
sign), which identifies the RDATA as having the generic encodi ng
defined herein rather than a traditional type-specific encoding.
An unsi gned deci mal integer specifying the RDATA length in octets.

Zero or nmore words of hexadeci mal data encoding the actual RDATA
field, each containing an even nunber of hexadecimal digits.

If the RDATA is of zero length, the text representati on contains only
the \# token and the single zero representing the |ength.
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An i nmpl enmentati on MAY al so choose to represent sone RRs of known type
usi ng the above generic representations for the type, class and/or
RDATA, which carries the benefit of naking the resulting master file
portable to servers where these types are unknown. Using the generic
representation for the RDATA of an RR of known type can al so be
useful in the case of an RR type where the text format varies
dependi ng on a version, protocol, or simlar field (or several)
enbedded in the RDATA when such a field has a value for which no text
format is known, e.g., a LOC RR [RFC1876] with a VERSI ON ot her than
0.

Even though an RR of known type represented in the \# format is
effectively treated as an unknown type for the purpose of parsing the
RDATA text representation, all further processing by the server MJST
treat it as a known type and take into account any applicable type-
specific rules regardi ng conpression, canonicalization, etc.

The followi ng are exanples of RRs represented in this nanner
illustrating various conbinations of generic and type-specific
encodings for the different fields of the nmaster file format:

a. exanpl e. CLASS32 TYPE731 \# 6 abcd (
ef 01 23 45)

b. exanpl e. HS TYPEG62347 \# 0

e. exanpl e. I N A \'# 4 0A000001

e. exanpl e. CLASS1 TYPE1 10.0.0.2

6. Equality Conparison

Certain DNS protocols, notably Dynam ¢ Update [ RFC2136], require RRs
to be conpared for equality. Two RRs of the sane unknown type are
consi dered equal when their RDATA is bitwi se equal. To ensure that
the outcone of the conparison is identical whether the RRis known to
the server or not, specifications for new RR types MJUST NOT specify
type-specific conparison rules.

This inplies that enbedded domai n nanes, being included in the
overal |l bitwi se conparison, are conpared in a case-sensitive manner.

As a result, when a new RR type contains one or nore enbedded domain
nanes, it is possible to have multiple RRs owned by the same nane
that differ only in the character case of the enbedded domain
nane(s). This is simlar to the existing possibility of nultiple TXT
records differing only in character case, and not expected to cause
any problens in practice.

Gust af sson St andar ds Track [ Page 4]



RFC 3597 Handl i ng of Unknown DNS RR Types Sept ember 2003

7.

DNSSEC Canoni cal Form and Ordering

DNSSEC defines a canoni cal form and ordering for RRs [ RFC2535]
(section 8.1). In that canonical form domain nanes enbedded in the
RDATA are converted to | ower case.

The downcasing is necessary to ensure the correctness of DNSSEC
si gnatures when case distinctions in domain names are |ost due to
conpression, but since it requires know edge of the presence and
position of enbedded donmin names, it cannot be applied to unknown

t ypes.

To ensure continued consi stency of the canonical formof RR types
where conpression is allowed, and for continued interoperability with
exi sting inplenentations that already inplenent the [ RFC2535]
canonical formand apply it to their known RR types, the canoni cal
formrenmai ns unchanged for all RR types whose whose initi al
publication as an RFC was prior to the initial publication of this
specification as an RFC (RFC 3597).

As a courtesy to inplenentors, it is hereby noted that the conplete
set of such previously published RR types that contain enbedded
domai n nanmes, and whose DNSSEC canoni cal formtherefore involves
downcasi ng according to the DNS rules for character conparisons,
consists of the RRtypes NS, MD, M-, CNAME, SOA, MB, MG MR, PTR

H NFO M NFO, MX, H NFO, RP, AFSDB, RT, SIG PX, NXT, NAPTR, KX, SRV,
DNAME, and A6.

Thi s docunent specifies that for all other RR types (whether treated
as unknown types or treated as known types according to an RR type
definition RFC nore recent than RFC 3597), the canonical formis such
that no downcasi ng of enbedded dommi n nanes takes place, and
otherwi se identical to the canonical formspecified in [ RFC2535]
section 8. 1.

Note that the owner nane is always set to | ower case according to the
DNS rul es for character conparisons, regardl ess of the RR type.

The DNSSEC canoni cal RR ordering is as specified in [ RFC2535] section
8.3, where the octet sequence is the canonical formas revised by
this specification.

Addi tional Section Processing

Unknown RR types cause no additional section processing. Future RR
type specifications MAY specify type-specific additional section

processing rul es, but any such processing MJST be optional as it can
only be perforned by servers for which the RRtype in case is known.
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9. | ANA Consi derati ons
Thi s docunent does not require any | ANA acti ons.
10. Security Considerations

This specification is not believed to cause any new security
probl ens, nor to solve any existing ones.
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13. Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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15. Full Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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