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Abstract

Thi s docunent defines a mapping of the Policy Core |Information Mdel
to a formthat can be inplenmented in a directory that uses

Li ghtwei ght Directory Access Protocol (LDAP) as its access protocol
Thi s nodel defines two hierarchies of object classes: structural

cl asses representing information for representing and controlling
policy data as specified in RFC 3060, and rel ationship classes that
i ndi cate how i nstances of the structural classes are related to each
other. Classes are also added to the LDAP schema to inprove the
performance of a client’s interactions with an LDAP server when the
client is retrieving large anounts of policy-related information.
These cl asses exist only to optim ze LDAP retrievals: there are no
classes in the informati on nodel that correspond to them
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| nt roducti on

This docunent takes as its starting point the object-oriented

i nformati on nodel for representing information for representing and
controlling policy data as specified in [1]. Lightweight Directory
Access Protocol (LDAP) [2] inplenenters, please note that the use of
the term"policy" in this docunent does not refer to the use of the
term"policy" as defined in X. 501 [4]. Rather, the use of the term
"policy" throughout this docunent is defined as follows:
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Policy is defined as a set of rules to adm nister, manage, and
control access to network resources.

This work is currently under joint developnent in the IETF s Policy
Framewor k wor ki ng group and in the Policy working group of the

Di stri buted Managenent Task Force (DMIF). This nodel defines two

hi erarchi es of object classes: structural classes representing policy
informati on and control of policies, and relationship classes that

i ndi cate how i nstances of the structural classes are related to each
other. 1In general, both of these class hierarchies will need to be
mapped to a particular data store.

Thi s docunent defines the napping of these information nodel classes
to a directory that uses LDAP as its access protocol. Two types of
mappi ngs are invol ved:

- For the structural classes in the infornmation nodel, the
mappi ng is basically one-for-one: information nodel classes map
to LDAP cl asses, information nodel properties map to LDAP
attributes.

- For the relationship classes in the information nodel,
di fferent mappings are possible. 1In this docunent, the Policy
Core Information Model’s (PCIMs) relationship classes and
their properties are mapped in three ways: to LDAP auxiliary
classes, to attributes representing distinguished nane (DN)
references, and to superior-subordinate relationships in the
Directory Information Tree (DIT).

| mpl enent ati ons that use an LDAP directory as their policy repository
and want to inplenment policy information according to RFC 3060 [1]
SHALL use the LDAP schena defined in this docunent, or a schena that
subcl asses fromthe schema defined in this docunment. The use of the
i nformati on nodel defined in reference [1] as the starting point
enabl es the inheritance and the relationship class hierarchies to be
extensi bl e, such that other types of policy repositories, such as

rel ati onal databases, can also use this information

This docunent fits into the overall franmework for representing,
depl oyi ng, and managi ng policies bei ng devel oped by the Policy
Framewor k Wor ki ng G oup.

The LDAP schenma described in this docunment uses the prefix "pcin to
identify its classes and attributes. |t consists of ten very genera
classes: pcinPolicy (an abstract class), three policy group cl asses
(pci nroup, pci mM& oupAuxC ass, and pci naroupl nstance), three policy
rul e classes (pcinRule, pcinRul eAuxd ass, and pci nRul el nst ance), and
three special auxiliary classes (pcinConditionAuxd ass,
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pci MPCAuxCl ass, and pci mActi onAuxC ass). (Note that the

Pol i cyTi mePeri odCondi tion auxiliary class defined in [1] would
normal | y have been named pci nTi nePeri odConditi onAuxC ass, but this
nane is too long for sone directories. Therefore, we have
abbreviated this nane to be pci nTPCAuxC ass) .

The mapping for the PCI M cl asses pci maoup and pci nRul e i s designed
to be as flexible as possible. Three classes are defined for these
two PCI M classes. First, an abstract superclass is defined that
contains all required properties of each PCIMclass. Then, both an
auxiliary class as well as a structural class are derived fromthe
abstract superclass. This provides maxi mumflexibility for the
devel oper.

The schema al so contains two | ess general classes:

pci nCondi ti onVendor AuxCl ass and pci mActi onVendor AuxCl ass. To achi eve
t he mapping of the information nodel’s relationships, the schema al so
contains two auxiliary classes: pcintoupContai nnent Auxd ass and

pci mRul eCont ai nment AuxCl ass. Capturing the distinction between

rul e-specific and reusable policy conditions and policy actions

i ntroduces seven ot her classes: pcinRul eConditionAssoci ati on,

pci mRul eVal i di t yAssoci ation, pci nRul eActi onAssoci ati on,

pci mPol i cyl nstance, and three policy repository cl asses

(pci nRepository, pcinmRepositoryAuxCd ass, and pci nRepositoryl nstance).
Finally, the schena includes two classes (pcinBubtreesPtrAuxC ass and
pci mEl emrent AuxC ass) for optimzing LDAP retrievals. |In all, the
schema contai ns 23 cl asses.

Wthin the context of this docunment, the term"PCLS" (Policy Core
LDAP Schemm) is used to refer to the LDAP class definitions that this
docunent contains. The term"PCIM refers to classes defined in [1].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [10].

2. The Policy Core Information Mdel

Thi s docunment contains an LDAP schema representing the cl asses
defined in the compani on docunment "Policy Core Information

Model -- Version 1 Specification" [1]. Oher docunments may
subsequently be produced, with nappings of this sane PCIMto ot her
storage technologies. Since the detailed senmantics of the PCIM

cl asses appear only in [1], that docunent is a prerequisite for
readi ng and understandi ng this document.

Strassner, et al. St andar ds Track [ Page 4]



RFC 3703 Pol i cy Core LDAP Schena February 2004

3. Inheritance H erarchy for the PCLS

The following diagramillustrates the class hierarchy for the LDAP
Cl asses defined in this docunent:

top

I
+- - dl mLManagedEl enent (abstract)

I
+--pcinPol icy (abstract)

I
+--pci nroup (abstract)
I

I
+- - pci M oupAuxd ass (auxiliary)

+- - pci M oupl nstance (structural)

+- - pci nRul eAuxd ass (auxiliary)

I

I

I

I

+--pci nRul e (abstract)

I

I

I

| +--pcinRul el nstance (structural)
I

+- - pci nRul eCondi ti onAssoci ati on (structural)

I
+- - pci mRul eVval i di t yAssoci ati on (structural)

+- - pci nRul eActi onAssoci ation (structural)

+--pci nPol i cyl nstance (structural)

+- - pci nEl enent AuxCl ass (auxiliary)

+- - dl mLManagedSyst enEl enent (abstract)

+--dl mlLogi cal El enent (abstract)

I
+--dl mLSystem (abstract)

+- - dl mLAdni nDomai n (abstract)

I
+--pci nRepository (abstract)

+- - pci nReposi t oryAuxd ass (auxiliary)
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4.

+- - - pci mActi onVendor AuxCl ass (auxiliary)

top
I r
| +- - pci n"Reposi t oryl nst ance
| (structural)
I
+- - pci nCondi ti onAuxCl ass (auxiliary)
|
| +- - - pci MMPCAuxCd ass (auxiliary)
|
| +- - - pci mCondi ti onVendor AuxC ass (auxiliary)
I
+--pci MActi onAuxd ass (auxiliary)
I
I
I

+- - pci nSubt reesPt r AuxCl ass (auxiliary)

+- - pci m& oupCont ai nment AuxCl ass (auxiliary)

+- - pci nRul eCont ai nment AuxCl ass (auxiliary)
Figure 1. LDAP O ass Inheritance Hierarchy for the PCLS
CGeneral Discussion of Mapping the Information Mddel to LDAP

The cl asses described in Section 5 below contain certain
optimizations for a directory that uses LDAP as its access protocol.
One exanple of this is the use of auxiliary classes to represent sone
of the associations defined in the information nodel. Qher data
stores mght need to inplenment these associations differently. A
second exanple is the introduction of classes specifically designed
to optinize retrieval of large anbunts of policy-related data froma
directory. This section discusses sone general topics related to the
mappi ng fromthe i nformati on nodel to LDAP.

The rermai nder of this section will discuss the follow ng topics.
Section 4.1 will discuss the strategy used in napping the classes and
associations defined in [1l] to a formthat can be represented in a
directory that uses LDAP as its access protocol. Section 4.2

di scusses DI T content and structure rules, as well as nane forns.
Section 4.3 describes the strategy used in defining nam ng attri butes
for the schema described in Section 5 of this docunent. Section 4.4
defines the strategy reconmended for |ocating and retrieving

PCl M derived objects in the directory.
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4.1. Summary of C ass and Associ ati on Mappi ngs

Fifteen of the classes in the PCLS conme directly fromthe nine
corresponding classes in the informati on nodel. Note that nanes of

cl asses begin with an upper case character in the information nodel
(although for CIMin particular, case is not significant in class and
property names), but with a | ower case character in LDAP. This is
because al t hough LDAP doesn’t care, X 500 doesn't allow class nanes
to begin with an uppercase character. Note also that the prefix
"pcimt' is used to identify these LDAP cl asses.

o m e e e e e e e eoaaoo- o m e o e o e e e e e e e eeao - +
| I'nformation Model | LDAP C ass(es) |
o m e e e e e e e eoaaoo- o m e o e o e e e e e e e eeao - +
o m e e e e e e e eoaaoo- o m e o e o e e e e e e e eeao - +
| Policy | pcinPolicy |
o m e e e e e e e eoaaoo- o m e o e o e e e e e e e eeao - +
| PolicyG oup | pci nGroup |

| | pci m& oupAuxd ass |
| | pci m& oupl nst ance |

| PolicyRule | pcinRule |
| | pci nRul eAuxd ass |
| | pci nRul el nst ance |

hol levoondition T e moondi 1 onauxa ass T \
bl levaetion T e et oG mes T \
" Vendor ol 1 cyCondi tion | pei noondi 11 onvendor Axd ass |
 Vendorpol i ovetion el ot onvendor A aes T
bl Loy meper odoond Lion 1 bl mrPoG mes T \
rol L evrepesitory T i mrepesitory T \

| | pci nReposi t or yAuxd ass |
| | pci nReposi t oryl nst ance |

Figure 2. Mapping of Information Mddel C asses to LDAP

The associations in the information nodel map to attributes that
reference DNs (Distinguished Nanes) or to Directory Information Tree
(DIT) containment (i.e., superior-subordinate relationships) in LDAP
Two of the attributes that reference DNs appear in auxiliary classes,
whi ch all ow each of themto represent several relationships fromthe
i nformati on nodel .
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o m e e e e ememooo-o- S +
| I'nformation Model Association | LDAP Attribute / O ass |
o m o e o e e e e e e e e e e meea— o o m e o e e e e e e e e eeao o +
o m o e o e e e e e e e e e e meea— o o m e o e e e e e e e e eeao o +
| PolicyG ouplnPolicyG oup | pci m& oupsAuxCont ai nedSet in |
| | pci n& oupCont ai nment AuxCl ass

o m o e o e e e e e e e e e e meea— o o m e o e e e e e e e e eeao o +
| PolicyRul el nPolicyG oup | pci mRul esAuxCont ai nedSet in |
| | pci nRul eCont ai nnent AuxC ass |
o m o e o e e e e e e e e e e meea— o o m e o e e e e e e e e eeao o +

| DI'T containment or |
| pcimRul eConditionList in |
| pcinmRule or |
| pcinmConditionDN in |
| pcinRul eConditi onAssoci ati on |

| DI'T contai nment or |
| pcinmRul eActionList in |
| pcinmRule or |
| pcimActi onDN in |
| pcinRul eActi onAssoci ati on

| pcinmRul eValidityPeriodLi st |
| in pcinRule or (if reusable) |
| referenced through the |
| pci nli mePeri odConditi onDN in |
| pcinRul evalidityAssociation |

o m o e o e e e e e e e e e e meea— o o m e o e e e e e e e e eeao o +
| PolicyConditionlnPolicyRepository | DT containnment |
o m o e o e e e e e e e e e e meea— o o m e o e e e e e e e e eeao o +
| PolicyActionlnPolicyRepository | DT contai nnent |
o m o e o e e e e e e e e e e meea— o o m e o e e e e e e e e eeao o +
| PolicyRepositorylnPolicyRepository| DI T contai nnent |
o m o e o e e e e e e e e e e meea— o o m e o e e e e e e e e eeao o +

Figure 3. Mapping of Information Model Associations to LDAP

O the remaining classes in the PCLS, two (pcinEl enent Auxd ass and
pci nBubt reesPtr AuxCl ass) are included to make navigation through the
DIT and retrieval of the entries found there nore efficient. This
topic is discussed below in Section 4.5.

The remai ning four classes in the PCLS, pcinRul eConditionAssociation,
pci mRul eVal i di t yAssoci ati on, pci nRul eActi onAssoci ation, and

pci mPol i cyl nstance, are all involved with the representation of
policy conditions and policy actions in an LDAP directory. This
topic is discussed below in Section 4.4.
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4.2. Usage of DIT Content and Structure Rul es and Nane Forns

There are three powerful tools that can be used to hel p define
schemata. The first, DIT content rules, is a way of defining the
content of an entry for a structural object class. It can be used to
specify the follow ng characteristics of the entry:

- additional mandatory attributes that the entries are required
to contain

- additional optional attributes the entries are allowed to
contain

- the set of additional auxiliary object classes that these
entries are allowed to be nmenbers of

- any optional attributes fromthe structural and auxiliary
obj ect class definitions that the entries are required to
precl ude

DIT content rules are NOT mandatory for any structural object class.

A DT structure rule, together with a name form controls the

pl acenent and naming of an entry within the scope of a subschema

Nane forns define which attribute type(s) are required and are
allowed to be used in form ng the Rel ative Distingui shed Nanes (RDNs)
of entries. DIT structure rules specify which entries are allowed to
be superior to other entries, and hence control the way that RDNs are
added together to nake DNs.

A nane form specifies the foll ow ng:

- the structural object class of the entries naned by this nane
form

- attributes that are required to be used in formng the RDNs of
these entries

- attributes that are allowed to be used in form ng the RDNs of
these entries

- an object identifier to uniquely identify this name form

Note that name forms can only be specified for structural object
cl asses. However, every entry in the DIT nust have a nane form
controlling it.

Unfortunately, current LDAP servers vary quite a lot in their support
of these features. There are also three crucial inplenentation

poi nts that must be followed. First, X 500 use of structure rules
requires that a structural object class with no superior structure
rule be a subschema administrative point. This is exactly NOT what
we want for policy information. Second, when an auxiliary class is
subcl assed, if a content rule exists for the structural class that
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the auxiliary class refers to, then that content rule needs to be
augnented. Finally, nost LDAP servers unfortunately do not support
i nheritance of structure and content rules.

G ven these concerns, DI T structure and content rul es have been
renoved fromthe PCLS. This is because, if included, they would be
normative references and would require O Ds. However, we don't want
to lose the insight gained in building the structure and content
rules of the previous version of the schema. Therefore, we describe
where such rules could be used in this schema, what they woul d
control, and what their effect would be.

4.3. Naming Attributes in the PCLS

Instances in a directory are identified by distinguished nanmes (DNs),
whi ch provide the sanme type of hierarchical organization that a file
system provides in a computer system A distinguished nane is a
sequence of RDNs. An RDN provides a unique identifier for an

i nstance within the context of its inmediate superior, in the same
way that a filenane provides a unique identifier for a file within
the context of the folder in which it resides.

To preserve maxi mumnaming flexibility for policy admnistrators,
three optional (i.e., "MAY") naming attributes have been defined.
They are:

- Each of the structural classes defined in this schema has its
own uni que ("MAY") naming attribute. Since the naning
attributes are different, a policy adm nistrator can, by using
these attributes, guarantee that there will be no nane
col lisions between instances of different classes, even if the
sane value is assigned to the instances’ respective nanm ng
attributes.

- The LDAP attribute cn (corresponding to X 500°s conmonNane) is
included as a MAY attribute in the abstract class pcinPolicy,
and thus by inheritance in all of its subclasses. In X 500,
comonNane typically functions as an RDN attribute, for nam ng
i nstances of many classes (e.g., X 500's person cl ass).

- A special attribute is provided for inplenentations that expect
to map between native CI M and LDAP representations of policy
information. This attribute, called orderedC nKeys, is defined
in the class dl mManagedEl enent [6]. The value of this
attribute is derived algorithmcally fromvalues that are
al ready present in a CIMpolicy instance. The nornative
reference for this algorithmis contained in [6]. See the
appendi x of this docunment for a description of the algorithm
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Since any of these naming attributes MAY be used for nami ng an
i nstance of a PCLS class, inplenentations MJUST be able to accommodate
i nstances naned in any of these ways.

Note that it is recormended that two or nore of these attributes
SHOULD NOT be used together to forma nulti-part RDN, since support
for multi-part RDNs is linmted anmong existing directory

i npl enent ati ons.

4.4. Rule-Specific and Reusabl e Conditions and Actions

The PCIM[1] distinguishes between two types of policy conditions and
policy actions: those associated with a single policy rule, and
those that are reusable, in the sense that they may be associ at ed
with nmore than one policy rule. While there is no inherent

functional difference between a rule-specific condition or action and
a reusable one, there is both a usage, as well as, an inplenentation
di fference between them

Defining a condition or action as reusable vs. rule-specific reflects
a consci ous decision on the part of the admi nistrator in defining how
they are used. 1In addition, there are variations that reflect

i npl enenting rule-specific vs. reusable policy conditions and actions
and how they are treated in a policy repository. The najor

i npl enentation differences between a rul e-specific and a reusabl e
condition or action are delineated bel ow

1. It is natural for a rule-specific condition or action to be
renoved fromthe policy repository at the same tinme the rule is.
It is just the opposite for reusable conditions and actions.
This is because the condition or action is conceptually attached
tothe rule in the rule-specific case, whereas it is referenced
(e.g., pointed at) in the reusable case. The persistence of a
pci nRepository instance is i ndependent of the persistence of a
pci nRul e i nst ance.

2. Access permissions for a rule-specific condition or action are
usually identical to those for the rule itself. On the other
hand, access perm ssions of reusable conditions and actions nust
be expressible without reference to a policy rule.

3. Rule-specific conditions and actions require fewer accesses,
because the conditions and actions are "attached" to the rule.
In contrast, reusable conditions and actions require nore
accesses, because each condition or action that is reusable
requires a separate access.

4. Rule-specific conditions and actions are designed for use by a
single rule. As the nunmber of rules that use the sanme
rul e-specific condition increase, subtle problens are created
(the nost obvi ous being how to keep the rul e-specific conditions
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and actions updated to reflect the same value). Reusable
conditions and actions |lend thenselves for use by nultiple
i ndependent rul es.

5. Reusable conditions and actions offer an optim zation when
multiple rules are using the sane condition or action. This is
because the reusable condition or action only needs be updated
once, and by virtue of DN reference, the policy rules will be
automatical ly updat ed.

The precedi ng paragraph does not contain an exhaustive |list of the
ways in which reusable and rul e-specific conditions should be treated
differently. Its purpose is nerely to justify making a semantic

di stinction between rule-specific and reusable, and then reflecting
this distinction in the policy repository itself.

Wien the policy repository is realized in an LDAP-accessible
directory, the distinction between rule-specific and reusable
conditions and actions is realized via placenent of auxiliary classes
and via DIT containment. Figure 4 illustrates a policy rule Rulel
with one rul e-specific condition CA and one rul e-specific action AB.

F-- - - - +
| Rul e1]
I I
+----- | - -l----- +
| beeeoob |
* %
IS
| *kk*k **k*k*%x |
I * * I
Y * * Y
S + S +
| CA+ca | | AB+ab |
S + S +
o m e e e e maooo-o- +
| LEGEND: |
| ***** DIT containment |
| + auxiliary attachnent |
| ----> DN reference |
o m e e e e maooo-o- +

Figure 4 Rule-Specific Policy Conditions and Actions
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Because the condition and action are specific to Rulel, the auxiliary
cl asses ca and ab that represent themare attached, respectively, to
the structural classes CA and AB. These structural classes represent
not the condition ca and action ab thensel ves, but rather the
associ ati ons between Rul el and ca, and between Rul el and ab.

As Figure 4 illustrates, Rulel contains DN references to the
structural classes CA and AB that appear below it in the DIT. At
first glance it mnight appear that these DN references are
unnecessary, since a subtree search below Rulel would find all of the
structural classes representing the associations between Rul el and
its conditions and actions. Relying only on a subtree search,

t hough, runs the risk of mssing conditions or actions that should
have appeared in the subtree, but for sone reason did not, or of
finding conditions or actions that were inadvertently placed in the
subtree, or that should have been renoved fromthe subtree, but for
some reason were not. Inplenentation experience has suggested that
many (but not all) of these risks are elimnated.

However, it nmust be noted that this cones at a price. The use of DN
references, as shown in Figure 4 above, thwarts inheritance of access
control information as well as existence dependency information. It
also is subject to referential integrity considerations. Therefore,
it is being included as an option for the designer

Figure 5 illustrates a second way of representing rule-specific
conditions and actions in an LDAP-accessible directory: attachment of
the auxiliary classes directly to the instance representing the
policy rule. Wen all of the conditions and actions are attached to
a policy rule in this way, the rule is terned a "sinple" policy rule.
When conditions and actions are not attached directly to a policy
rule, the rule is ternmed a "conpl ex" policy rule.

| LEGEND: |
| + auxiliary attachnent |

Figure 5. A Sinple Policy Rule
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The sinpl e/ conplex distinction for a policy rule is not all or
nothing. A policy rule may have its conditions attached to itself
and its actions attached to other entries, or it may have its actions
attached to itself and its conditions attached to other entries.
However, it SHALL NOT have either its conditions or its actions
attached both to itself and to other entries, with one exception: a
policy rule may reference its validity periods with the

pci nRul eVal i di tyPeri odLi st attribute, but have its other conditions
attached to itself.

The tradeoffs between sinple and conplex policy rules are between the
efficiency of sinple rules and the flexibility and greater potenti al
for reuse of conplex rules. Wth a sinple policy rule, the senmantic
options are linited:

- Al'l conditions are ANDed together. This conbination can be
represented in two ways in the Disjunctive Normal Form (DNF)/
Conj unctive Normal Form (CNF) (please see [1] for definitions of
these terns) expressions characteristic of policy conditions: as
a DNF expression with a single AND group, or as a CNF expression
with multiple single-condition OR groups. The first of these is
arbitrarily chosen as the representation for the ANDed conditions
in a sinple policy rule.

- If multiple actions are included, no order can be specified for
t hem

If a policy administrator needs to conbine conditions in sone other
way, or if there is a set of actions that nust be ordered, then the
only option is to use a conplex policy rule.

Finally, Figure 6 illustrates the same policy rule Rulel, but this
time its condition and action are reusable. The association cl asses
CA and AB are still present, and they are still DT contai ned under

Rul el. But rather than having the auxiliary classes ca and ab
attached directly to the association classes CA and AB, each now
contains DN references to other entries to which these auxiliary
cl asses are attached. These other entries, CIA and AIB, are DIT
cont ai ned under RepositoryX, which is an instance of the cl ass
pci mRepository. Because they are naned under an instance of

pci mRepository, ca and ab are clearly identified as reusable.
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+----- + U +
Rul el Reposi toryX
p
I EE |
| +----- + | U +
s . .
*
I * k% % * k k% I * *
| * * V * *
| * oo -+ * *
| = |AB] oo yoo
v * | -]-------- >| Al B+ab| *
+---+ +---+ +--m - - - + *
| CA | +o--- - +
I e >| Cl A+ca
+---+ +---- - - +
Fom e e e e e e e e e e e e amao- - +
| LEGEND:

I
| ***** DIT containment |
| + auxiliary attachnent |
| ----> DN reference |

Figure 6. Reusable Policy Conditions and Actions

The cl asses pci nCondi ti onAuxC ass and pci mActi onAuxCl ass do not

t hensel ves represent actual conditions and actions: these are

i ntroduced in their subclasses. Wat pci mConditionAuxCl ass and

pci mAct i onAuxC ass do introduce are the senantics of being a policy
condition or a policy action. These are the semantics that all the
subcl asses of pci nConditi onAuxCl ass and pci mActi onAuxCl ass inherit.
Anong these semantics are those of representing either a

rul e-specific or a reusable policy condition or policy action.

In order to preserve the ability to represent a rule-specific or a
reusabl e condition or action, as well as a sinple policy rule, al

t he subcl asses of pci mConditi onAuxC ass and pci mActi onAuxC ass MJST
al so be auxiliary classes.
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4.5. Location and Retrieval of Policy Objects in the Directory

When a Policy Decision Point (PDP) goes to an LDAP directory to
retrieve the policy object instances relevant to the Policy
Enforcement Points (PEPs) it serves, it is faced with two rel ated
probl ens:

- How does it locate and retrieve the directory entries that apply
to its PEPs? These entries may include instances of the PCLS
cl asses, instances of domai n-specific subclasses of these
cl asses, and instances of other classes nodeling such resources
as user groups, interfaces, and address ranges.

- How does it retrieve the directory entries it needs in an
efficient manner, so that retrieval of policy information from
the directory does not becone a roadblock to scalability? There
are two facets to this efficiency: retrieving only the rel evant
directory entries, and retrieving these entries using as few LDAP
call s as possi bl e.

The pl acenment of objects in the Directory Information Tree (DIT)

i nvol ves consi derations other than how the policy-rel ated objects
will be retrieved by a PDP. Consequently, all that the PCLS can do
is to provide a "toolkit" of classes to assist the policy

admi nistrator as the DIT is being designed and built. A PDP SHOULD
be able to take advantage of any tools that the policy adm nistrator
is able to build into the DIT, but it MJST be able to use a | ess
efficient nmeans of retrieval if that is all it has available to it.

The basic idea behind the LDAP optim zation classes is a sinple one:
make it possible for a PDP to retrieve all the policy-related objects
it needs, and only those objects, using as few LDAP calls as

possi ble. An inportant assunption underlying this approach is that
the policy adm nistrator has sufficient control over the underlying
DIT structure to define subtrees for storing policy information. |If
the policy adm nistrator does not have this level of control over DT
structure, a PDP can still retrieve the policy-related objects it
needs individually. But it will require nore LDAP access operations
to do the retrieval in this way. Figure 7 illustrates how LDAP
optimization is acconpli shed.
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e +
---------------- > A |
DN reference to | | DN references to subtrees +---+
starting object +----- + o > C |
| O--+----+ +---+ +---+
| O--H---mmeee oo > B | / \
+----- + +---+ / \
/ \ / \ / \
/ \ / \
/ \ / \

Figure 7. Using the pcinBubtreesPtrAuxCl ass to Locate Policies

The PDP is configured initially with a DN reference to some entry in
the DIT. The structural class of this entry is not inportant; the
PDP is interested only in the pcinBubtreesPtrAuxCl ass attached to it.
This auxiliary class contains a nulti-valued attribute with DN
references to objects that anchor subtrees containing policy-rel ated
objects of interest to the PDP. Since pcinBubtreesPtrAuxC ass is an
auxiliary class, it can be attached to an entry that the PDP woul d
need to access anyway - perhaps an entry containing initial
configuration settings for the PDP, or for a PEP that uses the PDP

Once it has retrieved the DN references, the PDP will direct to each
of the objects identified by theman LDAP request that all entries in
its subtree be eval uated against the selection criteria specified in
the request. The LDAP-enabled directory then returns all entries in
that subtree that satisfy the specified criteria.

The selection criteria always specify that object class="pcinPolicy".
Since all classes representing policy rules, policy conditions, and
policy actions, both in the PCLS and in any domai n-specific schema
derived fromit, are subclasses of the abstract class policy, this
criterion evaluates to TRUE for all instances of these classes. To
accommodat e special cases where a PDP needs to retrieve objects that
are not inherently policy-related (for exanple, an |IP address range
obj ect referenced by a subclass of pci mActi onAuxCl ass representing
the DHCP action "assign fromthis address range"), the auxiliary

cl ass pci nEl ement AuxCl ass can be used to "tag" an entry, so that it
will be found by the selection criterion "object class=pcinPolicy".

The approach described in the preceding paragraph will not work for
certain directory inplenentations, because these inplenentations do
not support matching of auxiliary classes in the objectd ass
attribute. For environments where these inplenentations are expected
to be present, the "tagging" of entries as relevant to policy can be
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acconpl i shed by inserting the special value "POLICY" into the list of
val ues contained in the pci nKeywords attribute (provided by the
pci nPol i cy cl ass).

If a PDP needs only a subset of the policy-related objects in the

i ndi cated subtrees, then it can be configured with additional
selection criteria based on the pci nKeywords attribute defined in the
pcimPolicy class. This attribute supports both standardi zed and

admi ni strator- defined values. For exanple, a PDP could be
configured to request only those policy-rel ated objects contai ning

t he keywords "DHCP" and "Eastern US".

To optinmize what is expected to be a typical case, the initial
request fromthe client includes not only the object to which its
"seed" DN references, but also the subtree contained under this
object. The filter for searching this subtree is whatever the client
is going to use later to search the other subtrees: object
class="pci nPolicy" or the presence of the keyword "POLICY", and/or
presence of a nore specific value of pcinKeywords (e.g., "QS Edge
Policy").

Returning to the exanple in Figure 7, we see that in the best case, a
PDP can get all the policy-related objects it needs, and only those
objects, with exactly three LDAP requests: one to its starting
object Ato get the references to B and C, as well as the
policy-related objects it needs fromthe subtree under A, and then
one each to B and Cto get all the policy-related objects that pass
the selection criteria with which it was configured. Once it has
retrieved all of these objects, the PDP can then traverse their
various DN references locally to understand the semantic

rel ati onshi ps anong them The PDP should also be prepared to find a
reference to another subtree attached to any of the objects it
retrieves, and to follow this reference first, before it follows any
of the semantically significant references it has received. This
recursion permits a structured approach to identifying rel ated
policies. In Figure 7, for exanple, if the subtree under B includes
departnental policies and the one under C includes divisional
policies, then there mght be a reference fromthe subtree under Cto
an object D that roots the subtree of corporate-I|evel policies.

A PDP SHOULD understand t he pci nSubtreesPtrAuxd ass cl ass, SHOULD be
capabl e of retrieving and processing the entries in the subtrees it
references, and SHOULD be capabl e of doing all of this recursively.
The sane requirenments apply to any other entity needing to retrieve
policy information fromthe directory. Thus, a Policy Managenent
Tool that retrieves policy entries fromthe directory in order to
perform validati on and conflict detection SHOULD al so understand and
be capabl e of using the pcinBSubtreesPtrAuxClass. Al of these
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requirenents are "SHOULD's rather than "MJST"s because an LDAP client
that doesn't inplenment themcan still access and retrieve the
directory entries it needs. The process of doing so will just be

|l ess efficient than it would have been if the client had inplenmented
these optim zati ons.

When it is serving as a tool for creating policy entries in the
directory, a Policy Managenent Tool SHOULD support creation of
pci nBubtreesPtr AuxCl ass entries and their references to object

i nst ances.

4.5.1. Aliases and Gther DI T-Optim zati on Techni ques

Additional flexibility in DIT structure is available to the policy
admini strator via LDAP aliasing and other techniques. Previous
versions of this docunment have used aliases. However, because

al i ases are experinental, the use of aliases has been renoved from
this version of this docunment. This is because the |IETF has yet to
produce a specification on how aliases are represented in the
directory or how server inplenentations are to process aliases.

5. Cass Definitions

The semantics for the policy information classes that are to be
mapped directly fromthe information nodel to an LDAP representation
are detailed in [1]. Consequently, all that this docunent presents
for these classes is the specification for how to do the mapping from
the informati on nodel (which is independent of repository type and
access protocol) to a formthat can be accessed using LDAP. Renenber
that sone new cl asses needed to be created (that were not part of

[1]) to inplement the LDAP mapping. These new LDAP-only cl asses are
fully docunented in this docunent.

The fornmal | anguage for specifying the classes, attributes, and DIT

structure and content rules is that defined in reference [3]. |If
your inplenmentation does not support auxiliary class inheritance, you
will have to list auxiliary classes in content rules explicitly or

define themin another (inplenmentation-specific) way.

The followi ng notes apply to this section in its entirety.

Note 1: in the followi ng definitions, the class and attribute
definitions follow RFC 2252 [3] but they are line-wapped to enhance
human readability.

Note 2: where applicable, the possibilities for specifying DIT

structure and content rules are noted. However, care nust be taken
in specifying DIT structure rules. This is because X 501 [4] states
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that an entry may only exist in the DIT as a subordinate to anot her
superior entry (the superior) if a DIT structure rule exists in the
gover ni ng subschema whi ch

1) indicates a nane formfor the structural object class of the
subordi nate entry, and

2) either includes the entry’s superior structure rule as a possible
superior structure rule, or

3) does not specify a superior structure rule.

If this last case (3) applies, then the entry is defined to be a
subschema adninistrative point. This is not what is desired.
Therefore, care nmust be taken in defining structure rules, and in
particul ar, they must be |ocally augnented.

Not e 3: Wherever possible, both an equality and a substring natching
rule are defined for a particular attribute (as well as an ordering
match rule to enable sorting of matching results). This provides two
di fferent choices for the devel oper for maximumflexibility.

For exampl e, consider the pcinRoles attribute (section 5.3). Suppose
that a PEP has reported that it is interested in pcinRules for three

roles Rl, R2, and R3. If the goal is to mininmize queries, then the
PDP can supply three substring filters containing the three role
names.

These queries will return all of the pcinRules that apply to the PEP,
but they may al so get sonme that do not apply (e.g., ones that contain
one of the roles Rl, R2, or R3 and one or nore other roles present in
a role-conbination [1]).

Anot her strategy would be for the PDP to use only equality filters.
Thi s approach elimnates the extraneous replies, but it requires the
PDP to explicitly build the desired rol e-conbinations itself. It

al so requires extra queries. Note that this approach is practica
only because the role nanmes in a role conbination are required to
appear in al phabetical order.

Note 4: in the followi ng definitions, note that all LDAP matching
rules are defined in [3] and in [9]. The corresponding X. 500
mat ching rules are defined in [8].

Note 5: some of the following attribute definitions specify

addi tional constraints on various data types (e.g., this integer has
values that are valid from1l..10). Text has been added to instruct
servers and applications what to do if a value outside of this range
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is encountered. 1In all cases, if a constraint is violated, then the
policy rule SHOULD be treated as being disabl ed, neaning that
execution of the policy rule SHOULD be stopped.

5.1. The Abstract C ass pcinPolicy

The abstract class pcinPolicy is a direct mappi ng of the abstract
class Policy fromthe PCOM The class value "pcinmPolicy" is also
used as the mechanismfor identifying policy-related instances in the
Directory Information Tree. An instance of any class nmay be "tagged"
with this class value by attaching to it the auxiliary class

pci nEl ement AuxC ass. Since pcinPolicy is derived fromthe class

dl mLManagedEl enent defined in reference [6], this specification has a
normati ve dependency on that el ement of reference [6].

The class definition is as foll ows:

( 1.3.6.1.1.6.1.1 NAME ’'pcinPolicy’
DESC ' An abstract class that is the base class for all classes
that describe policy-related instances.’
SUP dl niManagedEl enment
ABSTRACT
MAY ( cn $ dlnCaption $ dl mDescription $ orderedC nKeys $
pci mKeywor ds )
)

The attribute cn is defined in RFC 2256 [7]. The dl nCaption
dl nDescri ption, and orderedCi nKeys attributes are defined in [6].

The pci nKeywords attribute is a nmulti-valued attribute that contains
a set of keywords to assist directory clients in locating the policy
objects identified by these keywords. It is defined as foll ows:

( 1.3.6.1.1.6.2.3 NAME ' pci nKeywor ds’
DESC ' A set of keywords to assist directory clients in
| ocating the policy objects applicable to them’
EQUALI TY casel gnhor eMat ch
ORDERI NG casel gnoreOrderi ngivat ch
SUBSTR casel gnor eSubstri ngsivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
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5.2. The Three Policy Goup C asses

PCIM[1] defines the PolicyGoup class to serve as a generalized
aggregati on nechani sm enabling PolicyRules and/or PolicyGoups to be
aggregated together. PCLS maps this class into three LDAP cl asses,
cal l ed pci nroup, pci mGa oupAuxCl ass, and pci naroupl nstance. This is
done in order to provide maximumflexibility for the D T designer.

The class definitions for the three policy group classes are |listed
bel ow. These class definitions do not include attributes to realize
the PolicyRul el nPolicyGoup and PolicyG ouplnPolicyG oup associ ati ons
fromthe PCOM This is because a pci naroup object refers to

i nstances of pcinGoup and pci nRul e via, respectively, the attribute
pci m& oupsAuxCont ai nedSet in the pci naoupCont ai nment AuxCl ass obj ect
class and the attribute pci nRul esAuxCont ai nedSet in the

pci mRul eCont ai nment AuxCl ass obj ect cl ass.

To nmaxinize flexibility, the pcinoup class is defined as abstract.
The subcl ass pci m& oupAuxC ass provides for auxiliary attachnent to
another entry, while the structural subclass pci naouplnstance is
available to represent a policy group as a standal one entry.

The class definitions are as follows. First, the definition of the
abstract class pci mG oup:

( 1.3.6.1.1.6.1. 2 NAME ' pci nzroup’
DESC ' A container for a set of related pcinRul es and/or
a set of related pcinoups.’
SUP pci nPol i cy
ABSTRACT
MAY ( pci nar oupNane )
)

The one attribute of pcinroup is pci M oupNane. This attribute is
used to define a user-friendly nane of this policy group, and may be
used as a namng attribute if desired. It is defined as foll ows:

( 1.3.6.1.1.6.2.4 NAME ' pci nlr oupNane’
DESC ' The user-friendly nane of this policy group.’
EQUALI TY casel gnhor eMat ch
ORDERI NG casel gnoreOrderi ngivat ch
SUBSTR casel gnor eSubstri ngsivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
S| NGLE- VALUE
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The two subcl asses of pci maoup are defined as follows. The class
pci n&r oupAuxCl ass is an auxiliary class that can be used to collect a
set of related pcinRule and/or pcimaoup classes. It is defined as
foll ows:

( 1.3.6.1.1.6.1.3 NAME '’ pci nT> oupAuxd ass
DESC " An auxiliary class that collects a set of related
pci nRul e and/ or pcinoup entries.’
SUP pci m& oup

AUXI LI ARY
)
The cl ass pci nroupl nstance is a structural class that can be used to
collect a set of related pcinRule and/or pci m&oup classes. It is

defined as fol |l ows:

( 1.3.6.1.1.6.1.4 NAME '’ pci ntx oupl nst ance’
DESC ' A structural class that collects a set of related
pci nRul e and/ or pcinoup entries.’
SUP pci m& oup
STRUCTURAL
)

A DT content rule could be witten to enable an instance of

pci n&r oupl nstance to have attached to it either references to one or
nore policy groups (using pcin&oupContai nment AuxCl ass) or references
to one or nore policy rules (using pcinmRul eContai nment AuxC ass) .

This woul d be used to formalize the semantics of the PolicyG oup
class [1]. Since these semantics do not include specifying any
properties of the PolicyGoup class, the content rule would not need
to specify any attributes.

Simlarly, three separate DIT structure rules could be witten, each
of which would refer to a specific nane formthat identified one of
the three possible naming attributes (i.e., pcinoupNanme, cn, and
orderedCl MKeys) for the pcinroup object class. This structure rule
SHOULD i nclude a superiorStructureRule (see Note 2 at the beginning
of section 5). The three nane forns referenced by the three
structure rules would each define one of the three naming attri butes.

5.3. The Three Policy Rule O asses
The informati on nodel defines a PolicyRule class to represent the "If
Condition then Action" senantics associated with processing policy

information. For maximumflexibility, the PCLS naps this class into
three LDAP cl asses.
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To maximize flexibility, the pcinmRule class is defined as abstract.
The subcl ass pci mRul eAuxCl ass provides for auxiliary attachment to
anot her entry, while the structural subclass pcinRul el nstance is
available to represent a policy rule as a standal one entry.

The conditions and actions associated with a policy rule are nodel ed,
respectively, with auxiliary subclasses of the auxiliary classes

pci nCondi ti onAuxCl ass and pci mActi onAuxCl ass. Each of these
auxiliary subclasses is attached to an instance of one of three
structural classes. A subclass of pcimConditionAuxC ass is attached
to an instance of pcinRul el nstance, to an instance of

pci mRul eCondi ti onAssoci ation, or to an instance of

pci mPol i cyl nstance. Simlarly, a subclass of pcinmActi onAuxC ass is
attached to an instance of pcinRul el nstance, to an instance of

pci mRul eActi onAssoci ation, or to an instance of pcinPolicylnstance.

The pci nRul eVal i dityPeriodList attribute (defined below) realizes the
Pol i cyRul eVal i di tyPeri od associ ation defined in the PCOM Since this
associ ati on has no additional properties besides those that tie the
association to its associ ated objects, this association can be
realized by sinply using an attribute. Thus, the

pci mRul eVal i di tyPeri odList attribute is sinply a nulti-val ued
attribute that provides an unordered set of DN references to one or
nore instances of the pci nifPCAuxC ass, indicating when the policy
rule is scheduled to be active and when it is scheduled to be
inactive. A policy rule is scheduled to be active if it is active
according to AT LEAST ONE of the pci mfTPCAuxCl ass instances referenced
by this attribute.

The Pol i cyCondi tionlnPolicyRule and PolicyActionlnPolicyRule
associ ati ons, however, do have additional attributes. The
associ ati on PolicyActionlnPolicyRule defines an integer attribute to
sequence the actions, and the association PolicyConditionlnPolicyRule
has both an integer attribute to group the condition terms as well as
a Bool ean property to specify whether a condition is to be negated.

In the PCLS, these additional association attributes are represented
as attributes of two classes introduced specifically to nodel these
associ ati ons. These cl asses are the pci mnRul eCondi ti onAssoci ati on

cl ass and the pcinRul eActi onAssoci ation class, which are defined in
Sections 5.4 and 5.5, respectively. Thus, they do not appear as
attributes of the class pcinRule. Instead, the pci nmRul eConditionLi st
and pci nRul eActionList attributes can be used to reference these

cl asses.
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The class definitions for the three pcinRule classes are as foll ows.

The abstract class pcinRule is a base class for representing the "If
Condi tion then Action" semantics associated with a policy rule. It
is defined as foll ows:

( 1.3.6.1.1.6.1.5 NAME ' pci nRul e’

DESC ' The base class for representing the "If Condition
then Action" semantics associated with a policy rule.’

SUP pci nPol i cy

ABSTRACT

MAY ( pci nRul eName $ pci nRul eEnabl ed $
pci mRul eCondi ti onLi st Type $ pci nRul eCondi tionList $
pci mRul eActi onLi st $ pcinRul eVal i dityPeriodList $
pci nRul eUsage $ pcinRul ePriority $
pci mRul eMandat ory $ pci nRul eSequencedActions $
pci nRol es )

)

The PCIM [ 1] defines seven properties for the PolicyRule class. The
PCLS defines eleven attributes for the pcinRule class, which is the
LDAP equi val ent of the PolicyRule class. O these eleven attributes,
seven are mapped directly from correspondi ng properties in PCIMs
PolicyRule class. The remaining four attributes are a class-specific
optional naming attribute, and three attributes used to realize the
three associations that the pcinRule class participates in.

The pci nRul eNanme attribute is used as a user-friendly nane of this
policy rule, and can al so serve as the class-specific optional nam ng
attribute. It is defined as follows:

( 1.3.6.1.1.6.2.5 NAME ' pci nRul eNange’
DESC ' The user-friendly nane of this policy rule.’
EQUALI TY casel gnor eMat ch
CORDERI NG casel gnoreOrderi nghvat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 15
SI NGLE- VALUE

)

The pcinRul eEnabl ed attribute is an integer enuneration indicating
whether a policy rule is adm nistratively enabl ed (val ue=1),

adm ni stratively disabled (value=2), or enabled for debug (val ue=3).
It is defined as follows:

( 1.3.6.1.1.6.2.6 NAME ' pci nRul eEnabl ed’

DESC ' An integer indicating whether a policy rule is
admi ni stratively enabl ed (val ue=1), disabled
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(val ue=2), or enabled for debug (value=3).’
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Or deri nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 27
SI NGLE- VALUE

Note: Al other values for the pcinRul eEnabl ed attribute are
considered errors, and the adninistrator SHOULD treat this rule as
bei ng disabled if an invalid value is found.

The pci nRul eCondi ti onLi st Type attribute is used to indicate whether
the list of policy conditions associated with this policy rule is in
di sjunctive normal form (DNF, value=1) or conjunctive normal form
(CNF, value=2). It is defined as follows:

( 1.3.6.1.1.6.2.7 NAVE ’ pci nRul eCondi ti onLi st Type’

DESC ' A value of 1 nmeans that this policy rule is in
di sjunctive normal form a value of 2 neans that this
policy rule is in conjunctive normal form’

EQUALI TY i nt eger Mat ch

ORDERI NG i nt eger Or deri nghat ch

SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27

SI NGLE- VALUE

)

Note: any value other than 1 or 2 for the pcinRul eConditionListType
attribute is considered an error. Administrators SHOULD treat this
rule as being disabled if an invalid value is found, since it is
uncl ear how to structure the condition |ist.

The pci nRul eCondi tionList attribute is a nulti-valued attribute that
is used to realize the policyRul elnPolicyCondition association
defined in [1]. It contains a set of DNs of

pci mRul eCondi ti onAssoci ati on entries representing associ ations
between this policy rule and its conditions. No order is inplied.
It is defined as follows:

( 1.3.6.1.1.6.2.8 NAME ' pci nRul eCondi ti onLi st’

DESC ' Unordered set of DNs of pci nmRul eConditionAssoci ation
entries representing associ ati ons between this policy
rule and its conditions.’

EQUALI TY di sti ngui shedNanmeMat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
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The pci nRul eActionList attribute is a nulti-valued attribute that is
used to realize the policyRul el nPolicyAction association defined in

[1]. It contains a set of DNs of pcinRul eActi onAssociation entries
representing associ ati ons between this policy rule and its actions.
No order is inplied. It is defined as foll ows:

( 1.3.6.1.1.6.2.9 NAME ’ pci nRul eActi onLi st”’

DESC ' Unordered set of DNs of pcinRul eActi onAssoci ation
entries representing associ ati ons between this policy
rule and its actions.’

EQUALI TY di sti ngui shedNaneMat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.12

)

The pci nRul eValidityPeriodList attribute is a nmulti-valued attribute
that is used to realize the pcinRul eValidityPeriod association that

is defined in [1]. It contains a set of DNs of
pci nRul eVal i di t yAssoci ati on entries that determ ne when the pcinRul e
is scheduled to be active or inactive. No order is inmplied. It is

defined as fol |l ows:

( 1.3.6.1.1.6.2.10 NAME ' pci nRul eVal i di tyPeri odLi st
DESC ' Unordered set of DNs of pcinRul eValidityAssociation
entries that determ ne when the pcinRule is schedul ed
to be active or inactive.’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

)
The pci nRul eUsage attribute is a free-formstring providing
gui delines on how this policy should be used. It is defined as
foll ows:

( 1.3.6.1.1.6.2.11 NAME ' pci nRul eUsage’
DESC ' This attribute is a free-formsting providing
gui del i nes on how this policy should be used.’
EQUALI TY casel ghor eMat ch
ORDERI NG casel gnoreOrderi ngivat ch
SUBSTR casel gnor eSubstri ngsivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
S| NGLE- VALUE
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The pcinRulePriority attribute is a non-negative integer that is used
to prioritize this pcinRule relative to other pcinRules. A larger
val ue indicates a higher priority. It is defined as follows:

( 1.3.6.1.1.6.2.12 NAME 'pcinRul ePriority’

DESC ' A non-negative integer for prioritizing this
pcinRul e relative to other pcinRules. A |larger
val ue indicates a higher priority.’

EQUALI TY i nt eger Mat ch

ORDERI NG i nt eger Or deri nghat ch

SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27

SI NGLE- VALUE

)

Note: if the value of the pcinRulePriority field is O, then it SHOULD
be treated as "don’t care". On the other hand, if the value is
negative, then it SHOULD be treated as an error and Administrators
SHOULD treat this rule as being di sabl ed.

The pci nRul eMandatory attribute is a Boolean attribute that, if TRUE,
indicates that for this policy rule, the evaluation of its conditions
and execution of its actions (if the condition is satisfied) is
required. If it is FALSE, then the evaluation of its conditions and
execution of its actions (if the condition is satisfied) is not
required. This attribute is defined as foll ows:

( 1.3.6.1.1.6.2.13 NAME ' pci nRul eMandat ory’

DESC 'If TRUE, indicates that for this policy rule, the
eval uation of its conditions and execution of its
actions (if the condition is satisfied) is required.’

EQUALI TY bool eanMat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.7

S| NGLE- VALUE

)

The pci nRul eSequencedActions attribute is an integer enuneration that
is used to indicate that the ordering of actions defined by the

pci mMActionOrder attribute is either nmandatory(value=1),
reconmended(val ue=2), or dontCare(value=3). It is defined as

foll ows:

( 1.3.6.1.1.6.2.14 NAME ' pci nRul eSequencedAct i ons’

DESC ' An integer enuneration indicating that the ordering of
actions defined by the pci mictionOrder attribute is
mandat ory(1), recomended(2), or dontCare(3).’

EQUALI TY i nt eger Mat ch

ORDERI NG i nt eger Or deri nghat ch
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SYNTAX 1.3.6.1.4.1.1466.115. 121. 1. 27
SI NGLE- VALUE

)

Note: if the value of pcinRul esSequencedActions field is not one of
these three val ues, then Administrators SHOULD treat this rule as
bei ng di sabl ed.

The pcinRol es attribute represents the policyRoles property of [1].
Each value of this attribute represents a rol e-conbination, which is
a string of the form

<Rol eNane>[ &&<Rol eNane>]* where the individual role nanes appear
i n al phabetical order according to the collating sequence for UCS- 2.
This attribute is defined as follows:

( 1.3.6.1.1.6.2.15 NAME ' pci nRol es’
DESC ' Each value of this attribute represents a role-
combi nati on.’
EQUALI TY casel ghor eMat ch
ORDERI NG casel gnoreOrderi ngivat ch
SUBSTR casel gnor eSubstri ngsivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15

)

Note: if the value of the pcinRoles attribute does not conformto the
format " <Rol eNane>[ &&<Rol eNane>] *" (see Section 6.3.7 of [1]), then
this attribute is malforned and its policy rule SHOULD be treated as
bei ng di sabl ed.

The two subcl asses of the pcinRule class are defined as foll ows.
First, the pcinRul eAuxClass is an auxiliary class for representing
the "If Condition then Action" semantics associated with a policy
rule. Its class definition is as follows:

( 1.3.6.1.1.6.1. 6 NAVE ’ pci nRul eAuxC ass’
DESC ' An auxiliary class for representing the "If Condition
then Action" semantics associated with a policy rule.’

SUP pci nRul e
AUXI LI ARY
)
The pci nRul el nstance is a structural class for representing the "If
Condi tion then Action" semantics associated with a policy rule. Its

class definition is as follows:
( 1.3.6.1.1.6.1.7 NAMVE ’ pci nRul el nst ance’

DESC ' A structural class for representing the "If Condition
then Action" semantics associated with a policy rule.’
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SUP pci nmRul e
STRUCTURAL

)

A DT content rule could be witten to enable an instance of

pci nRul el nstance to have attached to it either references to one or
nore policy conditions (using pcinmConditionAuxCl ass) or references to
one or nore policy actions (using pci mActi onAuxCl ass). This would be
used to formalize the semantics of the PolicyRule class [1]. Since

t hese semantics do not include specifying any properties of the

Pol i cyRul e class, the content rule would not need to specify any
attri butes.

Simlarly, three separate DIT structure rules could be witten, each
of which would refer to a specific nane formthat identified one of
its three possible naning attributes (i.e., pcinmRul eNanme, cn, and
orderedCl MKeys). This structure rule SHOULD incl ude a
superiorStructureRule (see Note 2 at the beginning of section 5).
The three name forns referenced by the three structure rules would
each define one of the three nanming attributes.

5.4. The Cass pcinRul eConditionAssoci ation

This class contains attributes to represent the properties of the
PCI M s PolicyConditionlnPolicyRule association. Instances of this
class are related to an instance of pcinRule via DI T contai nnent.
The policy conditions thensel ves are represented by auxiliary

subcl asses of the auxiliary class pcinConditionAuxC ass. These
auxiliary classes are attached directly to instances of

pci nRul eCondi ti onAssoci ation for rule-specific policy conditions.
For a reusable policy condition, the policyCondition auxiliary
subcl ass is attached to an instance of the class pcinPolicylnstance
(which is presumably associated with a pcinRepository by DIT

contai nnent), and the policyConditionDN attribute (of this class) is
used to reference the reusabl e policyCondition instance.

The class definition is as foll ows:

( 1.3.6.1.1.6.1. 8 NAVE ' pci nRul eCondi ti onAssoci ati on’

DESC ' This class contains attributes characterizing the
relationship between a policy rule and one of its
policy conditions.’

SUP pci nPol i cy

MUST ( pci nCondi ti onG oupNunber $ pci nCondi ti onNegat ed )

MAY ( pci mConditionName $ pcinConditi onDN )
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The attributes of this class are defined as foll ows.

The pci nCondi ti onG oupNunber attribute is a non-negative integer. It
is used to identify the group to which the condition referenced by
this association is assigned. This attribute is defined as foll ows:

( 1.3.6.1.1.6.2.16

NAME ' pci nCondi ti onG oupNunber’

DESC ' The nunber of the group to which a policy condition
belongs. This is used to formthe DNF or CNF
expressi on associated with a policy rule.’

EQUALI TY i nt eger Mat ch

ORDERI NG i nt eger Or deri nghat ch

SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27

SI NGLE- VALUE

)

Note that this nunber is non-negative. A negative value for this
attribute is invalid, and any policy rule that refers to an invalid
entry SHOULD be treated as being disabl ed.

The pci nCondi ti onNegated attribute is a Boolean attribute that

i ndi cates whether this policy condition is to be negated or not. If
it is TRUE (FALSE), it indicates that a policy condition IS (IS NOT)
negated in the DNF or CNF expression associated with a policy rule.
This attribute is defined as follows:

( 1.3.6.1.1.6.2.17

NAME ' pci nCondi ti onNegat ed’

DESC 'If TRUE (FALSE), it indicates that a policy condition
IS (IS NOT) negated in the DNF or CNF expression
associated with a policy rule.’

EQUALI TY bool eanMat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.7

S| NGLE- VALUE

)

The pcinConditi onNane is a user-friendly name for identifying this
policy condition, and may be used as a naming attribute if desired.
This attribute is defined as follows:

( 1.3.6.1.1.6.2.18
NAME ' pci nCondi t i onNaneg’
DESC ' A user-friendly name for a policy condition.’
EQUALI TY casel ghor eMat ch
ORDERI NG casel gnor eOrderi nghat ch
SUBSTR casel gnor eSubstri ngsivat ch
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SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15
SI NGLE- VALUE

)

The pcinConditionDN attribute is a DN that references an instance of
a reusable policy condition. This attribute is defined as foll ows:

( 1.3.6.1.1.6.2.19
NAME ' pci nCondi ti onDN
DESC ' A DN that references an instance of a reusable policy
condi tion.’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
S| NGLE- VALUE

)

A DT content rule could be witten to enable an instance of

pci nRul eCondi ti onAssoci ation to have attached to it an instance of
the auxiliary class pcinConditionAuxC ass, or one of its subcl asses.
This woul d be used to formalize the semantics of the

Pol i cyCondi tionl nPolicyRul e association. Specifically, this would be
used to represent a rule-specific policy condition [1].

Simlarly, three separate DIT structure rules could be witten. Each
of these DIT structure rules would refer to a specific nanme formthat
defined two inportant semantics. First, each nane form woul d
identify one of the three possible naming attributes (i.e.

pci mCondi ti onNanme, cn, and orderedCl MKeys) for the

pci nRul eCondi ti onAssoci ati on obj ect class. Second, each name form
woul d require that an instance of the pci nRul eConditi onAssoci ati on
class have as its superior an instance of the pcinRule class. This
structure rule SHOULD al so include a superiorStructureRule (see Note
2 at the beginning of section 5).

5.5. The Cass pcinRul eValidityAssociation

The policyRul evalidityPeriod aggregation is nmapped to the PCLS

pci nRul eVal i di t yAssoci ati on class. This class represents the
schedul ed activation and deactivation of a policy rule by binding the
definition of tines that the policy is active to the policy rule
itself. The "scheduled" tines are either identified through an
attached auxiliary class pci MPCAuxCl ass, or are referenced through
its pcinmli mePeri odConditionDN attri bute.

This class is defined as foll ows:
( 1.3.6.1.1.6.1.9 NAMVE '’ pci nRul eVal i di t yAssoci ati on’

DESC ' This defines the schedul ed activation or deactivation
of a policy rule.’
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SUP pci nPol i cy
STRUCTURAL
MAY ( pcinValidityConditionNane $ pci mli mnePeri odConditi onDN )

)

The attributes of this class are defined as foll ows:

The pcinValidityConditionNane attribute is used to define a
user-friendly name of this condition, and nay be used as a nam ng
attribute if desired. This attribute is defined as foll ows:

( 1.3.6.1.1.6.2.20
NAME ' pci nVal i di t yCondi ti onNane’
DESC ' A user-friendly nanme for identifying an instance of
a pcinRul evVal i di tyAssoci ation entry.’
EQUALI TY casel ghor eMat ch
ORDERI NG casel gnoreOrderi ngivat ch
SUBSTR casel gnor eSubstri ngsivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
S| NGLE- VALUE

)
The pci nTi nePeri odConditionDN attribute is a DN that references a
reusable tinme period condition. It is defined as foll ows:

( 1.3.6.1.1.6.2.21
NAME ' pci nili mePer i odCondi ti onDN
DESC ' A reference to a reusable policy tinme period
condi ti on.
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
S| NGLE- VALUE

)

A DT content rule could be witten to enable an instance of

pci nRul eVal i di t yAssoci ation to have attached to it an instance of the
auxiliary class pci nTPCAuxCl ass, or one of its subclasses. This
woul d be used to formalize the semantics of the

Pol i cyRul eVal i di tyPeri od aggregation [1].

Simlarly, three separate DIT structure rules could be witten. Each
of these DIT structure rules would refer to a specific nanme formthat
defined two inportant semantics. First, each nane form woul d
identify one of the three possible naming attributes (i.e.

pci nval i di tyCondi ti onNane, cn, and orderedCl MKeys) for the

pci mRul eVal i di t yAssoci ati on obj ect class. Second, each nanme form
woul d require that an instance of the pcinRul eValidityAssociation
class have as its superior an instance of the pcinRule class. This
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structure rule SHOULD al so include a superiorStructureRule (see Note
2 at the beginning of section 5).

5.6. The Cass pci nRul eActi onAssoci ati on

This class contains an attribute to represent the one property of the
PCI M Pol i cyActionl nPol i cyRul e associ ation, ActionOrder. This
property is used to specify an order for executing the actions
associated with a policy rule. Instances of this class are rel ated
to an instance of pcinRule via DIT contai nment. The actions

thensel ves are represented by auxiliary subcl asses of the auxiliary
cl ass pci mActi onAuxd ass.

These auxiliary classes are attached directly to instances of

pci mRul eActi onAssoci ation for rule-specific policy actions. For a
reusabl e policy action, the pcimAction auxiliary subclass is attached
to an instance of the class pcinPolicylnstance (which is presunmably
associated with a pci nRepository by DIT contai nment), and the

pci mActi onDN attribute (of this class) is used to reference the
reusabl e pci nCondi tion instance.

The class definition is as foll ows:

( 1.3.6.1.1.6.1.10 NAME ' pci nRul eActi onAssoci ati on’

DESC ' This class contains attributes characterizing the
relationship between a policy rule and one of its
policy actions.’

SUP pci nPol i cy

MUST ( pci mActionOrder )

MAY ( pci mActi onName $ pci mActi onDN )

)

The pci mActi onNane attribute is used to define a user-friendly nane
of this action, and nay be used as a nam ng attribute if desired.
This attribute is defined as follows:

( 1.3.6.1.1.6.2.22
NAME ' pci mAct i onNane’
DESC ' A user-friendly nanme for a policy action.’
EQUALI TY casel ghor eMat ch
ORDERI NG casel gnoreOrderi nghat ch
SUBSTR casel gnor eSubstri ngsivat ch
SYNTAX 1.3.6.1.4.1.1466.115. 121.1.15
SI NGLE- VALUE
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The pci mActi onOrder attribute is an unsigned integer that is used to
indicate the relative position of an action in a sequence of actions
that are associated with a given policy rule. Wen this nunber is
positive, it indicates a place in the sequence of actions to be
performed, with smaller values indicating earlier positions in the
sequence. |If the value is zero, then this indicates that the order
isirrelevant. Note that if two or nore actions have the sane
non-zero value, they may be perforned in any order as |long as they
are each perfornmed in the correct place in the overall sequence of
actions. This attribute is defined as foll ows:

( 1.3.6.1.1.6.2.23
NAME ' pci mActi onOr der’
DESC " An integer indicating the relative order of an action
in the context of a policy rule.’
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Or deri nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 27
S| NGLE- VALUE

)

Note: if the value of the pcimActionOrder field is negative, then it
SHOULD be treated as an error and any policy rule that refers to such
an entry SHOULD be treated as being disabl ed.

The pcimActionDN attribute is a DN that references a reusable policy
action. It is defined as foll ows:

( 1.3.6.1.1.6.2.24
NAME ' pci mActi onDN
DESC ' A DN that references a reusable policy action.’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
SI NGLE- VALUE

)

A DT content rule could be witten to enable an instance of

pci mRul eActi onAssoci ation to have attached to it an instance of the
auxi liary class pci mActi onAuxCl ass, or one of its subclasses. This
woul d be used to formalize the semantics of the

Pol i cyActionl nPol i cyRul e association. Specifically, this would be
used to represent a rule-specific policy action [1].

Simlarly, three separate DIT structure rules could be witten. Each
of these DIT structure rules would refer to a specific nanme formthat
defined two inportant semantics. First, each nane form woul d
identify one of the three possible naming attributes (i.e.

pci mActi onNane, cn, and orderedCl MKeys) for the
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pci mRul eActi onAssoci ati on object class. Second, each nanme form woul d
require that an instance of the pci nRul eActi onAssoci ati on class have
as its superior an instance of the pcinRule class. This structure
rul e should also include a superiorStructureRule (see Note 2 at the
begi nni ng of section 5).

5.7. The Auxiliary C ass pcinConditionAuxC ass

The purpose of a policy condition is to determ ne whether or not the
set of actions (contained in the pcinRule that the condition applies
to) should be executed or not. This class defines the basic

organi zati onal semantics of a policy condition, as specified in [1].
Subcl asses of this auxiliary class can be attached to instances of
three other classes in the PCLS. When a subclass of this class is
attached to an instance of pcinRul eConditionAssociation, or to an

i nstance of pcinmRule, it represents a rule-specific policy condition.
When a subclass of this class is attached to an instance of

pci mPol i cyl nstance, it represents a reusable policy condition

Since all of the classes to which subclasses of this auxiliary class
may be attached are derived fromthe pcinPolicy class, the attributes
of pcinmPolicy will already be defined for the entries to which these
subcl asses attach. Thus, this class is derived directly from"top".

The class definition is as foll ows:

( 1.3.6.1.1.6.1.11 NAME '’ pci nCondi ti onAuxC ass’
DESC ' A class representing a condition to be evaluated in
conjunction with a policy rule.’
SUP top
AUXI LI ARY

5.8. The Auxiliary C ass pci nifPCAuxCl ass

The PCI M defines a tinme period class, PolicyTinmePeriodCondition, to
provi de a neans of representing the tine periods during which a
policy rule is valid, i.e., active. It also defines an aggregati on,
Pol i cyRul eVal i dityPeriod, so that time periods can be associated with
a PolicyRule. The LDAP mapping al so provides two classes, one for
the tinme condition itself, and one for the aggregation.

In the PCCM the tine period class is naned

Pol i cyTi mePeri odCondi ti on. However, the resulting nane of the
auxiliary class in this mapping (pcinTi nePeri odConditi onAuxC ass)
exceeds the length of a name that sonme directories can store.
Therefore, the name has been shortened to pci MfPCAuxCl ass.
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The class definition is as foll ows:

( 1.3.6.1.1.6.1.12 NAME ' pci nTPCAuxC ass’

DESC ' This provides the capability of enabling or disabling
a policy rule according to a predeterm ned schedul e.’

SUP pci mCondi ti onAuxd ass

AUXI LI ARY

MAY ( pci mfPCTime $ pci mrPCMont hOf Year Mask $
pci nMrPCDay Of Mont hvask $ pci niTPCDay Of WeekMask $
pci NMTPCTi meCOf DayMask $ pci niTPCLocal Or Ut cTi e )

)

The attributes of the pci mMTPCAuxC ass are defined as foll ows.

The pci niTPCTi ne attribute represents the tine period that a policy
rule is enabled for. This attribute is defined as a string in [1]
with a special format which defines a tinme period with a starting
date and an endi ng date separated by a forward slash ("/"), as
foll ows:

yyyymddThhmss/ yyyynmmddThhmss

where the first date and tinme nay be replaced with the string
"THI SANDPRI OR' or the second date and tinme may be replaced with the
string "TH SANDFUTURE". This attribute is defined as foll ows:

( 1.3.6.1.1.6.2.25

NAVE ' pci mIrPCTi ne’

DESC ' The start and end tines on which a policy rule is
valid.’

EQUALI TY casel gnor eMat ch

ORDERI NG casel gnor eOr deri nghat ch

SUBSTR casel gnor eSubst ri ngsiat ch

SYNTAX 1.3.6.1.4.1.1466.115. 121.1. 44

SI NGLE- VALUE

)

The value of this attribute SHOULD be checked against its defined
format ("yyyymddThhmss/yyyymddThhnmss", where the first and second
date strings may be replaced with the strings "TH SANDPRI OR' and

"TH SANDFUTURE"). If the value of this attribute does not conformto
this syntax, then this SHOULD be considered an error and the policy
rul e SHOULD be treated as bei ng di sabl ed.

The next four attributes (pci mMPCMont hOf Year Mask,

pci mPCDay O Mont hMask, pci mTPCDayOf WeekMask, and

pci MrPCTi meCf DayMask) are all defined as octet strings in [1].
However, the senmantics of each of these attributes are contained in
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bit strings of various fixed |l engths. Therefore, the PCLS uses a
syntax of Bit String to represent each of them The definition of
these four attributes are as follows.

The pci nTPCMont hOF Year Mask attribute defines a 12-bit mask
identifying the nonths of the year in which a policy rule is valid.
The format is a bit string of length 12, representing the nonths of
the year from January through Decenber. The definition of this
attribute is as foll ows:

( 1.3.6.1.1.6.2.26

NAME ' pci nifPCMont hOf Year Mask’

DESC 'This identifies the valid nonths of the year for a
policy rule using a 12-bit string that represents the
nont hs of the year from January through Decenber.

EQUALI TY bit StringMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.6

S| NGLE- VALUE

)
The value of this attribute SHOULD be checked against its defined
format. |f the value of this attribute does not conformto this

syntax, then this SHOULD be considered an error and the policy rule
SHOULD be treated as being disabl ed.

The pci nTPCMont hOFf DayMask attri bute defines a mask identifying the
days of the nonth on which a policy rule is valid. The format is a
bit string of length 62. The first 31 positions represent the days
of the nonth in ascending order, fromday 1 to day 31. The next 31
positions represent the days of the nonth in descending order, from
the last day to the day 31 days fromthe end. The definition of this
attribute is as foll ows:

( 1.3.6.1.1.6.2.27

NAME ' pci nirfPCDay Of Mont hivask’

DESC 'This identifies the valid days of the nonth for a
policy rule using a 62-bit string. The first 31
positions represent the days of the nonth in ascending
order, and the next 31 positions represent the days of
the nonth in descendi ng order.’

EQUALI TY bit StringMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.6

S| NGLE- VALUE
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The value of this attribute SHOULD be checked against its defined
format. If the value of this attribute does not conformto this
syntax, then this SHOULD be considered an error and the policy rule
SHOULD be treated as being disabl ed.

The pci nTPCDayOf WeekMask attribute defines a mask identifying the
days of the week on which a policy rule is valid. The format is a
bit string of length 7, representing the days of the week from Sunday
through Saturday. The definition of this attribute is as follows:

( 1.3.6.1.1.6.2.28

NAME ' pci nirPCDay Of Week Mask’

DESC 'This identifies the valid days of the week for a
policy rule using a 7-bit string. This represents
t he days of the week from Sunday through Saturday.’

EQUALI TY bit StringMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.6

SI NGLE- VALUE

)
The value of this attribute SHOULD be checked against its defined
format. |f the value of this attribute does not conformto this

syntax, then this SHOULD be considered an error and the policy rule
SHOULD be treated as being disabl ed.

The pci nTPCTi meOf DayMask attri bute defines the range of tines at
which a policy rule is valid. |If the second tine is earlier than the
first, then the interval spans midnight. The format of the string is
Thhmss/ Thhrmss.  The definition of this attribute is as follows:

( 1.3.6.1.1.6.2.29
NAME ' pci nirPCTi meOf Day Mask’
DESC 'This identifies the valid range of tines for a policy
usi ng the format Thhmss/ Thhnmrss. '’
EQUALI TY casel ghor eMat ch
ORDERI NG casel gnoreOrderi nghat ch
SUBSTR casel gnor eSubstri ngsivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.44
S| NGLE- VALUE

)
The value of this attribute SHOULD be checked against its defined
format. |f the value of this attribute does not conformto this

syntax, then this SHOULD be considered an error and the policy rule
SHOULD be treated as being disabl ed.
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Finally, the pci mlfPCLocal O UtcTine attribute is used to choose
between | ocal or UTC tine representation. This is mapped as a sinple
i nteger syntax, with the value of 1 representing local tine and the
value of 2 representing UTC tine. The definition of this attribute
is as foll ows:

( 1.3.6.1.1.6.2.30

NAME ' pci nifPCLocal O Ut cTi e’

DESC ' This defines whether the tinmes in this instance
represent |ocal (value=l) times or UTC (val ue=2)
tinmes.’

EQUALI TY i nt eger Mat ch

ORDERI NG i nt eger Or deri nghat ch

SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 27

S| NGLE- VALUE

)

Note: if the value of the pci miPCLocal O UtcTine is not 1 or 2, then
this SHOULD be considered an error and the policy rule SHOULD be

disabled. If the attribute is not present at all, then all tines are
interpreted as if it were present with the value 2, that is, UTC
tinme.

5.9. The Auxiliary C ass pcinConditionVendor AuxC ass

This class provides a general extension mechanismfor representing
policy conditions that have not been npdeled with specific
properties. Instead, its two properties are used to define the
content and format of the condition, as explained below This class
is intended for vendor-specific extensions that are not anenable to
usi ng pci nCondi tion; standardi zed extensi ons SHOULD NOT use this

cl ass.

The class definition is as foll ows:

( 1.3.6.1.1.6.1.13 NAME '’ pci nCondi ti onVendor AuxCl ass’
DESC ' A class that defines a registered nmeans to describe a
policy condition.’
SUP pci mCondi ti onAuxd ass
AUXI LI ARY
MAY ( pci mvVendor ConstraintData $
pci nvVendor Const r ai nt Encodi ng )

)

The pci nVendor ConstraintData attribute is a nulti-valued attri bute.
It provides a general nechanismfor representing policy conditions
that have not been npdel ed as specific attributes. This information
is encoded in a set of octet strings. The format of the octet
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strings is identified by the OD stored in the
pci nVendor Constrai nt Encodi ng attribute. This attribute is defined as
foll ows:

( 1.3.6.1.1.6.2.31

NAME ' pci nVendor Const rai nt Dat a’

DESC ' Mechani sm for representing constraints that have not
been nodel ed as specific attributes. Their format is
identified by the OD stored in the attribute
pci nVendor Const r ai nt Encodi ng.’

EQUALI TY octet StringMatch

ORDERI NG oct et Stri ngOrderi nghat ch

SYNTAX 1.3.6.1.4.1.1466. 115. 121.1. 40

)

The pci nvendor Constrai nt Encoding attribute is used to identify the
format and semantics for the pcinVendorConstraintData attri bute.
This attribute is defined as foll ows:

( 1.3.6.1.1.6.2.32
NAME ’ pci nVendor Constr ai nt Encodi ng’
DESC "An O D identifying the format and semantics for the
pci nVendor ConstraintData for this instance.’
EQUALI TY obj ectldentifierMatch
SYNTAX 1.3.6.1.4.1.1466.115. 121.1. 38
SI NGLE- VALUE

5.10. The Auxiliary O ass pcimActi onAuxd ass

The purpose of a policy action is to execute one or nore operations
that will affect network traffic and/or systens, devices, etc. in
order to achieve a desired policy state. This class is used to
represent an action to be perforned as a result of a policy rule
whose condition clause was sati sfied.

Subcl asses of this auxiliary class can be attached to instances of
three other classes in the PCLS. Wen a subclass of this class is
attached to an instance of pcinRul eActi onAssociation, or to an
instance of pcinmRule, it represents a rule-specific policy action.
When a subclass of this class is attached to an instance of

pci mPol i cyl nstance, it represents a reusable policy action.

Since all of the classes to which subclasses of this auxiliary class
may be attached are derived fromthe pcinPolicy class, the attributes

of the pcinPolicy class will already be defined for the entries to
whi ch these subcl asses attach. Thus, this class is derived directly
from"top".
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The class definition is as foll ows:

( 1.3.6.1.1.6.1.14 NAME '’ pci mActi onAuxC ass’
DESC ' A class representing an action to be perforned as a
result of a policy rule.’
SUP top
AUXI LI ARY

5.11. The Auxiliary O ass pci mActi onVendor AuxCl ass

The purpose of this class is to provide a general extension nechani sm
for representing policy actions that have not been nodeled with
specific properties. Instead, its two properties are used to define
the content and format of the action, as expl ai ned bel ow.

As its nane suggests, this class is intended for vendor-specific
extensions that are not anenable to using the standard pci mAction
class. Standardi zed extensions SHOULD NOT use this class.

The class definition is as foll ows:

( 1.3.6.1.1.6.1.15 NAME ' pci mActi onVendor AuxCl ass’
DESC ' A class that defines a registered nmeans to describe a
policy action.’
SUP pci mAct i onAuxd ass
AUXI LI ARY
MAY ( pci nVendor Acti onData $ pci nVendor Acti onEncodi ng )

)

The pci nVendor ActionData attribute is a nmulti-valued attribute. It
provi des a general nechanismfor representing policy actions that
have not been nodel ed as specific attributes. This information is
encoded in a set of octet strings. The format of the octet strings
is identified by the OD stored in the pci mVendor Acti onEncodi ng
attribute. This attribute is defined as follows:

( 1.3.6.1.1.6.2.33

NAME ' pci nendor Acti onDat a’

DESC ' Mechanism for representing policy actions that have
not been nodel ed as specific attributes. Their
format is identified by the OD stored in the
attri bute pci nVendor Acti onEncodi ng.’

EQUALI TY octet StringMatch

ORDERI NG oct et Stri ngOrderi nghat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1. 40
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The pci nVendor Acti onEncoding attribute is used to identify the format
and semantics for the pcinvendorActionData attribute. This attribute
is defined as foll ows:

( 1.3.6.1.1.6.2.34
NAME ’ pci nVendor Act i onEncodi ng’
DESC "An O D identifying the format and semantics for the
pci nVendor ActionData attribute of this instance.’
EQUALI TY obj ectldentifierMatch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 38
SI NGLE- VALUE

5.12. The d ass pcinPolicyl nstance

This class is not defined in the PCCM |Its role is to serve as a
structural class to which auxiliary classes representing policy
information are attached when the information is reusable. For
auxiliary classes representing policy conditions and policy actions,
there are alternative structural classes that may be used. See
Section 4.4 for a conplete discussion of reusable policy conditions
and actions, and of the role that this class plays in how they are
represented.

The class definition is as foll ows:

( 1.3.6.1.1.6.1.16 NAME ' pci nPol i cyl nst ance’
DESC ' A structural class to which aux classes contai ning
reusabl e policy information can be attached.’
SUP pci nPol i cy
MAY ( pcinPol i cyl nst anceNane )
)

The pci nPol i cyl nstanceNane attribute is used to define a
user-friendly nanme of this class, and nay be used as a nam ng
attribute if desired. It is defined as foll ows:

( 1.3.6.1.1.6.2.35 NAVE ' pci nPol i cyl nst anceNane’
DESC ' The user-friendly nanme of this policy instance.’
EQUALI TY casel ghor eMat ch
ORDERI NG casel gnoreOrderi ngivat ch
SUBSTR casel gnor eSubstri ngsivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
S| NGLE- VALUE
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A DT content rule could be witten to enable an instance of

pci mPol i cyl nstance to have attached to it either instances of one or
nore of the auxiliary object classes pcinConditionAuxd ass and

pci mActi onAuxCl ass. Since these semantics do not include specifying
any properties, the content rule would not need to specify any
attributes. Note that other content rules could be defined to enable
other policy-related auxiliary classes to be attached to

pci mPol i cyl nst ance.

Simlarly, three separate DIT structure rules could be witten. Each
of these DIT structure rules would refer to a specific nanme formthat
defined two inportant semantics. First, each nane form woul d
identify one of the three possible naming attributes (i.e.

pci mPol i cyl nst anceNanme, cn, and orderedCl MKeys) for this object

class. Second, each name formwould require that an instance of the
pci nPol i cyl nstance class have as its superior an instance of the

pci nRepository class. This structure rule SHOULD al so include a
superiorStructureRule (see Note 2 at the beginning of section 5).

5.13. The Auxiliary O ass pcinEl enent AuxC ass

This class introduces no additional attributes, beyond those defined
in the class pcinPolicy fromwhich it is derived. Its roleis to
"tag" an instance of a class defined outside the real mof policy

i nformati on as represented by PCI M as being neverthel ess relevant to
a policy specification. This tagging can potentially take place at
two | evels:

- Every instance to which pcinEl ement AuxCl ass is attached becones
an instance of the class pcinmPolicy, since pcinEl enent AuxClass is
a subcl ass of pcinmPolicy. Searching for object
class="pcinPolicy" will return the instance. (As noted earlier,
this approach does NOT work for some directory inplenmentations.
To acconmodate these inplenentations, policy-related entries
SHOULD be tagged with the pci nKeyword "POLI CY".)

- Wth the pcinKeywords attribute that it inherits from pcinPolicy,
an instance to which pcinEl ement AuxCl ass is attached can be
tagged as being relevant to a particular type or category of
policy information, using standard keywords,
admi ni strat or-defined keywords, or both.

The class definition is as foll ows:
( 1.3.6.1.1.6.1.17 NAME '’ pci nEl ement AuxC ass’
DESC ' An auxiliary class used to tag i nstances of cl asses

defined outside the realmof policy as relevant to a
particul ar policy specification.’
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SUP pci nPol i cy
AUXI LI ARY

5.14. The Three Policy Repository O asses

These cl asses provide a container for reusable policy information
such as reusabl e policy conditions and/or reusable policy actions.
Thi s docunent is concerned with mapping just the properties that
appear in these classes. Conceptually, this may be thought of as a
special location in the DIT where policy information may reside.
Since pcinRepository is derived fromthe class dl mLAdni nDomai n
defined in reference [6], this specification has a normative
dependency on that elenent of reference [6] (as well as on its entire
derivation hierarchy, which also appears in reference [6]). To
maxi m ze flexibility, the pcinmRepository class is defined as
abstract. A subclass pci mRepositoryAuxC ass provides for auxiliary
attachnment to another entry, while a structural subcl ass

pci mReposi torylnstance is available to represent a policy repository
as a standal one entry.

The definition for the pcinRepository class is as foll ows:

( 1.3.6.1.1.6.1.18 NAME ' pci nRepository’
DESC ' A container for reusable policy information.’
SUP dl mLAdmi nDormai n
ABSTRACT
MAY ( pci nRepositoryName )
)

The pcinRepositoryNane attribute is used to define a user-friendly
nane of this class, and may be used as a nanming attribute if desired.
It is defined as follows:

( 1.3.6.1.1.6.2.36 NAME ' pci nReposi t or yNane’
DESC ' The user-friendly name of this policy repository.’
EQUALI TY casel ghor eMat ch
ORDERI NG casel gnoreOrderi ngivat ch
SUBSTR casel gnor eSubstri ngsivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
S| NGLE- VALUE
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The two subcl asses of pcinRepository are defined as follows. First,
t he pci nRepositoryAuxC ass is an auxiliary class that can be used to
aggregate reusable policy information. It is defined as foll ows:

( 1.3.6.1.1.6.1.19 NAVE ' pci nReposi t or yAuxCl ass’
DESC ' An auxiliary class that can be used to aggregate
reusabl e policy information.’
SUP pci nmRepository
AUXI LI ARY
)

In cases where structural classes are needed instead of an auxiliary
class, the pcinRepositorylnstance class is a structural class that
can be used to aggregate reusable policy information. It is defined
as follows:

( 1.3.6.1.1.6.1. 20 NAME '’ pci nReposi toryl nstance’
DESC ' A structural class that can be used to aggregate
reusabl e policy information.’
SUP pci mRepository
STRUCTURAL
)

Three separate DI T structure rules could be witten for this class.
Each of these DI T structure rules would refer to a specific name form
that enabl ed an instance of the pcinRepository class to be naned
under any superior using one of the three possible nanmng attributes
(i.e., pcinRepositoryNane, cn, and orderedCl MKeys). This structure
rul e SHOULD al so i nclude a superiorStructureRule (see Note 2 at the
begi nni ng of section 5).

5.15. The Auxiliary O ass pcinSubtreesPtrAuxd ass

This auxiliary class provides a single, nmulti-valued attribute that
references a set of objects that are at the root of DI T subtrees
containing policy-related information. By attaching this attribute
to instances of various other classes, a policy adninistrator has a
flexible way of providing an entry point into the directory that
allows a client to |locate and retrieve the policy information
relevant to it.

It is intended that these entries are placed in the DI T such that

wel | - known DNs can be used to reference a well-known structural entry
that has the pcinBubtreesPtrAuxC ass attached to it. In effect, this
defines a set of entry points. Each of these entry points can
contain and/or reference all related policy entries for
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any wel |l -known policy domains. The pcinSubtreesPtrAuxC ass functions
as atag to identify portions of the DIT that contain policy
i nformati on.

Thi s object does not provide the semantic |inkages between individua
policy objects, such as those between a policy group and the policy
rules that belong to it. Its only role is to enable efficient bulk
retrieval of policy-related objects, as described in Section 4.5.

Once the objects have been retrieved, a directory client can
determ ne the semantic |inkages by follow ng references contained in
mul ti-val ued attributes, such as pci nRul esAuxCont ai nedSet .

Since policy-related objects will often be included in the DT
subtree beneath an object to which this auxiliary class is attached,
a client SHOULD request the policy-related objects fromthe subtree
under the object with these references at the sane tine that it
requests the references thensel ves.

Since clients are expected to behave in this way, the policy

adm ni strator SHOULD nmake sure that this subtree does not contain so
many objects unrelated to policy that an initial search done in this
way results in a performance problem The pci nSubtreesPtrAuxd ass
SHOULD NOT be attached to the partition root for a |arge directory
partition containing a relatively few nunber of policy-related
objects along with a | arge nunber of objects unrelated to policy
(again, "policy" here refers to the PCOM not the X 501, definition
and use of "policy"). A better approach would be to introduce a
cont ai ner object inmediately below the partition root, attach

pci mBubtreesPtr AuxC ass to this contai ner object, and then place al
of the policy-related objects in that subtree.

The class definition is as foll ows:

( 1.3.6.1.1.6.1.21 NAME ' pci nSubt reesPt r AuxCl ass’
DESC " An auxiliary class providing DN references to roots of
DI T subtrees containing policy-rel ated objects.
SUP top
AUXI LI ARY
MAY ( pci nBubt r eesAuxCont ai nedSet )
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The attribute pcinSubtreesAuxCont ai nedSet provi des an unordered set
of DN references to instances of one or nore objects under which
policy-related information is present. The objects referenced may or
may not thenselves contain policy-related information. The attribute
definition is as foll ows:

( 1.3.6.1.1.6.2.37
NAME ' pci nSubt r eesAuxCont ai nedSet’
DESC ' DNs of objects that serve as roots for DI T subtrees
contai ning policy-related objects.’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12

)

Note that the cn attribute does NOT need to be defined for this
class. This is because an auxiliary class is used as a nmeans to
collect common attributes and treat them as properties of an object.
A good analogy is a #include file, except that since an auxiliary
class is a class, all the benefits of a class (e.g., inheritance) can
be applied to an auxiliary class.

5.16. The Auxiliary O ass pci ma oupCont ai nment AuxCl ass

This auxiliary class provides a single, nmulti-valued attribute that
references a set of pcinxoups. By attaching this attribute to

i nstances of various other classes, a policy adnministrator has a
flexible way of providing an entry point into the directory that
allows a client to locate and retrieve the pcimaoups relevant to it.

As is the case with pcinRules, a policy administrator night have
several different references to a pcintoup in the overall directory
structure. The pci nta oupCont ai nnent Auxd ass i s the mechani smt hat
makes it possible for the policy adm nistrator to define all these
di fferent references.

The class definition is as foll ows:

( 1.3.6.1.1.6.1. 22 NAME '’ pci n3 oupCont ai nment AuxC ass’
DESC ' An auxiliary class used to bind pcimaoups to an
appropriate contai ner object.’
SUP top
AUXI LI ARY
MAY ( pci nr oupsAuxCont ai nedSet )
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The attribute pci maoupsAuxCont ai nedSet provi des an unordered set of
references to instances of one or nore pcinroups associated with the
i nstance of a structural class to which this attribute has been
appended.

The attribute definition is as foll ows:

( 1.3.6.1.1.6.2.38
NAME ' pci nr oupsAuxCont ai nedSet’
DESC ' DNs of pci mG oups associated in some way with the
i nstance to which this attribute has been appended.’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
)

Note that the cn attribute does NOT have to be defined for this class
for the same reasons as those given for the pcinBSubtreesPtrAuxCl ass
in section 5.15.

5.17. The Auxiliary O ass pcinRul eCont ai nment AuxCl ass

This auxiliary class provides a single, nmulti-valued attribute that
references a set of pcinRules. By attaching this attribute to

i nstances of various other classes, a policy adnministrator has a
flexible way of providing an entry point into the directory that
allows a client to locate and retrieve the pcinRules relevant to it.

A policy adm nistrator m ght have several different references to a
pcimRule in the overall directory structure. For exanple, there

m ght be references to all pcinRules for traffic originating in a
particul ar subnet froma directory entry that represents that subnet.
At the sane tinme, there night be references to all pcinRules rel ated
to a particular DiffServ setting froman instance of a pcinzroup
explicitly introduced as a container for DiffServ-related pcinRul es.
The pci nRul eCont ai nment AuxCl ass is the nechani smthat makes it
possible for the policy administrator to define all these separate
ref erences.

The class definition is as foll ows:

( 1.3.6.1.1.6.1. 23 NAME ' pci nRul eCont ai nnent AuxCl ass’
DESC ' An auxiliary class used to bind pcinRules to an
appropri ate contai ner object.’
SUP top
AUXI LI ARY
MAY ( pci nRul esAuxCont ai nedSet )

Strassner, et al. St andar ds Track [ Page 49]



RFC 3703 Pol i cy Core LDAP Schena February 2004

The attribute pci nmRul esAuxCont ai nedSet provi des an unordered set of
references to one or nore instances of pcinRules associated with the
i nstance of a structural class to which this attribute has been
appended. The attribute definition is as follows:

( 1.3.6.1.1.6.2.39
NAME ' pci nRul esAuxCont ai nedSet’
DESC ' DNs of pci nmRul es associated in sonme way with the
i nstance to which this attribute has been appended.’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
)

The cn attribute does NOT have to be defined for this class for the
same reasons as those given for the pcinSubtreesPtrAuxd ass in
section 5.15.

6. Extending the C asses Defined in This Document

The foll owi ng subsections provide general gui dance on how to create a
domai n-speci fic schena derived fromthis docunent, discuss how the
vendor classes in the PCLS should be used, and explain how

pol i cyTi nePeri odConditions are related to other policy conditions.

6.1. Subcl assing pcinmConditi onAuxC ass and pci mActi onAuxd ass

In Section 4.4, there is a discussion of how, by representing policy
conditions and policy actions as auxiliary classes in a schema, the
flexibility is retained to instantiate a particular condition or
action as either rule-specific or reusable. This flexibility is |ost
if a condition or action class is defined as structural rather than
auxiliary. For standardi zed schemata, this docunent specifies that
domai n-specific informati on MJUST be expressed in auxiliary subcl asses
of pci mConditi onAuxC ass and pci mActi onAuxCl ass. It i s RECOVVENDED
that non-standardi zed schenata follow this practice as well.

6.2. Using the Vendor Policy Attributes

As di scussed Section 5.9, the attributes pci nvendor Constrai nt Data and
pci mVendor Constr ai nt Encodi ng are included in the

pci nCondi ti onVendor AuxCl ass to provide a nmechani smfor representing
vendor-specific policy conditions that are not anmenable to being
represented with the pcimCondition class (or its subclasses). The
attri butes pci nVendor Acti onData and pci nWendor Acti onEncoding in the
pci mAct i onVendor AuxCl ass class play the sane role with respect to
actions. This enables interoperability between different vendors who
coul d not otherw se interoperate.
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For exampl e, imagi ne a network conposed of access devices from vendor
A, edge and core devices fromvendor B, and a policy server from
vendor C. It is desirable for this policy server to be able to
configure and nanage all of the devices fromvendors A and B
Unfortunately, these devices will in general have little in comon
(e.g., different nechanisns, different ways for controlling those
nmechani sns, different operating systens, different commands, and so
forth). The extension conditions provide a way for vendor-specific
commands to be encoded as octet strings, so that a single policy
server can comonly nanage devices fromdifferent vendors.

6.3. Using Tine Validity Peri ods

Time validity periods are defined as an auxiliary subclass of

pci nCondi ti onAuxCl ass, called pci mfPCAuxCl ass. This is to allow
their inclusion in the ANDY OR condition definitions for a pcinRule.
Care should be taken not to subclass pci nifTPCAuxCl ass to add

domai n-specific condition properties.

For example, it would be incorrect to add | Psec- or QS-specific
condition properties to the pci niTPCAuxCl ass cl ass, just because | Psec
or QS includes tine inits condition definition. The correct

subcl assing would be to create |IPsec or QS-specific subclasses of

pci nCondi ti onAuxCl ass and t hen conbi ne instances of these

domai n-specific condition classes with the appropriate validity
period criteria. This is acconplished using the ANDY OR associ ation
capabilities for policy conditions in pcinRules.

7. Security Considerations

The PCLS, presented in this docunent, provides a mapping of the

obj ect-oriented nodel for describing policy information (PCIM into a
data nodel that forns the basic framework for describing the
structure of policy data, in the case where the policy repository
takes the form of an LDAP-accessible directory.

PCLS is not intended to represent any particul ar system design or

i npl ementation. PCLS is not directly useable in a real world system
wi t hout the discipline-specific nappings that are works in progress
in the Policy Framework Working G oup of the | ETF.

These ot her derivative docunents, which use PCOMand its

di sci pline-specific extensions as a base, will need to convey nore
specific security considerations (refer to RFC 3060 for nore

i nformation.)
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The reason that PCLS, as defined here, is not representative of any
real -world system is that its object classes were designed to be

i ndependent of any specific discipline, or policy domain. For
exanple, DiffServ and | Psec represent two different policy domains.
Each docunent that extends PCIMto one of these domains will derive
subcl asses fromthe classes and rel ati onships defined in PCOCM in
order to represent extensions of a generic nodel to cover specific
techni cal donmai ns.

PCl M derived docunents will thus subclass the PCIM classes into

cl asses specific to each technical policy domain (QOCS, |Psec, etc.),
which will, in turn, be mapped, to directory-specific schemata
consistent with the PCLS docunented here.

Even though discipline-specific security requirenents are not
appropriate for PCLS, specific security requirenments MJST be defined
for each operational real-world application of PCIM Just as there
will be a wide range of operational, real-world systens using PCIM
there will also be a wide range of security requirenents for these
systens. Sone operational, real-world systens that are depl oyed
usi ng PCLS nmay have extensive security requirenents that inpact
nearly all object classes utilized by such a system while other
systens’ security requirenments night have very little inpact.

The derivative docunents, discussed above, will create the context
for applying operational, real-world, systemlevel security

requi rements against the various nodels that derive fromPC M
consi stent with PCLS.

In sone real -world scenarios, the values associated with certain
properties, within certain instantiated object classes, may represent
i nformati on associated with scarce, and/or costly (and therefore

val uabl e) resources. It may be the case that these val ues nust not
be disclosed to, or manipul ated by, unauthorized parti es.

Since this docunment forns the basis for the representation of a
policy data nodel in a specific format (an LDAP-accessible
directory), it is herein appropriate to reference the data

nodel -specific tools and nechani snms that are avail able for achieving
the authentication and authorization inplicit in a requirenment that
restricts read and/or read- wite access to these values stored in a
directory.
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General LDAP security considerations apply, as docunented in RFC 3377
[2] . LDAP-specific authentication and authorization tools and

nmechani sns are found in the follow ng standards track docunents,
which are appropriate for application to the nanagenent of security
applied to policy data nodels stored in an LDAP-accessible directory:

- RFC 2829 (Authentication Methods for LDAP)
- RFC 2830 (Lightweight Directory Access Protocol (v3): Extension
for Transport Layer Security)

Any identified security requirements that are not dealt with in the
appropriate discipline-specific information nodel docunents, or in
this docunent, MJUST be dealt with in the derivative data nodel
docunents which are specific to each discipline.

8. | ANA Consi derati ons

Refer to RFC 3383, "Internet Assigned Nunbers Authority (|ANA)
Consi derations for the Lightweight Directory Access Protocol (LDAP)"
[ 16] .

8.1. nject ldentifiers

The | ANA has registered an LDAP Cbject ldentifier for use in this
techni cal specification according to the follow ng tenplate:

Subj ect: Request for LDAP O D Registration

Person & email address to contact for further infornmation:
Bob Mbore (renpore@is.ibm con

Speci fication: RFC 3703

Aut hor/ Change Controller: |ESG

Comment s:
The assigned OD wi |l be used as a base for identifying
a nunber of schema el enments defined in this docunent.

| ANA has assigned an O D of 1.3.6.1.1.6 with the name of pcinSchema
to this registration as recorded in the follow ng registry:

http://ww. i ana. or g/ assi gnnment s/ sm - nunber s
8.2. nject ldentifier Descriptors

The | ANA has registered the LDAP Descriptors used in this technical
specification as detailed in the follow ng tenpl ate:

Subj ect: Request for LDAP Descriptor Registration Update

Descriptor (short nanme): see coment
bj ect Identifier: see comment
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Person & email address to contact for further infornmation:
Bob Mbore (renpore@is.ibm con

Usage: see conment

Speci fication: RFC 3703

Aut hor/ Change Controller: |ESG

Comment s:

The foll owi ng descriptors have been added:

NANVE Type ab

pci nPol i cy

pci m& oup

pci n&r oupAuxCl ass

pci & oupl nst ance

pci mRul e

pci nRul eAuxd ass

pci nRul el nst ance

pci mRul eCondi ti onAssoci ati on
pci nRul eVal i di t yAssoci ati on
pci nRul eActi onAssoci ati on
pci nCondi ti onAuxC ass

pci MTPCAuxC ass

pci nCondi ti onVendor AuxCl ass
pci mAct i onAuxCl ass

pci mAct i onVendor AuxCl ass

pci nPol i cyl nstance

pci nEl enment Auxd ass

pci mRepository

pci mReposi t or yAuxCl ass

pci mReposi toryl nst ance

pci nBubt r eesPt r AuxCl ass

pci n&r oupCont ai nent AuxCl ass
pci nRul eCont ai nment AuxC ass
pci mKeywor ds

pci m& oupName

pci mRul eNane

pci nRul eEnabl ed

pci mRul eCondi ti onLi st Type
pci nRul eCondi ti onLi st

pci mRul eActi onLi st

pci nRul eVal i di t yPeri odLi st
pci nmRul eUsage

pci mRul ePriority

pci nRul eMandat ory

pci nRul eSequencedAct i ons

pci nRol es

pci nCondi ti onG oupNunber

O©CO~NOUIAWNPE

>>r>rr>r>>>>>2>>>00000000000000000000000
o e 2 o e ol ol el el ol ol e e S e o ol ol ol
R L e i i S L L e S L e A i Sl S L L L S S R R R R SR Sl S
o e 2 o e ol ol el el ol ol e e S e o ol ol ol

el il ikl i el il il L S
R R S e e i R S S S R SR AR L R S S R L S

NSRS R AR RS 5 o ol ol ol ol anl ol ol e o e
N
o
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NANVE Type ab

pci mCondi ti onNegat ed A 1.3.6.1.1.6.2.17
pci mCondi ti onNamne A 1.3.6.1.1.6.2.18
pci mCondi ti onDN A 1.3.6.1.1.6.2.19
pci mval i di t yCondi ti onNane A 1.3.6.1.1.6.2.20
pci mTi nePeri odCondi ti onDN A 1.3.6.1.1.6.2.21
pci mAct i onNane A 1.3.6.1.1.6.2.22
pci mActi onOr der A 1.3.6.1.1.6.2.23
pci mAct i onDN A 1.3.6.1.1.6.2.24
pci mMrPCTi e A 1.3.6.1.1.6.2.25
pci mrPCMont hOF Year Mask A 1.3.6.1.1.6.2.26
pci mrPCDay Of Mont hMask A 1.3.6.1.1.6.2.27
pci mrPCDay OF WeekMask A 1.3.6.1.1.6.2.28
pci mMTPCTi meCf Day Mask A 1.3.6.1.1.6.2.29
pci mrPCLocal Or Ut cTi e A 1.3.6.1.1.6.2.30
pci mVendor Const r ai nt Dat a A 1.3.6.1.1.6.2.31
pci nvVendor Const r ai nt Encodi ng A 1.3.6.1.1.6.2.32
pci mVendor Act i onDat a A 1.3.6.1.1.6.2.33
pci mVendor Act i onEncodi ng A 1.3.6.1.1.6.2. 34
pci mPol i cyl nst anceNane A 1.3.6.1.1.6.2.35
pci mReposi t or yNane A 1.3.6.1.1.6.2.36
pci mBubt r eesAuxCont ai nedSet A 1.3.6.1.1.6.2.37
pci m& oupsAuxCont ai nedSet A 1.3.6.1.1.6.2.38
pci mMRul esAuxCont ai nedSet A 1.3.6.1.1.6.2.39

where Type Ais Attribute, Type Ois hjectd ass

February 2004

These assignnments are recorded in the follow ng registry:

http://ww. i ana. or g/ assi gnnment s/ | dap- par anet ers
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10.

Appendi x: Constructing the Value of orderedCl MKeys

Thi s appendi x is non-normative, and is included in this docunent as a
guide to inplenenters that wish to exchange informati on between CI'M
schemat a and LDAP schenat a.

Wthin a Cl M nane space, the nanming is basically flat; all instances
are identified by the values of their key properties, and each
conbi nati on of key values nust be unique. A limted form of

hi erarchical naming is available in M however, by using weak
associ ations: since a weak association involves propagati on of key
properties and their values fromthe superior object to the

subordi nate one, the subordi nate object can be thought of as being
naned "under" the superior object. Once they have been propagat ed,
however, propagated key properties and their values function in
exactly the sane way that native key properties and their val ues do
inidentifying a ClMinstance.

The CI M mappi ng docunent [6] introduces a special attribute,

orderedCl MKeys, to help map fromthe Cl M ManagedEl enment class to the
LDAP cl ass dl mLManagedEl enent. This attribute SHOULD only be used in
an environnment where it is necessary to nmap between an

LDAP- accessi ble directory and a CIMrepository. For an LDAP
environnent, other LDAP naming attributes are defined (i.e., cn and a
class-specific nanming attribute) that SHOULD be used i nstead.

The role of orderedClMKeys is to represent the infornmation necessary
to correlate an entry in an LDAP-accessible directory with an
instance in a Cl M nanme space. Depending on how nam ng of ClMrelated
entries is handled in an LDAP directory, the value of orderedCl MKeys
represents one of two things:

- If the DIT hierarchy does not mrror the "weakness hierarchy" of
the Cl M name space, then orderedCl MKeys represents all the
keys of the CIMinstance, both native and propagat ed.

- If the DIT hierarchy does mirror the "weakness hierarchy" of the
Cl M nane space, then orderedCl MKeys nmay represent either all the
keys of the instance, or only the native keys.

Regar dl ess of which of these alternatives is taken, the syntax of
orderedCl MKeys is the same - a DirectoryString of the form

<cl assNane>. <key>=<val ue>[, <key>=<val ue>] *

where the <key>=<val ue> el enents are ordered by the nanmes of the key
properties, according to the collating sequence for US ASCII. The
only spaces allowed in the DirectoryString are those that fall within
a <value> elenent. As with al phabetizing the key properties, the
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goal of suppressing the spaces is once again to nake the results of
string operations predictable.

The val ues of the <value> elenents are derived fromthe various CIM
synt axes according to a grammar specified in [5].
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