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Abstract

Crediting loyalty points and collecting digital coupons or gift
certificates are conmon functions in purchasing and tradi ng
transactions. These activities can be generalized using the concept
of a "voucher"”, which is a digital representation of the right to

cl ai m goods or services. This docunent presents a Voucher Trading
System (VTS) that circul ates vouchers securely and its term nol ogy;
it lists design principles and requirenents for VTS and the Ceneric
Voucher Language (GVL), with which diverse types of vouchers can be
descri bed.

Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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1. Background

It is often necessary to credit loyalty points, collect digital
coupons or gift certificates, etc, to conplete purchases or other
trading transactions in the real world. The inportance of these
activities is also being recognized in Internet Conmerce. If a
different issuing or collecting systemto handl e such points or
coupons nust be devel oped for each individual application, the

i npl enentation cost will be excessive, inhibiting the use of such
nmechani sns in el ectronic conmerce. Consuners nay al so be forced to
install a nunber of software nodules to handl e these points or
coupons.

A voucher is a digital representation of the right to claimservices
or goods. Using vouchers, a w de-range of el ectronic-val ues,

i ncl udi ng points or coupons, can be handled in a uniformmanner wth
one tradi ng software nodul e.

Thi s docunent presents the term nol ogy and nodel for a Voucher
Tradi ng System (VTS) that circul ates vouchers securely; it also lists
design principles and requirenments for a VIS and the Ceneric Voucher
Language (GVL), with which diverse types of vouchers can be

descri bed.
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2. Termi nol ogy and Model
2.1 Voucher

A voucher is a digital representation of the right to claimgoods or
services. To clarify the difference between vouchers and el ectronic
noney/digital certificates, we introduce a formal definition of
vouchers in this docunent.

Let | be a voucher issuer, H be a voucher holder, P be the
i ssuer’s promise to the voucher holder. A voucher is defined as
the 3-tuple of <I, P, H>

Exanpl es of P are as foll ows:

o Two loyalty points are added to the card per purchase. |If you
collect 50 points, you'll get one itemfree. (Loyalty points)

o Take 10% of f your total purchase by presenting this card.
(Merber shi p card)

o Take 50% of f your total purchase with this coupon. The purchase
transaction uses up the coupon. (Coupon)

o The bearer can access "http://..."

ticket for sales pronotion)

for one nonth free. (Free

0 The bearer can exchange this ticket for the ordered cl ot hes.
(Exchange ticket or Delivery note)

0 Seat nunber A-24 has been reserved for "a-concert” on April 2.
(Event ticket)

Note that P does not need to be described in terms of a natura

| anguage as |long as the contents of the vouchers are specified. For
exanpl e, a set of attribute nanme and val ue pairs described in XM. can
be enployed to define the contents.

2.2 Participants
There are four types of participants in the voucher tradi ng nodel:
i ssuer, holder, collector, and VIS provider. Their roles are as
fol | ows:

| ssuer: Creates and issues a voucher. Quarantees contents of
t he voucher.
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Hol der (or user): Oms the vouchers. Transfers and redeens
t he voucher to other users or collector.

Col l ector (or exam ner): Collects or exam nes the voucher and
i mpl ements its promise. In general, conpensated by goods or
servi ces rendered.

VTS Provider: Provides a VIS and guarantees that a particul ar
voucher is not assigned to rmultiple holders or used multiple tines
unl ess permtted for that voucher type.

The |1 OTP nodel [I1OTP] includes merchant, deliverer, consunmer and

ot her participants. They take various roles in the settlenent
because a nerchant, for exanple, can be considered as an issuer, or
hol der dependi ng on whet her the merchant creates the voucher

her/ hinsel f or purchases it froma whol esal er or manufacturer. A
merchant can also be a collector if the shop collects gift
certificate or coupons.

2.3 Voucher Trading System (VTS)

A voucher is generated by the issuer, traded anong hol ders (users),
and finally is collected by the collector:

<l, P, B <l, P, H> <, P, H>
| ssuer | -------- > User H--------- > User H --------- > Col | ector
| ssue Transfer Redenpti on

Figure 1. Life cycle of vouchers

The VTS provider supplies a VIS that enabl es vouchers to be
circul ated anong the participants securely.

A formal definition of VIS is as foll ows:

A voucher trading system (VTS) is a systemthat |ogically nanages
a set of valid vouchers WS, which is a subset of {<I, P, H> | |
inlS PinPS Hin HS} where ISis the set of issuers, PSis the
set of promi ses, and HS is the set of holders; VIS prevents them
from being nodified or reproduced except by the follow ng three
transactions: issue, transfer, and redenption. The initial state
of the WS is an enpty set.

Note that this does not inply that WS is stored physically in a

centralized database. For exanple, one inplenmentation may store
vouchers in distributed smart cards carried by each hol der [TO0O],
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or may store themin multiple servers managed by each issuer or
trusted third parties. This is a trust policy and/or
i mpl ement ation i ssue [ MF99].

| ssue
An issue transaction is the action that creates the tuple of <l
P, H> and adds it to the WS with the issuer’s intention.

Tr ansf er
A transfer transaction is the action that rewites the tuple of
<I, P, B (in WS) as <I, P, H> (H>H ) to reflect the original
hol der H s intention

Redenpti on
There are two redenption transactions: presentation and
consunpti on.

A presentation transaction is the action that shows the tuple of
<I, P, B (in WS) to reflect the holder Hs intention. 1In this
case, the ownership of the voucher is retained when the voucher is
redeened, e.g., redenption (presentation) of |icenses or

passports.

A consunption transaction is the action that deletes the tuple of
<l, P, B (in WS) to reflect the holder Hs intention and
properties of the voucher. The ownership of the voucher may be
voi ded or the number of tinmes it is valid reduced when the voucher
is redeened, e.g., redenption of event tickets or tel ephone cards.

Note that one or nore of these transactions can be executed as part
of the sanme | OTP purchase transaction. See details in Section 6.

3. VTS Requirenents
A VTS nmust neet the follow ng requirenents

(1) It MJUST handl e diverse types of vouchers issued by different
i ssuers.

(2) It MIUST prevent illegal acts such as alteration, forgery, and
reproduction, and ensure privacy.

(3) It MIST be practical in terns of inplenentation/operation cost
and efficiency.

Each of these requirenents is discussed below in detail.
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3.1 Capability of handling diversity
(a) Different issuers
Unlike a digital cash systemthat handles only the currency issued by
a specific issuer such as a central bank, the voucher trading system
MUST handl e vouchers issued by nmultiple issuers.
(b) Various types of vouchers
Unlike a digital cash systemthat only handles a currency, the system
MJST handl e various types of vouchers, such as gift certificates,
coupons, and loyalty points.

3.2 Ensuring security

(c) Preventing forgery

Only the issuer can cause a valid voucher to be issued. It MJST NOT
be possible for other parties to cause a valid voucher to be created.

(d) Preventing alteration

Voucher MJST NOT be altered during circul ati on except that the
transfer transaction, in which the voucher holder is rewitten, is
permitted. Only the current holder can initiate a transfer
transacti on.

(e) Preventing duplicate-redenption

A voucher MUST NOT be redeenabl e once it has been consuned (the
result of sone redenption transactions). Only the holder can
initiate a redenption transaction

(f) Preventing reproduction

Voucher MJUST NOT be reproduced while in circulation. That is, there
nmust be only one valid hol der of any particul ar voucher at any
particul ar time.

(g) Non-repudiation

It SHOULD NOT be possible to the issuer to repudiate the issuance, or

the holder to repudiate the transfer or redenption of a voucher,
after it is issued, transferred or redeened.
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(h) Ensuring privacy

Current and previous holders of a voucher SHOULD be conceal ed from
someone coning into possession of the voucher.

(i) Trust manageability
If a wide variety of vouchers are in circulation, it m ght be
difficult for users to judge whether a voucher can be trusted or not.
To assi st such users, a trust nmanagenent function that verifies the
authenticity of a voucher SHOULD be support ed.

3.3 Ensuring practicality
(j) Scalability

A single centralized broker that sells all types of vouchers, or a

centralized authority that authenticates all issuers or other
partici pants, SHOULD NOT be assunmed. A systemthat relies on a
single centralized organi zation is excessively frail; failure in that

organi zati on causes conpl ete systemfailure.
(k) Efficiency
It MJUST be possible to inplenment VIS efficiently. Many applications

of vouchers, e.g., event ticket or transport passes, require high
perfornmance, especially when the voucher is redeened.

(') Sinmplicity
It SHOULD be possible to inplenment VIS sinply. Sinplicity is

i nportant to reduce the cost of inplenentation. It is also inportant
i n understandi ng the system which is necessary for trust in the
system

4. Scope of VTS Specifications

To inplement a VTS, Voucher Trading Protocol (VTP), VTS Application
Progranm ng Interface (VIS-API), and Ceneric Voucher Language (GVL)
must be devel oped. The objectives, benefits, and limtations of

st andardi zati on for each specification are discussed bel ow.

4.1 Voucher Tradi ng Protocol
To achieve interoperability anmong nmultiple VISs devel oped by
i ndependent VTS Providers, standard protocols for issuing,

transferring, or redeem ng vouchers will be needed. However, there
are several ways of inplenmenting VIS. For discount coupons or event
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tickets, for exanple, the smart-card-based decentralized offline VTS
is often preferred, whereas for bonds or securities, the centralized
online VIS may be preferred. It is inpractical to define any
standard protocol at this nonent.

4.2 VTS API

To provide freedomin ternms of VIS selection for issuers and
application devel opers, a standard Voucher Tradi ng System Application
Progranm ng Interface (VIS-API) that can encapsul ate VTS

i npl enent ati ons should be specified. It allows a caller application
to issue, transfer, and redeem voucher in a uniform manner
i ndependent of the VTS inplenentation. Basic functions, i.e., issue,

transfer, and redeem provided by VIS-API can be straightforwardly
derived fromthe VTS nodel described in this docunment. Mre design
details of the VIS-API will be discussed in a separate docunment or a
separate VTS-API specification

4.3 Ceneric Voucher Language

5.

To satisfy the diverse requirenents placed on VIS (see Section 3), a
standard CGeneric Voucher Language (GVL) that realizes various voucher
properties shoul d be specified. This approach ensures that VIS is
application independent. The |anguage should be able to define

di verse Promi ses P of the voucher <I, P, H> to cover tickets,

coupons, loyalty points, and gift certificates uniformy. Specifying
| and His a VIS inplenentation issue and can be achi eved by using a
public key, hash of a public key, URI or other names with scope rule.

In the followi ng section, we discuss GVL Requirenments in detail

GVL Requirenents

5.1 Senmantics

Semantics supported by the | anguage and their requirenents |evels are
described below in detail.

(a) Vvalidity control

The invalidation (punching) nethod that is executed when the voucher

i s redeened depends on the type of the voucher. For exanple, a
loyalty point will be invalidated if the point is redeemed but a
menber ship card can be used repeatedly regardl ess of the nunber of
times presented. The | anguage MJST be able to define how validity is
nmodi fied. Additionally, the | anguage MJUST be able to define the
validity period, start date and end date.
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(b) Transferability control

Sone types of vouchers require transferability. The |anguage MJST be
able to specify if a voucher can be transferred.

(c) Crculation contro

Dependi ng on the type of the voucher, various circulation
requirements or restrictions nust be satisfied [F99], for exanple,
only qualified shops can issue particular vouchers or only a certain
servi ce provider can punch (invalidate) particular vouchers. The

| anguage SHOULD be able to specify such circul ation requirenents.

(d) Anonymity contro

Different types of voucher will require different |evels of
anonymty. The | anguage SHOULD be able to achieve the required |evel
of anonymity.

(e) Understandability

The terns and description of a voucher SHOULD be objectively

understood by the participants, because this will contribute to
reduci ng the nunber of disputes on the interpretation of the vouchers
prom sed.

(f) State manageability

Sone types of vouchers have properties the val ues of which may change
dynamically while in circulation, e.g., paynment status, reservation
status, or approval status. The |anguage MAY support the definition
of such properties.

(g) Conposability
Sone types of vouchers consist of several sub-vouchers, which may be
i ssued separately fromthe original vouchers typically because the
vouchers are issued by different organizations or issued at different
times. The | anguage MAY support conmpound vouchers conposed of
mul ti pl e sub-vouchers.

5.2 Synt ax

To achi eve consistency with other rel ated standards shown bel ow, the
syntax of the | anguage MJST be based on XM. [ XM].
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The | anguage syntax MJST enabl e any application-specific property,
e.g., seat nunber, flight nunber, etc. to be defined. A schema
definition |l anguage that can be translated into application-specific
DTDs may be needed.

5.3 Security

The | anguage MUST provide the paraneters necessary to establish
security. Security requirenments, however, mainly follow VTS
requi rements described in Section 3 rather than GVL requirenents.

5.4 Efficiency

The vouchers may be stored in a snmart card or PDA with a restricted
amount of nenory. Large definitions may incur long transfer and
processing times, which may not be acceptable. The | anguage SHOULD
enabl e the efficient definition of vouchers

5.5 Coordi nati on

The | anguage specification SHOULD be consistent with the foll ow ng
speci fications:

(1) Internet Open Trading Protocol v1.0 [|OTP]

(2) XM.-Signature [ XM.DSI G

(3) Extensible Markup Language (XM.) Reconmendati on [ XM.]
(4) ECWM Version 2 [ ECM]

5.6 Exanple of GVL

An exanpl e of a voucher definition in G/ is described below. This
exanmpl e defines a five dollar discount coupon for specific

mer chandi se, a book wi th I SBN nunber 0071355014. This coupon is
circulated using a VTS called "Voucher Exchanger". To claimthis

of fer, one coupon nust be spent. The coupon is valid fromApril 1st
in 2001 to March 31st in 2002

<?xm version="1.0"?>
<Voucher xm ns="urn:ietf:parans: xm :schema: vts-|ang"
xm ns: vts="http://ww. exanpl e. com vt s" >
<Titl e>l OTP Book Coupon</Title>
<Descri ption>$5 of f | OTP Book</ Descri pti on>
<Provi der name="Voucher Exchanger">
<vts: Versi on>VE2. 31</ vt s: Ver si on>
</ Provi der >
<Val ue type="di scount" spend="1">
<Fi xed anount="5" currency="USD"'/ >
</ Val ue>
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<Mer chandi se>
<bk: Book xm ns: bk="http://ww. exanpl e. coni bk"
bk: i sbn="0071355014"/ >
</ Mer chandi se>
<Val i dPeri od start="2001-04-01" end="2002-03-31"/>
</ Voucher >

Appl i cation Scenari os

This section describes, as a typical electronic conmerce exanple

i nvol ving advertisenent, paynment, and delivery transactions, the use
of vouchers and VTS, and shows that vouchers can be used as an
effective way to coordinate autononous services that have not yet
establ i shed trust anong each other.

Figure 2 shows a typical electronic conmerce exanple of a consumner
searching for goods or services and maki ng a purchase:

------------------------------------------- > Ad |
| (1) Acquire a coupon | Agency |
I __________
| (2) Send paynent information = ----------
I > Paynment |
| | Acquire a gift certificate | Handler |
SR R
v. v (3) Transfer the coupon &

---------- gift certificate Ry
| Consumer | <------cmmcoomm e >| Merchant |
---------- Acquire an exchange ticket & Ry

A | oyalty points

| (4) Transfer the exchange ticket ~—  ----------
------------------------------------------- >| Deliverer|
Supply goods or services | Handler |

Figure 2. Application exanple of vouchers

(1) Use a search engine to find the desired goods or services and
acquire a coupon froman ad agency that represents the right to
purchase the goods or services at a discounted pri ce.

(2) Acquire a gift certificate froma paynment handl er in exchange for
cash or paynent information.
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(3) Transfer the coupon and gift certificate to the nerchant, and in
exchange acquire an exchange ticket and |oyalty points.

(4) Transfer the exchange ticket to the deliverer handl er and receive
t he goods or services.

In this exanple, the coupon, gift certificate, and exchange ticket
each represent the nedia that yields the above four transactions.

Note that it is not necessary to trust the participants involved in
the transactions, but to trust the vouchers thenselves. |n other
words, there is no need to exchange contracts anbng the participants
bef orehand if the vouchers thensel ves are trusted.

Take the exchange ticket as an exanple; even if the delivery handler
does not trust the consuner, the nerchant that issued the exchange
ticket is trusted, and if the VIS guarantees that there is no
duplication in the tradi ng process of the exchange ticket, there is
no problemin swapping the exchange ticket for the goods or services.
In the sane way, even if the nmerchant does not trust the delivery
handl er, the issuance of the exchange ticket can be verified, and if
the VTS guarantees that there is no duplication in the trading
process of the exchange ticket, there is no problemin swapping the
exchange ticket for the goods or services (Fig. 3). |In other words,
if there is trust in the issuer and the VIS, trust anong the
participants involved in the transactions is not required.

Exchange Exchange
---------- ticket ---------- ticket R
| Consumer |-------- > Delivery [-------- >| Merchant |
| | <-------- | Handler |<-------- | |
---------- Goods or ---------- (Goods oOr ----------
services services

Figure 3. Coordination of untrusted participants
usi ng exchange ticket

In general, it is nore difficult to trust individuals than conpanies,
so this characteristic of VISis especially inportant.

Mor eover, the transactions involving vouchers have desirable features
with respect to privacy protection. For exanple, in the above
exchange ticket scenario, the consunmer can designate the delivery
service for hinself, so the nerchant does not even need to know any
personal information such as the delivery address. Furthernore, by
desi gnating a conveni ence store etc. as the receiving point, the
delivery service does not need to know the address of the consumer
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7. Q& A
- Is it possible to inplenent a VIS using digital certificates?

If transferability is not required, a voucher can be easily
i mpl enented as a digital certificate, i.e., Signed_I(l, P, H,

where the phrase "Signed_|" nmeans that the entire bl ock is signed
by the issuer’s digital signature. |If transferability is
required, then His changed during the transfer, i.e., the

signature is broken. Additionally, online data base checking or
tanper-resistant devices are required to prevent duplicate-
redenpti on.
- Wiat is the difference fromdigital-cash?
VTS nmust handl e various types of vouchers, such as gift
certificates, coupons, or loyalty points unlike a digital cash
system whi ch handl es only currency. Additionally, vouchers are
i ssued by different issuers.
- Is it possible to support "digital property rights?
Digital property rights can be represented as a voucher and can be
traded using VIS. However, sone protected rendering system woul d
be required to regenerate the digital contents securely in order
to support digital property rights. These requirenments are out of
scope of VTS
8. Security Considerations
Security issues are discussed in Section 3.2 and 5. 3.
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Ful I Copyright Statenent
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Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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