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Abstract

Thi s docunent describes the authentication of Internediate Systemto
Internmedi ate System (1S-1S) Protocol Data Units (PDUs) using the
Hashed Message Aut hentication Codes - Message Digest 5 ( HVAC MD5)
algorithmas found in RFC 2104. SIS is specified in International
St andards Organi zation (1SO 10589, with extensions to support
Internet Protocol version 4 (1Pv4) described in RFC 1195. The base
speci fication includes an authentication nmechanismthat allows for
mul ti ple authentication algorithnms. The base specification only
specifies the algorithmfor cleartext passwords.

Thi s docunent proposes an extension to that specification that allows
the use of the HMAC- MD5 aut hentication algorithmto be used in
conjunction with the existing authentication nmechani sns.

1. Introduction

The 1S-1S protocol, as specified in | SO 10589 [1], provides for the
aut hentication of Link State PDUs (LSPs) through the inclusion of
authentication infornmation as part of the LSP. This authentication
information is encoded as a Type-Length-Value (TLV) tuple. The use
of 1S-1Sfor IPv4 networks is described in [3].

The type of the TLV is specified as 10. The length of the TLV is
variable. The value of the TLV depends on the authentication
algorithmand rel ated secrets being used. The first octet of the
value is used to specify the authentication type. Type 0 is
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reserved, type 1 indicates a cleartext password, and type 255 is used
for routing domain private authentication nethods. The remai nder of
the TLV value is known as the Authentication Val ue.

Thi s docunent extends the above situation by allocating a new

aut henti cation type for HVAC-MD5 and specifying the algorithnms for
the conputation of the Authentication Value. This docunment also
describes nodifications to the base protocol to ensure that the

aut henti cati on nmechani snms described in this docunent are effective.

This docunent is a publication of the IS-1S Wrking Goup within the
| ETF, and is a contribution to | SO |EC JTC1/ SC6, for eventual
inclusion with | SO 10589.

Aut henti cati on Procedures

The aut hentication type used for HVAC-MD5 is 54 (0x36). The length
of the Authentication Value for HVAC-MD5 is 16, and the length field
inthe TLV is 17.

The HVAC-MD5 algorithmrequires a key K and text T as input [2]. The
key Kis the password for the PDU type, as specified in | SO 10589.
The text Tis the 1S 1S PDU to be authenticated with the

Aut henti cation Value field inside of the Authentication Information
TLV set to zero. Note that the Authentication Type is set to 54 and
the length of the TLV is set to 17 before authentication is conputed.
When LSPs are aut henticated, the Checksum and Remaining Lifetine
fields are set to zero (0) before authentication is conputed. The
result of the algorithmis placed in the Authentication Value field.

When cal cul ating the HVAC- MD5 result for Sequence Nunber PDUs, Leve

1 Sequence Number PDUs SHALL use the Area Authentication string as in
Level 1 Link State PDUs. Level 2 Sequence Nunmber PDUs shall use the
domai n authentication string as in Level 2 Link State PDUs. 1S-1S
HELLO PDUs SHALL use the Link Level Authentication String, which MAY
be different fromthat of Link State PDUs. The HMAC-MD5 result for
the 1S-1S HELLO PDUs SHALL be cal cul ated after the Packet is padded
to the MIU size, if padding is not disabled. Inplenentations that
support the optional checksumfor the Sequence Nunmber PDUs and |IS-1S
HELLO PDUs MJST NOT i ncl ude the Checksum TLV.

To aut henticate an incoming PDU a system should save the val ues of
the Authentication Value field, the Checksum and the Remai ning
Lifetine field, set these fields to zero, conpute authentication, and
then restore the values of these fields.
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An inplementation that inplements HVAC- MD5 aut henticati on and
recei ves HVAC- MD5 Aut hentication Information MJST discard the PDU if
the Authentication Value is incorrect.

An inplementati on MAY have a transition node where it includes HVAC
MD5 Aut hentication Information in PDUs but does not verify the HVAC
MD5 aut hentication information. This is a transition aid for
networks in the process of deploying authentication.

An inplementati on MAY check a set of passwords when verifying the
Aut hentication Value. This provides a nechanismfor increnmentally
changi ng passwords in a network.

An inplenmentation that does not inplenment HVAC- MD5 aut henticati on MAY
accept a PDU that contains the HVAC- MD5 Aut hentication Type. | Ses
(routers) that inplement HVAC- MD5 aut hentication and initiate LSP
purges MJST renove the body of the LSP and add the authentication
TLV. |Ses inplenmenting HVAC- MD5 aut henticati on MJST NOT accept

unaut henticated purges. |Ses MJST NOT accept purges that contain
TLVs other than the authentication TLV. These restrictions are
necessary to prevent a hostile systemfromreceiving an LSP, setting
the Remaining Lifetine field to zero, and flooding it, thereby
initiating a purge without know ng the authenticati on password.

2.1 Inplementation Considerations

Li

There is an inplenmentation issue just after password rollover on an
| S-1S router that m ght benefit from additional conmentary.
| medi ately after password rollover on the router, the router or 1IS-

| S process may restart. |If this happens, this causes the LSP
Sequence Nunber restarts fromthe value 1 using the new password.
However, neighbors will reject those new LSPs because the Sequence

Nunber is smaller. The router can not increase its own LSP Sequence
Nurmber because it fails to authenticate its own old LSP that

nei ghbors keep sending to it. So the router can not update its LSP
Sequence Number to its neighbors until all the neighbors tine out all
of the original LSPs. One possible solution to this problemis for
the 1S-1S process to detect if any inbound LSP with an authentication
failure has the |l ocal System | D and al so has a hi gher Sequence Numnber
than the IS-1S process has. In this event, the IS 1S process SHOULD
increase its own LSP Sequence Number accordingly and re-flood the
LSPs. However, as this scenario could also be triggered by an active
attack by an adversary, it is recormmended that a counter also be kept
on this case to nitigate the risk fromsuch an active attack
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Security Considerations

Thi s docunent enhances the security of the IS-1S routing protocol.
Because a routing protocol contains information that need not be kept
secret, privacy is not a requirenment. However, authentication of the
nmessages within the protocol is of interest, to reduce the risk of an
adversary conpronising the routing systemby deliberately injecting
false information into the routing system

The technol ogy in this docunment provides an authentication nmechani sm
for 1S-1S. The nmechani sm described here is not perfect and does not
need to be perfect. Instead, this mechanismrepresents a significant
increase in the work function of an adversary attacking the I1S-IS
protocol, while not causing undue inplenmentation, deploynment, or
operational conplexity.

Thi s nechani sm does not prevent replay attacks, however, in nopst
cases, such attacks would trigger existing mechanisnms in the 1S1S
protocol that would effectively reject old information. Denial of
service attacks are not generally preventable in a useful networking
protocol [4].

Changes to the authentication nmechani sm described here (primarily:

to add a Key-I1D field such as OSPFv2 and RI Pv2 have) were consi dered
at sone length, but ultimtely were rejected. The mechani sm here was
al ready widely inplenented in 1999. As of this witing, this
mechanismis fairly widely deployed within the users interested in
cryptographi c authentication of 1S-1S. The inprovenent provided by

t he proposed revised nechani smwas not |arge enough to justify the
change, given the installed base and | ack of operator interest in
depl oyi ng a revi sed nechani sm

I f and when a key managenent protocol appears that is both widely

i npl emrented and easily deployed to secure routing protocols such as
IS-1S, a different authentication nmechanismthat is designed for use
with that key managenent schema coul d be added if desired.

If a stronger authentication were believed to be required, then the
use of a full digital signature [5] would be an approach that shoul d
be seriously considered. It was rejected for this purpose at this
ti me because the conputational burden of full digital signatures is
bel i eved to be much higher than is reasonable given the current
threat environment in operational comrercial networks.
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Ful I Copyright Statenent

Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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