Net wor k Wor ki ng Group P. Savol a
Request for Comments: 3627 CSC/ FUNET
Cat egory: I nfornmational Sept ember 2003

Use of /127 Prefix Length Between Routers Considered Harnfu
Status of this Meno

This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (2003). Al Rights Reserved.
Abstract

In sone cases, the operational decision my be to use |IPv6 /127
prefix lengths, especially on point-to-point |links between routers.
Under certain situations, this may |lead to one router claimng both
addresses due to subnet-router anycast being inplenented. This
docunent di scusses the issue and offers a couple of solutions to the
probl em nevertheless, /127 shoul d be avoi ded between two routers.

1. Introduction

[ ADDRARCH] defines Subnet-router anycast address: in a subnet prefix
of n bits, the last 128-n bits are all zero. It is neant to be in
use of any one router in the subnet.

Even though having prefix length |onger than /64 is forbidden by

[ ADDRARCH] section 2.4 for non-000/3 unicast prefixes, using /127
prefix length has gained a | ot of operational popularity; it seens
like that these prefix Iengths are being used heavily in point-to-
point Iinks. The operational practise has often been to use the

| east anmount of address space especially in the presence of a large
nunber of point-to-point links; it may be unlikely that all of these
links would start to use /64’s. Using /127 has al so ot her
operational benefits: you al ways know whi ch address the other end
uses, and there is no "ping-pong" [PINGPONG problemw th ol der | CwW
i npl enentations (fixed nowin [ICWv3]).
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2. Scope of this Meno

This nenp does not advocate the use of long prefixes, but brings up
problenms for those that do want to use them for one reason or
anot her.

Det ai |l ed di scussion on what is the "right" solution is out of the
scope; it is not the goal of this meno to try to find the "best"
addr essing sol ution for everyone.

3. Problemwth /127 and Two Routers

Note that this problem does not exist between a router and a host,
assum ng the PREFI X::0/127 address is assigned to the router.

Using /127 can be especially harnful on a point-to-point |ink when
Subnet -rout er anycast address is inplenented. Consider the follow ng
sequence of events:

1. Router A and Router B are connected by a point-to-point |ink.
2. Neither has anything configured or set up on this Iink.

3. 3ffe:ffff::1/127 address is added to Router A, now it perforns
Dupl i cate Address Detection (DAD) [NDISC] for 3ffe:ffff::1.
Rout er A al so adds the Subnet-router anycast address
3ffe:ffff::0/127. (DAD is not perforned for anycast addresses.)

4. Now Router B has been planned and configured to use
ffe:ffff::0/127 as its unicast |Pv6 address, but adding it will
fail DAD, and Router B does not have any address.

Simlar scenarios also happen during router reboots, crashes and
such.

The usability of subnet-router anycast address between two routers on
a point-to-point link is very questionable, but it is still a
mandat ed feature of [ ADDRARCH]. Wb rkarounds for this are presented
in the next section.

As of yet, this kind of unexpected behavior hasn’'t been seen at |arge

per haps because the Subnet-router anycast address hasn't been
i npl enented or too wi dely used.
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4.

1

2.

Savol a

Sol uti ons

One could use /64 for subnets, including point-to-point |inks.

One could use only link-local addresses, but that nmay nake network
mai nt enance and debuggi ng i npractical at |east in bigger networks;
for exanple, "traceroute" can only return a list of nodes on the
path, not the links which would have been used.

Failing that, /126 does not have this problem and it can be used
safely on a point-to-point link (e.g., using the 2nd and the 3rd
address for unicast). This is anal ogous to using /30 for |Pv4.
Using two /128 addresses is also one, though often cunbersone,
approach. Naturally, not rmuch would be lost if even a shorter
prefix was used, e.g., /112 or /120.

The author feels that if /64 cannot be used, /112, reserving the
|ast 16 bits for node identifiers, has probably the |east anount
of drawbacks (al so see section 3).

[ ADDRARCH] coul d be revised to state that Subnet-router anycast
address should not be used if the prefix length of the Iink is not
/64 (or even longer than /120). This does not seemlike a good
approach, as we should avoi d naki ng assunpti ons about prefix
lengths in the specifications, to maintain future flexibility.

Al so, in sone cases, it night be usable to have a Subnet-router
anycast address in some networks with a | onger prefix |ength.

A nore conservative (inplenentation) approach woul d be not using
Subnet -router anycast addresses in subnets with a prefix |ength of
/127 if there are only two routers on the link: this can be
noticed with [NDISC] 'Router’ bit in Neighbor Advertisenent
nmessages. However, this seens to overload the functionality of
"R bit, so it does not |ook |ike a good approach in the |ong run.

It’s also possible to inprove inplenmentations: if /127 is used on
a point-to-point link, never claimtwo addresses. This has the
drawback that even if the router using the conbi ned uni cast and
anycast address is down, the packets to subnet-router anycast
address will be lost as the other cannot claimthe address. This
approach mght lead to unpredictability which would be hard to
trace when debuggi ng problens. However, this would normally be an
i ssue only when the Subnet-router anycast address is used from
outside of the link; usually, this cannot be done reliably as the
prefix length or EU 64 u/g bits cannot be known for certain.

There are other problens with an address bei ng anycast and uni cast
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6.

6.

1.

too: use of it as a source address, whether to use unicast or
anycast senmantics in [NDI SC], and others: allow ng this behavior
woul d seemto only add a lot of conplexity to the inplenmentations.

1) is definitely the best solution, wherever it is possible. 2) may
be usable in some scenarios, but in larger networks (where the nost
often the desire would be to use |longer prefix length) it may be
deened very inpractical. There are sonme situations where one of
these may not be an option; then an operational work-around for this
operational problem that is 3), appears to be the best course of
action. This is because it may be very difficult to know whet her al
i npl emrent ati ons inplenent some checks, like ones described in 4) or
5).

O her Problenms with Long Prefixes
These issues are not specific to /127

One shoul d note that [ ADDRARCH| specifies universal/local bits (u/g),
which are the 70th and 71st bits in any address from non-000/3 range.
When assigning prefixes |onger than 64 bits, these should be taken
into consideration; in alnbpst every case, u should be 0, as the | ast
64 bits of along prefix is very rarely unique. 'G is stil

unspeci fied, but defaults to zero. Thus, all prefixes with u or g=1
shoul d be avoi ded.

[ M PV6] specifies "Mbile |IPv6 Home- Agents" anycast address which is
used for Home Agent Discovery. |n consequence, 7 last bits of have
been reserved in [ ANYCAST] of every non-000/3 non-nulticast address,
simlar to [ ADDRARCH]. Thus, at least /120 would seemto nake sense.
However, as the sender nust know the destination’s prefix |ength,
this "reserved anycast addresses" nmechanismis only applicable when
the sender knows about the link and expects that there is a service

it needs there. In the case of e.g., /126 between routers, the only
to node to be found on this Iink would be the other router, so the
nmechani sm does not seemuseful. At |least, Mbile | Pv6 Hone Agent

Di scovery should not be perfornmed if the prefix length is |onger than
/ 120.
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7. Security Considerations
Beyond those already existing in other specifications, solution 4)
m ght lead to denial of service in the case that one router is down:
t he packet to subnet-router anycast address woul d be | ost.
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10. Full Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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