Net wor k Wor ki ng Group S. Mori ai
Request for Comments: 3657 Sony Conputer Entertai nnment |nc.
Cat egory: Standards Track A. Kato
NTT Software Corporation

January 2004

Use of the Canellia Encryption Al gorithm
in Cryptographic Message Syntax (CMS)

Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
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Abstract
Thi s docunent specifies the conventions for using the Canellia
encryption algorithmfor encryption with the Cryptographic Message
Synt ax (CMVS).
1. Introduction
Thi s docunent specifies the conventions for using the Canellia
encryption algorithm[CanelliaSpec] for encryption with the
Crypt ographi ¢ Message Syntax (CvM5) [CMS]. The rel evant obj ect
identifiers (O Ds) and processing steps are provided so that Canellia
may be used in the CMB specification (RFC 3369, RFC 3370) for content
and key encryption.

Note: This work was done when the first author worked for NIT.
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1.1. Canellia

Canellia was jointly devel oped by N ppon Tel egraph and Tel ephone
Corporation and Mtsubishi Electric Corporation in 2000. Canellia
specifies the 128-bit bl ock size and 128-, 192-, and 256-bit key
sizes, the sane interface as the Advanced Encryption Standard (AES).
Canellia is characterized by its suitability for both software and
hardware inpl enentations as well as its high level of security. From
a practical viewpoint, it is designed to enable flexibility in

sof tware and hardware inpl enentati ons on 32-bit processors w dely
used over the Internet and nany applications, 8-bit processors used
in smart cards, cryptographic hardware, enbedded systenms, and so on
[Canel | i aTech]. Moreover, its key setup tinme is excellent, and its
key agility is superior to that of AES.

Canel l'ia has been scrutinized by the wide cryptographic comunity
during several projects for evaluating crypto algorithns. In
particular, Canellia was selected as a recommended crypt ographic
primtive by the EU NESSI E (New Eur opean Schemnes for Signatures,
Integrity and Encryption) project [NESSIE] and al so included in the
list of cryptographic techniques for Japanese e- Governnent systens
whi ch were selected by the Japan CRYPTREC ( Crypt ography Research and
Eval uati on Conmittees) [CRYPTREC.

1.2. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
"RECOVMENDED', "MAY", and "OPTIONAL" in this docunment (in uppercase,
as shown) are to be interpreted as described in [ RFC2119].

2. Object ldentifiers for Content and Key Encryption

This section provides the O Ds and processing information necessary
for Canellia to be used for content and key encryption in CM5.

Canellia is added to the set of optional synmetric encryption
algorithnms in CM5 by providing two classes of uni que object
identifiers (ODs). One AD class defines the content encryption

al gorithnms and the other defines the key encryption algorithns. Thus
a CMs agent can apply Canellia either for content or key encryption
by selecting the correspondi ng object identifier, supplying the
required parameter, and starting the program code.
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2.1. QADs for Content Encryption

Canellia is added to the set of symmetric content encryption
algorithnms defined in [CMSALG. The Canellia content-encryption
algorithm in Cipher Block Chaining (CBC) node, for the three
different key sizes are identified by the follow ng object
identifiers:

i d-canel | ial28-cbc OBJECT I DENTIFIER :: =
{ iso(1) nenber-body(2) 392 200011 61 security(1)
algorithm(1l) symmetric-encryption-algorithn(1)
canel | i al28-cbc(2) }

i d-canel | i al92-cbc OBJECT | DENTIFIER :: =
{ iso(1) nenber-body(2) 392 200011 61 security(1)
algorithm(1l) symmetric-encryption-algorithn(1)
camel l'i al92-cbc(3) }

i d-canel | i a256-cbc OBJECT | DENTI FIER :: =
{ iso(1) nenber-body(2) 392 200011 61 security(1)
algorithm(1l) symmetric-encryption-algorithn(1)
camel i a256-chbc(4) }

The Algorithm dentifier paraneters field MJUST be present, and the
paraneters field MJST contain the value of |V

Canel | i aCBCPar aneter ::= CanellialV -- Initialization Vector
Canel lialV ::= OCTET STRI NG (S| ZE(16))
The plain text is padded according to Section 6.3 of [CMS].
2.2. O Ds for Key Encryption
The key-w ap/ unw ap procedures used to encrypt/decrypt a Canellia
content-encryption key (CEK) with a Canellia key-encryption key (KEK)
are specified in Section 3. Generation and distribution of key-

encryption keys are beyond the scope of this docunent.

The Canellia key-encryption algorithmhas the follow ng object
identifier:

id-canellial28-wap OBJECT | DENTIFIER :: =
{ iso(1) nenber-body(2) 392 200011 61 security(l)
al gorithn(1) key-w ap-al gorithn(3)
canel i al28-wap(2) }
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id-canellial92-wap OBJECT | DENTIFIER :: =
{ iso(1) nenber-body(2) 392 200011 61 security(l)
al gorithm(1) key-wrap-algorithn(3)
camel l'i al92-wrap(3) }

i d-canel | i a256-w ap OBJECT | DENTIFIER :: =
{ iso(1) nenber-body(2) 392 200011 61 security(l)
al gorithn(1) key-w ap-al gorithn(3)
camel | i a256-wrap(4) }

In all cases the paraneters field of Al gorithmdentifier MJST be
ABSENT, because the key wrapping procedure itself defines how and
when to use an IV. The O D gives the KEK key size, but does not make
any statenments as to the size of the wapped Canellia CEK

| npl ement ati ons MAY use different KEK and CEK sizes. |nplenentations
MUST support the CEK and the KEK having the sanme length. |If
different I engths are supported, the KEK MJUST be of equal or greater
I ength than the CEK

3. Key Wap Algorithm

Canel lia key wappi ng and unw appi ng are done in confornance with the
AES key wrap al gorithm[RFC3394], because Canellia and AES have the
sane bl ock and key sizes, i.e., the block size of 128 bits and key
sizes of 128, 192, and 256 bits.

3.1. Notation and Definitions

The following notation is used in the description of the key w apping
al gori thms:

Canel lia(K, W
Encrypt Wusing the Canellia codebook with key K
Canel lia-1(K, W
Decrypt Wusing the Canellia codebook with key K

MEB(j, W Return the nost significant j bits of W
LSB(j, W Return the least significant j bits of W
B1 ~ B2 The bitw se exclusive or (XOR) of Bl and B2
Bl | B2 Concatenate Bl and B2

The key-encryption key K

The nunber of 64-bit key data bl ocks

The nunber of steps in the wapping process, s = 6n
The ith plaintext key data bl ock

The ith ciphertext data bl ock

The 64-bit integrity check register

i] An array of 64-bit registers where

i =0, 1, 2, ..., n

A>T =R
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A[t], Rt][i] The contents of registers A and R i] after encryption

step t.
IV The 64-bit initial value used during the w apping
process.
In the key wap algorithm the concatenation function will be used to
concatenate 64-bit quantities to formthe 128-bit input to the
Canel | i a codebook. The extraction functions will be used to split

the 128-bit output fromthe Canellia codebook into two 64-bit
quantities.

3.2. Canellia Key Wap

Key wrapping with Canellia is identical to Section 2.2.1 of [RFC3394]
with "AES" replaced by "Canellia".

The inputs to the key w apping process are the KEK and the pl aintext
to be wapped. The plaintext consists of n 64-bit bl ocks, containing
the key data being wapped. The key wrapping process is described

bel ow.

| nput s: Plaintext, n 64-bit values {P[1], P[2], ..., P[n]},
and Key, K (the KEK).

Qut put s: G phertext, (n+l1) 64-bit values {C[O0], C[1], ...,
nl}.

1) Initialize variables.

Set AI0] to an initial value (see Section 3.4)

For i =1ton
RIOJ[i] = P[i]
2) Calcul ate internedi ate val ues.
For t =1 to s, where s = 6n
Alt] = MBB(64, Canellia(K, At-1] | Rt-1][1])) ~ t
For i =1 ton-1
RIt][i] = Rt-1][i+1]
Rlt][n] = LSB(64, Canellia(K, At-1] | Rt-1][1]))

3) Qutput the results.
Set 0] = Alt]
For i = 1ton

qi] = Rt][i]
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An alternative description of the key wap algorithminvol ves

i ndexi ng rather than shifting. This approach allows one to calcul ate
the wrapped key in place, avoiding the rotation in the previous
description. This produces identical results and is nore easily

i mpl enented in software.

I nputs: Plaintext, n 64-bit values {P[1], P[2], ..., P[n]},
and Key, K (the KEK).

Qut puts: Ci phertext, (n+l) 64-bit values {C[O0], C[1], ...,
nl}.

1) Initialize variables.

Set A=1V, an initial value (see Section 3.4)
For i = 1ton
Rl = Pli]
2) Calcul ate internedi ate val ues.
For j = 0to 5
For i=1 to n
B=Canellia(K, A| Ril)
A = VMBB(64, B) "t wheret = (n*j)+i
R[i] = LSB(64, B)

3) Qutput the results.

Set 0] = A
For i =1ton
di] = Ri]

3.3. Canellia Key Unw ap

Key unwapping with Canellia is identical to Section 2.2.2 of
[ RFC3394], with "AES" replaced by "Canellia".

The inputs to the unwap process are the KEK and (n+1) 64-bit bl ocks
of ciphertext consisting of previously wapped key. It returns n

bl ocks of plaintext consisting of the n 64-bit blocks of the
decrypted key data.

I nputs: G phertext, (n+l) 64-bit values {C(O0], 1], ..., Cn]},
and Key, K (the KEK).
Qut puts: Plaintext, n 64-bit values {P[1], P[2], ..., P[n]}.
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1) Initialize variables.

Set Als] = CJ0O] where s = 6n
For i = lton
Risl[i] = (i]
2) Calculate the internedi ate val ues.

For t =s to 1l
A[t-1] = MsB(64, Canellia-1(K, ((At] ~t) | Rt][n
Rit-1][1] = LSB(64, Canellia-1(K, ((At]"t) | Rt]]
For i =2 ton

Rit-1][i] = Rt][i-1]
3) Qutput the results.

If AJO] is an appropriate initial value (see Section 3.4),
Then
For i = 1ton

Pli] = ROJ[i]
El se
Return an error

The unwap al gorithm can al so be specified as an i ndex based
operation, allowing the calculations to be carried out in place.
Again, this produces the sane results as the register shifting

appr oach.

| nputs: G phertext, (n+l) 64-bit values {C(fO0], 1], ..., Cn]},
and Key, K (the KEK).

Qut puts: Plaintext, n 64-bit values {P[O], P[1], ..., P[n]}.

1) Initialize variables.

Set A = (0]
For i 1ton

RIi] = di]

2) Calcul ate internedi ate val ues.

0
ntol
Canellia-1(K, (A"*t) | Ri]) where t = n*j+i
VEB( 64, B)

= LSB(64, B)

For j =
For

o

L L g

I>w= o
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3) Qutput results.

If Ais an appropriate initial value (see Section 3.4),
Then
For i = 1ton

Pli] = R[]
El se
Return an error
3.4. Key Data Integrity -- the Initial Value

The initial value (1V) refers to the value assigned to A[0] in the
first step of the wapping process. This value is used to obtain an

integrity check on the key data. 1In the final step of the unw apping
process, the recovered value of A[0] is conpared to the expected
value of A[0]. |If there is a match, the key is accepted as valid,
and the unwapping algorithmreturns it. |If there is not a match
then the key is rejected, and the unw apping algorithmreturns an
error.

The exact properties achieved by this integrity check depend on the
definition of the initial value. Different applications may call for
somewhat different properties; for exanple, whether there is need to
determ ne the integrity of key data throughout its lifecycle or just
when it is unwapped. This specification defines a default initial
val ue that supports integrity of the key data during the period it is
wrapped (in Section 3.4.1). Provision is also nmade to support
alternative initial values (in Section 3.4.2).

3.4.1. Default Initial Value

The default initial value (I1V) is defined to be the hexadeci nmal
constant:

A[0] = |V = AGABABABABAGAGAG

The use of a constant as the |V supports a strong integrity check on
the key data during the period that it is wapped. |f unw apping
produces Al 0] = AGAGAGAGAGA6A6A6, then the chance that the key data
is corrupt is 2*-64. |f unw apping produces Al 0] any ot her val ue,
then the unwap nmust return an error and not return any key data.

3.4.2. Aternative Initial Values
When the key wap is used as part of a larger key managenent protoco
or system the desired scope for data integrity nay be nore than just

the key data or the desired duration for nore than just the period
that it is wapped. Also, if the key data is not just a Canellia
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key, it nmay not always be a multiple of 64 bits. Alternative
definitions of the initial value can be used to address such

probl ems. According to [RFC3394], NIST will define alternative
initial values in future key nmanagenent publications as needed. In
order to accommpdate a set of alternatives that nmay evol ve over tine,
key wrap inplenentations that are not application-specific wll
require sonme flexibility in the way that the initial value is set and
t est ed.

4. SM MECapabilities Attribute

An S/M ME client SHOULD announce the set of cryptographic functions
it supports by using the SIMME capabilities attribute. This
attribute provides a partial list of ODs of cryptographic functions
and MJUST be signed by the client. The functions’ O Ds SHOULD be
logically separated in functional categories and MJUST be ordered with
respect to their preference.

RFC 2633 [ RFC2633], Section 2.5.2 defines the SM MECapabilities
signed attribute (defined as a SEQUENCE of SM MECapability SEQUENCES)
to be used to specify a partial list of algorithnms that the software
announci ng the SM MECapabilities can support.

If an SSMME client is required to support symetric encryption with
Canellia, the capabilities attribute MJUST contain the Canellia QD
speci fi ed above in the category of synmmetric algorithnms. The
paranmeter associated with this O D MIST be CanelliaSM neCapability.

Canel | i aSM neCapabilty ::= NULL

The SM MECapabi lity SEQUENCE representing Canellia MJST be DER
encoded as the follow ng hexadeci mal strings:

Key Size Capability

128 30 Of 06 Ob 2a 83 08 8c 9a 4b 3d 01 01 01 02 05 00
196 30 Of 06 Ob 2a 83 08 8c 9a 4b 3d 01 01 01 03 05 00
256 30 Of 06 Ob 2a 83 08 8c 9a 4b 3d 01 01 01 04 05 00

When a sendi ng agent creates an encrypted nessage, it has to decide
whi ch type of encryption algorithmto use. 1In general the decision
process involves information obtained fromthe capabilities lists

i ncluded in nmessages received fromthe recipient, as well as other

i nformati on such as private agreenents, user preferences, |egal
restrictions, and so on. |If users require Canellia for symetric
encryption, it MJST be supported by the SSM M clients on both the
sendi ng and receiving side, and it MJST be set in the user

pref erences.
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5.

7.

7.

1

Security Considerations

Thi s docunent specifies the use of Canellia for encrypting the
content of a CMS nmessage and for encrypting the synmetric key used to
encrypt the content of a CMS nessage, and the other mechanisns are
the sanme as the existing ones. Therefore, the security

consi derations described in the CVS specifications [CM5] [ CMSALG and
the AES key wap al gorithm [RFC3394] can be applied to this docunent.
No security problem has been found on Canellia [ CRYPTREC] [ NESSI E] .

Intell ectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.

The | ETF has been notified of intellectual property rights claimed in
regard to sone or all of the specification contained in this
docunment. For nore information consult the online list of clained
rights.
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Appendi x A ASN. 1 Modul e

Canel | i aEncrypti onAl gorit hm nCVS
{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs9(9) sm ne(16) nodul es(0) id-nmod-cns-canellia(23) }

DEFINITIONS | MPLICI T TAGS :: =
BEG N

-- Canellia using CBC- chaining node for key sizes of 128, 192, 256

i d-canel |l ial28-cbc OBJECT I DENTIFIER :: =
{ iso(1) nenber-body(2) 392 200011 61 security(1)
algorithm(1l) symmetric-encryption-algorithn(1)
canel | i al28-cbc(2) }

i d-canel | i al92-cbc OBJECT | DENTIFIER :: =
{ iso(1) nenber-body(2) 392 200011 61 security(l)
algorithm(1l) symetric-encryption-algorithn(1l)
camel | i al92-cbc(3) }

i d-canel | i a256-cbc OBJECT | DENTI FIER :: =
{ iso(1) nenber-body(2) 392 200011 61 security(l)
algorithm(1l) symetric-encryption-algorithn(1l)
camel | i a256-cbc(4) }

-- Canellia-1Vis the parameter for all the above object identifiers.
Canel lia-1V ::= OCTET STRING (S| ZE(16))

-- Canellia SIMME Capabilty paraneter for all the above object
-- identifiers.

Canel | i aSM neCapabi l ity ::= NULL
-- Canellia Key Wap Algorithmidentifiers - Paranmeter is absent.

id-canellial28-wap OBJECT | DENTIFIER :: =
{ iso(1) nenber-body(2) 392 200011 61 security(1)
al gorithm(1) key-wrap-algorithn(3)
canel | i al28-wap(2) }

id-canellial92-wap OBJECT | DENTIFIER :: =
{ iso(1) nenber-body(2) 392 200011 61 security(1)
al gorithm(1) key-wrap-algorithn(3)
canel | i al92-wap(3) }
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i d-canel | i a256-w ap OBJECT | DENTI FI ER :: =
{ iso(1) nenber-body(2) 392 200011 61 security(1)
al gorithm(1) key-wrap-algorithn(3)
camel i a256-wrap(4) }

END
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2004). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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