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Abstract

The TCP MD5 Signature Option (RFC 2385), used predom nantly by BGP
has seen significant deploynent in critical areas of Internet
infrastructure. The security of this option relies heavily on the
quality of the keying material used to conpute the MD5 signature.
Thi s docunent addresses the security requirenments of that keying
mat eri al .

1. Introduction

The security of various cryptographic functions lies both in the
strength of the functions thensel ves agai nst various fornms of attack
and al so, perhaps nore inportantly, in the keying naterial that is
used with them \Wile theoretical attacks against the sinple MAC
construction used in RFC 2385 are possible [ MDXVAC], the nunber of
text-MAC pairs required to nount a forgery nake it vastly nore
probabl e that key-guessing is the nmain threat agai nst RFC 2385.

We show a quantitative approach to determning the security
requi rements of keys used with [ RFC2385], which tends to suggest the
fol |l ow ng:

0 Key lengths SHOULD be between 12 and 24 bytes, with | arger keys

having effectively zero additional conputational costs when
conpared to shorter keys.
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0o Key sharing SHOULD be limted so that keys aren’t shared anong
mul tipl e BGP peering arrangenents.

o0 Keys SHOULD be changed at |east every 90 days.
1.1. Requirenents Keywords

The keywords "MJST", "MJST NOT", "REQU RED', "SHOULD', "SHOULD NOT"
and "MAY" that appear in this docunment are to be interpreted as
described in [ RFC2119].

2. Performance assunptions

The nost recent performance study of MD5 that this author was able to
find was undertaken by J. Touch at ISI. The results of this study
were docunented in [ RFC1810]. The assunption is that Mores Law
applies to the data in the study, which at the tinme showed a
best - possi bl e *software* performance for MD5 of 87Mdits/second.
Projecting this nunber forward to the ca 2002 tinmeframe of this
docunent, woul d suggest a nunber near 2.1Ghits/second.

For purposes of sinplification, we will assunme that our key-guessing
attacker will attack short packets only. A likely mninmal packet is
an ACK, with no data. This leads to having to conpute the MD5 over
about 40 bytes of data, along with sone reasonabl e maxi mum nunber of
key bytes. MD5 effectively pads its input to 512-bit boundaries (64
bytes) (it’'s actually nore conplicated than that, but this
sinplifying assunption will suffice for this analysis). That neans
that a mininmum MD5 "bl ock" is 64 bytes, so for a ca 2002-scal ed

sof tware performance of 2.1Goits/second, we get a single-CPU software
MD5 performance near 4.1e6 single-block MD5 operations per second.

These nunbers are, of course, assum ng that any key-guessing attacker
is resource-constrained to a single CPU. In reality, distributed
cryptographi ¢ key-guessi ng attacks have been remarkably successful in
the recent past.

It may be instructive to | ook at recent Internet worminfections, to
determ ne what the probabl e maxi mum nunber of hosts that could be
surreptitiously narshall ed for a key-guessing attack agai nst MD5.

CAlI DA [ CAl DA2001] has reported that the Code Red worminfected over
350,000 Internet hosts in the first 14 hours of operation. It seens
reasonabl e to assunme that a worm whose "payl oad" is a mechani smfor
quietly perforning a key-guessing attack (perhaps using idle CPU
cycles of the infected host) could be at |east as effective as Code
Red was. |f one assunes that such a wormwere engi neered to be
maxi mal 'y stealthy, then steady-state infection could conceivably
reach 1 nmillion hosts or nore. That changes our single-CPU
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performance from 4. 1e6 operati ons per second, to sonewhere between
1.0ell and 1.0el3 MD5 operations per second.

In 1997, John G lnore, and the El ectronic Frontier Foundation [ EFF98]
devel oped a speci al - purpose machi ne, for an investnent of
appr oxi mat el y USD$250, 000. Thi s machi ne was able to nmount a
key-guessing attack agai nst DES, and conpute a key in under 1 week.

G ven Mores Law, the sane investnent today would yield a machi ne
that could do the sane work approximately 8 tinmes faster. It seens
reasonable to assunme that a sinilar hardware approach coul d be
brought to bear on key-guessing attacks against MD5, for sinilar key
I engths to DES, with sonewhat-reduced performance (MD5 performance in
hardware may be as nmuch as 2-3 tinmes slower than DES)

3. Key Lifetines

Operati onal experience with RFC 2385 woul d suggest that keys used
with this option may have lifetines on the order of nonths. It would
seem prudent, then, to choose a mni mumkey | ength that guarantees

t hat key-guessing runtinmes are sone small nultiple of the key-change
i nterval under best-case (for the attacker) practical attack

per f ormance assunpti ons.

The keys used with RFC 2385 are intended only to provide

aut henti cation, and not confidentiality. Consequently, the ability
of an attacker to determ ne the key used for old traffic (traffic
emtted before a key-change event) is not considered a threat.

3. Key Entropy

I f we make an assunption that key-change intervals are 90 days, and
that the reasonabl e upper-bound for software-based attack perfornmance
is 1.0el3 MD5 operations per second, then the mnimumrequired key
entropy is approxinately 68 bits. It is reasonable to round this
nunber up to at least 80 bits, or 10 bytes. |[If one assunes that

har dwar e- based attacks are |ikely, using an EFF-1i ke devel opnent
process, but with small-country-sized budgets, then the m ni nrum key
size steps up considerably to around 83 bits, or 11 bytes. Since 11
is such an ugly nunber, rounding up to 12 bytes is reasonabl e.

In order to achieve this nmuch entropy with an English-1anguage key,
one needs to renenber that English has an entropy of approxi mately
1.3 bits per character. Oher human | anguages are simlar. This
nmeans that a key derived froma human | anguage woul d need to be
approxi mately 61 bytes long to produce 80 bits of entropy, and 73
bytes to produce 96 bits of entropy.
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A nore reasonabl e approach woul d be to use the techni ques descri bed
in [RFC1750] to produce a high quality random key of 96 bits or nore.

It has previously been noted that an attacker will tend to choose
short packets to mount an attack on, since that increases the

key- guessi ng performance for the attacker. |t has al so been noted
that NMD5 operations are effectively conmputed in bl ocks of 64 bytes.

G ven that the shortest packet an attacker could reasonably use woul d
consi st of 40 bytes of |P+TCP header data, with no payl oad, the
remai ni ng 24 bytes of the MD5 bl ock can reasonably be used for keying
mat eri al wi thout added CPU cost for routers, but substantially

i ncrease the burden on the attacker. Wile this practice will tend
to increase the CPU burden for ordinary short BGP packets, since it
will tend to cause the MD5 cal culations to overflow into a second MD5
block, it isn't currently seen to be a significant extra burden to
BGP routing nmachi nery.

The nost reasonabl e practice, then, would be to choose the |argest
possi bl e key length snaller than 25 bytes that is operationally
reasonabl e, but at |east 12 bytes.

Sone i nplenentations restrict the key to a string of ASC

characters, much |ike sinple passwords, usually of 8 bytes or |ess.
The very real risk is that such keys are quite vulnerable to
key-guessi ng attacks, as outlined above. The worst-case scenario
woul d occur when the ASCI| key/password is a human-|anguage word, or
pseudo-word. Such keys/passwords contain, at nost, 12 bits of
entropy. In such cases, dictionary driven attacks can yield results
in a fraction of the tine that a brute-force approach woul d take.
Such i npl enmentati ons SHOULD permt users to enter a direct binary key
using the conmand line interface. One possible inplenentation would
be to establish a convention that an ASCI|I key beginning with the
prefix "Ox" be interpreted as a string of bytes represented in
hexadecinmal. Ideally, such byte strings will have been derived from
a random source, as outlined in [RFC1750]. I nplenentati ons SHOULD
NOT Iimt the length of the key unnecessarily, and SHOULD al | ow keys
of at least 16 bytes, to allow for the inevitable threat from Mores
Law.

4. Key managenent practices

In current operational use, TCP MD5 Signature keys [ RFC2385] may be
shared anong significant nunbers of systens. Conventional w sdomin
cryptography and security is that such sharing increases the
probability of accidental or deliberate exposure of keys. The nore
frequently such keying rmaterial is handled, the nore likely it is to
be accidentally exposed to unauthorized parti es.
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Since it is possible for anyone in possession of a key to forge
packets as if they originated with any of the other keyhol ders, the
nost reasonabl e security practice would be to limt keys to use

bet ween exactly two parties. Current inplenmentations may make this
difficult, but it is the nobst secure approach when key lifetines are
long. Reducing key lifetimes can partially mtigate w descal e
key-sharing, by limting the wi ndow of opportunity for a "rogue"
keyhol der.

Keying material is extrenely sensitive data, and as such, should be
handl ed with reasonabl e caution. Wen keys are transported
el ectronically, including when configuring network el enents |ike
routers, secure handling techni ques MJST be used. Use of protocols
such as S/M Me [ RFC2633], TLS [ RFC2246], Secure Shell (SSH) SHOULD be
used where appropriate, to protect the transport of the key.

5. Security Considerations

This docunent is entirely about security requirenments for keying
mat erial used with RFC 2385.

No new security exposures are created by this docunent.
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9.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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