Net wor k Wor ki ng Group B. Aboba

Request for Comments: 3579 M crosoft
Updat es: 2869 P. Cal houn
Cat egory: I nfornmational Ai respace

Sept ember 2003

RADI US (Renmpte Authentication Dial In User Service)
Support For Extensible Authentication Protocol (EAP)

Status of this Meno

This meno provides information for the Internet conmmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (2003). Al Rights Reserved.
Abstract

Thi s docunent defines Renote Authentication Dial In User Service
(RADI US) support for the Extensible Authentication Protocol (EAP), an
aut hentication franmework which supports mnultiple authentication
mechani sns. I n the proposed schene, the Network Access Server (NAS)
forwards EAP packets to and fromthe RAD US server, encapsul ated
wi t hi n EAP- Message attributes. This has the advantage of allow ng
the NAS to support any EAP authentication nethod, w thout the need
for method-specific code, which resides on the RADI US server. Wile
EAP was originally devel oped for use with PPP, it is now also in use
with | EEE 802.

Thi s docunent updates RFC 2869.
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1. Introduction

The Renote Authentication Dial In User Service (RADIUS) is an

aut hentication, authorization and accounting protocol used to contro
network access. RADI US authentication and authorization is specified
in [ RFC2865], and RADI US accounting is specified in [ RFC2866]; RADI US
over IPv6 is specified in [RFC3162].

The Extensible Authentication Protocol (EAP), defined in [RFC2284],
is an aut hentication framework which supports nultiple authentication
nmechani sns. EAP may be used on dedicated |inks, switched circuits,
and wired as well as wireless links.

To date, EAP has been inplenmented with hosts and routers that connect
via switched circuits or dial-up Iines using PPP [ RFC1661]. It has
al so been inplenmented with bridges supporting [| EEEB02]. EAP
encapsul ation on | EEE 802 wired nedia is described in [| EEEB021X].
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RADI US attri butes are conprised of variable | ength Type-Length-Val ue
3-tuples. New attribute values can be added wi thout disturbing
existing inplenmentations of the protocol. This specification
describes RADIUS attributes supporting the Extensible Authentication
Protocol (EAP): EAP-Message and Message- Aut henticator. These

attri butes now have extensive field experience. The purpose of this
docunent is to provide clarification and resolve interoperability

i ssues.

As noted in [RFC2865], a Network Access Server (NAS) that does not

i npl enent a given service MJUST NOT inplenent the RADI US attri butes
for that service. This inplies that a NAS that is unable to offer
EAP service MJST NOT inplenment the RADIUS attributes for EAP. A NAS
MJST treat a RADI US Access- Accept requesting an unavail abl e service
as an Access-Reject instead.

1.1. Specification of Requirements

In this docunment, several words are used to signhify the requirenents
of the specification. These words are often capitalized. The key
words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT", " SHOULD'
"SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [ RFC2119].

1.2. Termnol ogy
Thi s docunent frequently uses the follow ng terns:
aut henti cat or
The end of the link requiring the authentication. Al so

known as the Network Access Server (NAS) or RADI US client.
Wthin | EEE 802. 1X terni nol ogy, the term Aut henticator is

used.

peer The other end of the point-to-point |ink (PPP),
poi nt -t o-poi nt LAN segnment (Il EEE 802.1X) or wireless |ink
which is being authenticated by the authenticator. |In |EEE

802.1X, this end is known as the Supplicant.

aut henti cation server
An aut hentication server is an entity that provides an
aut hentication service to an authenticator (NAS). This
service verifies fromthe credentials provided by the peer
the claimof identity nade by the peer; it also may provide
credentials allowing the peer to verify the identity of the
aut hentication server. Wthin this docunent it is assumed
that the NAS operates as a pass-through, forwardi ng EAP
packets between the RADI US server and the EAP peer
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Therefore the RADIUS server operates as an authentication
server.

silently discard
This means the inplenmentation di scards the packet w thout
further processing. The inplenentation SHOULD provide the
capability of logging the error, including the contents of
the silently discarded packet, and SHOULD record the event
in a statistics counter.

di spl ayabl e nessage
This is interpreted to be a human readabl e string of
characters, and MJUST NOT affect operation of the protocol.
The message encodi ng MJST foll ow the UTF-8 transformation
format [ RFC2279].

Net wor k Access Server (NAS)
The device providing access to the network. Also known as
the Authenticator (I1EEE 802.1X or EAP term nol ogy) or
RADI US cl i ent.

service The NAS provides a service to the user, such as | EEE 802 or
PPP.

sessi on Each service provided by the NAS to a peer constitutes a
session, with the begi nning of the session defined as the
poi nt where service is first provided and the end of the
sessi on defined as the point where service is ended. A
peer may have nultiple sessions in parallel or series if
the NAS supports that, with each session generating a
separate start and stop accounting record.

2. RADIUS Support for EAP

The Extensible Authentication Protocol (EAP), described in [ RFC2284],
provi des a standard nmechani sm for support of additional

aut henti cati on nmethods w thout the NAS to be upgraded to support each
new net hod. Through the use of EAP, support for a nunber of

aut hentication schenmes may be added, including snart cards, Kerberos

[ RFC1510], Public Key [RFC2716], One Time Passwords [ RFC2284], and

ot hers.

One of the advantages of the EAP architecture is its flexibility.
EAP is used to select a specific authentication mechanism Rather
than requiring the NAS to be updated to support each new

aut hentication nmethod, EAP permits the use of an authentication
server inplenmenting authentication nmethods, with the NAS acting as a
pass-through for sonme or all nethods and peers.

Aboba & Cal houn I nf or mat i onal [ Page 4]



RFC 3579 RADI US & EAP Sept ember 2003

A NAS MAY aut henticate |local peers while at the sane tinme acting as a
pass-through for non-local peers and authentication nmethods it does
not inplement locally. A NAS inplementing this specification is not
required to use RADIUS to authenticate every peer. However, once the
NAS begi ns acting as a pass-through for a particular session, it can
no | onger performlocal authentication for that session.

In order to support EAP within RADI US, two new attri butes,

EAP- Message and Message- Aut henticator, are introduced in this
docunent. This section describes how these new attri butes may be
used for providing EAP support w thin RAD US

2.1. Protocol Overvi ew

In RADI US/ EAP, RADI US is used to shuttle RADI US-encapsul ated EAP
Packets between the NAS and an aut henticati on server

The aut henticating peer and the NAS begin the EAP conversation by
negotiati ng use of EAP. Once EAP has been negotiated, the NAS SHOULD
send an initial EAP-Request nessage to the authenticating peer. This
will typically be an EAP-Request/ldentity, although it could be an
EAP- Request for an authentication nethod (Types 4 and greater). A
NAS MAY be configured to initiate with a default authentication
method. This is useful in cases where the identity is determni ned by
anot her nmeans (such as Called-Station-l1d, Calling-Station-1d and/or
Oiginating-Line-Info); where a single authentication nethod is
required, which includes its own identity exchange; where identity
hiding is desired, so that the identity is not requested until after
a protected channel has been set up

The peer replies with an EAP-Response. The NAS MAY determi ne from
the Response that it should proceed with | ocal authentication

Al ternatively, the NAS MAY act as a pass-through, encapsul ating the
EAP- Response wit hin EAP- Message attribute(s) sent to the RAD US
server within a RAD US Access- Request packet. [|f the NAS sends an
EAP- Request/ Il dentity nessage as the initial packet, the peer responds
with an EAP-Response/ldentity. The NAS may determ ne that the peer
is local and proceed with local authentication. |f no match is found
agai nst the list of local users, the NAS encapsul ates the

EAP- Response/ Il dentity nmessage within an EAP-Message attri bute,

encl osed within an Access- Request packet.

On receiving a valid Access-Request packet contai ni ng EAP- Message
attribute(s), a RAD US server conpliant with this specification and
wi shing to authenticate with EAP MUST respond with an
Access- Chal | enge packet contai ni ng EAP- Message attribute(s). |If the
RADI US server does not support EAP or does not wi sh to authenticate
with EAP, it MJST respond with an Access- Reject.
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EAP- Message attribute(s) encapsul ate a single EAP packet which the
NAS decapsul ates and passes on to the authenticating peer. The peer
then responds with an EAP- Response packet, which the NAS encapsul at es
wi thin an Access- Request containi ng EAP- Message attribute(s). EAP is
a 'lock step’ protocol, so that other than the initial Request, a new
Request cannot be sent prior to receiving a valid Response.

The conversation continues until either a RADIUS Access-Reject or
Access- Accept packet is received fromthe RADIUS server. Reception
of a RADI US Access- Rej ect packet MJUST result in the NAS denying
access to the authenticating peer. A RADIUS Access-Accept packet
successfully ends the authentication phase. The NAS MJST NOT

"manuf acture” a Success or Failure packet as the result of a timneout.
After a suitable nunber of timeouts have el apsed, the NAS SHOULD

i nstead end the EAP conversation

Usi ng RADIUS, the NAS can act as a pass-through for an EAP
conversation between the peer and authentication server, w thout
needing to inplenment the EAP nethod used between them \Were the NAS
initiates the conversation by sendi ng an EAP-Request for an
authentication nmethod, it may not be required that the NAS fully

i npl enent the EAP nethod reflected in the initial EAP-Request.
Depending on the initial nethod, it nay be sufficient for the NAS to
be configured with the initial packet to be sent to the peer, and for
the NAS to act as a pass-through for subsequent nessages. Note that
since the NAS only encapsul ates the EAP-Response in its initial
Access- Request, the initial EAP-Request within the authentication
nmethod is not available to the RADIUS server. For the RADI US server
to be able to continue the conversation, either the initial

EAP- Request is vestigial, so that the RADIUS server need not be aware
of it, or the relevant information fromthe initial EAP-Request (such
as a nonce) is reflected in the initial EAP-Response, so that the
RADI US server can obtain it w thout having received the initial

EAP- Request .

Where the initial EAP-Request sent by the NAS is for an

aut hentication Type (4 or greater), the peer MAY respond with a Nak
indicating that it would prefer another authentication nethod that is
not inplemented locally. 1In this case, the NAS SHOULD send

Access- Request encapsul ating the recei ved EAP- Response/ Nak. This
provides the RADIUS server with a hint about the authentication

nmet hod(s) preferred by the peer, although it does not provide

i nformation on the Type of the original Request. It also provides
the server with the Identifier used in the initial EAP-Request, so
that ldentifier conflicts can be avoi ded.
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In order to evaluate whether the alternatives preferred by the

aut henti cating peer are allowed, the RAD US server will typically
respond with an Access- Chal | enge cont ai ni ng EAP- Message attribute(s)
encapsul ati ng an EAP- Request/Ildentity (Type 1). This allows the

RADI US server to determnmine the peer identity, so as to be able to
retrieve the associ ated aut hentication policy. Alternatively, an
EAP- Request for an authentication nethod (Type 4 or greater) could be
sent. Since the RADIUS server nmay not be aware of the Type of the
initial EAP-Request, it is possible for the RADIUS server to choose
an unaccept abl e nethod, and for the peer to respond with another Nak.

In order to permt non-EAP aware RADIUS proxies to forward the
Access- Request packet, if the NAS initially sends an

EAP- Request/ Il dentity nessage to the peer, the NAS MJST copy the
contents of the Type-Data field of the EAP-Response/ldentity received
fromthe peer into the User-Nane attribute and MJST include the
Type-Data field of the EAP-Response/ldentity in the User-Nane
attribute in every subsequent Access-Request. Since RADIUS proxies
are assuned to act as a pass-through, they cannot be expected to
parse an EAP- Response/ldentity encapsul ated wi thi n EAP- Message
attribute(s). |If the NAS initially sends an EAP-Request for an

aut hentication nmethod, and the peer identity cannot be determ ned
fromthe EAP-Response, then the User-Nanme attribute SHOULD be
determ ned by another neans. As noted in [RFC2865] Section 5.6, it
is recormended that Access-Requests use the val ue of the
Calling-Station-1d as the value of the User-Nane attribute.

Havi ng the NAS send the initial EAP-Request packet has a nunber of
advant ages:

[1] It saves a round trip between the NAS and RADI US server.

[2] An Access-Request is only sent to the RADIUS server if the
aut henti cating peer sends an EAP-Response, confirming that it
supports EAP. In situations where peers may be EAP unawar e,
initiating a RADIUS Access- Request on a "carrier sense" or
"media up" indication may result in many authentication
exchanges that cannot conplete successfully. For exanple, on
wi red networks [| EEE8021X] Supplicants typically do not initiate
the 802.1X conversation with an EAPOL-Start. Therefore an | EEE
802. 1X-enabl ed bridge may not be able to deterni ne whether the
peer supports EAP until it receives a Response to the initial
EAP- Request .

[3] It allows sone peers to be authenticated |locally.
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Al t hough having the NAS send the initial EAP-Request packet has
substanti al advantages, this techni que cannot be universally

enpl oyed. There are circunstances in which the peer identity is

al ready known (such as when authentication and accounting i s handl ed
based on Called-Station-1d, Calling-Station-1d and/or
Oiginating-Line-Info), but where the appropriate EAP nethod may vary
based on that identity.

Rat her than sending an initial EAP-Request packet to the

aut henticating peer, on detecting the presence of the peer, the NAS
MAY send an Access- Request packet to the RADI US server containing an
EAP- Message attribute signifying EAP-Start. The RADI US server will
typically respond with an Access-Chal | enge contai ni ng EAP- Message
attribute(s) encapsul ati ng an EAP-Request/Identity (Type 1).

However, an EAP-Request for an authentication nmethod (Type 4 or
greater) can also be sent by the server.

EAP-Start is indicated by sending an EAP-Message attribute with a
length of 2 (no data). The Calling-Station-Id SHOULD be included in
the User-Nanme attribute. This may result in a RADIUS Access- Request
bei ng sent by the NAS to the RADI US server without first confirmng
that the peer supports EAP. Since this technique can result in a

| ar ge nunber of unconpl eted RADI US conversations, in situations where
EAP unawar e peers are common, or where peer support for EAP cannot be
determ ned on initial contact (e.g. [|EEE8021X] Supplicants not
initiating the conversation with an EAPCL-Start) it SHOULD NOT be
enpl oyed by default.

For proxied RADI US requests, there are two nethods of processing. |If
the domain is determ ned based on the Calling-Station-Id,

Cal | ed-Station-1d and/or Originating-Line-Info, the RAD US server nmay
proxy the initial RAD US Access-Request/EAP-Start. |If the realmis
determ ned based on the peer identity, the local RADIUS server MJST
respond with a RADI US Access- Chal | enge includi ng an EAP- Message

attri bute encapsul ati ng an EAP-Request/Identity packet. The response
fromthe authenticating peer SHOULD be proxied to the final

aut henti cati on server.

I f an Access-Request is sent to a RADIUS server which does not
support the EAP- Message attribute, then an Access-Reject MJST be sent
in response. On receiving an Access-Reject, the NAS MJST deny access
to the authenticating peer.
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2.2. Invalid Packets

Wil e acting as a pass-through, the NAS MJUST val i date the EAP header
fields (Code, ldentifier, Length) prior to forwardi ng an EAP packet
to or fromthe RADIUS server. On receiving an EAP packet fromthe
peer, the NAS checks the Code (2) and Length fields, and nmatches the
Identifier value against the current ldentifier, supplied by the
RADI US server in the nost recently validated EAP-Request. On

recei ving an EAP packet fromthe RADI US server (encapsulated within
an Access-Chal |l enge), the NAS checks the Code (1) and Length fields,
then updates the current ldentifier value. Pending EAP Responses
that do not match the current Identifier value are silently discarded
by the NAS

Since EAP nethod fields (Type, Type-Data) are typically not validated
by a NAS operating as a pass-through, despite these checks it is
possible for a NAS to forward an invalid EAP packet to or fromthe
RADI US server. A RADIUS server receiving EAP-Message attribute(s) it
does not understand SHOULD nmake the determ nati on of whether the
error is fatal or non-fatal based on the EAP Type. A RADI US server
determ ning that a fatal error has occurred MJST send an
Access- Rej ect containing an EAP- Message attribute encapsul ating
EAP- Fai | ure.

A RADI US server determining that a non-fatal error has occurred MAY
send an Access-Chal l enge to the NAS incl udi ng EAP- Message
attribute(s) as well as an Error-Cause attribute [ RFC3576] with val ue
202 (decimal), "Invalid EAP Packet (lgnored)". The Access-Chall enge
SHOULD encapsul ate wit hin EAP- Message attribute(s) the nost recently
sent EAP- Request packet (including the sane ldentifier value). On
recei ving such an Access-Chal |l enge, a NAS i npl ementi ng previous
versions of this specification will decapsul ate the EAP-Request and
send it to the peer, which will retransmt the EAP-Response.

A NAS conpliant with this specification, on receiving an
Access-Chal l enge with an Error-Cause attribute of value 202 (decinal)
SHOULD di scard the EAP- Response packet nost recently transmitted to
the RADI US server and check whether additional EAP-Response packets
have been received matching the current Identifier value. |If so, a
new EAP- Response packet, if available, MJST be sent to the RADI US
server within an Access-Request, and the EAP-Message attribute(s)

i ncluded within the Access-Challenge are silently discarded. |If no
EAP- Response packet is available, then the EAP-Request encapsul at ed
within the Access-Challenge is sent to the peer, and the

retransm ssion tiner is reset.
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In order to provide protection against Denial of Service (DoS)
attacks, it is advisable for the NAS to allocate a finite buffer for
EAP packets received fromthe peer, and to discard packets according
to an appropriate policy once that buffer has been exceeded. Al so,
the RADI US server is advised to pernmt only a nodest nunber of
invalid EAP packets within a single session, prior to termnating the
session with an Access-Reject. By default a value of 5 invalid EAP
packets is recomended.

2.3. Retransni ssion

As noted in [RFC2284], if an EAP packet is lost in transit between
the authenticating peer and the NAS (or vice versa), the NAS w |l
retransmt.

It may be necessary to adjust retransni ssion strategies and

aut hentication timeouts in certain cases. For exanple, when a token
card is used additional tinme nmay be required to allow the user to
find the card and enter the token. Since the NAS will typically not
have know edge of the required paraneters, these need to be provided
by the RADI US server. This can be acconplished by inclusion of
Session-Tinmeout attribute within the Access-Chal |l enge packet.

If Session-Tineout is present in an Access-Chall enge packet that also
contai ns an EAP- Message, the value of the Session-Tineout is used to
set the EAP retransm ssion tinmer for that EAP Request, and that
Request al one. Once the EAP-Request has been sent, the NAS sets the
retransmission tiner, and if it expires w thout having received an
EAP- Response corresponding to the Request, then the EAP-Request is
retransmtted.

2.4. Fragnentation

Usi ng the EAP-Message attribute, it is possible for the RAD US server
to encapsul ate an EAP packet that is larger than the MIU on the link
between the NAS and the peer. Since it is not possible for the

RADI US server to use MIU di scovery to ascertain the link MU, the
Framed- MTU attribute nay be included in an Access- Request packet
contai ning an EAP- Message attribute so as to provide the RADI US
server with this information. A RADH US server having received a
Framed- MTU attribute in an Access- Request packet MJUST NOT send any
subsequent packet in this EAP conversation contai ni ng EAP- Message
attri butes whose val ues, when concatenated, exceed the |ength
specified by the Franed-MIU val ue, taking the link type (specified by
the NAS-Port-Type attribute) into account. For exanple, as noted in
[ RFC3580] Section 3.10, for a NAS-Port-Type val ue of |EEE 802.11, the
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RADI US server may send an EAP packet as |arge as Framed- MU ni nus
four (4) octets, taking into account the additional overhead for the
| EEE 802. 1X Version (1), Type (1) and Body Length (2) fields.

2.5. Alternative Uses

Currently the conversation between security servers and the RADI US
server is often proprietary because of |ack of standardization. 1In
order to increase standardi zation and provide interoperability

bet ween RADI US vendors and security vendors, it is recomended that
RADI US- encapsul at ed EAP be used for this conversation.

This has the advantage of allowi ng the RADI US server to support EAP
wi thout the need for authentication-specific code within the RAD US
server. Authentication-specific code can then reside on a security
server instead.

In the case where RADI US-encapsul ated EAP is used in a conversation
between a RADI US server and a security server, the security server
will typically return an Access-Accept message w thout inclusion of
the expected attributes currently returned in an Access-Accept. This
nmeans that the RADIUS server MJUST add these attributes prior to
sendi ng an Access- Accept nessage to the NAS

2.6. Usage Cuidelines
2.6.1. ldentifier Space

In EAP, each session has its own unique ldentifier space. RADI US
server inplenmentati ons MJUST be able to distinguish between EAP
packets with the sanme Identifier existing within distinct sessions,
originating on the same NAS. For this purpose, sessions can be

di stingui shed based on NAS and session identification attributes.
NAS identification attributes include NAS-Identifier,

NAS- | Pv6- Address and NAS-| Pv4- Address. Session identification
attributes include User-Nanme, NAS-Port, NAS-Port-Type, NAS-Port-Id,
Cal l ed-Station-1d, Calling-Station-1d and Originating-Line-Info.

2.6.2. Role Reversa
Since EAP is a peer-to-peer protocol, an independent and sinultaneous
authentication may take place in the reverse direction. Both peers
may act as authenticators and authenticatees at the sane tine.
However, role reversal is not supported by this specification. A

RADI US server MJST respond to an Access- Request encapsul ating an
EAP- Request with an Access-Reject. In order to avoid retransm ssions
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by the peer, the Access-Rej ect SHOULD i ncl ude an EAP- Response/ Nak
packet indicating no preferred nethod, encapsulated within
EAP- Message attribute(s).

2.6.3. Conflicting Messages

The NAS MJST nmake its access control decision based solely on the
RADI US Packet Type (Access-Accept/Access-Reject). The access contro
deci sion MUST NOT be based on the contents of the EAP packet

encapsul ated in one or nore EAP-Message attributes, if present.

Access- Accept packets SHOULD have only one EAP-Message attribute in
them containing EAP Success; simlarly, Access-Reject packets SHOULD
have only one EAP-Message attribute in them containing EAP Fail ure.

Where the encapsul ated EAP packet does not match the result inplied
by the RADI US Packet Type, the conbination is likely to cause
confusi on, because the NAS and peer will arrive at different
conclusions as to the outcone of the authentication.

For example, if the NAS receives an Access-Reject with an
encapsul ated EAP Success, it will not grant access to the peer
However, on receiving the EAP Success, the peer will be lead to
believe that it authenticated successfully.

If the NAS receives an Access-Accept with an encapsul ated EAP

Failure, it will grant access to the peer. However, on receiving an
EAP Failure, the peer will be lead to believe that it failed
authentication. |f no EAP-Message attribute is included within an

Access- Accept or Access-Reject, then the peer may not be inforned as
to the outconme of the authentication, while the NAS will take action
to allow or deny access.

As described in [ RFC2284], the EAP Success and Fail ure packets are
not acknow edged, and these packets term nate the EAP conversation

As a result, if these packets are encapsul ated within an
Access- Chal | enge, no response will be received, and therefore the NAS
will send no further Access-Requests to the RADI US server for the
session. As a result, the RADIUS server will not indicate to the NAS
whether to allow or deny access, while the peer will be inforned as
to the outcone of the authentication
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To avoid these conflicts, the foll owi ng conbi nati ons SHOULD NOT be
sent by a RADI US server:

Access- Accept / EAP- Message/ EAP Fai l ure
Access- Accept/ no EAP-Message attribute
Access- Accept/ EAP- St art

Access- Rej ect/ EAP- Message/ EAP Success
Access- Rej ect/ no EAP-Message attribute
Access- Rej ect/ EAP- St art

Access- Chal | enge/ EAP- Message/ EAP Success
Access- Chal | enge/ EAP- Message/ EAP Fai |l ure
Access- Chal | enge/ no EAP- Message attribute
Access- Chal | enge/ EAP- St ar t

Since the responsibility for avoiding conflicts lies with the RADI US
server, the NAS MJUST NOT "manufacture" EAP packets in order to
correct contradictory nessages that it receives. This behavior,
originally mandated within [| EEE8021X], will be deprecated in the
future.

2.6.4. Priority

A RADI US Access- Accept or Access-Reject packet may contain EAP-
Message attribute(s). In order to ensure the correct processing of
RADI US packets, the NAS MJST first process the attributes, including
t he EAP-Message attribute(s), prior to processing the Accept/Reject

i ndi cation.

2.6.5. Displayabl e Messages

The Reply-Message attribute, defined in [ RFC2865], Section 5.18,

i ndi cates text which nay be displayed to the peer. This is sinilar
in concept to EAP Notification, defined in [RFC2284]. Wen sending a
di spl ayabl e nessage to a NAS during an EAP conversation, the RADI US
server MUST encapsul ate di spl ayabl e nessages within

EAP- Message/ EAP- Request/ Notification attribute(s). Reply-Mssage
attribute(s) MJST NOT be included in any RADI US nessage containing an
EAP- Message attribute. An EAP-Message/ EAP- Request/ Notification
SHOULD NOT be included within an Access- Accept or Access- Reject
packet .

In sone existing inplenentations, a NAS receiving Reply-Mssage
attribute(s) copies the Text field(s) into the Type-Data field of an
EAP- Request/ Noti fi cation packet, fills in the Identifier field, and
sends this to the peer. However, several issues arise fromthis:
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[1] Unexpected Responses. On receiving an EAP-Request/Notification,
the peer will send an EAP- Response/ Notification, and the NAS
will pass this on to the RADI US server, encapsulated within
EAP- Message attribute(s). However, the RADI US server nmay not be
expecting an Access- Request containing an
EAP- Message/ EAP- Response/ Notification attri bute.

For exanpl e, consider what happens when a Repl y- Message is
i ncluded within an Access-Accept or Access-Reject packet with no

EAP- Message attribute(s) present. |If the value of the
Repl y- Message attribute is copied into the Type-Data of an
EAP- Request/ Notification and sent to the peer, this will result

in an Access- Request contai ning an

EAP- Message/ EAP- Response/ Notification attribute being sent by
the NAS to the RADIUS server. Since an Access-Accept or
Access- Rej ect packet terninates the RADI US conversation, such an
Access- Request woul d not be expected, and could be interpreted
as the start of another conversation.

[2] Ildentifier conflicts. While the EAP-Request/Notification is an
EAP packet containing an Identifier field, the Reply-Mssage
attribute does not contain an ldentifier field. As a result, a
NAS receiving a Reply-Message attribute and wishing to translate

this to an EAP-Request/Notification will need to choose an
Identifier value. It is possible that the chosen ldentifier
value will conflict with a value chosen by the RAD US server for

anot her packet within the EAP conversation, potentially causing
confusi on between a new packet and a retransni ssion.

To avoid these problens, a NAS receiving a Reply-Mssage attribute
fromthe RAD US server SHOULD silently discard the attribute, rather
than attenpting to translate it to an EAP Notification Request.

3. Attributes

The NAS-Port or NAS-Port-1d attributes SHOULD be included by the NAS
in Access- Request packets, and either NAS-Identifier, NAS-IP-Address
or NAS-|Pv6- Address attributes MIUST be included. 1In order to pernit
forwarding of the Access-Reply by EAP-unaware proxies, if a User-Nane
attribute was included in an Access- Request, the RADIUS server MJST
include the User-Nane attribute in subsequent Access-Accept packets.
Wthout the User-Nanme attribute, accounting and billing becones
difficult to nmanage. The User-Nane attribute within the Access-
Accept packet need not be the sane as the User-Nane attribute in the
Access- Request .
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3.1. EAP- Message
Descri ption

This attribute encapsul ates EAP [ RFC2284] packets so as to all ow
the NAS to authenticate peers via EAP wi thout having to understand
the EAP nethod it is passing through

The NAS pl aces EAP nessages received fromthe authenticating peer
into one or nore EAP- Message attributes and forwards themto the
RADI US server within an Access-Request nessage. |If multiple

EAP- Message attributes are contained within an Access- Request or
Access- Chal | enge packet, they MJUST be in order and they MJST be
consecutive attributes in the Access-Request or Access-Chall enge
packet. The RADI US server can return EAP-Message attributes in
Access- Chal | enge, Access-Accept and Access- Rej ect packets.

When RADIUS is used to enabl e EAP authentication, Access-Request,
Access- Chal | enge, Access-Accept, and Access-Reject packets SHOULD
contain one or nore EAP-Message attributes. Where nore than one
EAP- Message attribute is included, it is assuned that the
attributes are to be concatenated to forma single EAP packet.

Mul tiple EAP packets MJUST NOT be encoded within EAP-Message
attributes contained within a single Access-Chall enge,
Access- Accept, Access-Reject or Access-Request packet.

It is expected that EAP will be used to inplenent a variety of
aut henti cati on net hods, including nethods involving strong
cryptography. |In order to prevent attackers from subverting EAP

by attacki ng RADI US/ EAP, (for exanple, by nodifying EAP Success or
EAP Failure packets) it is necessary that RADI US provide
per - packet authentication and integrity protection.

Therefore the Message- Aut henticator attribute MJST be used to
protect all Access-Request, Access-Challenge, Access-Accept, and
Access- Rej ect packets containing an EAP-Message attri bute.

Access- Request packets includi ng EAP- Message attribute(s) w thout
a Message- Aut henticator attribute SHOULD be silently discarded by
the RADI US server. A RADI US server supporting the EAP-Message
attribute MJUST cal cul ate the correct value of the
Message- Aut henti cator and MJST silently discard the packet if it
does not match the value sent. A RADI US server not supporting the
EAP- Message attribute MJST return an Access-Reject if it receives
an Access- Request contai ni ng an EAP- Message attri bute.
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Access- Chal | enge, Access-Accept, or Access-Reject packets

i ncl udi ng EAP- Message attribute(s) wi thout a Message- Aut henti cat or
attribute SHOULD be silently discarded by the NAS. A NAS
supporting the EAP-Message attribute MJST cal cul ate the correct
val ue of the Message- Aut henticator and MJST silently discard the
packet if it does not match the val ue sent.

A summary of the EAP-Message attribute format is shown below. The
fields are transnmitted fromleft to right.

0 1 2
012345678901234567890123
T S T S i T Sl Sy S S &

| Type | Lengt h | String...
s a T R T et i S S S S Y S S T T

Type
79 for EAP-Message

Lengt h
>= 3

String
The String field contains an EAP packet, as defined in [ RFC2284].
If multiple EAP-Message attributes are present in a packet their
val ues should be concatenated; this allows EAP packets |onger than

253 octets to be transported by RADI US.

3.2. Message- Aut henti cat or

Descri ption
This attribute MAY be used to authenticate and integrity-protect
Access- Requests in order to prevent spoofing. It MAY be used in
any Access-Request. It MJST be used in any Access-Request,

Access- Accept, Access-Reject or Access-Challenge that includes an
EAP- Message attri bute.

A RADI US server receiving an Access-Request with a
Message- Aut henticator attribute present MJST cal cul ate the correct
val ue of the Message-Authenticator and silently discard the packet
if it does not match the val ue sent.
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A RADI US client receiving an Access-Accept, Access-Reject or
Access-Chal | enge with a Message- Aut henticator attribute present
MUST cal cul ate the correct value of the Message-Aut henticator and
silently discard the packet if it does not match the val ue sent.

This attribute is not required in Access-Requests which include
the User-Password attribute, but is useful for preventing attacks
on other types of authentication. This attribute is intended to
thwart attenpts by an attacker to setup a "rogue" NAS, and perform
online dictionary attacks against the RADIUS server. It does not
afford protection against "offline" attacks where the attacker

i ntercepts packets containing (for exanple) CHAP chal |l enge and
response, and perfornms a dictionary attack agai nst those packets

of fli ne.

A summary of the Message-Authenticator attribute format is shown
below. The fields are transmitted fromleft to right.

0 1 2
012345678901234567890123
T S T S i T Sl Sy S S &

| Type | Lengt h | String...
s a T R T et i S S S S Y S S T T

Type
80 for Message- Aut henti cat or
Lengt h
18
String
When present in an Access- Request packet, Message-Authenticator is
an HVAC- MD5 [ RFC2104] hash of the entire Access-Request packet,
i ncluding Type, ID, Length and Authenticator, using the shared

secret as the key, as follows.

Message- Aut henti cator = HVAC-MD5 (Type, ldentifier, Length,
Request Aut henticator, Attributes)

When the nessage integrity check is calculated the signature
string should be considered to be sixteen octets of zero.

Aboba & Cal houn | nf or mat i onal [ Page 17]



RF

3.

Re
0-
0

0
0
0
0
0
1+
1
0
0

Re

Ab

C 3579 RADI US & EAP Sept ember 2003

For Access-Chal | enge, Access-Accept, and Access-Rej ect packets,
t he Message- Authenticator is calculated as follows, using the
Request - Aut henti cator fromthe Access-Request this packet is in
reply to:

Message- Aut henti cator = HVAC- MD5 (Type, ldentifier, Length,
Request Aut henticator, Attributes)

When the nessage integrity check is calculated the signature
string should be considered to be sixteen octets of zero. The
shared secret is used as the key for the HVAC- MD5 nessage
integrity check. The Message-Authenticator is calcul ated and
inserted in the packet before the Response Authenticator is
cal cul at ed.

3. Table of Attributes

The followi ng table provides a guide to which attributes may be found
i n packets including EAP- Message attribute(s), and in what quantity.
The EAP-Message and Message- Aut henticator attributes specified in
this document MJST NOT be present in an Accounting-Request. |If a
table entry is onmitted, the values found in [RFC2548], [RFC2865],

[ RFC2868], [ RFC2869] and [ RFC3162] shoul d be assuned.

guest Accept Reject Challenge # Attribute

1 0-1 0 0 1 User - Name
0 0 0 2 User - Password [ Note 1]
0 0 0 3 CHAP- Password [ Note 1]
0 0 0 18 Repl y- Message
0 0 0 60 CHAP- Chal | enge
0 0 0 70  ARAP- Password [ Note 1]
0 0 0 75 Password- Retry
1+ 1+ 1+ 79 EAP- Message [ Note 1]
1 1 1 80 Message- Aut henticator [Note 1]
1 0 0 0 94 Originating-Line-Info [Note 3]
0 0-1 0-1 101 Error-Cause [ Note 2]
guest Accept Reject Challenge # Attribute

[Note 1] An Access-Request that contains either a User-Password or
CHAP- Password or ARAP-Password or one or nore EAP-Message attributes
MUST NOT contain nore than one type of those four attributes. |If it
does not contain any of those four attributes, it SHOULD contain a
Message- Aut henticator. |If any packet type contains an EAP- Message
attribute it MJST also contain a Message-Authenticator. A RADI US
server receiving an Access- Request not containing any of those four
attributes and al so not containing a Message-Authenticator attribute
SHOULD silently discard it.
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[Note 2] The Error-Cause attribute is defined in [ RFC3576].
[Note 3] The Originating-Line-Info attribute is defined in [ NASREQ .

The followi ng table defines the neaning of the above table entries.

0 This attribute MJUST NOT be present.

0+ Zero or nore instances of this attribute MAY be present.
0-1 Zero or one instance of this attribute MAY be present.

1 Exactly one instance of this attribute MJST be present.
1+ One or nore of these attributes MJST be present.

4. Security Considerations
4.1. Security Requirenents

RADI US/ EAP is used in order to provide authentication and

aut hori zation for network access. As a result, both the RADI US and
EAP portions of the conversation are potential targets of an attack
Threats are discussed in [RFC2607], [RFC2865], and [ RFC3162].
Exanpl es i ncl ude:

[1] An adversary may attenpt to acquire confidential data and
identities by snoopi ng RAD US packets.

[2] An adversary may attenpt to nodify packets containing RAD US
nessages.

[3] An adversary may attenpt to inject packets into a RADI US
conversation.

[4] An adversary may |launch a dictionary attack agai nst the RADI US
shared secret.

[5] An adversary may | aunch a known pl ai ntext attack, hoping to
recover the key stream corresponding to a Request Authenticator

[6] An adversary may attenpt to replay a RADI US exchange.

[7] An adversary may attenpt to disrupt the EAP negotiation, in
order to weaken the authentication, or gain access to peer
passwor ds.

[8] An authenticated NAS nmay attenpt to forge NAS or session
identification attributes,

[9] A rogue (unauthenticated) NAS may attenpt to inpersonate a
| egiti mate NAS.
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[10] An attacker may attenpt to act as a man-in-the-m ddl e.

To address these threats, it is necessary to support confidentiality,
data origin authentication, integrity, and replay protection on a

per - packet basis. Bi-directional authentication between the RAD US
client and server also needs to be provided. There is no requirenent
that the identities of RADIUS clients and servers be kept
confidential (e.g., froma passive eavesdropper).

4.2. Security Protocol

To address the security vulnerabilities of RADI US/ EAP

i npl ementations of this specification SHOULD support |Psec [ RFC2401]
along with | KE [ RFC2409] for key nanagenent. |Psec ESP [ RFC2406]
with non-null transform SHOULD be supported, and I Psec ESP with a
non-nul | encryption transform and authentication support SHOULD be
used to provide per-packet confidentiality, authentication, integrity
and replay protection. |KE SHOULD be used for key nanagenent.

Wthin RAD US [ RFC2865], a shared secret is used for hiding of

attri butes such as User-Password, as well as in conputation of the
Response Authenticator. |In RADI US accounting [RFC2866], the shared
secret is used in conputation of both the Request Authenticator and
t he Response Aut henti cator.

Since in RADIUS a shared secret is used to provide confidentiality as
well as integrity protection and authentication, only use of |Psec
ESP with a non-null transform can provide security services
sufficient to substitute for RADI US application-layer security.
Therefore, where |PSEC AH or ESP null is used, it will typically
still be necessary to configure a RADIUS shared secret.

Wiere RADIUS is run over IPsec ESP with a non-null transform the
secret shared between the NAS and the RADI US server MAY NOT be
configured. In this case, a shared secret of zero |ength MJST be
assuned. However, a RADIUS server that cannot know whether incom ng
traffic is | Psec-protected MJIST be configured with a non-null RAD US
shared secret.

When | Psec ESP is used with RADI US, per-packet authentication
integrity and replay protecti on MJST be used. 3DES-CBC MJST be
supported as an encryption transform and AES- CBC SHOULD be support ed.
AES- CBC SHOULD be offered as a preferred encryption transformif
supported. HVAC SHAl-96 MJST be supported as an authentication
transform DES-CBC SHOULD NOT be used as the encryption transform
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A typical IPsec policy for an | Psec-capable RADIUS client is
"Initiate IPsec, fromne to any destination port UDP 1812". This
causes an | Psec SA to be set up by the RADIUS client prior to sending
RADIUS traffic. |If some RADIUS servers contacted by the client do
not support |Psec, then a nore granular policy will be required:
"Initiate I Psec, fromne to | Psec-Capabl e- RADI US- Server, destination
port UDP 1812".

For an | Psec-capabl e RADI US server, a typical |Psec policy is "Accept
| Psec, fromany to me, destination port 1812". This causes the

RADI US server to accept (but not require) use of IPsec. It may not
be appropriate to require IPsec for all RADIUS clients connecting to
an | Psec-enabl ed RADI US server, since sonme RADIUS clients may not
support | Psec.

Where | Psec is used for security, and no RADI US shared secret is
configured, it is inmportant that the RADIUS client and server perform
an authorization check. Before enabling a host to act as a RADI US
client, the RADI US server SHOULD check whet her the host is authorized
to provide network access. Simlarly, before enabling a host to act
as a RADIUS server, the RADIUS client SHOULD check whet her the host
is authorized for that role.

RADI US servers can be configured with the I P addresses (for |KE
Aggr essive Mode with pre-shared keys) or FQDNs (for certificate
authentication) of RADIUS clients. Alternatively, if a separate
Certification Authority (CA) exists for RADIUS clients, then the
RADI US server can configure this CA as a trust anchor [RFC3280] for
use with | Psec.

Simlarly, RADIUS clients can be configured with the |IP addresses
(for I KE Aggressive Mode with pre-shared keys) or FQDNs (for
certificate authentication) of RAD US servers. Alternatively, if a
separate CA exists for RADIUS servers, then the RADI US client can
configure this CA as a trust anchor for use with |Psec.

Since unlike SSL/TLS, |KE does not pernit certificate policies to be
set on a per-port basis, certificate policies need to apply to al
uses of IPsec on RADIUS clients and servers. 1In |IPsec deploynments
supporting only certificate authentication, a nanagenent station
initiating an | Psec-protected tel net session to the RADI US server
woul d need to obtain a certificate chaining to the RADIUS client CA

I ssuing such a certificate nmight not be appropriate if the managenent
station was not authorized as a RADIUS client.

Where RADIUS clients may obtain their | P address dynamically (such as

an Access Point supporting DHCP), |IKE Main Mode with pre-shared keys
[ RFC2409] SHOULD NOT be used, since this requires use of a group
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pre-shared key; instead, Aggressive Mdde SHOULD be used. |KEv2, a
work in progress, may address this issue in the future. Were RAD US
client addresses are statically assigned, either Aggressive Mde or
Mai n Mbde MAY be used. Wth certificate authentication, Min Mde
SHOULD be used.

Care needs to be taken with IKE Phase 1 Identity Payl oad selection in
order to enable napping of identities to pre-shared keys even with
Aggr essive Mode. \ere the 1D I PV4_ADDR or ID I PV6_ADDR ldentity
Payl oads are used and addresses are dynam cally assigned, nmapping of
identities to keys is not possible, so that group pre-shared keys are
still a practical necessity. As a result, the ID FQDN identity

payl oad SHOULD be enployed in situations where Aggressive node is
utilized along with pre-shared keys and | P addresses are dynanically
assigned. This approach al so has ot her advantages, since it allows
the RADI US server and client to configure thensel ves based on the
fully qualified domain name of their peers.

Note that with | Psec, security services are negotiated at the
granularity of an I Psec SA, so that RADI US exchanges requiring a set
of security services different fromthose negotiated with existing

| Psec SAs will need to negotiate a new | Psec SA. Separate |Psec SAs
are al so advi sabl e where quality of service considerations dictate

di fferent handling RADIUS conversations. Attenpting to apply
different quality of service to connections handl ed by the sane | Psec
SA can result in reordering, and falling outside the replay w ndow.
For a discussion of the issues, see [ RFC2983].

4.3. Security |ssues

This section provides nore detail on the vulnerabilities identified
in Section 4.1., and how they may be mitigated. WVulnerabilities
i ncl ude:

Privacy issues

Spoofing and hijacking

Dictionary attacks

Known pl ai ntext attacks

Repl ay attacks

Negoti ati on attacks

| nper sonati on

Man in the mddle attacks

Separ ation of authenticator and authentication server
Mul ti pl e dat abases
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4.3.1. Privacy Issues

Since RADI US nessages may contain the User-Name attribute as well as
NAS- | P- Address or NAS-ldentifier attributes, an attacker snooping on
RADI US traffic nay be able to determnine the geographic |ocation of
peers in real tine. 1In wireless networks, it is often assuned that
RADI US traffic is physically secure, since it typically travels over
the wired network and that this limts the rel ease of |ocation

i nformati on.

However, it is possible for an authenticated attacker to spoof ARP
packets [ RFC826] so as to cause diversion of RADIUS traffic onto the
wireless network. In this way an attacker nay obtain RADI US packets
fromwhich it can glean peer location information, or which it can
subject to a known plaintext or offline dictionary attack. To
address these vulnerabilities, inplenentations of this specification
SHOULD use | Psec ESP with non-null transform and per-packet
encryption, authentication, integrity and replay protection to
protect both RADIUS aut hentication [ RFC2865] and accounting [ RFC2866]
traffic, as described in Section 4.2.

4.3.2. Spoofing and Hijacking

Access- Request packets with a User-Password attribute establish the
identity of both the user and the NAS sending the Access-Request,
because of the way the shared secret between the NAS and RADI US
server is used. Access-Request packets with CHAP-Password or

EAP- Message attributes do not have a User-Password attribute. As a
result, the Message-Authenticator attribute SHOULD be used in

Access- Request packets that do not have a User-Password attribute, in
order to establish the identity of the NAS sending the request.

An attacker may attenpt to inject packets into the conversation

bet ween the NAS and the RADI US server, or between the RADI US server
and the security server. RAD US [ RFC2865] does not support
encryption other than attribute hiding. As described in [RFC2865],
only Access-Reply and Access-Chal | enge packets are integrity
protected. Moreover, the per-packet authentication and integrity
protection mechani sm described in [ RFC2865] has known weaknesses

[ MD5Attack], nmaking it a tenpting target for attackers looking to
subvert RADI US/ EAP.

To provide stronger security, the Message-Authenticator attribute
MUST be used in all RADIUS packets containing an EAP- Message
attribute. Inplenmentations of this specification SHOULD use | Psec
ESP with non-null transform and per-packet encryption
authentication, integrity and replay protection, as described in
Section 4. 2.
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4. 3.

4. 3.

Abo

3. Dictionary Attacks

The RADI US shared secret is vulnerable to offline dictionary attack
based on capture of the Response Authenticator or
Message- Aut henticator attribute. In order to decrease the |evel of
vul nerability, [RFC2865] recomends:

The secret (password shared between the client and the RADIUS
server) SHOULD be at |east as |arge and unguessable as a

wel | -chosen password. It is preferred that the secret be at | east
16 octets.

The risk of an offline dictionary attack can be further reduced by
enpl oying I Psec ESP with non-null transformin order to encrypt the
RADI US conversation, as described in Section 4.2.

4. Known Pl ai ntext Attacks

Since EAP [ RFC2284] does not support PAP, the RADI US User-Password
attribute is not used to carry hidden user passwords w thin
RADI US/ EAP conversations. The User-Password hidi ng nechani sm
defined in [RFC2865] utilizes MD5, defined in [RFC1321], in order to
generate a key stream based on the RADI US shared secret and the
Request Authenticator. Were PAP is in use, it is possible to
coll ect key streans corresponding to a given Request Authenticator
val ue, by capturing RADI US conversations corresponding to a PAP
aut hentication attenpt, using a known password. Since the
User-Password is known, the key stream corresponding to a given
Request Aut henticator can be deternined and st ored.

Since the key stream may have been determ ned previously froma known
pl ai ntext attack, if the Request Authenticator repeats, attributes
encrypted using the RADI US attribute hiding mechani smshoul d be

consi dered conprom sed. In addition to the User-Password attri bute,
which is not used with EAP, this includes attributes such as
Tunnel - Password [ RFC2868, section 3.5] and Ms- MPPE- Send- Key and

M5- MPPE- Recv- Key attributes [ RFC2548, section 2.4], which include a
Salt field as part of the hiding algorithm

To avoid this, [RFC2865], Section 3 advises:
Since it is expected that the same secret MAY be used to
authenticate with servers in disparate geographic regions, the

Request Aut henticator field SHOULD exhi bit gl obal and tenporal
uni queness.
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Where the Request Authenticator repeats, the Salt field defined in
[ RFC2548], Section 2.4 does not provide protection agai nst
conpronmi se. This is because MD5 [ RFC1321], rather than HMAC- MD5

[ RFC2104], is used to generate the key stream which is cal cul ated
fromthe 128-bit RADI US shared secret (S), the 128-bit Request
Aut henticator (R), and the Salt field (A), using the fornula b(1) =
MD5(S + R+ A). Since the Salt field is placed at the end, if the
Request Authenticator were to repeat on a network where PAP is in
use, then the salted keystream could be calculated fromthe
User - Password keystream by continuing the MD5 cal cul ati on based on
the Salt field (A, which is sent in the clear.

Even though EAP does not support PAP authentication, a security

vul nerability can still exist where the sane RADI US shared secret is
used for hiding User-Password as well as other attributes. This can
occur, for exanple, if the sanme RADI US proxy handl es authentication

requests for both EAP and PAP

The threat can be nitigated by protecting RADIUS with | Psec ESP with
non-null transform as described in Section 4.2. Were RAD US shared
secrets are configured, the RADI US shared secret used by a NAS
supporting EAP MJUST NOT be reused by a NAS utilizing the
User-Password attribute, since inproper shared secret hygi ene could

| ead to conpronmi se of hidden attributes.

4.3.5. Replay Attacks

The RADI US protocol provides only limted support for replay
protection. RADIUS Access-Requests include |iveness via the 128-bit
Request Aut henticator. However, the Request Authenticator is not a
replay counter. Since RADI US servers nmay not naintain a cache of
previ ous Request Authenticators, the Request Authenticator does not
provi de replay protection

RADI US accounting [ RFC2866] does not support replay protection at the
protocol level. Due to the need to support fail over between RADI US
accounting servers, protocol-based replay protection is not
sufficient to prevent duplicate accounting records. However, once
accepted by the accounting server, duplicate accounting records can
be detected by use of the the Acct-Session-l1d [ RFC2866, section 5.5]
and Event-Ti nestanp [ RFC2869, section 5.3] attributes.

Unl i ke RADIUS aut hentication, RAD US accounting does not use the
Request Authenticator as a nonce. |Instead, the Request Authenticator
contains an MD5 hash cal cul ated over the Code, Identifier, Length,
and request attributes of the Accounting Request packet, plus the
shared secret. The Response Authenticator al so contains an MD5 hash
cal cul ated over the Code, ldentifier and Length, the Request
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Aut henticator field fromthe Accounting-Request packet being replied
to, the response attributes and the shared secret.

Since the Accounting Response Authenticator depends in part on the
Accounti ng Request Authenticator, it is not possible to replay an
Account i ng- Response unl ess the Request Authenticator repeats. Wile
it is possible to utilize EAP nmethods such as EAP TLS [ RFC2716] which
i nclude |iveness checks on both sides, not all EAP nessages wl |
include liveness so that this provides inconplete protection.

Strong replay protection for RADI US aut henticati on and accounting can
be provided by enabling | Psec replay protection with RADIUS, as
described in Section 4. 2.

4.3.6. Negotiation Attacks

In a negotiation attack a rogue NAS, tunnel server, RADI US proxy or
RADI US server attenpts to cause the authenticating peer to choose a

| ess secure authentication nethod. For exanple, a session that would
normal Iy be authenticated with EAP woul d i nstead be authenticated via
CHAP or PAP; alternatively, a connection that would nornmally be

aut henticated via a nore secure EAP nethod such as EAP-TLS [ RFC2716]
m ght be made to occur via a | ess secure EAP nethod, such as
MD5- Chal | enge. The threat posed by rogue devi ces, once thought to be
renote, has gained currency given conproni ses of tel ephone conpany
swi tchi ng systens, such as those described in [Masters].

Protecti on agai nst negotiation attacks requires the elimnation of
downwar d negotiations. The RADI US exchange may be further protected
by use of |Psec, as described in Section 4.2. Alternatively, where
| Psec is not used, the vulnerability can be mtigated via

i npl ement ati on of per-connection policy on the part of the

aut henticating peer, and per-peer policy on the part of the RAD US
server. For the authenticating peer, authentication policy should be
set on a per-connection basis. Per-connection policy allows an

aut henticating peer to negotiate a strong EAP net hod when connecti ng
to one service, while negotiating a weaker EAP nethod for another
servi ce.

Wth per-connection policy, an authenticating peer will only attenpt
to negotiate EAP for a session in which EAP support is expected. As
aresult, there is a presunption that an authenticating peer

sel ecting EAP requires that level of security. If it cannot be
provided, it is likely that there is some kind of m sconfiguration

or even that the authenticating peer is contacting the wong server.
Shoul d the NAS not be able to negotiate EAP, or should the

EAP- Request sent by the NAS be of a different EAP type than what is
expected, the authenticating peer MJST di sconnect. An authenticating
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peer expecting EAP to be negotiated for a session MJUST NOT negotiate
a weaker nethod, such as CHAP or PAP. In wireless networks, the
service advertisenment itself nmay be spoof-able, so that an attacker
could fool the peer into negotiating an authentication method
suitable for a | ess secure network.

For a NAS, it may not be possible to determ ne whether a peer is
required to authenticate with EAP until the peer’s identity is known.
For example, for shared-uses NASes it is possible for one reseller to
i npl emrent EAP whil e anot her does not. Alternatively, sonme peer m ght
be authenticated locally by the NAS while other peers are

aut henticated via RADIUS. In such cases, if any peers of the NAS
MJUST do EAP, then the NAS MJST attenpt to negotiate EAP for every
session. This avoids forcing a peer to support nore than one

aut hentication type, which could weaken security.

If CHAP is negotiated, the NAS will pass the User-Nane and

CHAP- Password attributes to the RADIUS server in an Access- Request
packet. |If the peer is not required to use EAP, then the RADI US
server will respond with an Access-Accept or Access-Reject packet as
appropriate. However, if CHAP has been negotiated but EAP is
required, the RADIUS server MJST respond with an Access-Reject,

rat her than an Access- Chal | enge/ EAP- Message/ EAP- Request packet. The
aut henticating peer MIUST refuse to renegoti ate authentication, even
if the renegotiation is from CHAP to EAP

If EAP is negotiated but is not supported by the RADI US proxy or
server, then the server or proxy MJIST respond with an Access- Rej ect.
In these cases, a PPP NAS MJUST send an LCP-Term nate and di sconnect
the peer. This is the correct behavior since the authenticating peer
i s expecting EAP to be negotiated, and that expectation cannot be
fulfilled. An EAP-capable authenticating peer MIST refuse to
renegotiate the authentication protocol if EAP had initially been
negoti ated. Note that problenms with a non- EAP capabl e RADI US proxy
could prove difficult to diagnose, since a peer connecting from one
| ocation (with an EAP-capabl e proxy) might be able to successfully
authenticate via EAP, while the same peer connecting at anot her

| ocation (and encountering an EAP-incapabl e proxy) night be

consi stently di sconnect ed.

4.3.7. |lnpersonation
[ RFC2865] Section 3 states:
A RADI US server MJST use the source | P address of the RADI US UDP

packet to decide which shared secret to use, so that RAD US
requests can be proxied.
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When RADI US requests are forwarded by a proxy, the NAS-IP-Address or
NAS- | Pv6- Address attributes may not natch the source address. Since
the NAS-Identifier attribute need not contain an FQDN, this attribute
al so may not correspond to the source address, even indirectly, with
or without a proxy present.

As a result, the authenticity check performed by a RADI US server or
proxy does not verify the correctness of NAS identification
attributes. This makes it possible for a rogue NAS to forge

NAS- | P- Addr ess, NAS-I| Pv6- Address or NAS-Identifier attributes within
a RADI US Access-Request in order to inpersonate another NAS. It is
al so possible for a rogue NAS to forge session identification

attri butes such as Called-Station-1d, Calling-Station-Id, and

Ori gi nati ng-Li ne-1nfo.

This could fool the RADI US server into subsequently sending
Di sconnect or CoA- Request nessages [ RFC3576] containing forged
session identification attributes to a NAS targeted by an attacker.

To address these vulnerabilities RADIUS proxi es SHOULD check whet her
NAS identification attributes (NAS-IP-Address, NAS-IPv6-Address,

NAS- I dentifier) match the source address of packets originating from
the NAS. Wiere a match is not found, an Access-Reject SHOULD be
sent, and an error SHOULD be | ogged.

However, such a check may not al ways be possible. Since the
NAS- I dentifier attribute need not correspond to an FQDN, it may not
be resolvable to an I P address to be matched agai nst the source
address. Al so, where a NAT exists between the RADI US client and
proxy, checking the NAS-|1P-Address or NAS-I|Pv6- Address attributes may
not be feasible.

To allow verification of NAS and session identification paraneters,
EAP net hods can support the secure exchange of these paraneters

bet ween the EAP peer and EAP server. NAS identification attributes
i ncl ude NAS-I| P- Address, NAS-I|Pv6-Address and Call ed-Station-1d;
session identification attributes include User-Nanme and
Calling-Station-1d. The secure exchange of these paraneters between
the EAP peer and server enables the RADI US server to check whet her
the attributes provided by the NAS match those provided by the peer;
simlarly, the peer can check the parameters provided by the NAS
agai nst those provided by the EAP server. This enables detection of
a rogue NAS

Aboba & Cal houn | nf or mat i onal [ Page 28]



RFC 3579 RADI US & EAP Sept ember 2003

4.3.8. Man in the Mddle Attacks

RADI US only provides security on a hop-by-hop basis, even where |Psec
is used. As a result, an attacker gaining control of a RADI US proxy
could attenpt to nodify EAP packets in transit. To protect agai nst
this, EAP nethods SHOULD incorporate their own per-packet integrity
protection and authenticati on nmechani sns.

4.3.9. Separation of Authenticator and Authentication Server

As noted in [RFC2716], it is possible for the EAP peer and
authenticator to nmutually authenticate, and derive a Master Session
Key (MSK) for a ciphersuite used to protect subsequent data traffic.
Thi s does not present an issue on the peer, since the peer and EAP
client reside on the same machine; all that is required is for the
EAP client nodule to derive and pass a Transi ent Session Key (TSK) to
t he ci phersuite nodul e.

The situation is nore conplex when EAP is used with RADIUS, since the
aut henti cat or and aut hentication server nmay not reside on the sane
host .

In the case where the authenticator and authentication server reside
on different machines, there are several inplications for security.
First, mutual authentication will occur between the peer and the

aut hentication server, not between the peer and the authenticator.
This neans that it is not possible for the peer to validate the
identity of the NAS or tunnel server that it is speaking to, using
EAP al one.

As described in Section 4.2, when RADI US/EAP is used to encapsul ate
EAP packets, |Psec SHOULD be used to provide per-packet
authentication, integrity, replay protection and confidentiality.

The Message- Aut henticator attribute is also required in RAD US
Access- Request s contai ning an EAP-Message attribute sent fromthe NAS
or tunnel server to the RADIUS server. Since the
Message- Aut henti cator attribute involves an HVAC- MD5 nessage
integrity check, it is possible for the RAD US server to verify the
integrity of the Access-Request as well as the NAS or tunnel server’s
identity, even where IPsec is not used. Similarly, Access-Challenge
packets contai ning an EAP-Message attribute sent fromthe RAD US
server to the NAS are also authenticated and integrity protected
usi ng an HVAC- MD5 nmessage integrity check, enabling the NAS or tunnel
server to determine the integrity of the packet and verify the
identity of the RADIUS server, even where |Psec is not used.

Mor eover, EAP packets sent using nethods that contain their own
integrity protection cannot be successfully nodified by a rogue NAS
or tunnel server
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The second issue that arises where the authenticator and

aut hentication server reside on separate hosts is that the EAP Master
Sessi on Key (MSK) negotiated between the peer and aut hentication
server will need to be transmitted to the authenticator. Therefore a
nmechani sm needs to be provided to transnmit the MSK fromthe

aut hentication server to the NAS or tunnel server that needs it. The
specification of the key transport and w appi ng nechani smis outside
the scope of this docunent. However, it is expected that the

wr appi ng nmechanismwi ||l provide confidentiality, integrity and replay
protection, and data origin authentication.

4.3.10. Miltiple Databases

6.

6.

1.

In many cases a security server will be deployed along with a RAD US
server in order to provide EAP services. Unless the security server
al so functions as a RADI US server, two separate user databases will
exi st, each containing informati on about the security requirenments
for the user. This represents a weakness, since security nmay be
conproni sed by a successful attack on either of the servers, or their
dat abases. Wth nmultiple user databases, adding a new user nmay
require nultiple operations, increasing the chances for error. The
problens are further nmagnified in the case where user information is
al so being kept in an LDAP server. In this case, three stores of
user information may exi st.

In order to address these threats, consolidation of databases is
reconmended. This can be achi eved by having both the RADI US server
and security server store information in the sane database; by having
the security server provide a full RADIUS inplenentation; or by
consolidating both the security server and the RADI US server onto

t he sanme machi ne.

| ANA Consi der ati ons

This specification does not create any new registries, or define any
new RADI US attri butes or val ues
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Appendi x A - Exanpl es

The exanpl es below illustrate conversations between an authenticating
peer, NAS, and RADIUS server. The OTP and EAP-TLS protocols are used
only for illustrative purposes; other authentication protocols could
al so have been used, although they m ght show sonewhat different
behavi or.

Where the NAS sends an EAP-Request/ldentity as the initial packet,
t he exchange appears as foll ows:

Aut henti cati ng peer NAS RADI US server
<- EAP- Request/
Identity
EAP- Response/
I dentity (MyID) ->
RADI US Access- Request/
EAP- Message/ EAP- Response/
(WID ->
<- RADI US
Access- Chal | enge/
EAP- Message/ EAP- Request
OTP/ OTP Chal | enge
<- EAP- Request/
OTP/ OTP Chal | enge
EAP- Response/
Orp, OTPpw ->
RADI US Access- Request/
EAP- Message/ EAP- Response/
Orp, OTPpw ->
<- RADI US
Access- Accept/
EAP- Message/ EAP- Success
(other attributes)
<- EAP- Success

Aboba & Cal houn I nf or mat i onal [ Page 34]



RFC 3579 RADI US & EAP Sept ember 2003

In the case where the NAS initiates with an EAP-Request for EAP TLS
[ RFC2716], and the identity is determ ned based on the contents of
the client certificate, the exchange will appear as foll ows:

Aut henti cati ng peer NAS RADI US server
<- EAP- Request/
EAP- Type=EAP-TLS
(TLS Start, S bit set)
EAP- Response/
EAP- Type=EAP-TLS
(TLS client_hello)->
RADI US Access- Request/
EAP- Message/ EAP- Response/
EAP- Type=EAP- TLS- >
<- RADI US Access- Chal | enge/
EAP- Message/
EAP- Request/
EAP- Type=EAP-TLS
<- EAP- Request/
EAP- Type=EAP- TLS
(TLS server_hell o,
TLS certificate,
[ TLS server_key_exchange, ]
[ TLS certificate_request,]
TLS server _hel | o_done)
EAP- Response/
EAP- Type=EAP-TLS
(TLS certificate,
TLS cl i ent _key_exchange,
[ TLS certificate_verify,]
TLS change_ci pher _spec,
TLS fi ni shed)->
RADI US Access- Request/
EAP- Message/ EAP- Response/
EAP- Type=EAP- TLS- >
<- RADI US Access- Chal | enge/
EAP- Message/
EAP- Request/
EAP- Type=EAP-TLS
<- EAP- Request/
EAP- Type=EAP-TLS
(TLS change_ci pher _spec,
TLS fi ni shed)
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EAP- Response/
EAP- Type=EAP- TLS ->
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RADI US Access- Request/

EAP- Message/ EAP- Response/

EAP- Type=EAP- TLS- >
<- RADI US Access- Accept/
EAP- Message/ EAP- Success
(other attributes)

<- EAP- Success

In the case where the NAS first sends an EAP-Start packet to the

RADI US ser ver,

Aut henti cati ng peer

EAP- Response/
I dentity (MyID) ->

EAP- Response/
Orp, OTPpw ->

Aboba & Cal houn

t he conversation woul d appear as foll ows:

NAS RADI US server
RADI US Access- Request/
EAP- Message/ Start - >
<- RADI US
Access- Chal | enge/
EAP- Message/ EAP- Request /
I dentity
<- EAP- Request/
Identity

RADI US Access- Request/
EAP- Message/ EAP- Response/
| dentity (MyID) ->
<- RADI US
Access- Chal | enge/
EAP- Message/ EAP- Request /
OrP/ OTP Chal | enge
<- EAP- Request/
OrP/ OTP Chal | enge

RADI US Access- Request/
EAP- Message/ EAP- Response/
Orp, OTPpw ->
<- RADI US
Access- Accept/
EAP- Message/ EAP- Success
(other attri butes)
<- EAP-Success
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In the case where the NAS initiates with an EAP-Request for EAP TLS
[ RFC2716], but the peer responds with a Nak, indicating that it would

pref er anot her

exchange wi ||

appear

Aut henti cati ng peer

EAP- Response/
EAP- Type=Nak

(Alternative(s))->

EAP- Response/
Identity (MyID)

EAP- Response/
Orp, OTPpw ->

Aboba & Cal houn

->

nmet hod not inplenented |locally on the NAS, the

as follows:

NAS RADI US server
<- EAP- Request/

EAP- Type=EAP-TLS

(TLS Start, S bit set)

RADI US Access- Request/
EAP- Message/ EAP- Response/
Nak ->
<- RADI US
Access- Chal | enge/
EAP- Message/ EAP- Request /
I dentity
<- EAP- Request/
Identity

RADI US Access- Request/
EAP- Message/ EAP- Response/
(MID ->
<- RADI US
Access- Chal | enge/
EAP- Message/ EAP- Request
OTP/ OTP Chal | enge
<- EAP- Request/
OrP/ OTP Chal | enge

RADI US Access- Request/
EAP- Message/ EAP- Response/
Orp, OTPpw ->
<- RADI US
Access- Accept/
EAP- Message/ EAP- Success
(other attri butes)
<- EAP-Success
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In the case where the authenticating peer attenpts to authenticate
the NAS, the conversation woul d appear as foll ows:

Aut henti cati ng peer NAS RADI US Server
EAP- Request/
Chal | enge, MD5 ->
RADI US Access- Request/
EAP- Message/ EAP- Request /
Chal | enge, MD5 ->
<- RADI US
Access- Rej ect/
EAP- Message/
EAP- Response/
Nak (no alternative)

<- EAP- Response/ Nak

(no alternative)
EAP- Fai lure ->
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In the case where an invalid EAP Response is inserted by an attacker,
t he conversation woul d appear as foll ows:

Aut henti cati ng peer NAS RADI US server
<- EAP- Request/
EAP- Type=Foo0
EAP- Response/
EAP- Type=Foo ->
RADI US Access- Request/
EAP- Message/ EAP- Response/
EAP- Type=Foo ->
<- RADI US
Access- Chal | enge/
EAP- Message/ EAP- Request /
EAP- Type=Foo
<- EAP- Request/
EAP- Type=Foo0
At t acker spoof:
EAP- Response/
EAP- Type=Bar ->

Good guy:

EAP- Response/

EAP- Type=Foo ->
RADI US Access- Request/
EAP- Message/ EAP- Response/
EAP- Type=Bar ->

<- RADI US
Access- Chal | enge/
EAP- Message/ EAP- Request /
EAP- Type=Foo,
Error-Cause="Invalid EAP
Packet (1gnored)”

RADI US Access- Request/

EAP- Message/ EAP- Response/

EAP- Type=Foo ->
<- Access- Accept/
EAP- Message/ Success

<- EAP Success
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In the case where the client fails EAP authentication, and an error
nmessage i s sent prior to disconnection, the conversation woul d appear

as foll ows:

Aut henti cati ng peer

EAP- Response/
Identity (MyID)

EAP- Response/
Orp, OTPpw ->

EAP- Response/
Notification ->

Aboba & Cal houn

->

NAS RADI US server
RADI US Access- Request/
EAP- Message/ Start - >
<- RADI US
Access- Chal | enge/
EAP- Message/ EAP- Response/
I dentity
<- EAP- Request/
Identity

RADI US Access- Request/
EAP- Message/ EAP- Response/
(MID ->
<- RADI US
Access- Chal | enge/
EAP- Message/ EAP- Request
OrP/ OTP Chal | enge
<- EAP- Request/
OrP/ OTP Chal | enge

RADI US Access- Request/

EAP- Message/ EAP- Response/

Orp, OTPpw ->
<- RADI US
Access- Chal | enge/
EAP- Message/ EAP- Request /
Noti fication

<- EAP- Request/

Noti fication

RADI US Access- Request/
EAP- Message/ EAP- Response/
Noti fication ->
<- RADI US
Access- Rej ect/
EAP- Message/ EAP- Fai | ure
<- EAP-Failure
(client disconnected)
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In the case that the RADI US server or proxy does not support EAP-
Message, but no error nessage is sent, the conversation woul d appear
as follows:

Aut henti cati ng peer NAS RADI US server
RADI US Access- Request/
EAP- Message/ Start - >
<- RADI US
Access- Rej ect
(User Di sconnect ed)

In the case where the | ocal RADI US server does support EAP-Message, but
the rempte RADI US server does not, the conversation woul d appear as
foll ows:

Aut henti cati ng peer NAS RADI US server

RADI US Access- Request/
EAP- Message/ Start - >

<- RADI US
Access- Chal | enge/
EAP- Message/
EAP- Response/
Identity
<- EAP- Request/
Identity
EAP- Response/
I dentity
(MID ->
RADI US Access- Request/
EAP- Message/ EAP- Response/
(WID ->
<- RADI US

Access- Rej ect
(proxied fromrenote
RADI US server)
(User Di sconnect ed)

Aboba & Cal houn | nf or mat i onal [ Page 41]



RFC 3579 RADI US & EAP Sept ember 2003

In the case where PPP is the link and the authenticating peer does
not support EAP, but where EAP is required for that user, the
conversation woul d appear as foll ows:

Aut henti cati ng peer NAS RADI US server
<- PPP LCP Request - EAP
aut h
PPP LCP NAK- EAP
auth ->
<- PPP LCP Request - CHAP
aut h
PPP LCP ACK- CHAP
auth ->
<- PPP CHAP Chal | enge
PPP CHAP Response ->
RADI US Access- Request/
User - Nane,
CHAP- Passwor d - >
<- RADI US
Access- Rej ect
<- PPP LCP Termnate
(User Di sconnect ed)

In the case where PPP is the link, the NAS does not support EAP, but
where EAP is required for that user, the conversation would appear as
fol l ows:

Aut henti cati ng peer NAS RADI US server
<- PPP LCP Request - CHAP
aut h

PP LCP ACK- CHAP
auth ->
<- PPP CHAP Chal | enge
PPP CHAP Response ->
RADI US Access- Request/
User - Nane,
CHAP- Password - >

<- RADI US
Access- Rej ect
<- PPP LCP Termnate
(User Di sconnect ed)
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Appendi x B - Change Log
The foll owi ng changes have been made from RFC 2869:
A NAS may simul taneously support both | ocal authentication and
pass-through; once the NAS enters pass-through node within a session,
it cannot revert back to local authentication. Also EAP is
explicitly described as a 'l ock step’ protocol. (Section 2).
The NAS may initiate with an EAP-Request for an authentication Type.
If the Request is NAK d, the NAS should send an initi al
Access- Request with an EAP-Message attribute containing an
EAP- Response/ Nak.

The RADI US server may treat an invalid EAP Response as a non-fatal
error (Section 2.2)

For use with RADI US/ EAP, the Password-Retry (Section 2.3) and
Repl y- Message (2.6.5) attributes are deprecated.

Each EAP session has a unique ldentifier space (Section 2.6.1).
Rol e reversal is not supported (Section 2.6.2).

Message conbi nations (e.g. Access-Accept/EAP-Failure) that conflict
are di scouraged (Section 2.6.3).

Only a single EAP packet may be encapsul ated within a RADI US nessage
(Section 3.1).

An Access- Request | acking explicit authentication as well as a
Message- Authenticator attribute SHOULD be silently discarded
(Section 3.3).

The Originating-Line-Info attribute is supported (Section 3.3).

| Psec ESP with non-null transform SHOULD be used and the usage nodel
is described in detail (Section 4.2).

Addi ti onal discussion of security vulnerabilities (Section 4.1) and
potential fixes (Section 4.3).

Separated normative (Section 6.1) and informative (Section 6.2)
r ef er ences.
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Added additional exanples (Appendix A: a NAS initiating with an
EAP- Request for an authentication Type; attenpted role reversal

Intell ectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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