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1. Introduction

Thi s docunent defines a set of ASN.1 [8] encoding rules, called the
Generic String Encoding Rules or GSER, that produce a human readabl e
UTF-8 [6] character string encoding of ASN. 1 val ues of any given
arbitrary ASN. 1 type.

Note that "ASN. 1 value" does not mean a Basic Encodi ng Rul es (BER)
[12] encoded value. The ASN. 1 value is an abstract concept that is
i ndependent of any particular encoding. BER is just one possible
encodi ng of an ASN. 1 val ue.

GSER i s based on ASN. 1 val ue notation [8], with changes to
accommodate the notation’s use as a transfer syntax, and to support
wel | established ad-hoc string encodings for Lightweight Directory
Access Protocol (LDAP) [14] directory data types.

Though primarily intended for defining the LDAP-specific encoding of
new LDAP attribute syntaxes and assertion syntaxes, these encoding
rul es could al so be used in other domai ns where human readabl e
renderings of ASN. 1 val ues woul d be useful.

Referencing GSER is sufficient to define a human readabl e text
encoding for values of a specific ASN.1 type, however other
specifications may w sh to provide a custoni zed Augnment ed Backus- Naur
Form (ABNF) [3] description, independent of the ASN. 1, as a

conveni ence for the inplenentor (equivalent ABNF for the GSER

encodi ngs for ASN. 1 types conmonly occurring in LDAP syntaxes is
provided in a separate docunent [15]). Such a specification SHOULD
state that if there is a discrepancy between the custonized ABNF and
the GSER encodi ng defined by this docunment, that the GSER encodi ng

t akes precedence.
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2. Conventions

Throughout this docunent, "type" shall be taken to nmean an ASN. 1
type, and "value" shall be taken to nean an ASN. 1 val ue.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [1].

3. Generic String Encodi ng Rul es

The GSER encodi ng of a value of any ASN. 1 type is described by the
follow ng ABNF [ 3]:

Value = BitStringVval ue /
Bool eanVal ue /
Character StringVal ue /
Choi ceVal ue /
EnbeddedPDvVval ue /
Enuner at edVal ue /
Ext er nal Val ue /
Gener al i zedTi neVal ue /
I nt eger Val ue /
I nst anceCOf Val ue /
Nul | vVal ue /
Obj ect Descri pt or Val ue /
Qoj ectl denti fierValue /
Cctet StringVal ue /
Real val ue /
Rel ati ved Dval ue /
Sequenced Val ue /
SequenceVal ue /
Set O Val ue /
Set Val ue /
StringVval ue /
UTCTi neVal ue /
Vari ant Encodi ng

The ABNF for each of the above rules is given in the follow ng
sections.

3.1 Type Referencing Notations
A value of a type with a defined type nanme is encoded according to

the type definition on the right hand side of the type assignnment for
the type nane.
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A val ue of a type denoted by the use of a paraneterized type with
actual paraneters is encoded according to the paraneterized type with
the DumyRef erences [11] substituted with the actual paraneters.

A val ue of a tagged or constrained type is encoded as a val ue of the
type without the tag or constraint, respectively. Tags do not appear
in the string encodings defined by this docunent. See X 680 [8] and
X. 682 [10] for the details of ASN. 1 constraint notation

A val ue of an open type denoted by an Object d assFi el dType (C ause 14
of X. 681 [9]) is encoded according to the specific type of the val ue.

A value of a fixed type denoted by an Cbjectd assFi el dType i s encoded
according to that fixed type.

A value of a selection type is encoded according to the type
referenced by the selection type.

A val ue of a type described by TypeFrombbject notation (Cl ause 15 of
X.681 [9]) is encoded according to the denoted type.

A val ue of a type described by Val ueSet Frombj ects notation (d ause
15 of X. 681 [9]) is encoded according to the governing type.

3.2. Restricted Character String Types

The contents of a string value are encoded as a UTF-8 character
string between double quotes, regardless of the ASN.1 string type.
Dependi ng on the ASN. 1 string type and an application’s internal
representation of that string type, a translation to or fromthe
UTF- 8 character encoding may be required. NunericString,

Printabl eString, IA5String, and VisibleString (1S0646String) are
conpatible with UTF-8 and do not require any translation. BMString
(UCS-2) and Universal String (UCS-4) have a direct mapping to and from
UTF-8 [6]. For the remaining string types see X. 680 [8]. Any
enbedded doubl e quotes in the resulting UTF-8 character string are
escaped by repeating the double quote characters.

A value of the NunericString, PrintableString, TeletexString
(T6lString), VideotexString, |IA5String, GaphicString, VisibleString
(1S0646String), Ceneral String, BMPString, Universal String or
UTF8String type is encoded according to the <StringVal ue> rule.
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3.

3.

StringVval ue = dquot e *Saf eUTF8Char acter dquote

dquot e = %22 ; " (double quote)

Saf eUTF8Char acter = %00-21 / 9%23-7F / ; ASCI | m nus dquote
dquot e dquote / escaped doubl e quote

9% CO- DF 9% 80- BF / ; 2 byte UTF-8 character
O EO- EF 2(%80-BF) / ; 3 byte UTF-8 character
W% FO- F7 3( % 80- BF) ; 4 byte UTF-8 character
A val ue of the GeneralizedTine type, UTCTinme type or ObjectDescriptor
type is encoded as a string value. GeneralizedTinme and UTCTi ne use
the VisibleString character set so the conversion to UTF-8 is
trivial. ObjectDescriptor uses the GaphicString type.

General i zedTi meVal ue = StringVal ue
UTCTi neVal ue = StringVal ue
hj ect Descri ptorValue = StringVal ue

Choi ceOF Strings Types

It is not uncommon for ASN. 1 specifications to define types that
offer a CHO CE between two or nore alternative ASN. 1 string types,
where the particular alternative chosen carries no semantic
significance (DirectoryString [7] being a prinme exanple). Such types
are defined to avoid having to use a conplicated character encodi ng
for all values when nost values could use a sinpler string type, or
to deal with evolving requirenments that conpel the use of a broader
character set while still maintaining backward conpatibility.

GSER encodes values of all the ASN. 1 string types as UTF-8 character
strings so the particular alternative that is chosen froma purely
syntactic CHO CE of string types makes no material difference to the
final encoding of the string val ue.

While there are certain ASN. 1 constructs that betray the semantic
significance of the alternatives within a CHO CE type, the absence of
those constructs does not necessarily mean that a CHO CE type is
purely syntactic. Therefore, it is necessary for specifications to
declare the purely syntactic CHO CE types so that they may be nore
conpactly encoded (see Section 3.12). These declared CHO CE types
are referred to as ChoiceOXStrings types.

To be eligible to be declared a ChoiceOFStrings type, an ASN. 1 type
MUST satisfy the follow ng conditions.

a) The type is a CHO CE type.
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b) The conponent type of each alternative is one of the follow ng
ASN. 1 restricted string types: NumericString, PrintableString,
Tel etexString (T61String), VideotexString, |A5String,
GraphicString, VisibleString (1S0646String), Ceneral String,
BMPSt ri ng, Universal String or UTF8Stri ng.

c) Al the alternatives are of different restricted string types,
i.e., no tw alternatives have the same ASN. 1l restricted string

type.

d) Either none of the alternatives has a constraint, or all of the
alternatives have exactly the same constraint.

Tagging on the alternative types is ignored.

Consider the ASN. 1 paraneterized type definition of DirectoryString.

DirectoryString { INTEGER : nmaxSize } ::= CHO CE {
tel etexString Tel etexString (SIZE (1.. maxSi ze)),
printabl eString PrintableString (SIZE (1..naxSize)),
bmpStri ng BWPString (SIZE (1..maxSi ze)),
uni versal String Uni versal String (SIZE (1.. maxSi ze)),
uTF8Stri ng UTF8String (SI ZE (1..maxSize)) }

Any use of the DirectoryString paraneterized type with an actual
paranet er defines an ASN. 1 type that satisfies the above conditions.
Recognising that the alternative within a DirectoryString carries no
semanti c significance, this docunent declares (each and every use of)
DirectoryString{} to be a ChoiceO'Strings type.

O her specifications MAY decl are other types satisfying the above
conditions to be ChoiceOStrings types. The declaration SHOULD be
made at the point where the ASN. 1 type is defined, otherwise it
SHOULD be nade at the point where it is introduced as, or in, an LDAP
attribute or assertion syntax.

3. 4. Identifiers

An <identifier> confornms to the definition of an identifier in ASN 1
notation (Clause 11.3 of X. 680 [8]). It begins with a | owercase
letter and is followed by zero or nore letters, digits, and hyphens.
A hyphen is not permtted to be the last character, nor is it to be
foll owed by another hyphen. The case of letters in an identifier is
al ways significant.
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3.

3.

5.

6.

identifier = | ower case *al phanuneric *(hyphen 1*al phanuneri c)
al phanunmeric = uppercase / |owercase / decinal-digit

upper case = %&41-5A ; "A" to "Z"

| ower case = %&61-7A ; "a" to "z"

decimal -digit = %30-39 ; "0" to "9"

hyphen ="

BI T STRI NG

A value of the BIT STRING type is encoded according to the
<BitStringValue> rule. |If the definition of the BIT STRING type
includes a named bit list, the <bit-list> formof <BitStringVal ue>
MAY be used. |f the nunber of bits in a BIT STRING value is a
multiple of four, the <hstring> formof <BitStringVal ue> MAY be used.
O herwi se, the <bstring> formof <BitStringValue> is used.

BitStringVvalue = bstring / hstring / bit-Ilist

The <bit-list> rule encodes the one bits in the bit string value as a
comma separated |ist of identifiers. Each <identifier> MJST be one
of the identifiers in the named bit list, and MJST NOT appear nore
than once in the same <bit-list>  The <bstring> rul e encodes each
bit as the character "0" or "1" in order fromthe first bit to the
last bit. The <hstring> rule encodes each group of four bits as a
hexadeci mal nunber where the first bit is the nost significant. An
odd nunber of hexadecinmal digits is permtted.

bit-1ist ="{" [ spidentifier
*("," spidentifier ) ] sp "}"

hstring = squot e *hexadeci mal -digit squote %48 ; '... ' H
hexadeci mal -digit = %30-39 / ; "0" to "9"

Ux41- 46 ; "A" to "F"
bstring = squote *binary-digit squote %42 ; '...'B
bi nary-digit ="0" / "1"
sp = *0%20 ; zero, one or nore space characters
squot e = W27 ; ' (single quote)
BOOLEAN

A val ue of the BOOLEAN type is encoded according to the
<Bool eanVal ue> rul e.

Bool eanVal ue = %54.52.55. 45 / . " TRUE"
0x46. 41. 4C. 53.45 ; "FALSE"
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3.

3.

3.

3.

7. ENUMERATED

A val ue of the ENUMERATED type is encoded according to the
<Enuner at edVal ue> rule. The <identifier> MJUST be one of those in the
list of enunmerations in the definition of the ENUMERATED t ype.

Enuner at edVal ue = identifier
8. I NTEGER
A val ue of the INTEGER type is encoded according to the
<IntegerValue> rule. |If the definition of the |INTEGER type includes
a named nunber list, the <identifier> formof <IlntegerValue> MAY be
used, in which case the <identifier> MJST be one of the identifiers
in the named nunber 1|ist.
I nt eger Val ue ="0" /
positive-nunber /
("-" positive-nunber) /
identifier
positive-nunber = non-zero-digit *decinal-digit
non-zero-digit = 9%31-39 ; "1" to "9"
9. NULL
A value of the NULL type is encoded according to the <Null Val ue>
rul e.
Nul | Val ue = %4E. 55.4C. 4C ; "NULL"
10. OBJECT | DENTI FI ER and RELATIVE-Q D

A val ue of the OBJECT I DENTIFIER type is encoded according to the
<bj ectldentifierValue> rule. The <CbjectldentifierValue> rule
allows either a dotted decimal representation of the OBJECT

| DENTI FI ER val ue or an object descriptor nane, i.e., <descr>. The
<descr> rule is described in RFC 2252 [4]. An object descriptor name
is potentially anbi guous and should be used with care.

oj ectldentifierValue = nunmeric-oid / descr
nuneri c-oi d = oi d-conponent 1*( "." oid-comnmponent )
oi d- component = "0" / positive-nunber

A val ue of the RELATIVE-O D type is encoded according to the
<Rel ati veO Dval ue> rul e.

Rel ati ved Dval ue = oi d- conponent *( oi d- conponent )
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3.11. COCTET STRI NG

A val ue of the OCTET STRING type is encoded according to the
<CctetStringValue> rule. The octets are encoded in order fromthe
first octet to the last octet. Each octet is encoded as a pair of
hexadeci nal digits where the first digit corresponds to the four nost
significant bits of the octet. |If the hexadecinmal string does not
have an even nunber of digits, the four least significant bits in the
| ast octet are assuned to be zero.

Cctet StringVal ue = hstring
3.12. CHO CE

A value of a CHO CE type is encoded according to the <Choi ceVal ue>
rule. The <Choi ceOF StringsVal ue> encodi ng MAY be used if the
correspondi ng CHO CE type has been declared a ChoiceOStrings type.
Thi s docunent declares DirectoryString to be a ChoiceOfStrings type
(see Section 3.3). Oherwise, the <ldentifiedChoiceVal ue> form of
<Choi ceVal ue> i s used.

| denti fi edChoi ceVal ue /
Choi ceOF Stri ngsVal ue
identifier ":" Val ue
StringVal ue

Choi ceVal ue

| dentifi edChoi ceVal ue =
Choi ceOX StringsVal ue =
For inplenentations that recognise the internal structure of the
DirectoryString CHO CE type (e.g., X 500 directories [16]), if the
character string between the quotes in a <StringVal ue> contains only
characters that are pernmitted in a PrintableString, the
DirectoryString is assuned to use the printableString alternative,
otherwise it is assuned to use the uTF8String alternative. The

<l denti fi edChoi ceVal ue> rul e MAY be used for a value of type
DirectoryString to indicate an alternative other than the one that
woul d be assuned fromthe string contents. No natter what
alternative is chosen, the <vValue> will still be a UTF-8 encoded
character string. However, it is a syntax error if the characters in
the UTF-8 string cannot be represented in the string type of the
chosen alternative.

| npl erentations that do not care about the internal structure of a
DirectoryString value MJST be able to parse the

<l dentifiedChoi ceVal ue> formfor a DirectoryString val ue, though the
particular identifier found will be of no interest.
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3.13. SEQUENCE and SET

A val ue of a SEQUENCE type is encoded according to the
<SequenceVal ue> rule. The <ConponentList> rule encodes a coma
separated list of the particular conponent values present in the
SEQUENCE val ue, where each conponent value is preceded by the
corresponding identifier fromthe SEQUENCE type definition. The
conmponents are encoded in the order of their definition in the
SEQUENCE t ype.

SequenceVal ue Component Li st

Conponent List = "{" [ sp Nanedvalue *( "," sp Nanedvalue) ] sp "}"
NamedVal ue = identifier nmsp Val ue
nep = 1*9%20 ; one or nore space characters

A value of a SET type is encoded according to the <SetVal ue> rule.
The conponents are encoded in the order of their definition in the
SET type (i.e., just like a SEQUENCE value). This is a deliberate
departure from ASN. 1 val ue notati on where the conponents of a SET can
be witten in any order.

Set Val ue = Conponent Li st

SEQUENCE and SET type definitions are sonetines extended by the

i nclusi on of additional conmponent types, so an inplenmentati on SHOULD
be capabl e of skipping over any <NanmedVal ue> encoding with an
identifier that is not recognised, on the assunption that the sender
is using a nore recent definition of the SEQUENCE or SET type.

3.14. SEQUENCE OF and SET OF
A val ue of a SEQUENCE OF type is encoded according to the
<SequenceOf Val ue> rul e, as a conma separated list of the instances in
the value. Each instance is encoded according to the conponent type
of the SEQUENCE OF type.

SequenceO'Value = "{" [ sp Value *( "," sp Value) ] sp "}"

A value of a SET OF type is encoded according to the <Set Of Val ue>
rule, as a list of the instances in the value. Each instance is
encoded according to the conponent type of the SET OF type.

Set Of Val ue ="{" [ sp Value *( "," sp Value) ] sp "}"

Legg St andar ds Track [ Page 10]



RFC 3641 Generic String Encodi ng Rul es Cct ober 2003

3.15. CHARACTER STRI NG

A val ue of the unrestricted CHARACTER STRI NG type i s encoded
according to the correspondi ng SEQUENCE type defined in O ause 40.5
of X. 680 [8] (see [15] for equival ent ABNF).

Character StringVal ue = SequenceVal ue
3.16. EMBEDDED PDV

A val ue of the EMBEDDED PDV type is encoded according to the
correspondi ng SEQUENCE type defined in Cause 33.5 of X 680 [8] (see
[ 15] for equival ent ABNF).

EnbeddedPDVVal ue = SequenceVal ue
3.17. EXTERNAL

A val ue of the EXTERNAL type is encoded according to the
correspondi ng SEQUENCE type defined in Cause 8.18.1 of X 690 [12]
(see [15] for equival ent ABNF).

Ext er nal Val ue = SequenceVal ue
3.18. | NSTANCE OF

A val ue of the INSTANCE OF type is encoded according to the
correspondi ng SEQUENCE type defined in Annex C of X 681 [9].

I nstanceCf Val ue = SequenceVal ue
3.19. REAL

A val ue of the REAL type MJST be encoded as "0" if it is zero,
otherwise it is encoded as the special value <PLUS-INFIN TY>, the
speci al value <M NUS-I NFI NI TY>, an optionally signed <real nunber>, or
as a value of the correspondi ng SEQUENCE type for REAL defined in
Clause 20.5 of X. 680 [8] (see [15] for equival ent ABNF).

Real value = "0" ; zero REAL val ue
/| PLUS-INFINITY ; positive infinity
/" MNUS-INFINITY ; negative infinity
! real nunber ; positive base 10 REAL val ue
/[ "-" real nunber ; negative base 10 REAL val ue
| SequenceVal ue ; non-zero REAL val ue, base 2 or 10
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3.

real nunber = manti ssa exponent

manti ssa = (positive-nunber [ "." *decimal-digit ])
[ ( "0." *("0") positive-nunber )

exponent ="E" ( "0" / ([ "-" ] positive-nunber))

PLUS- I NFI NI TY %% 50. 4C. 55. 53. 2D. 49. 4E. 46. 49. 4E. 49. 54. 59
;o "PLUS-1 NFI NIFTY"
9% 4D. 49. 4E. 55. 53. 2D. 49. 4E. 46. 49. 4E. 49. 54. 59

7 "M NUS- T NFINETY"

M NUS- | NFI NI TY

20. Variant Encodings

The val ues of sonme naned conplex ASN. 1 types have special string
encodi ngs. These special encodings are al ways used instead of the
encodi ng that woul d otherw se apply based on the ASN. 1 type
definition.

Vari ant Encodi ng = RDNSequenceVal ue /
Rel at i veDi sti ngui shedNaneVal ue /
ORAddr essVal ue

A val ue of the RDNSequence type, i.e., a distinguished nanme, is
encoded according to the <RDNSequenceVal ue> rul e, as a quoted LDAPDN
character string. The character string is first derived according to
t he <di stingui shedNanme> rule in Section 3 of RFC 2253 [5], and then
encoded as if it were a UTF8String value, i.e., between doubl e quotes
wi th any enmbedded doubl e quotes escaped by bei ng repeat ed.

RDNSequenceVal ue = StringVal ue

A Rel ativeDi sti ngui shedNanme val ue that is not part of an RDNSequence
val ue is encoded according to the <Rel ativeD sti ngui shedNaneVal ue>
rule as a quoted character string. The character string is first
derived according to the <name-conponent> rule in Section 3 of RFC
2253 [5], and then encoded as if it were a UTF8String val ue.

Rel ati veDi sti ngui shedNaneVal ue = StringVal ue

A val ue of the ORAddress type is encoded according to the
<ORAddressVal ue> rul e as a quoted character string. The character
string is first derived according to the textual representation of
MI'S. ORAddr ess from RFC 2156 [2], and then encoded as if it were an
| A5String val ue.

ORAddr essVal ue = StringVal ue
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4.

6.

6.

1.

GSER Transfer Syntax

The followi ng OBJECT | DENTI FI ER has been assi gned by Adacel
Technol ogi es, under an arc assigned to Adacel by Standards Australi a,
to identify the Generic String Encoding Rul es:

{ 1 2 36 79672281 0 0 }

This OBJECT | DENTI FI ER woul d be used, for exanple, to describe the
transfer syntax for a GSER encoded data-val ue i n an EMBEDDED PDV
val ue.

Security Considerations

The Ceneric String Encoding Rul es do not define a canonical encoding.
That is, a transformation froma GSER encoding i nto sone ot her
encoding (e.g., BER) and back into GSER wi Il not necessarily
reproduce the original GSER octet encoding. Therefore, GSER MJST NOT
be used where a canoni cal encoding is needed.

Furt hernore, GSER does not necessarily enabl e the exact octet
encodi ng of values of the TeletexString, VideotexString,
GraphicString or General String types to be reconstructed, so a
transformati on froma D stinguished Encodi ng Rul es (DER) [12]
encodi ng to GSER and back to DER may not reproduce the original DER
encodi ng. Therefore, GSER MJST NOT be used to re-encode, whether for
storage or transm ssion, ASN. 1 abstract val ues whose original binary
encodi ng nmust be recoverable. Such recovery is needed for the
verification of digital signatures. 1n such cases, protocols ought
to use DER or a DER-reversibl e encoding.

When interpreting security-sensitive fields, and in particular fields
used to grant or deny access, inplenentations MJUST ensure that any
conpari sons are done on the underlying abstract value, regardless of
the particul ar encodi ng used.
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