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Abstract

Thi s docunent defines the Extended Report (XR) packet type for the
RTP Control Protocol (RTCP), and defines how the use of XR packets
can be signaled by an application if it enploys the Session
Description Protocol (SDP). XR packets are conposed of report

bl ocks, and seven bl ock types are defined here. The purpose of the
extended reporting format is to convey information that suppl enents
the six statistics that are contained in the report blocks used by
RTCP' s Sender Report (SR) and Receiver Report (RR) packets. Sone
applications, such as nulticast inference of network characteristics
(M NC) or voice over IP (VolP) nonitoring, require other and nore
detailed statistics. In addition to the block types defined here,
addi ti onal bl ock types may be defined in the future by adhering to
the franework that this docunent provides.
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1.

| nt roducti on

Thi s docunent defines the Extended Report (XR) packet type for the
RTP Control Protocol (RTCP) [9], and defines how the use of XR
packets can be signaled by an application if it enploys the Session
Description Protocol (SDP) [4]. XR packets convey information beyond
that already contained in the reception report bl ocks of RTCP s
sender report (SR) or Receiver Report (RR) packets. The information
is of use across RTP profiles, and so is not appropriately carried in
SR or RR profile-specific extensions. |Information used for network
managenent falls into this category, for instance.

The definition is broken out over the three sections that followthe
I ntroduction. Section 2 defines the XR packet as consisting of an
ei ght octet header followed by a series of conponents called report
bl ocks. Section 3 defines the common format, or framework,
consisting of a type and a length field, required for all report

bl ocks. Section 4 defines several specific report block types.

O her bl ock types can be defined in future docunents as the need

ari ses.

The report bl ock types defined in this docunent fall into three
categories. The first category consists of packet-by-packet reports
on received or |ost RTP packets. Reports in the second category
convey reference tine informati on between RTP participants. 1In the
third category, reports convey netrics relating to packet receipts,
that are summary in nature but that are nore detailed, or of a
different type, than that conveyed in existing RTCP packets.

Al'l told, seven report block formats are defined by this docunent.
O these, three are packet-by-packet bl ock types:

- Loss RLE Report Block (Section 4.1): Run length encodi ng of
reports concerning the | osses and recei pts of RTP packets.

- Duplicate RLE Report Block (Section 4.2): Run |length encodi ng of
reports concerning duplicates of received RTP packets.

- Packet Receipt Tinmes Report Block (Section 4.3): Alist of
reception tinestanps of RTP packets.

There are two reference tine related bl ock types:

- Receiver Reference Tinme Report Block (Section 4.4): Receiver-end
wal | cl ock timestanps. Together with the DLRR Report Bl ock
menti oned next, these allow non-senders to calculate round-trip
times.
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- DLRR Report Block (Section 4.5): The delay since the | ast Receiver
Ref erence Tine Report Block was received. An RTP data sender that
recei ves a Receiver Reference Tinme Report Block can respond with a
DLRR Report Bl ock, in nuch the same way as, in the nmechani sm
al ready defined for RTCP [9, Section 6.3.1], an RTP data receiver
that receives a sender’s NTP tinmestanp can respond by filling in
the DLSR field of an RTCP reception report bl ock.

Finally, this docunment defines two summary netric bl ock types:

- Statistics Sunmary Report Block (Section 4.6): Statistics on RTP
packet sequence nunbers, |osses, duplicates, jitter, and TTL or
Hop Limt val ues.

- Vol P Metrics Report Block (Section 4.7): Metrics for nonitoring
Voi ce over |IP (VolP) calls.

Bef ore proceeding to the XR packet and report block definitions, this
docunent provides an applicability statenment (Section 1.1) that
describes the contexts in which these report bl ocks can be used. It
al so defines (Section 1.2) the normative use of key words, such as
MUST and SHOULD, as they are enployed in this docunent.

Fol l owi ng the definitions of the various report blocks, this docunment
descri bes how applications that enploy SDP can signal their use
(Section 5). The docunent concludes with a discussion (Section 6) of
nunbering considerations for the Internet Assigned Nunbers Authority
(I'ANA), of security considerations (Section 7), and with appendices

t hat provi de exanples of how to inplenment algorithns discussed in the
t ext.

1.1. Applicability

The XR packets are useful across multiple applications, and for that
reason are not defined as profile-specific extensions to RTCP sender
or Receiver Reports [9, Section 6.4.3]. Nonetheless, they are not of
use in all contexts. |In particular, the VolP netrics report bl ock
(Section 4.7) is specific to voice applications, though it can be
enpl oyed over a wide variety of such applications.

The Vol P netrics report block can be applied to any one-to-one or
one-to-many voice application for which the use of RTP and RTCP is
specified. The use of conversational netrics (Section 4.7.5),
including the R factor (as described by the E Model defined in [3])
and the nean opinion score for conversational quality (MOS-CQ, in
applications other than sinple two party calls is not defined; hence,
these nmetrics should be identified as unavailable in multicast
conferenci ng applications.
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The packet - by- packet report bl ock types, Loss RLE (Section 4.1),
Duplicate RLE (Section 4.2), and Packet Receipt Tinmes (Section 4.3),
have been defined with network tonography applications, such as

mul ticast inference of network characteristics (MNC [11], in m nd.
M NC requires detail ed packet receipt traces frommulticast session
receivers in order to infer the gross structure of the nulticast
distribution tree and the paranmeters, such as | oss rates and del ays,
that apply to paths between the branching points of that tree.

Any real tinme multicast nultinmedia application can use the packet-
by- packet report block types. Such an application could enploy a

M NC i nference subsystemthat would provide it with nmulticast tree
topology information. One potential use of such a subsystem would be
for the identification of high loss regions in the nulticast tree and
the identification of nulticast session participants well situated to
provi de retransmi ssions of |ost packets.

Det ai | ed packet-by-packet reports do not necessarily have to consune
di sproportionate bandwi dth with respect to other RTCP packets. An
application can cap the size of these blocks. A mechanismcalled
"thinning" is provided for these report blocks, and can be used to
ensure that they adhere to a size linit by restricting the nunber of
packets reported upon within any sequence nunber interval. The
rationale for, and use of this nechanismis described in [13].
Furthernore, applications might not require report blocks from al
receivers in order to answer such inportant questions as where in the
mul ticast tree there are paths that exceed a defined loss rate
threshold. Intelligent decisions regarding which receivers send
these report bl ocks can further restrict the portion of RTCP
bandwi dt h t hat they consune.

The packet - by- packet report bl ocks can al so be used by dedi cated
network nonitoring applications. For such an application, it mght
be appropriate to allow nore than 5% of RTP data bandw dth to be used
for RTCP packets, thus allow ng proportionately |arger and nore
detail ed report bl ocks.

Not hing in the packet-by-packet block types restricts their use to

mul ticast applications. |In particular, they could be used for
networ k tonography simlar to MNC, but using striped unicast packets
instead. In addition, if it were found useful, they could be used

for applications limted to two participants.

One use to which the packet-by-packet reports are not i mediately
suited is for data packet acknow edgnents as part of a packet
retransm ssion nmechanism The reason is that the packet accounting
t echni que suggested for these bl ocks differs fromthe packet
accounting nornmally enployed by RTP. In order to favor neasurenent
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applications, an effort is nade to interpret as little as possible at
the data receiver, and | eave the interpretation as much as possible
to participants that receive the report blocks. Thus, for exanple, a
packet with an anomal ous SSRC I D or an anonal ous sequence number

nm ght be excluded by norrmal RTP accounting, but would be reported
upon for network nonitoring purposes.

The Statistics Summary Report Bl ock (Section 4.6) has al so been
defined with network monitoring in mnd. This block type can be used
equal ly well for reporting on unicast and nulticast packet reception.

The reference tinme related bl ock types were conceived for receiver-
based TCP-friendly nulticast congestion control [18]. By allow ng
data receivers to calculate their round trip tinmes to senders, they
hel p the receivers estimte the downstream bandw dth they shoul d
request. Note that if every receiver is to send Receiver Reference
Ti me Report Blocks (Section 4.4), a sender m ght potentially send a
nunber of DLRR Report Bl ocks (Section 4.5) equal to the nunber of
recei vers whose RTCP packets have arrived at the sender within its
reporting interval. As the nunber of participants in a multicast
session increases, an application should use discretion regarding
whi ch participants send these bl ocks, and how frequently.

XR packets suppl ement the existing RTCP packets, and may be stacked
with other RTCP packets to form conpound RTCP packets [9, Section 6].
The introduction of XR packets into a session in no way changes the
rul es governing the calculation of the RTCP reporting interval [9,
Section 6.2]. As XR packets are RTCP packets, they count as such for
bandw dth cal cul ations. As a result, the addition of extended
reporting information may tend to increase the average RTCP packet
size, and thus the average reporting interval. This increase may be
limted by linmting the size of XR packets.

The SDP signaling defined for XR packets in this docunent (Section 5)
was done so with three use scenarios in mnd: a Real Tine Stream ng
Protocol (RTSP) controlled streaning application, a one-to-nany

mul ticast nultimedia application such as a course lecture with
enhanced feedback, and a Session Initiation Protocol (SIP) controlled
conversational session involving two parties. Applications that
enpl oy SDP are free to use additional SDP signaling for cases not
covered here. In addition, applications are free to use signaling
nmechani sns ot her than SDP
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1.2. Termnol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [1]
and indicate requirenent |evels for conpliance with this

speci ficati on.

2. XR Packet Format

An XR packet consists of a header of two 32-bit words, followed by a
nunber, possibly zero, of extended report blocks. This type of

packet is laid out in a manner consistent with other RTCP packets, as
concerns the essential version, packet type, and length information.
XR packets are thus backwards conpatible with RTCP receiver

i npl ementati ons that do not recognize them but that ought to be able
to parse past themusing the length infornmation. A padding field and
an SSRC field are also provided in the sane | ocations that they
appear in other RTCP packets, for sinplicity. The format is as

foll ows:

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| V=2| P| reserved | PT=XR=207 | | engt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| SSRC |
R R i s i i S S S S S kSt S S S S S e e
report bl ocks
R R i s i i S S S S S kSt S S S S S e e

version (V): 2 bits
Identifies the version of RTP. This specification applies to
RTP versi on two.

padding (P): 1 bit
If the padding bit is set, this XR packet contains sone
addi ti onal padding octets at the end. The semantics of this
field are identical to the semantics of the padding field in
the SR packet, as defined by the RTP specification.

reserved: 5 bits
This field is reserved for future definition. |In the absence
of such definition, the bits in this field MJST be set to zero
and MJST be ignored by the receiver.
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packet type (PT): 8 bits
Contains the constant 207 to identify this as an RTCP XR
packet. This value is registered with the Internet Assigned
Nunbers Authority (I ANA), as described in Section 6.1.

length: 16 bits
As described for the RTCP Sender Report (SR) packet (see
Section 6.4.1 of the RTP specification [9]). Briefly, the
Il ength of this XR packet in 32-bit words minus one, including
t he header and any paddi ng.

SSRC. 32 bits
The synchroni zation source identifier for the originator of
this XR packet.

report blocks: variable |ength.
Zero or nore extended report blocks. |In keeping with the
extended report bl ock framework defined bel ow, each bl ock MJST
consi st of one or nore 32-bit words.

3. Extended Report Bl ock Franework

Ext ended report blocks are stacked, one after the other, at the end
of an XR packet. An individual block’s length is a nultiple of 4
octets. The XR header’s length field describes the total |ength of
t he packet, including these extended report bl ocks.

Each bl ock has bl ock type and length fields that facilitate parsing.
A receiving application can denultiplex the bl ocks based upon their
type, and can use the length information to | ocate each successive
bl ock, even in the presence of block types it does not recognize.

An extended report block has the follow ng format:

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| BT | type-specific | bl ock I ength |
R R i s i i S S S S S kSt S S S S S e e
: type-specific block contents :
R R i s i i S S S S S kSt S S S S S e e

bl ock type (BT): 8 bits
Identifies the block format. Seven bl ock types are defined in
Section 4. Additional block types may be defined in future
specifications. This field s nanme space is managed by the
I nternet Assigned Nunmbers Authority (l1ANA), as described in
Section 6. 2.
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type-specific: 8 bits
The use of these bits is determ ned by the bl ock type
definition.

bl ock Iength: 16 bits
The length of this report block, including the header, in 32-
bit words minus one. |If the block type definition permts,
zero is an acceptabl e value, signifying a block that consists
of only the BT, type-specific, and block length fields, with a
nul | type-specific block contents field.

type-specific block contents: variable | ength
The use of this field is defined by the particular block type,
subject to the constraint that it MJST be a nultiple of 32 bits
long. |If the block type definition permts, It MAY be zero
bits | ong.

4. Extended Report Bl ocks

This section defines seven extended report bl ocks: block types for
reporting upon received packet |osses and duplicates, packet
reception tines, receiver reference tine infornmation, receiver
inter-report delays, detailed reception statistics, and voice over |P
(VolP) nmetrics. An inplenentation SHOULD ignore incom ng bl ocks with
types not relevant or unknown to it. Additional block types MJST be
registered with the Internet Assigned Nunbers Authority (I1ANA) [16],
as described in Section 6. 2.

4.1. Loss RLE Report Bl ock

This block type pernmits detail ed reporting upon individual packet
recei pt and | oss events. Such reports can be used, for exanple, for
mul ticast inference of network characteristics (MNC) [11]. Wth

M NC, one can discover the topology of the multicast tree used for
distributing a source’s RTP packets, and of the loss rates al ong
links within that tree, or they could be used to provide raw data to
a networ k managenent appli cati on.

Since a Bool ean trace of |ost and received RTP packets is potentially
Il engthy, this block type pernmits the trace to be conpressed through
run length encoding. To further reduce bl ock size, |oss event
reports can be systematically dropped fromthe trace in a mechani sm
called thinning that is described below and that is studied in [13].

A participant that generates a Loss RLE Report Bl ock should favor
accuracy in reporting on observed events over interpretation of those
events whenever possible. Interpretation should be left to those who
observe the report blocks. Follow ng this approach inplies that
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accounting for Loss RLE Report Blocks will differ fromthe accounting
for the generation of the SR and RR packets described in the RTP
specification [9] in the following two areas: per-sender accounting
and per-packet accounti ng.

In its per-sender accounting, an RTP session participant SHOULD NOT
make the receipt of a threshold m ni mum nunber of RTP packets a
condition for reporting upon the sender of those packets. This
accounting technique differs fromthe techni que described in Section
6.2.1 and Appendix A.1 of the RTP specification that allows a
threshold to deternine whether a sender is considered valid.

In its per-packet accounting, an RTP session participant SHOULD treat
all sequence nunbers as valid. This accounting technique differs
fromthe techni que described in Appendix A 1 of the RTP specification
that suggests ruling a sequence nunber valid or invalid on the basis
of its contiguity with the sequence nunbers of previously received
packet s.

Sender validity and sequence nunber validity are interpretations of
the raw data. Such interpretations are justified in the interest,
for exanple, of excluding the stray old packet froman unrel ated
session from having an effect upon the calculation of the RTCP
transm ssion interval. The presence of stray packets mght, on the
ot her hand, be of interest to a network nonitoring application.

One accounting interpretation that is still necessary is for a
partici pant to deci de whether the 16 bit sequence nunber has rolled
over. Under ordinary circunstances this is not a difficult task
For example, if packet nunber 65,535 (the highest possible sequence
nunber) is followed shortly by packet nunber 0, it is reasonable to
assune that there has been a rollover. However, it is possible that
the packet is an earlier one (from 65,535 packets earlier). It is
al so possi ble that the sequence nunmbers have rolled over multiple
times, either forward or backward. The interpretation becomes nore
difficult when there are | arge gaps between the sequence nunbers,
even accounting for rollover, and when there are long intervals

bet ween recei ved packets.

The per-packet accounting techni que mandated here is for a

partici pant to keep track of the sequence nunber of the packet nopst
recently received froma sender. For the next packet that arrives
fromthat sender, the sequence nunber MJUST be judged to fall no nore
than 32, 768 packets ahead or behind the nost recent one, whichever
choice places it closer. 1In the event that both choices are equally
di stant (only possible when the distance is 32,768), the choice MJST
be the one that does not require a rollover. Appendix A 1 presents
an algorithmthat inplenments this technique.
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Each bl ock reports on a single RTP data packet source, identified by
its SSRC. The receiver that is supplying the report is identified in
t he header of the RTCP packet.

Choi ce of begi nning and endi ng RTP packet sequence nunbers for the
trace is left to the application. These values are reported in the
bl ock. The | ast sequence nunber in the trace MAY differ fromthe
sequence nunber reported on in any acconpanying SR or RR report.

Not e that because of sequence nunber w aparound, the endi ng sequence
nunber MAY be | ess than the begi nning sequence nunber. A Loss RLE
Report Bl ock MJST NOT be used to report upon a range of 65,534 or
greater in the sequence nunber space, as there is no nmeans of
identifying multiple waparounds.

The trace described by a Loss RLE report consists of a sequence of
Bool ean val ues, one for each sequence nunber of the trace. A value
of one represents a packet receipt, meaning that one or nore packets
havi ng that sequence nunber have been received since the nost recent
wr apar ound of sequence nunbers (or since the beginning of the RTP
session if no waparound has been judged to have occurred). A value
of zero represents a packet |oss, nmeaning that there has been no
packet receipt for that sequence nunber as of the tinme of the report.
If a packet with a given sequence nunber is received after a report
of a loss for that sequence nunber, a later Loss RLE report MAY
report a packet receipt for that sequence nunber.

The encoding itself consists of a series of 16 bit units called
chunks that describe sequences of packet receipts or losses in the
trace. Each chunk either specifies a run length or a bit vector, or
is anull chunk. A run length describes between 1 and 16, 383 events
that are all the sanme (either all receipts or all losses). A bit
vect or describes 15 events that may be ni xed receipts and | osses. A
nul I chunk descri bes no events, and is used to round out the block to
a 32 bit word boundary.

The mapping froma sequence of |ost and received packets into a
sequence of chunks is not necessarily unique. For exanple, the
follow ng trace covers 45 packets, of which the 22nd and 24th have
been | ost and the others received:

1111 11171 21121 1217 1111 1010 1111 1111 1111 1111 1111 1
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One way to encode this would be:

bit vector 1111 1111 1111 111
bit vector 1111 1101 0111 111
bit vector 1111 1111 1111 111
nul | chunk

Anot her way to encode this would be:

run of 21 receipts

bit vector 0101 1111 1111 111
run of 9 receipts

nul I chunk

The choice of encoding is left to the application. As part of this
freedom of choice, applications MAY terninate a series of run length
and bit vector chunks with a bit vector chunk that runs beyond the
sequence nunber space described by the report block. For exanple, if
the 44th packet in the same sequence was | ost:

1111 1111 211171 121171 1111 1010 11171 1111 111271 111171 1110 1
This coul d be encoded as:

run of 21 receipts

bit vector 0101 1111 1111 111
bit vector 1111 1110 1000 000
nul | chunk

In this exanple, the last five bits of the second bit vector describe
a part of the sequence nunber space that extends beyond the | ast
sequence nunber in the trace. These bits have been set to zero.

Al'l bits in a bit vector chunk that describe a part of the sequence
nunber space that extends beyond the |ast sequence nunber in the
trace MJST be set to zero, and MJST be ignored by the receiver

A null packet MJST appear at the end of a Loss RLE Report Block if
the nunber of run length plus bit vector chunks is odd. The nul
chunk MJST NOT appear in any other context.

Cauti on should be used in sending Loss RLE Report Bl ocks because,
even with the conpression provided by run | ength encoding, they can
easily consune bandw dth out of proportion with normal RTCP packets.
The bl ock type includes a nmechanism called thinning, that allows an
application to limt report sizes.
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A thinning value, T, selects a subset of packets within the sequence
nunber space: those with sequence nunbers that are multiples of 2A7T.
Packet reception and |oss reports apply only to those packets. T can
vary between 0 and 15. |If T is zero, then every packet in the
sequence nunber space is reported upon. |If T is fifteen, then one in
every 32,768 packets is reported upon.

Suppose that the trace just described begins at sequence nunber
13,821. The | ast sequence nunber in the trace is 13,865. |If the
trace were to be thinned with a thinning value of T=2, then the
foll ow ng sequence nunbers woul d be reported upon: 13,824, 13, 828,
13,832, 13,836, 13,840, 13,844, 13,848, 13,852, 13,856, 13,860,
13,864. The thinned trace would be as follows:

1 1 1 1 1 0 1 1 1 1 0
This coul d be encoded as foll ows:

bit vector 1111 1011 1100 000
nul | chunk

The last four bits in the bit vector, representing sequence nunbers
13,868, 13,872, 13,876, and 13,880, extend beyond the trace and are
thus set to zero and are ignored by the receiver. Wth thinning, the
| oss of the 22nd packet goes unreported because its sequence nunber,
13,842, is not a nultiple of four. Packet receipts for all sequence
nunbers that are not nultiples of four also go unreported. However,
in this exanple thinning has permtted the Loss RLE Report Block to
be shortened by one 32 bit word.

Choice of the thinning value is left to the application.

Friedman, et al. St andar ds Track [ Page 13]



RFC 3611

RTCP XR Novenber 2003

The Loss RLE Report Bl ock has the follow ng format:

0

1 2 3

01234567890123456789012345678901

+- +- +-

+- +- +-

+- +- +-

+- +- +-

+- +- +-

+- +- +-

+- +- +-

bl ock

rsvd. :

t hi nni

bl ock

i T i T S I i it S I
BT=1 | rsvd. | T | bl ock I ength |
i T i T S I i it S I
SSRC of source |

i T i T S I i it S I
begi n_seq | end_seq |
i T i T S I i it S I
chunk 1 | chunk 2 |
i T i T S I i it S I

i T i T S I i it S I
chunk n-1 chunk n
i T i T S I i it S I

type (BT): 8 bits
A Loss RLE Report Block is identified by the constant 1.

4 bits
This field is reserved for future definition. |In the absence
of such definition, the bits in this field MJUST be set to zero
and MJST be ignored by the receiver.

ng (T): 4 bits

The ampunt of thinning performed on the sequence number space.
Only those packets with sequence nunbers 0 nod 2°"T are reported
on by this block. A value of O indicates that there is no
thinning, and all packets are reported on. The maxi mum
thinning is one packet in every 32,768 (anpbunting to two
packets within each 16-bit sequence space).

length: 16 bits
Defined in Section 3.

SSRC of source: 32 bits

begi n_

The SSRC of the RTP data packet source being reported upon by
this report bl ock.

seq: 16 bits
The first sequence nunber that this block reports on

end_seq: 16 bits

Fri edman,

The | ast sequence nunber that this block reports on plus one.
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chunk i: 16 bits
There are three chunk types: run length, bit vector, and
termnating null, defined in the follow ng sections. |If the
chunk is all zeroes, then it is a term nating null chunk
QO herwi se, the left nost bit of the chunk determines its type:
O for run length and 1 for bit vector.

.1. Run Length Chunk

0 1
0123456789012345
T T s S S S S
| O R run | ength |
T T s S S S S

chunk type (O: 1 bit
A zero identifies this as a run |l ength chunk

run type (R: 1 bit
Zero indicates a run of 0Os. One indicates a run of 1s.

run length: 14 bits
A val ue between 1 and 16,383. The value MJST not be zero for a
run length chunk (zeroes in both the run type and run | ength
fields woul d make the chunk a term nating null chunk). Run
| engths of 15 or |ess MAY be described with a run I ength chunk
despite the fact that they could al so be described as part of a
bit vector chunk.

.2. Bit Vector Chunk

0 1
0123456789012345
T T s S S S S
| C bit vector |
T T s S S S S

chunk type (O: 1 bit
A one identifies this as a bit vector chunk

bit vector: 15 bits
The vector is read fromleft to right, in order of increasing
sequence nunber (with the appropriate all owance for
wr apar ound) .
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4.1.3. Termnating Null Chunk
This chunk is all zeroes.

0 1
0123456789012345
T i S S S S
|]OO0OO000D0D0000O0O0O0O0O0 Q]
T T i S S S SRS

4.2. Duplicate RLE Report Bl ock

This block type permits per-sequence-nunber reports on duplicates in
a source’s RTP packet stream Such information can be used for
networ k di agnosis, and provide an alternative to packet |osses as a
basis for nulticast tree topol ogy inference.

The Duplicate RLE Report Block format is identical to the Loss RLE
Report Block format. Only the interpretation is different, in that
the informati on concerns packet duplicates rather than packet | osses.
The trace to be encoded in this case al so consists of zeros and ones,
but a zero here indicates the presence of duplicate packets for a

gi ven sequence number, whereas a one indicates that no duplicates
were received.

The existence of a duplicate for a given sequence nunber is

determ ned over the entire reporting period. For exanple, if packet
nunber 12,593 arrives, followed by other packets with other sequence
nunbers, the arrival later in the reporting period of another packet
nunbered 12,593 counts as a duplicate for that sequence number. The
duplicate does not need to follow imediately upon the first packet
of that nunmber. Care nust be taken that a report does not cover a
range of 65,534 or greater in the sequence nunber space.

No distinction is made between the existence of a single duplicate
packet and multiple duplicate packets for a given sequence nunber.
Note al so that since there is no duplicate for a | ost packet, a |oss
is encoded as a one in a Duplicate RLE Report BI ock.
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The Duplicate RLE Report Block has the follow ng format:

0

1 2 3

01234567890123456789012345678901

+- +- +-

+- +- +-

+- +- +-

+- +- +-

+- +- +-

+- +- +-

+- +- +-

bl ock

rsvd. :

t hi nni

bl ock

i T i T S I i it S I
BT=2 | rsvd. | T | bl ock I ength |
i T i T S I i it S I
SSRC of source |

i T i T S I i it S I
begi n_seq | end_seq |
i T i T S I i it S I
chunk 1 | chunk 2 |
i T i T S I i it S I

i T i T S I i it S I
chunk n-1 chunk n
i T i T S I i it S I

type (BT): 8 bits
A Duplicate RLE Report Block is identified by the constant 2.

4 bits
This field is reserved for future definition. |In the absence
of such a definition, the bits in this field MJST be set to
zero and MJST be ignored by the receiver

ng (T): 4 bits
As defined in Section 4.1.

length: 16 bits
Defined in Section 3.

SSRC of source: 32 bits

begi n_

As defined in Section 4.1.

seq: 16 bits
As defined in Section 4. 1.

end_seq: 16 bits

chunk

Fri edman,

As defined in Section 4.1.

i: 16 bits
As defined in Section 4.1.
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4.3. Packet Receipt Times Report Bl ock

This block type permits per-sequence-nunber reports on packet receipt
times for a given source’s RTP packet stream Such information can
be used for MNC inference of the topology of the nulticast tree used
to distribute the source’s RTP packets, and of the delays along the
links within that tree. It can also be used to neasure partial path
characteristics and to nodel distributions for packet jitter

Packet receipt tines are expressed in the sane units as in the RTP

ti mestanps of data packets. This is so that, for each packet, one
can establish both the send tinme and the receipt tine in conparable
terms. Note, however, that as an RTP sender ordinarily initializes
its time to a value chosen at random there can be no expectation
that reported send and receipt tines will differ by an anbunt equa

to the one-way del ay between sender and receiver. The reported tines
can nonet hel ess be useful for the purposes nentioned above.

At | east one packet MJST have been received for each sequence numnber

reported upon in this block. |If this block type is used to report
receipt times for a series of sequence nunbers that includes |ost
packets, several blocks are required. |f duplicate packets have been

received for a given sequence nunber, and those packets differ in
their receipt tinmes, any tine other than the earliest MUST NOT be
reported. This is to ensure consistency anong reports.

Times reported in RTP tinestanp format consune nore bits than | oss or
duplicate information, and do not |end thenselves to run |ength
encodi ng. The use of thinning is encouraged to linit the size of
Packet Recei pt Tines Report Bl ocks.
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The Packet Receipt Tinmes Report Bl ock has the follow ng format:

0

1 2 3

01234567890123456789012345678901

+- +- +-

+- +- +-

+- +- +-

+- +- +-

+- +- +-

+- +- +-

+- +- +-

+- +- +-

bl ock

rsvd. :

t hi nni

bl ock

i T i T S I i it S I
BT=3 | rsvd. | T | bl ock I ength |
i T i T S I i it S I
SSRC of source |

i T i T S I i it S I
begi n_seq | end_seq |
i T i T S I i it S I
Recei pt time of packet begin_seq |
i T i T S I i it S I
Recei pt tinme of packet (begin_seq + 1) nod 65536 |
i T i T S I i it S I

i T i T S I i it S I
Recei pt tinme of packet (end_seq - 1) nod 65536
i T i T S I i it S I

type (BT): 8 bits
A Packet Receipt Tinmes Report Block is identified by the
constant 3.

4 bits
This field is reserved for future definition. |In the absence
of such a definition, the bits in this field MJST be set to
zero and MJST be ignored by the receiver

ng (T): 4 bits
As defined in Section 4.1.

length: 16 bits
Defined in Section 3.

SSRC of source: 32 bits

begi n_

As defined in Section 4.1.

seq: 16 bits
As defined in Section 4. 1.

end_seq: 16 bits

Fri edman,

As defined in Section 4.1.
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Packet i receipt tine: 32 bits
The receipt tinme of the packet with sequence nunber i at the
receiver. The nodular arithmetic shown in the packet fornat
diagramis to allow for sequence nunber rollover. It is
preferable for the tinme value to be established at the Iink
| ayer interface, or in any case as close as possible to the
wire arrival tine. Units and format are the sane as for the
timestanp in RTP data packets. As opposed to RTP data packet
ti mestanps, in which nomnal val ues may be used instead of
system cl ock values in order to convey information useful for
periodic playout, the receipt tinmes should reflect the actual
time as closely as possible. For a session, if the RTP
timestanp is chosen at random the first receipt tinme value
SHOULD al so be chosen at random and subsequent ti nestanps
offset fromthis value. On the other hand, if the RTP
timestanp is neant to reflect the reference tinme at the sender
then the receipt time SHOULD be as close as possible to the
reference tine at the receiver

4.4. Receiver Reference Tinme Report Bl ock

This bl ock extends RTCP' s tinestanp reporting so that non-senders may
al so send tinestanps. It recapitulates the NTP tinestanp fields from
the RTCP Sender Report [9, Sec. 6.3.1]. A non-sender may estimate
its round trip time (RTT) to other participants, as proposed in [18],
by sending this report block and receiving DLRR Report Bl ocks (see
next section) in reply.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| BT=4 | reserved | bl ock Iength = 2 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| NTP ti mestanp, nost significant word |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| NTP tinestanp, |east significant word |
il s T T S S S S S i N T i ST S S S S S e e L T 2

bl ock type (BT): 8 bits
A Receiver Reference Tinme Report Block is identified by the
constant 4.

reserved: 8 bits
This field is reserved for future definition. |In the absence
of such definition, the bits in this field MJST be set to zero
and MJST be ignored by the receiver.
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4.

bl ock Iength: 16 bits
The constant 2, in accordance with the definition of this field
in Section 3.

NTP tinestanp: 64 bits
I ndi cates the wallclock tine when this block was sent so that
it may be used in conbination with tinestanps returned in DLRR
Report Bl ocks (see next section) fromother receivers to
measure round-trip propagation to those receivers. Receivers
shoul d expect that the measurenment accuracy of the timestanp
may be limted to far less than the resolution of the NTP
ti mestanp. The neasurenent uncertainty of the tinmestanp i s not
indicated as it may not be known. A report bl ock sender that
can keep track of elapsed time but has no notion of wallclock
time nmay use the el apsed tinme since joining the session
instead. This is assunmed to be | ess than 68 years, so the high
bit will be zero. It is permissible to use the sanpling clock
to estimate el apsed wallclock time. A report sender that has
no notion of wallclock or elapsed tine may set the NIP
timestanp to zero.

5. DLRR Report Bl ock

This bl ock extends RTCP' s del ay since the |ast Sender Report (DLSR)
mechanism[9, Sec. 6.3.1] so that non-senders nay al so cal cul ate
round trip tinmes, as proposed in [18]. It is terned DLRR for del ay
since the | ast Receiver Report, and nmay be sent in response to a
Recei ver Tinmestanp Report Bl ock (see previous section) froma
receiver to allow that receiver to calculate its round trip tinme to
t he respondent. The report consists of one or nore 3 word sub-

bl ocks: one sub-bl ock per Receiver Report.

0 1 2 3
01234567890123456789012345678901

T I T i o ST S S S I mi s woi S S S

BT=5 | reserved | bl ock I ength |

R L Rt et e e = = = R e e e R =

SSRC 1 (SSRC of first receiver) | sub-

i s I T e T s o T R S S T ST S S S S i e TR e S o] B0 Yod 4

last RR (LRR) | 1

T T S i S e e i i S S S S S A s

delay since last RR (DLRR) |

+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ ==+t =H == ===+

SSRC 2 (SSRC of second receiver) | sub-

i s I T e T s o T R S S T ST S S S S i e TR e S o] B0 Yod 4

2

+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ ==+t =H == ===+
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bl ock type (BT): 8 bits
A DLRR Report Block is identified by the constant 5.

reserved: 8 bits
This field is reserved for future definition. |In the absence
of such definition, the bits in this field MJST be set to zero
and MJST be ignored by the receiver.

bl ock Iength: 16 bits
Defined in Section 3.

last RRtinestanp (LRR): 32 bits
The mddle 32 bits out of 64 in the NTP tinestanp (as expl ai ned
in the previous section), received as part of a Receiver
Ref erence Tine Report Block fromparticipant SSRC n. |If no
such bl ock has been received, the field is set to zero.

delay since last RR (DLRR): 32 bits
The del ay, expressed in units of 1/65536 seconds, between
receiving the | ast Receiver Reference Tine Report Block from
partici pant SSRC n and sending this DLRR Report Block. [If a
Recei ver Reference Tine Report Block has yet to be received
fromSSRC n, the DLRR field is set to zero (or the DLRR is
omtted entirely). Let SSRC r denote the receiver issuing this
DLRR Report Block. Participant SSRC n can conpute the round-
trip propagation delay to SSRC r by recording the tinme A when
this Receiver Tinmestanp Report Block is received. It
calculates the total round-trip time A-LRR using the |ast RR
timestanp (LRR) field, and then subtracting this field to | eave
the round-trip propagation delay as A-LRR-DLRR  This is
illustrated in [9, Fig. 2].

4.6. Statistics Summary Report Bl ock

This block reports statistics beyond the information carried in the
standard RTCP packet format, but is not as finely grained as that
carried in the report bl ocks previously described. Information is
recorded about | ost packets, duplicate packets, jitter neasurenents,
and TTL or Hop Limt values. Such information can be useful for

net wor k managenent .

The report bl ock contents are dependent upon a series of flag bits
carried in the first part of the header. Not all paraneters need to
be reported in each block. Flags indicate which are and which are
not reported. The fields corresponding to unreported paranmeters MJST
be present, but are set to zero. The receiver MJST ignore any
Statistics Summary Report Block with a non-zero value in any field

fl agged as unreported.
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The Statistics Summary Report Bl ock has the follow ng format:

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2

| BT=6 | L| D] 3| ToH rsvd. | bl ock length =9
il s T T S S S S S i N T i ST S S S S S e e L T 2
| SSRC of source |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| begi n_seq | end_seq |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| | ost _packets |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| dup_packet s |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| mn_jitter |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| max_jitter |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| mean_jitter |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| dev_jitter |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| mn_ttl_or_hl | max_ttl_or_hl |mean_ttl _or_hl | dev_ttl_or_hl
il s T T S S S S S i N T i ST S S S S S e e L T 2
bl ock type (BT): 8 bits

A Statistics Summary Report Block is identified by the constant

6.

loss report flag (L): 1 bit
Bit set to 1 if the |lost_packets field contains a report, O
ot herwi se.

duplicate report flag (D): 1 bit
Bit set to 1 if the dup_packets field contains a report, O
ot herw se.

jitter flag (J): 1 bit
Bit set to 1 if the min_jitter, nmax_jitter, nmean_jitter, and
dev_jitter fields all contain reports, 0 if none of them do.

TTL or Hop Limt flag (ToH): 2 bits
This field is set to O if none of the fields mn_ttl_or_hl,
max_ttl _or_hl, mean_ttl _or_hl, or dev_ttl_or_hl contain
reports. If the field is non-zero, then all of these fields
contain reports. The value 1 signifies that they report on
| Pv4 TTL values. The value 2 signifies that they report on
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rsvd. :

bl ock

RTCP XR Novenber 2003

| Pv6 Hop Limt values. The value 3 is undefined and MJUST NOT
be used.

3 bits
This field is reserved for future definition. |In the absence
of such a definition, the bits in this field MJST be set to
zero and MJST be ignored by the receiver

length: 16 bits
The constant 9, in accordance with the definition of this field
in Section 3.

SSRC of source: 32 bits

begi n_

As defined in Section 4.1.

seq: 16 bits
As defined in Section 4. 1.

end_seq: 16 bits

As defined in Section 4.1.

| ost _packets: 32 bits

Nunber of |ost packets in the above sequence nunber interval.

dup_packets: 32 bits

mn_ji

max_j i

mean_j

dev_ji

Fri edman,

Nunber of duplicate packets in the above sequence numnber
i nterval

tter: 32 bits

The minimumrel ative transit tinme between two packets in the
above sequence nunber interval. Al jitter values are nmeasured
as the difference between a packet’s RTP tinmestanp and the
reporter’s clock at the time of arrival, measured in the sane
units.

tter: 32 bits
The maxi mumrel ative transit tinme between two packets in the
above sequence nunber interval.

itter: 32 bits

The nmean relative transit tine between each two packet series
in the above sequence nunber interval, rounded to the nearest
val ue expressible as an RTP ti nestanp.

tter: 32 bits

The standard deviation of the relative transit tine between
each two packet series in the above sequence nunber interval
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mn_ttl_or_hl: 8 bits
The m nimum TTL or Hop Limt value of data packets in the
sequence nunber range.

max_ttl_or_hl: 8 bits
The maxi mum TTL or Hop Limt value of data packets in the
sequence nunber range.

mean_ttl _or_hl: 8 bits
The mean TTL or Hop Linit value of data packets in the sequence
nunber range, rounded to the nearest integer.

dev_ttl _or_hl: 8 bits
The standard deviation of TTL or Hop Linit values of data
packets in the sequence numnber range.

4.7. Vol P Metrics Report Bl ock

The Vol P Metrics Report Block provides netrics for nonitoring voice
over IP (VolP) calls. These netrics include packet |oss and discard
netrics, delay nmetrics, analog netrics, and voice quality netrics.
The bl ock reports separately on packets lost on the I P channel, and
t hose that have been received but then di scarded by the receiving
jitter buffer. It also reports on the conbined effect of |osses and
di scards, as both have equal effect on call quality.

In order to properly assess the quality of a Voice over IP call, it
is desirable to consider the degree of burstiness of packet |oss
[14]. Following a Glbert-Elliott nodel [3], a period of tineg,
bounded by | ost and/or discarded packets with a high rate of |osses
and/or discards, is a "burst", and a period of tinme between two
bursts is a "gap". Bursts correspond to periods of tinme during which
the packet loss rate is high enough to produce noticeabl e degradati on
in audio quality. Gaps correspond to periods of tine during which
only isolated | ost packets may occur, and in general these can be
masked by packet | oss conceal nent. Delay reports include the transit
del ay between RTP end points and the Vol P end system processi ng

del ays, both of which contribute to the user perceived del ay.
Additional netrics include signal, echo, noise, and distortion
levels. Call quality netrics include R factors (as described by the
E Model defined in [6,3]) and nean opinion scores (MOS scores).

| mpl enent ati ons MJST provide values for all the fields defined here.

For certain netrics, if the value is undefined or unknown, then the
specified default or unknown field val ue MJST be provided.
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The bl ock is encoded as seven 32-bit words:

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| BT=7 | reserved | bl ock I ength = 8 |
il s T T S S S S S i N T i ST S S S S S e e L T 2

SSRC of source |

i i S I S I i S S S S il s ot i S
| oss rate | discard rate | burst density | gap density |
i i S I S I i S S S S il s ot i S
burst duration | gap duration |

B i S S T i i S S i ik S
round trip del ay | end system del ay |

B i S S T i i S S i ik S
nal level | noise level | RERL | Grin |
B S T i T I il sk sl I S I S I S S
factor | ext. R factor | MOS- LQ | MOS- CQ |
B S T i T I il sk sl I S I S I S S
config | reserved | JB noni nal |
B S T i T I il sk sl I S I S I S S
JB maxi num | JB abs nax |
i i S I S I i S S S S il s ot i S

+

+ 0 +
+Q +

+ 0

2

+-

+

+

I
+-
I
+-
I
+-
I
+-
I
+-
I
+-
I
+-
I
+-

bl ock type (BT): 8 bits
A Vol P Metrics Report Block is identified by the constant 7.

reserved: 8 bits
This field is reserved for future definition. |In the absence
of such a definition, the bits in this field MIUST be set to
zero and MJST be ignored by the receiver

bl ock Iength: 16 bits
The constant 8, in accordance with the definition of this field
in Section 3.

SSRC of source: 32 bits
As defined in Section 4.1.

The remaining fields are described in the follow ng six sections:
Packet Loss and Discard Metrics, Delay Metrics, Signal Related
Metrics, Call Quality or Transm ssion Quality Metrics, Configuration
Metrics, and Jitter Buffer Paraneters.
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4.7.1. Packet Loss and Discard Metrics

It is very useful to distinguish between packets |ost by the network
and those discarded due to jitter. Both have equal effect on the
quality of the voice stream however, having separate counts hel ps
identify the source of quality degradation. These fields MJST be
popul at ed, and MJST be set to zero if no packets have been received.

loss rate: 8 bits
The fraction of RTP data packets fromthe source |ost since the
begi nni ng of reception, expressed as a fixed point nunber with
the binary point at the |left edge of the field. This value is
cal cul ated by dividing the total nunber of packets lost (after
the effects of applying any error protection such as FEC) by
the total nunber of packets expected, multiplying the result of
the division by 256, limting the maxi mumvalue to 255 (to
avoi d overflow), and taking the integer part. The nunbers of
dupl i cat ed packets and di scarded packets do not enter into this
cal culation. Since receivers cannot be required to maintain
unlimted buffers, a receiver MAY categorize late-arriving
packets as lost. The degree of |lateness that triggers a | oss
SHOULD be significantly greater than that which triggers a
di scard.

discard rate: 8 bits
The fraction of RTP data packets fromthe source that have been
di scarded since the begi nning of reception, due to late or
early arrival, under-run or overflow at the receiving jitter
buffer. This value is expressed as a fixed point number with
the binary point at the left edge of the field. It is
cal cul ated by dividing the total nunber of packets discarded
(excludi ng duplicate packet discards) by the total nunber of
packets expected, multiplying the result of the division by
256, limting the maxi numvalue to 255 (to avoid overflow), and
taking the integer part.

4.7.2. Burst Metrics

A burst is a period during which a high proportion of packets are
either lost or discarded due to late arrival. A burst is defined, in
terns of a value Grin, as the |ongest sequence that (a) starts with a
| ost or discarded packet, (b) does not contain any occurrences of
Grin or nore consecutively received (and not discarded) packets, and
(c) ends with a lost or discarded packet.

A gap, informally, is a period of |ow packet |osses and/or discards.

Formally, a gap is defined as any of the followi ng: (a) the period
fromthe start of an RTP session to the receipt tinme of the | ast
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recei ved packet before the first burst, (b) the period fromthe end
of the last burst to either the time of the report or the end of the
RTP sessi on, whichever cones first, or (c) the period of tine between
two bursts.

For the purpose of determining if a |lost or discarded packet near the
start or end of an RTP session is within a gap or a burst, it is
assunmed that the RTP session is preceded and foll owed by at | east
Grin received packets, and that the tine of the report is followed by
at least Gmn received packets.

A gap has the property that any |ost or discarded packets within the
gap must be preceded and followed by at | east Grin packets that were
recei ved and not discarded. This gives a naxi num|oss/discard rate
within agap of: 1/ (Gmn + 1).

A Grin value of 16 is RECOVWENDED, as it results in gap
characteristics that correspond to good quality (i.e., |ow packet
|l oss rate, a minimmdistance of 16 received packets between | ost
packets), and hence differentiates nicely between good and poor
qual ity peri ods.

For example, a 1 denotes a received packet, 0 a |lost packet, and X a
di scarded packet in the follow ng pattern covering 64 packets:

11110111111111111111111X111X1011110111111111111111111X111111111
[--mmees gap---------- |--burst---|--------o--- gap----------e- I

The burst consists of the twelve packets indicated above, starting at
a di scarded packet and ending at a | ost packet. The first gap starts
at the beginning of the session and the second gap ends at the tine
of the report.

I f the packet spacing is 10 nms and the Grin value is the recomended
val ue of 16, the burst duration is 120 ns, the burst density 0. 33,
the gap duration 230 ms + 290 ns = 520 ns, and the gap density 0. 04.

This would result in reported values as follows (see field
descriptions for semantics and details on how these are cal cul ated):

| oss rate 12, which corresponds to 5%
di scard rate 12, which corresponds to 5%
burst density 84, which corresponds to 33%
gap density 10, which corresponds to 4%
burst duration 120, value in mlliseconds
gap duration 520, value in nilliseconds
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density: 8 bits

The fraction of RTP data packets within burst periods since the
begi nning of reception that were either lost or discarded.

This value is expressed as a fixed point nunber with the binary
point at the left edge of the field. It is calculated by
dividing the total number of packets |ost or discarded
(excludi ng duplicate packet discards) within burst periods by
the total nunber of packets expected within the burst periods,
multiplying the result of the division by 256, limting the
maxi num val ue to 255 (to avoid overflow), and taking the
integer part. This field MUST be popul ated and MJST be set to
zero if no packets have been received.

gap density: 8 bits

bur st

The fraction of RTP data packets within inter-burst gaps since
t he begi nning of reception that were either |ost or discarded.
The value is expressed as a fixed point nunber with the binary
point at the left edge of the field. It is calculated by
dividing the total number of packets |ost or discarded
(excluding duplicate packet discards) within gap periods by the
total nunber of packets expected within the gap peri ods,
multiplying the result of the division by 256, limting the
maxi num val ue to 255 (to avoid overflow), and taking the
integer part. This field MUST be popul ated and MJST be set to
zero if no packets have been received.

duration: 16 bits

The mean duration, expressed in mlliseconds, of the burst
periods that have occurred since the beginning of reception.
The duration of each period is cal cul ated based upon the
packets that mark the beginning and end of that period. It is
equal to the tinmestanp of the end packet, plus the duration of
the end packet, minus the tinmestanp of the begi nning packet.

I f the actual values are not available, estimted val ues MJST
be used. |If there have been no burst periods, the burst
duration val ue MJST be zero.

gap duration: 16 bits

Fri edman,

The mean duration, expressed in mlliseconds, of the gap
periods that have occurred since the beginning of reception.
The duration of each period is cal cul ated based upon the packet
that marks the end of the prior burst and the packet that narks
t he begi nning of the subsequent burst. It is equal to the

ti mestanp of the subsequent burst packet, minus the tinestanp
of the prior burst packet, plus the duration of the prior burst
packet. If the actual values are not avail able, estinmated

val ues MJST be used. 1In the case of a gap that occurs at the
begi nning of reception, the sumof the timestanp of the prior
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burst packet and the duration of the prior burst packet are
replaced by the reception start tine. |In the case of a gap
that occurs at the end of reception, the tinmestanp of the
subsequent burst packet is replaced by the reception end tine.
If there have been no gap periods, the gap duration val ue MJST
be zero.

4.7.3. Delay Metrics

For the purpose of the follow ng definitions, the RTP interface is
the interface between the RTP instance and the voice application
(i.e., FEC, de-interleaving, de-nmultiplexing, jitter buffer). For
exanpl e, the tinme delay due to RTP payl oad nultipl exi ng woul d be
consi dered part of the voice application or end-system del ay, whereas
delay due to nultiplexing RTP franes within a UDP franme woul d be
consi dered part of the RTP reported delay. This distinction is
consistent with the use of RTCP for del ay neasurenents.

round trip delay: 16 bits
The nost recently calculated round trip tinme between RTP
interfaces, expressed in nilliseconds. This value MAY be
nmeasured using RTCP, the DLRR nmethod defined in Section 4.5 of
this docunent, where it is necessary to convert the units of
nmeasurenment from NTP tinmestanp values to milliseconds, or other
approaches. If RTCP is used, then the reported delay value is
the time of receipt of the nost recent RTCP packet from source
SSRC, nminus the LSR (last SR) tinme reported in its SR (Sender
Report), minus the DLSR (delay since last SR) reported inits
SR. A non-zero LSR value is required in order to calculate
round trip delay. A value of 0 is permnissible; however, this
field MJUST be popul ated as soon as a delay estimate is
avai |l abl e.

end system delay: 16 bits
The nost recently estinated end system del ay, expressed in
mlliseconds. End systemdelay is defined as the sum of the
total sanple accumul ati on and encodi ng del ay associated with
the sending direction and the jitter buffer, decoding, and
pl ayout buffer delay associated with the receiving direction.
This delay MAY be estinmated or nmeasured. This value SHOULD be
provided in all VolP netrics reports. |If an inplenentation is
unable to provide the data, the value 0 MJST be used.
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Note that the one way symmetric Vol P segnent delay nay be cal cul at ed
fromthe round trip and end systemdelays is as follows; if the round
trip delay is denoted, RTD and the end system del ays associated with
the two endpoints are ESD(A) and ESD(B) then:

one way symetric voice path delay = ( RID + ESD(A) + ESD(B) ) / 2
4.7.4. Signal Related Metrics

The following nmetrics are intended to provide real tine information
related to the non-packet el enents of the voice over IP systemto
assist with the identification of problens affecting call quality.
The val ues identified bel ow nust be determ ned for the received audio
signal. The information required to popul ate these fields nmay not be
available in all systens, although it is strongly reconmended that
this data SHOULD be provided to support probl em di agnosi s.

signal level: 8 bits
The voice signal relative level is defined as the ratio of the
signhal level to a 0 dBnD reference [10], expressed in decibels
as a signed integer in tw’s conplenent form This is measured
only for packets containing speech energy. The intent of this
metric is not to provide a precise neasurenent of the signal
| evel but to provide a real tinme indication that the signal
| evel may be excessively high or |ow

10 Logl0 ( rns tal kspurt power (MW )

signal |eve

A value of 127 indicates that this paraneter is unavail able.
Typi cal val ues should generally be in the -15 to -20 dBm range.

noi se level: 8 bits
The noise level is defined as the ratio of the silent period
background noise level to a O dBnD reference, expressed in
deci bels as a signed integer in twd' s conplenent form

noi se level = 10 Logl0 ( rms silence power (MAN )

A value of 127 indicates that this paraneter is unavail able.
residual echo return loss (RERL): 8 bits

The residual echo return loss value may be neasured directly by

the Vol P end systenis echo canceller or may be estimted by

addi ng the echo return I oss (ERL) and echo return | oss

enhancenent (ERLE) val ues reported by the echo canceller

RERL(dB) = ERL (dB) + ERLE (dB)
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In the case of a Vol P gateway, the source of echo is typically
line echo that occurs at 2-4 wire conversion points in the
network. This can be in the 8-12 dB range. A line echo
cancel er can provide an ERLE of 30 dB or nore and hence reduce
this to 40-50 dB. 1In the case of an |IP phone, this could be
acousti c coupling between handset speaker and mni crophone or
resi dual acoustic echo from speakerphone operation, and may
nore correctly be termed termnal coupling loss (TCL). A

typi cal handset would result in 40-50 dB of echo |loss due to
acoustic feedback.

Exanpl es:

- | P gateway connected to circuit switched network with 2 wire
| oop. Wthout echo cancellation, typical 2-4 wire converter
ERL of 12 dB. RERL = ERL + ERLE = 12 + 0 = 12 dB.

- | P gateway connected to circuit switched network with 2 wire
| oop. Wth echo canceler that inproves echo by 30 dB.
RERL = ERL + ERLE = 12 + 30 = 42 dB

- | P phone with conventional handset. Acoustic coupling from
handset speaker to nicrophone (terninal coupling loss) is
typically 40 dB. RERL = TCL = 40 dB

If we denote the local end of the VolP path as A and the renote
end as B, and if the sender |oudness rating (SLR) and receiver

| oudness rating (RLR) are known for A (default values 8 dB and
2 dB respectively), then the echo | oudness |evel at end A

(tal ker echo | oudness rating or TELR) is given by:

TELR(A) = SRL(A) + ERL(B) + ERLE(B) + RLR(A)

TELR(B) = SRL(B) + ERL(A) + ERLE(A) + RLR(B)

Hence, in order to incorporate echo into a voice quality
estimate at the A end of a Vol P connection, it is desirable to
send the ERL + ERLE value fromB to A using a format such as
RTCP XR.

Echo related informati on may not be available in all Vol P end
systens. As echo does have a significant effect on
conversational quality, it is recommended that estimted val ues
for echo return loss and term nal coupling | oss be provided (if
sensi bl e estimates can be reasonably determ ned).
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Typi cal values for end systens are given bel ow to provide
gui dance:

- | P Phone with handset: typically 45 dB

- PC softphone or speakerphone: extrenely variable, consider
reporting "undefined" (127).

- |P gateway with line echo canceller: typically has ERL and
ERLE avail abl e.

- | P gateway without |ine echo canceller: frequently a source
of echo related problens, consider reporting either a | ow
value (12 dB) or "undefined" (127).

Gm n
See Configuration Paranmeters (Section 4.7.6, below).

.5, Call Quality or Transmi ssion Quality Metrics

The following nmetrics are direct nmeasures of the call quality or
transni ssion quality, and incorporate the effects of codec type,
packet |oss, discard, burstiness, delay etc. These netrics may not
be available in all systenms, however, they SHOULD be provided in
order to support problem di agnosis.

R factor: 8 bits
The R factor is a voice quality netric describing the segnment
of the call that is carried over this RTP session. It is
expressed as an integer in the range 0 to 100, with a val ue of
94 corresponding to "toll quality" and values of 50 or |ess
regarded as unusable. This netric is defined as including the
effects of delay, consistent with ITUT G 107 [6] and ETSI TS
101 329-5 [3].

A value of 127 indicates that this paraneter is unavail able.
Val ues other than 127 and the valid range defined above MJST
not be sent and MJUST be ignored by the receiving system

ext. R factor: 8 bits
The external R factor is a voice quality nmetric describing the
segment of the call that is carried over a network segnent
external to the RTP segment, for exanple a cellular network.
Its values are interpreted in the same manner as for the RTP R
factor. This metric is defined as including the effects of
del ay, consistent with ITUT G 107 [6] and ETSI TS 101 329-5
[3], and relates to the outward voice path fromthe Voi ce over
IP termination for which this netrics block applies.
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A value of 127 indicates that this paraneter is unavail able.
Val ues other than 127 and the valid range defined above MJST
not be sent and MJUST be ignored by the receiving system

Note that an overall R factor may be estimated fromthe RTP segnent R
factor and the external R factor, as follows:

R total = RTP R factor + ext. R factor - 94

MOS-LQ 8 bits
The estimated mean opinion score for listening quality (MOS-LQ
is a voice quality netric on a scale froml to 5, in which 5
represents excellent and 1 represents unacceptable. This
metric is defined as not including the effects of delay and can
be conpared to MOS scores obtained fromlistening quality (ACR)
tests. It is expressed as an integer in the range 10 to 50,
corresponding to MOS x 10. For exanple, a value of 35 woul d
correspond to an estimated MOS score of 3.5.

A value of 127 indicates that this paraneter is unavail able.
Val ues other than 127 and the valid range defined above MJST
not be sent and MJUST be ignored by the receiving system

MOS-CQ 8 bits
The estimated nmean opinion score for conversational quality
(MOS-CQ is defined as including the effects of delay and ot her
effects that would affect conversational quality. The netric
may be cal cul ated by converting an R factor detern ned
according to ITUT G 107 [6] or ETSI TS 101 329-5 [3] into an
estimated MOS using the equation specified in G 107. It is
expressed as an integer in the range 10 to 50, corresponding to
MOS x 10, as for MOS-LQ

A value of 127 indicates that this paraneter is unavail able.
Val ues other than 127 and the valid range defined above MJST
not be sent and MJUST be ignored by the receiving system

4.7.6. Configuration Paraneters

Grin: 8 bits
The gap threshold. This field contains the value used for this
report block to deternmine if a gap exists. The recomrended
val ue of 16 corresponds to a burst period having a m nimum
density of 6.25% of |ost or discarded packets, which may cause
noti ceabl e degradation in call quality; during gap periods, if
packet |oss or discard occurs, each |ost or discarded packet
woul d be preceded by and foll owed by a sequence of at |east 16
recei ved non-di scarded packets. Note that |ost or discarded
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packets that occur within Grin packets of a report being
generated may be reclassified as part of a burst or gap in
later reports. ETSI TS 101 329-5 [3] defines a conputationally
efficient algorithmfor neasuring burst and gap density using a
packet |oss/discard event driven approach. This algorithmis
reproduced in Appendix A 2 of the present docunent. Gmn MJST
not be zero, MJST be provided, and MJST renmi n constant across
Vol P Metrics report blocks for the duration of the RTP session.

receiver configuration byte (RX config): 8 bits

packet

jitter

jitter

Fri edman,

This byte consists of the follow ng fields:

01234567
T S S S SR S R S
| PLC| JBA| JB rate
T S S S SR S R S

| oss conceal nent (PLC): 2 bits
Standard (11) / enhanced (10) / disabled (01) / unspecified
(00). When PLC = 11, then a sinple replay or interpolation
algorithmis being used to fill-in the m ssing packet; this
approach is typically able to conceal isolated |ost packets at
| ow packet |oss rates. Wen PLC = 10, then an enhanced
interpolation algorithmis being used; algorithnms of this type
are able to conceal high packet loss rates effectively. Wen
PLC = 01, then silence is being inserted in place of |ost
packets. Wen PLC = 00, then no information is avail abl e
concerning the use of PLC, however, for sone codecs this may be
i nferred.

buffer adaptive (JBA): 2 bits
Adaptive (11) / non-adaptive (10) / reserved (01)/ unknown
(00). When the jitter buffer is adaptive, then its size is
bei ng dynanically adjusted to deal with varying | evel s of
jitter. Wen non-adaptive, the jitter buffer size is
mai ntained at a fixed level. Wen either adaptive or non-
adapti ve nodes are specified, then the jitter buffer size
par anet ers bel ow MJST be specifi ed.

buffer rate (JB rate): 4 bits
J = adjustnment rate (0-15). This represents the inplenentation
specific adjustnment rate of a jitter buffer in adaptive node.
This paraneter is defined in terns of the approxinmate tine
taken to fully adjust to a step change in peak to peak jitter
from30 ms to 100 ns such that:

adjustrment time =2 * J * franme size (mns)
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This paraneter is intended only to provide a guide to the
degree of "aggressiveness" of an adaptive jitter buffer and may
be estimated. A value of O indicates that the adjustnment tine
is unknown for this inplenentation.

reserved: 8 bits
This field is reserved for future definition. |In the absence
of such a definition, the bits in this field MIUST be set to
zero and MJST be ignored by the receiver

.7.7. Jitter Buffer Paraneters

The val ues reported in these fields SHOULD be the nost recently
obt ai ned values at the tine of reporting.

jitter buffer nom nal delay (JB nonminal): 16 bits
This is the current noninal jitter buffer delay in
mlliseconds, which corresponds to the nomnal jitter buffer
delay for packets that arrive exactly on tinme. This paraneter
MUST be provided for both fixed and adaptive jitter buffer
i npl enent ati ons.

jitter buffer maxi mumdelay (JB maxinmun): 16 bits
This is the current maxinmumjitter buffer delay in m|liseconds
whi ch corresponds to the earliest arriving packet that woul d
not be discarded. In sinple queue inplenentations this my
correspond to the nom nal size. |In adaptive jitter buffer
i npl erentations, this value may dynanmically vary up to JB abs
max (see below). This paranmeter MJST be provided for both
fixed and adaptive jitter buffer inplenmentations.

jitter buffer absolute nmaxi num delay (JB abs max): 16 bits
This is the absolute maximumdelay in mlliseconds that the
adaptive jitter buffer can reach under worst case conditions.
If this value exceeds 65535 nilliseconds, then this field SHALL
convey the value 65535. This paraneter MJST be provided for
adaptive jitter buffer inplementations and its value MJST be
set to JB maximumfor fixed jitter buffer inplenmentations.

SDP Si gnal i ng

This section defines Session Description Protocol (SDP) [4] signaling
for XR bl ocks that can be enployed by applications that utilize SDP
This signaling is defined to be used either by applications that

i npl erent the SDP Offer/ Answer nodel [8] or by applications that use
SDP to describe nmedia and transport configurations in connection
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wi th such protocols as the Session Announcenent Protocol (SAP) [15]
or the Real Tine Stream ng Protocol (RTSP) [17]. There exist other
potential signaling nmethods that are not defined here.

The XR bl ocks MAY be used wi thout prior signaling. This is
consistent with the rules governing other RTCP packet types, as
described in [9]. An exanple in which signaling would not be used is
an application that always requires the use of one or nore XR bl ocks.
However, for applications that are configured at session initiation,
the use of sone type of signaling is reconmended.

Note that, although the use of SDP signaling for XR bl ocks may be
optional, if used, it MJST be used as defined here. |[If SDP signaling
is used in an environnent where XR bl ocks are only inplenmented by
sone fraction of the participants, the ones not inplenmenting the XR
bl ocks will ignore the SDP attribute.

5.1. The SDP Attri bute

This section defines one new SDP attribute "rtcp-xr" that can be used
to signal participants in a nedia session that they should use the
specified XR blocks. This attribute can be easily extended in the
future with new paraneters to cover any new report bl ocks.

The RTCP XR bl ocks SDP attribute is defined bel owin Augnented
Backus- Naur Form (ABNF) [2]. It is both a session and a nedia |eve
attribute. Wen specified at session level, it applies to all nedia
| evel Dblocks in the session. Any nedia |evel specification MJST
repl ace a session level specification, if one is present, for that
medi a bl ock.

rtcp-xr-attrib = "a=" "rtcp-xr" ":" [xr-format *(SP xr-format)] CRLF

xr-format = pkt-loss-rle

| pkt-dup-rle

/| pkt-rcpt-tines

/| rcvr-rtt

/ stat-sunmary

/ voip-netrics

/ format - ext
pkt-l oss-rle = "pkt-loss-rle" ["=" max-size]
pkt-dup-rle = "pkt-dup-rle" ["=" max-size]
pkt-rcpt-times = "pkt-rcpt-tines" ["=" max-size]
rcvr-rtt = "revr-rtt" "=" rcvr-rtt-nmode [":" max-size]
rcvr-rtt-node = "all"

/ "sender"

st at - summary = "stat-sunmary" ["=" stat-flag *("," stat-flag)]
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"l oss”

n dupll

jitt"

"TTL"

"L

"voi p-netrics"

stat-fl ag

Voi p-metrics

o ===

max-si ze 1*DIGA T ; maxi mum bl ock size in octets
DAT 9% 30- 39
f or mat - ext non-ws-string

non-ws-string
CRLF

1* (921- FF)
%l13. 10

The "rtcp-xr" attribute contains zero, one, or nore XR block rel ated
paraneters. Each paranmeter signals functionality for an XR bl ock, or
a group of XR blocks. The attribute is extensible so that paraneters
can be defined for any future XR block (and a paraneter should be
defined for every future bl ock).

Each "rtcp-xr" paraneter belongs to one of two categories. The first
category, the unilateral paraneters, are for report blocks that
sinply report on the RTP streamand related netrics. The second
category, collaborative paraneters, are for XR bl ocks that involve
actions by nore than one party in order to carry out their functions.

Round trip time (RTT) nmeasurenent is an exanple of collaborative
functionality. An RTP data packet receiver sends a Receiver

Ref erence Tinme Report Block (Section 4.4). A participant that
receives this block sends a DLRR Report Block (Section 4.5) in
response, allowing the receiver to calculate its RTT to that
participant. As this exanple illustrates, collaborative
functionality may be inplenented by two or nore different XR bl ocks.
The col | aborative functionality of several XR blocks may be governed
by a single "rtcp-xr" paraneter.

For the unilateral category, this docunent defines the follow ng
paraneters. The paranmeter names and their corresponding XR formats
are as follows:

Par anet er nane XR bl ock (bl ock type and nane)
pkt-1oss-rle 1 Loss RLE Report Bl ock

pkt-dup-rle 2 Duplicate RLE Report Bl ock
pkt-rcpt-tines 3 Packet Receipt Tinmes Report Bl ock
st at - summary 6 Statistics Sunmary Report Bl ock
voi p-metrics 7 Vol P Metrics Report Bl ock
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The "pkt-loss-rle", "pkt-dup-rle", and "pkt-rcpt-tines" paraneters
MAY specify an integer value. This value indicates the |argest size
t he whol e report bl ock SHOULD have in octets. This shall be seen as
an indication that thinning shall be applied if necessary to neet the
target size.

The "stat-summary" paranmeter contains a list indicating which fields
SHOULD be included in the Statistics Summary report bl ocks that are
sent. The list is a comma separated |ist, containing one or nore
field indicators. The space character (0x20) SHALL NOT be present
within the list. Field indicators represent the flags defined in
Section 4.6. The field indicators and their respective flags are as

foll ows:
I ndi cat or Fl ag
| oss | oss report flag (L)
dup duplicate report flag (D)
jitt jitter flag (J)
TTL TTL or Hop Limt flag (ToH)
HL TTL or Hop Limt flag (ToH)
For "loss", "dup", and "jitt", the presence of the indicator

i ndi cates that the corresponding flag should be set to 1 in the
Statistics Summary report blocks that are sent. The presence of
"TTL" indicates that the corresponding flag should be set to 1. The
presence of "HL" indicates that the corresponding flag should be set
to 2. The indicators "TTL" and "HL" MJST NOT be signal ed together.

Bl ocks in the collaborative category are classified as initiator

bl ocks or response blocks. Signaling SHOULD i ndicate which
participants are required to respond to the initiator block. A party
that wi shes to receive response blocks fromthose participants can
trigger this by sending an initiator bl ock.

The col | aborative category currently consists only of one
functionality, nanely the RTT neasurenment nechani smfor RTP data
receivers. The collective functionality of the Receiver Reference
Time Report Block and DLRR Report Block is represented by the "rcvr-
rtt" parameter. This paranmeter takes as its argunments a node val ue
and, optionally, a maximum size for the DLRR report block. The node
value "all" indicates that both RTP data senders and data receivers
MAY send DLRR bl ocks, while the node value "sender" indicates that
only active RTP senders MAY send DLRR bl ocks, i.e., non RTP senders
SHALL NOT send DLRR bl ocks. If a maximum size in octets is included,
any DLRR Report Bl ocks that are sent SHALL NOT exceed the specified
size. |If size limtations nean that a DLRR Report Bl ock sender
cannot report in one block upon all participants fromwhich it has
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recei ved a Receiver Reference Tinme Report Block then it SHOULD report
on participants in a round robin fashion across several report
i nterval s.

The "rtcp-xr" attributes paranmeter list MAY be enpty. This is useful
in cases in which an application needs to signal that it understands
the SDP signaling but does not wish to avail itself of XR
functionality. For exanple, an application in a SIP controlled
session could signal that it wishes to stop using all XR bl ocks by
renoving all applicable SDP paraneters in a re-1NVITE nessage that it
sends. If XR blocks are not to be used at all fromthe begi nning of
a session, it is RECOMVENDED that the "rtcp-xr" attribute not be
supplied at all.

When the "rtcp-xr" attribute is present, participants SHOULD NOT send
XR bl ocks other than the ones indicated by the parameters. This
means that inclusion of a "rtcp-xr" attribute w thout any paraneters
tells a participant that it SHOULD NOT send any XR bl ocks at all.

The purpose is to conserve bandwidth. This is especially inportant
when col | aborative paraneters are applied to a large nulticast group
the sending of an initiator block could potentially trigger responses
fromall participants. There are, however, contexts in which it
makes sense to send an XR block in the absence of a paraneter
signhaling its use. For instance, an application might be designed so
as to send certain report blocks w thout negotiation, while using SDP
signaling to negotiate the use of other Dbl ocks.

5.2. Usage in Ofer/Answer

In the Ofer/Answer context [8], the interpretation of SDP signaling
for XR packets depends upon the direction attribute that is signal ed:
"recvonly", "sendrecv"', or "sendonly" [4]. If no direction attribute
is supplied, then "sendrecv" is assumed. This section applies only
to unicast nedia streans, except where noted. Discussion of

unil ateral parameters is followed by discussion of collaborative
paraneters in this section

For "sendonly" and "sendrecv"' mnedia streamoffers that specify
unilateral "rtcp-xr" attribute paraneters, the answerer SHOULD send
the correspondi ng XR bl ocks. For "sendrecv" offers, the answerer NAY
include the "rtcp-xr" attribute in its response, and specify any
uni l ateral parameters in order to request that the offerer send the
correspondi ng XR bl ocks. The offerer SHOULD send these bl ocks.

For "recvonly" nedia streamoffers, the offerer’s use of the "rtcp-

xr" attribute in connection with unilateral paranmeters indicates that
the offerer is capable of sending the corresponding XR blocks. If
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the answerer responds with an "rtcp-xr" attribute, the offerer SHOULD
send XR bl ocks for each specified unilateral paranmeter that was in
its offer.

For nmulticast nmedia streans, the inclusion of an "rtcp-xr" attribute
with unilateral parameters neans that every nedia recipient SHOULD
send the correspondi ng XR bl ocks.

An SDP offer with a collaborative paranmeter declares the offerer
capabl e of receiving the corresponding initiator and replying with
the appropriate responses. For exanple, an offer that specifies the
"rcvr-rtt" paranmeter nmeans that the offerer is prepared to receive
Recei ver Reference Tinme Report Blocks and to send DLRR Report Bl ocks.
An offer of a collaborative paraneter nmeans that the answerer NAY
send the initiator, and, having received the initiator, the offerer
SHOULD send the responses.

There are exceptions to the rule that an offerer of a collaborative
par anet er should send responses. For instance, the collaborative
paraneter night specify a node that excludes the offerer; or
congestion control or maxi mumtransm ssion unit considerations m ght
mlitate against the offerer’s response.

By including a collaborative parameter in its answer, the answerer
declares its ability to receive initiators and to send responses.
The offerer MAY then send initiators, to which the answerer SHOULD
reply with responses. As for the offer of a collaborative paraneter
there are exceptions to the rule that the answerer should reply.

When maki ng an SDP offer of a collaborative paraneter for a nulticast
medi a stream the offerer SHOULD specify which participants are to
respond to a received initiator. A participant that is not specified
SHOULD NOT send responses. O herwi se, undue bandw dth ni ght be
consuned. The offer indicates that each participant that is

speci fied SHOULD respond if it receives an initiator. It also

i ndicates that a specified participant MAY send an initiator block.

An SDP answer for a mnulticast nedia stream SHOULD i ncl ude al

col | aborative paraneters that are present in the offer and that are
supported by the answerer. |t SHOULD NOT include any coll aborative
paraneter that is absent fromthe offer.

If a participant receives an SDP of fer and understands the "rtcp-xr"
attri bute but does not wish to inplenent XR functionality offered,
its answer SHOULD include an "rtcp-xr" attribute w thout parameters.
By doing so, the party declares that, at a nmininum is capable of
under st andi ng the signaling.
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5.3. Usage Qutside of Ofer/Answer

SDP can be enpl oyed outside of the Offer/Answer context, for instance
for multinedia sessions that are announced through the Session
Announcenent Protocol (SAP) [15], or streaned through the Real Tine
Stream ng Protocol (RTSP) [17]. The signaling nodel is sinpler, as
the sender does not negotiate paraneters, but the functionality
expected fromspecifying the "rtcp-xr" attribute is the sane as in

O fer/ Answer.

When a unilateral paraneter is specified for the "rtcp-xr" attribute
associated with a nedia stream the receiver of that stream SHOULD
send the corresponding XR bl ock. When a coll aborative paraneter is
specified, only the participants indicated by the node value in the
col | aborative paraneter are concerned. Each such participant that
receives an initiator block SHOULD send the correspondi ng response
bl ock. Each such participant MAY al so send initiator bl ocks.

6. | ANA Consi derati ons

Thi s docunent defines a new RTCP packet type, the Extended Report
(XR) type, within the existing Internet Assigned Nunbers Authority

(I ANA) registry of RTP RTCP Control Packet Types. This docunent also
defines a new | ANA registry: the registry of RTCP XR Bl ock Types.
Wthin this new registry, this docunment defines an initial set of
seven bl ock types and descri bes how the renai ning types are to be

al | ocat ed.

Further, this docunent defines a new SDP attribute, "rtcp-xr", within
the existing | ANA registry of SDP Paraneters. It defines a new | ANA
registry, the registry of RTCP XR SDP Paraneters, and an initial set

of six paraneters, and describes how additional parameters are to be

al | ocat ed.

6.1. XR Packet Type

The XR packet type defined by this docunent is registered with the
| ANA as packet type 207 in the registry of RTP RTCP Control Packet
types (PT).

6.2. RTCP XR Bl ock Type Registry

Thi s docunent creates an | ANA registry called the RTCP XR Bl ock Type
Registry to cover the name space of the Extended Report bl ock type
(BT) field specified in Section 3. The BT field contains eight bits,
al l owi ng 256 values. The RTCP XR Bl ock Type Registry is to be
managed by the |1 ANA according to the Specification Required policy of
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6.

RFC 2434 [7]. Future specifications SHOULD attribute block type
values in strict nunmeric order follow ng the values attributed in
thi s docunent:

BT nane

Loss RLE Report Bl ock

Dupl i cate RLE Report Bl ock

Packet Receipt Tinmes Report Bl ock
Recei ver Reference Tinme Report Bl ock
DLRR Report Bl ock

Statistics Summary Report Bl ock
Vol P Metrics Report Bl ock

~NO U WNE!

The BT value 255 is reserved for future extensions.

Furthernore, future specifications SHOULD avoid the value 0. Doing
so facilitates packet validity checking, since an all-zeros field
m ght conmonly be found in an ill-formed packet.

Any registration MJST contain the follow ng information

3.

Contact information of the one doing the registration, including
at | east nane, address, and emil

The format of the block type being registered, consistent with the
ext ended report bl ock fornmat described in Section 3.

A description of what the block type represents and how it shall
be interpreted, detailing this infornation for each of its fields.

The "rtcp-xr" SDP Attribute

The SDP attribute "rtcp-xr" defined by this docunment is registered
with the 1ANA registry of SDP Paraneters as foll ows:

SDP Attribute ("att-field"):

Attribute nane: rtcp-xr
Long form RTP Control Protocol Extended Report Paraneters
Type of nane: att-field

Type of attribute: session and nedia |evel
Subj ect to charset: no

Pur pose: see Section 5 of this document
Ref er ence: thi s docunent
Val ues: see this docunent and registrations bel ow
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The attribute has an extensible paraneter field and therefore a
registry for these paraneters is required. This docunent creates an
| ANA registry called the RTCP XR SDP Paraneters Registry. It
contains the six paranmeters defined in Section 5.1: "pkt-1oss-rle",
"pkt-dup-rle", "pkt-rcpt-tinmes", "stat-summary", "voip-nmetrics", and
"recv-rtt".

Addi tional paraneters are to be added to this registry in accordance
with the Specification Required policy of RFC 2434 [7]. Any
regi stration MJST contain the follow ng information

- Contact information of the one doing the registration, including
at | east nane, address, and emil

- An Augnented Backus-Naur Form (ABNF) [2] definition of the
paraneter, in accordance with the "format-ext" definition of
Section 5.1.

- A description of what the paraneter represents and how it shall be
interpreted, both normally and in O fer/Answer.

7. Security Considerations

Thi s docunent extends the RTCP reporting nechanism The security
consi derations that apply to RTCP reports [9, Appendix B] also apply
to XRreports. This section details the additional security

consi derations that apply to the extensions.

The extensions introduce hei ghtened confidentiality concerns.
Standard RTCP reports contain a limted nunber of sunmary statistics.
The information contained in XR reports is both nore detailed and
nore extensive (covering a |larger nunber of paraneters). The per-
packet report bl ocks and the Vol P Metrics Report Bl ock provide

exanpl es.

The per-packet information contained in Loss RLE, Duplicate RLE, and
Packet Receipt Tines Report Blocks facilitates nulticast inference of
network characteristics (MNC) [11]. Such inference can reveal the
gross topology of a multicast distribution tree, as well as
paraneters, such as the loss rates and del ays, al ong pat hs between
branching points in that tree. Such information m ght be considered
sensitive to autononous system adni ni strators.

The Vol P Metrics Report Bl ock provides information on the quality of
ongoi ng voice calls. Though such information mght be carried in an
application specific format in standard RTP sessions, naking it
available in a standard format here nmakes it nore available to
potential eavesdroppers.
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No new mechani snms are introduced in this docunent to ensure
confidentiality. Encryption procedures, such as those being
suggested for a Secure RTCP (SRTCP) [12] at the tine that this
docunent was witten, can be used when confidentiality is a concern
to end hosts. Gven that RTCP traffic can be encrypted by the end
hosts, autononmpus systens nust be prepared for the fact that certain
aspects of their network topol ogy can be reveal ed.

Any encryption or filtering of XR report blocks entails a |oss of
nmonitoring information to third parties. For exanple, a network that
establishes a tunnel to encrypt Vol P Report Bl ocks denies that
information to the service providers traversed by the tunnel. The
servi ce providers cannot then nonitor or respond to the quality of
the VolP calls that they carry, potentially creating problens for the
network’s users. As a default, XR packets should not be encrypted or
filtered.

The extensions al so nake certain denial of service attacks easier.
This is because of the potential to create RTCP packets nuch | arger
than average with the per packet reporting capabilities of the Loss
RLE, Duplicate RLE, and Ti nestanp Report Bl ocks. Because of the
automati ¢ bandwi dth adj ustment nechanisns in RTCP, if sone session
partici pants are sending | arge RTCP packets, all participants will
see their RTCP reporting intervals |engthened, neaning they will be
able to report less frequently. To linmit the effects of |arge
packets, even in the absence of denial of service attacks,
applicati ons SHOULD pl ace an upper limt on the size of the XR report
bl ocks they enploy. The "thinning" techniques described in Section
4.1 pernit the packet-by-packet report blocks to adhere to a
predefined size limt.
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A. Al gorithns
A. 1. Sequence Number Interpretation

This is the algorithm suggested by Section 4.1 for keeping track of

t he sequence nunbers froma given sender. It inplenents the
accounting practice required for the generation of Loss RLE Report
Bl ocks.

This algorithm keeps track of 16 bit sequence nunbers by translating
theminto a 32 bit sequence nunber space. The first packet received
froma source is considered to have arrived roughly in the middle of
that space. Each packet that follows is placed either ahead of or
behind the prior one in this 32 bit space, depending upon which
choice would place it closer (or, in the event of a tie, which choice
woul d not require a rollover in the 16 bit sequence numnber).

/'l The reference sequence nunber is an extended sequence numnber
/'l that serves as the basis for determ ning whether a new 16 bit
/| sequence nunber cones earlier or later in the 32 bit sequence

/'l space.
u_int32 _src_ref_seq;
bool _uninitialized_src_ref_seq;

/1l Place seq into a 32-bit sequence nunmber space based upon a
/'l heuristic for its nost likely |ocation
u_int32 extend_seq(const u_intl6 seq) {

u_int32 extended_seq, seq_a, seq_b, diff_a, diff_b;
if(_uninitialized_src_ref_seq) {

/1 This is the first sequence nunber received. Place
/1 it in the mddle of the extended sequence nunber
/'l space.

_src_ref_seq
_uninitialized_src_ref_seq
ext ended_seq

seg | 0x80000000u
fal se;
_src_ref_seq;

el se {

/'l Prior sequence nunbers have been received.
/'l Propose two candi dates for the extended sequence
/'l nunber: seq_a is wthout waparound, seq_b with
/'l wrapar ound.
seq_a = seq | (_src_ref_seq & OxFFFFOOOOu);
if(_src_ref_seq < seq_a) {

seq_b seq_a - 0x00010000u

diff _a = seq_a - _src_ref_seq;
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diff _ b = src_ref_seq - seq_b;
el se {
seq_b = seq_a + 0x00010000u
diff _a = src_ref_seq - seq_a;
diff _ b = seq_b - _src_ref_seq;
}
/'l Choose the closer candidate. |If they are equally

/'l close, the choice is somewhat arbitrary: we choose
/1l the candidate for which no rollover is necessary.
if(diff_a < diff_b) {

extended_seq = seq_a;

el se {

}

/'l Set the reference sequence nunber to be this nost
/'l recently-received sequence nunber.
_src_ref_seq = extended_seq;

extended_seq = seq_b;

}

/1 Return our best guess for a 32-bit sequence nunber that
/'l corresponds to the 16-bit nunmber we were given
return extended_seq;

}
A. 2. Exanple Burst Packet Loss Cal cul ation.

This is an algorithmfor measuring the burst characteristics for the
Vol P Metrics Report Block (Section 4.7). The algorithm which has
been verified against a working inplenentation for correctness, is
reproduced fromETSI TS 101 329-5 [3]. The algorithm as described
here, takes precedence over any change that night eventually be made
to the algorithmin future ETSI docunents.

This algorithmis event driven and hence extrenely conputationally
efficient.

Gven the following definition of states:

state 1 = received a packet during a gap

state 2 = received a packet during a burst
state 3 = |ost a packet during a burst

state 4 = | ost an isol ated packet during a gap
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The "c" variabl es bel ow correspond to state transition counts, i.e.,
cl4 is the transition fromstate 1 to state 4. It is possible to
infer one of a pair of state transition counts to an accuracy of 1
which is generally sufficient for this application.

"pkt" is the count of packets received since the |ast packet was
decl ared | ost or discarded, and "lost" is the nunber of packets | ost
within the current burst. "packet_lost" and "packet di scarded" are
Bool ean variables that indicate if the event that resulted in this
function being invoked was a | ost or discarded packet.

i f(packet lost) {
| oss_count ++;

}
i f (packet _discarded) {
di scard_count ++

}
i f(!packet | ost && !packet discarded) {

pkt ++;
el se {
i f(pkt >= gmin) {
if(lost == 1) {
cl4++;
}
el se {
cl3++,
}
| ost = 1;
cll += pkt;
}
el se {
| ost ++;
i f(pkt == 0) {
C33++;
el se {
C23++,;
c22 += (pkt - 1);
}
}
pkt = O;
}

At each reporting interval the burst and gap nmetrics can be
cal cul ated as foll ows.
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[/ Calculate additional transition counts.

c31 = cl13;

c32 = ¢c23;

ctotal = c11 + ¢c14 + cl13 + c22 + ¢c23 + ¢c31 + ¢c32 + c33;

// Cal cul ate burst and densities.
p32 = ¢c32 / (c31 + c32 + ¢c33);
if((c22 + ¢c23) < 1) {

p23 = 1;
}
el se {

p23 = 1 - ¢c22/(c22 + c23);
}

burst_density = 256 * p23 / (p23 + p32);
gap_density = 256 * cl14 / (cll + cl4);

/1l Calculate burst and gap durations in s
m = franmeDuration_in_nms * framesPer RTPPKt ;
gap_length = (cl11l + ¢c14 + ¢c13) * m/ cl13;
burst _length = ctotal * m/ cl13 - Igap

/* calculate |oss and discard rates */
|l oss_rate = 256 * |oss_count / ctotal;
discard rate = 256 * discard_count / ctotal

Intell ectual Property Notice

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP 11 [5]. Copies
of clains of rights nade available for publication and any assurances
of licenses to be nade available, or the result of an attenpt made to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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