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Abstract

Thi s docunent describes the |ink selection sub-option of the relay-
agent-i nformation option for the Dynam ¢ Host Configuration Protocol
(DHCPv4). The giaddr specifies an | P address which deternines both a
subnet, and thereby a link on which a Dynam ¢ Host Configuration
Protocol (DHCP) client resides as well as an |IP address that can be
used to conmunicate with the relay agent. The subnet-selection
option allows the functions of the giaddr to be split so that when
one entity is performng as a DHCP proxy, it can specify the
subnet/link fromwhich to allocate an | P address, which is different
fromthe IP address with which it desires to communicate with the
DHCP server. Anal ogous situations exist where the relay agent needs
to specify the subnet/link on which a DHCP client resides, which is
different froman I P address that can be used to comunicate with the
relay agent.

1. Introduction

In RFC 2131, the giaddr specifies an | P address which determ nes a
subnet (and fromthere a Iink) on which a DHCP client resides as well
as an | P address which can be used to conmunicate with the relay
agent. The subnet-selection option [RFC 3011] allows these functions
of the giaddr to be split, so that when one entity is performng as a
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DHCP proxy, it can specify the subnet/link fromwhich to allocate an
| P address that is different fromthe IP address with which it
desires to conmunicate with the DHCP server.

Anal ogous situations exist where the relay agent needs to specify the
subnet/link on which a DHCP client resides, which is different from
an | P address that can be used to conmmunicate with the relay agent.
Consi der the follow ng architecture:

S S + o +
| DHCP | I P x| |[1TPy
| Server |-....... -] Relay Agent |----+------------ +
R + | N |
S + | +---- - - +
| | Modem |
| +---- - - +
I I I
oo - - + - + - +
| Host 1| | Host 2| | Host 3|
oo - + - + - +

In the usual approach, the relay agent would put |P address Y into
the giaddr of any packets that it forwarded to the DHCP server
However, if for any reason, |P address Y is not accessible fromthe
DHCP server, this approach will fail. There are several reasons why
|Py mght be inaccessible fromthe DHCP server:

o There might be sone firewall capability in the network el enent
in which the relay agent resides that does not allow the DHCP
server to access the relay agent via IP y.

o There mght not be an IPy. An exanple would be the case where
there was only one host and this was a point to point I|ink.

In any of these or other cases, the relay agent needs to be able to
comuni cate to the DHCP server the subnet/link fromwhich to allocate
an | P address. The I P address, which will comunicate to the DHCP
server the subnet/link information, cannot be used as a way to
conmuni cate between the DHCP server and the relay agent.

Since the relay agent can nodify the client’s DHCP DHCPREQUEST in
only two ways, the giaddr and the relay-agent-info option, there is a
need to extend the relay-agent-info option with a new sub-option, the
i nk-sel ection sub-option, to all ow separation of the specification
of the subnet/link fromthe I P address to use when comunicating with
the relay agent.
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2.

3.

Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [RFC
2119].

Thi s docunent uses the follow ng ternmns:
o "DHCP client"

A DHCP client is an Internet host using DHCP to obtain
configuration paraneters such as a network address.

o "DHCP relay agent"

A DHCP relay agent is a third-party agent that transfers BOOTP
and DHCP nessages between clients and servers residing on
di fferent subnets, per [RFC 951] and [ RFC 1542].

o "DHCP server"

A DHCP server is an Internet host that returns configuration
paraneters to DHCP cli ents.

o "link"

A link is a communications facility or nedi um over which nodes
can comuni cate at the link layer, i.e., the layer imedi ately
bel ow I Pv4. Exanples are Ethernets (sinple or bridged); PPP
links; X 25, Frame Relay, or ATM networks; and internet (or

hi gher) layer "tunnels", such as tunnels over |Pv4 or |Pv6
itself.

o "subnet"

A subnet (for the purposes of this docunent) consists of a
routabl e address range. It nmay be one of several that exist on
alink at the sane tine.

Li nk sel ection sub-option definition

The link-sel ection sub-option is used by any DHCP rel ay agent that
desires to specify a subnet/link for a DHCP client request that it is
relayi ng but needs the subnet/link specification to be different from
the I P address the DHCP server shoul d use when communicating with the
rel ay agent.
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The sub-option contains a single I P address that is an address
contained in a subnet. The value for the subnet address is determ ned
by taking any | P address on the subnet and ANDi ng that address with
the subnet nmask (i.e., the network and subnet bits are left al one and
the remai ning (address) bits are set to zero). This determnes a
singl e subnet, and when allocating an I P address, all of the other

rel ated subnets on the sane link will also be considered in the same
way as currently specified for the processing of the giaddr in [RFC
2131, Section 4.3.1, first group of bullets, bullet 4].

In scenarios where this sub-option is needed, the relay agent adds it
whenever it sets the giaddr value (i.e., on all messages relayed to
t he DHCP server).

When the DHCP server is allocating an address and this sub-option is
present, then the DHCP server MJST allocate the address on either:

o the subnet specified in the |ink-selection sub-option, or;

0 a subnet on the sanme link (also known as a network segnent) as
the subnet specified by the |ink-selection sub-option

The format of the sub-option is:

SubOpt Len subnet | P address

Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - +
| 5 | 4 | al | a2 | a3 | a4 |
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - +

A relay agent which uses this sub-option MJST assune that the server
receiving the sub-option supports the sub-option and uses the
information available in the sub-option to correctly allocate an | P
address. A relay agent which uses this sub-option MJST NOT take
different actions based on whether this sub-option appears or does
not appear in the response packet fromthe server.

It is inportant to ensure, using administrative techni ques, that any
relay agent enploying this sub-option is directed to only send
packets to a server that supports this sub-option

Support for this sub-option does not require changes to operations or
features of the DHCP server other than to select the subnet (and
link) on which to allocate an address. For exanple, the handling of
DHCPDI SCOVER for an unknown subnet shoul d continue to operate
unchanged.
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In the event that a DHCP server receives a packet that contains both
a subnet-selection option [ RFC 3011], as well as a link-selection
sub-option, the information contained in the |ink-selection sub-
option MUST be used to control the allocation of an I P address in
preference to the information contained in the subnet-selection

opti on.

When this sub-option is present and the server supports this sub-
option, the server MJST NOT offer an address that is not on the
requested subnet or the link (network segnment) with which that subnet
i s associ at ed.

The | P address to which a DHCP server sends a reply MJST be the sane
as it would choose when this sub-option is not present.

4. Security Considerations

Potential attacks on DHCP are discussed in section 7 of the DHCP
protocol specification [RFC 2131], as well as in the DHCP
aut henti cati on specification [RFC 3118].

The link-selection sub-option allows a relay agent to specify the
subnet/link on which to allocate an address for a DHCP client. G ven
that the subnet-selection option already exists [ RFC 3011], no
fundanental new security issues are raised by the existence of the

i nk-sel ection sub-option specified in this docunent beyond those

i nplied by the subnet-selection option [RFC 3011].

The exi stence of either the subnet-selection option or |ink-selection
sub- opti on docunented here would allow a nalicious DHCP client to
performa nore conpl ete address-pool exhaustion attack than coul d be
performed without the use of these options, since the client would no
| onger be restricted to attacki ng address-pools on just its |ocal
subnet .

There is sone ninor protection against this formof attack using this
sub-option that is not present for the subnet-selection option, in
that a trusted relay agent that supports the relay-agent-info option
MUST discard a packet it receives with a zero giaddr and a rel ay-
agent-i nfo option when that packet arrives on an "untrusted" circuit
[ RFC 3046, section 2.1].

5. 1 ANA Consi derati ons
| ANA has assigned a value of 5 fromthe DHCP Rel ay Agent sub-options

space [RFC 3046] for the link-selection sub-option defined in Section
3.
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8. Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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10.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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