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Abstract

It has cone to light that there is an issue with the selection of a
suitable I Pv6 source address for Milticast Listener D scovery (MD)
nmessages when a node is performing statel ess address
autoconfiguration. This docunment is intended to clarify the rules on
selecting an I Pv6 address to use for MD nessages.

1. Introduction

The original specification of the Miulticast Listener D scovery
Protocol (M.D) for IPv6 [RFC 2710] mandates the use of a |ink-Ioca
| Pv6 source address for the transm ssion of M.D nessages. In

addi tion, M.D al so requires nodes to send M.D Report mnessages when
joining any IPv6 nmulticast group (except the All-Nodes address and
addresses of scope |ess than 2).

These MLD requirenments conflict with the use of IPv6 nulticast within
t he Nei ghbor Discovery Protocol [RFC 2461]. For statel ess

aut oconfiguration, as defined in [RFC 2462], a node is required to
join several IPv6 nmulticast groups in order to perform Duplicate
Address Detection prior to its use. Since the only address the node
has is tentative, and cannot be used for comunication, it does not
have a suitable address to utilize as a source address.
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2.

This docunent will clarify the I Pv6 source address selection rules
for use with M.D when no link-1ocal addresses are avail abl e.

Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].

Justification

In [RFC 2710], Section 3 requires that all MD nessages be sent with
a valid link-local |Pv6 source address. However, a node in the
process of perform ng duplicate address detection for its link-loca
(LL) address will not have one available to use as a source address.
For this reason, this docunment allows the unspecified address to be
used as a source address for MD nessages being used during duplicate
address detection.

The discrepancies in the rules defined in [RFC 2710] and [ RFC 2462]
has led to inplenmentation issues. Several |Pv6 inplenmentations skip
sendi ng MLD Report nessages during duplicate address detection
because they have no valid |ink-local address. This leads to
operational problens when a node is attached to switches that perform
M.D snooping. In this scenario, duplicate address detection (DAD)
wi Il compl ete successfully and collisions can occur once the address
is put into use because switches may not have forwarded the DAD
nmessages to all nodes on the Iink as required. This docunent fixes
this problem by specifying that M.D reports are to be sent using an
unspeci fied source address prior to DAD being started in order to
ensure that nessages sent to LL nulticast addresses (e.g., including
M.D) are forwarded to all appropriate nodes as required.

ML.D Source Address Sel ecti on Gui delines

An M.D speaki ng node is required to choose a suitable |IPv6 source
address for all M.D nessages (Report, Done, and Query).

M.D Query messages MJST be sent with a valid |link-Iocal address as
the I Pv6 source address. |If a node (router or host) receives a query
nmessage with an | Pv6 source address set to the unspecified address
(::), it MJST silently discard the nmessage and SHOULD | og a war ni ng.

M.D Report and Done nessages are sent with a |ink-Ilocal address as
the I Pv6 source address, if a valid address is available on the
interface. |If a valid link-1ocal address is not available (e.g., one
has not been configured), the nessage is sent with the unspecified
address (::) as the IPv6 source address.
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Once a valid link-local address is available, a node SHOULD generate
new MLD Report nessages for all multicast addresses joined on the
i nterface.

Routers receiving an M.D Report or Done nessage with the unspecified
address as the | Pv6 source address MJST silently discard the packet
wi t hout taking any action on the packets contents.

Snoopi ng switches MJUST manage mnul ticast forwardi ng state based on M.D
Report and Done nessages sent with the unspecified address as the
| Pv6 source address.

5. Source Address Selection Inplications

In RFC 2710, M.D Report and Done messages are required to have an

| Pv6 source address that is link-local. This nmeno augnments that rule
by allowi ng these nessages to contain the unspecified address (::) as
t he source address.

The behavi or of RFC 2710 inpl enentations, when receiving a nessage
with a source address of ::, is dependent upon how the inplenentation
treats the unspecified address. That is, these nmessages wll be
dropped if the inplenentati on does not consider the unspecified
address to be link-local in scope.

As the unspecified address is only used when there is no link-Iocal
address, RFC 2710 inplenmentations discarding these packets will have
no affect on the packet’'s sender as the use should only be for
joining the link-local solicited-node nulticast group [ RFC 2462].

There is an inplication to senders with respect to joining other

mul ticast groups prior to the activation of a |ink-local address.
The droppi ng of Reports using the unspecified address as a source
address could cause a lack of multicast traffic that is expected by
the node. This black hole will be tenporary until the node can send
a Report with a valid link-1ocal address.

6. Security Considerations
General security issues related to M.D are discussed in [RFC 2710].
For hosts and routers, all received M.D nessages from an unspecified
source address are silently discarded. This is the required behavior

from[RFC 2710] and is not changed by this docunent. Thus, the
changes have no new security inmpacts.
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8.

8.

8.

In the case of snooping switches, nulticast forwarding state will be
mai nt ai ned based on Report and Done nessages sent with the
unspeci fi ed address as the source address. However, the security

vul nerabilities in this scenario are simlar to those describing
forged nessages in the security considerations section of [RFC 2710].

Intell ectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
claims of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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10.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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