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Abstract

Thi s docunment describes the Ethernet Automatic Protection Sw tching
(EAPS) (tm technol ogy invented by Extrene Networks to increase the
avail ability and robustness of Ethernet rings. An Ethernet ring
built using EAPS can have resilience conparable to that provided by
SONET rings, at a |lower cost and with fewer constraints (e.g., ring
si ze) .

1. Introduction

Many Metropolitan Area Networks (MANs) and some Local Area Networks
(LANs) have a ring topology, as the fibre runs. The Ethernet
Autormatic Protection Switching (EAPS) technol ogy described here works
well in ring topologies for MANs or LANSs.

Most MAN operators want to mnimse the recovery tinme in the event
that a fibre cut occurs. The Ethernet Automatic Protection Sw tching
(EAPS) technol ogy described here converges in | ess than one second,
often in less than 50 nmlliseconds. EAPS technol ogy does not limt

t he nunber of nodes in the ring, and the convergence tinme is

i ndependent of the nunber of nodes in the ring.
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2. Concept of Operation

An EAPS Domain exists on a single Ethernet ring. Any Ethernet
Virtual Local Area Network (VLAN) that is to be protected is
configured on all ports in the ring for the given EAPS Domain. Each
EAPS Domai n has a single designated "master node". All other nodes
on that ring are referred to as "transit nodes".

O course, each node on the ring will have 2 ports connected to the
ring. One port of the naster node is designated as the "primary
port" to the ring, while the other port is designated as the
"secondary port".

In norrmal operation, the master node bl ocks the secondary port for

all non-control Ethernet frames belonging to the given EAPS Domai n,
thereby avoiding a loop in the ring. Existing Ethernet sw tching and
| earni ng mechani sne operate per existing standards on this ring.

This is possible because the nmaster node nakes the ring appear as

t hough there is no |l oop fromthe perspective of the Ethernet standard
al gorithms used for switching and learning. |f the naster node
detects a ring fault, it unblocks its secondary port and all ows

Et hernet data franes to pass through that port. There is a speci al
"Control VLAN' that can always pass through all ports in the EAPS
Donmi n, including the secondary port of the master node.

EAPS uses both a polling nechanismand an al ert mechani sm descri bed
bel ow, to verify the connectivity of the ring and quickly detect any
faul ts.

2. 1. Li nk Down Al ert

Wien a transit node detects a |ink-down on any of its ports in the
EAPS Domai n, that transit node inmediately sends a "link down"
control frame on the Control VLAN to the master node.

When the naster node receives this "link down" control frane, the
mast er node noves fromthe "normal" state to the ring-fault state and
unbl ocks its secondary port. The master node also flushes its
bridging table, and the master node al so sends a control frame to all
other ring nodes, instructing themto flush their bridging tables as
well. Imrediately after flushing its bridging table, each node
begi ns | earning the new t opol ogy.
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2.2. Ring Polling

The master node sends a health-check frane on the Control VLAN at a

user-configurable interval. |If the ring is conplete, the health-
check frame will be received on its secondary port, where the master
node will reset its fail-period tiner and continue normal operation.

If the master node does not receive the health-check frane before the
fail-period timer expires, the master node noves fromthe norma

state to the "ring-fault" state and unbl ocks its secondary port. The
mast er node al so flushes its bridging table and sends a control frane
to all other nodes, instructing themto also flush their bridging
tables. Imediately after flushing its bridge table, each node
starts learning the new topology. This ring polling mechanism

provi des a backup in the event that the Link Down Al ert frane shoul d
get lost for some unforeseen reason

2.3. Ring Restoration

The master node continues sending periodic health-check franmes out
its primary port even when operating in the ring-fault state. Once
the ring is restored, the next health-check frame will be received on
the master node’s secondary port. This will cause the master node to
transition back to the normal state, |ogically block non-control
frames on the secondary port, flush its own bridge table, and send a
control frame to the transit nodes, instructing themto flush their
bridging tables and re-learn the topol ogy.

During the time between the transit node detecting that its link is
restored and the master node detecting that the ring is restored, the

secondary port of the master node is still open -- creating the
possibility of a tenporary loop in the topology. To prevent this,
the transit node will place all the protected VLANs transiting the

newy restored port into a tenporary bl ocked state, remenber which
port has been tenporarily blocked, and transition into the "pre-
forwardi ng" state. Wen the transit node in the "pre-forwarding"
state receives a control frame instructing it to flush its bridging
table, it will flush the bridging table, unblock the previously

bl ocked protected VLANs on the newy restored port, and transition to
the "normal " state.
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3. Miltiple EAPS Donai ns

An EAPS-enabl ed switch can be part of nore than one ring.

Oct ober 2003

Hence, an

EAPS- enabl ed switch can belong to nore than one EAPS Domain at the
same tinme. Each EAPS Domain on a switch requires a separate instance

of the EAPS protocol on that sane switch, one instance per

protected ring.

EAPS-

One can al so have nore than one EAPS domain running on the same ring
at the sane tinme. Each EAPS Domain has its own uni que nmaster node

and its owm set of protected VLANs. This facilitates spati al

of the ring s bandwi dth.

EAPS Fr ane For nat

0 1 2 3 4 4
12345678 90123456 78901234 56789012 34567890 12345678
S S S S, Fomm oo o - S +
| Destinati on MAC Address (6 bytes) |
S S S S, Fomm oo o - S +
| Source MAC Address (6 bytes |
S S S S, Fomm oo o - S +
| Et her Type | PRI | VLAN ID | Frane Length |
S S S S, Fomm oo o - S +
| DSAP/ SSAP | CONTROL| QU = 0x00EO2B |
S S S S, Fomm oo o - S +
| 0x00bb | O0x99 | OxOb | EAPS _LENGTH |
S S S S, Fomm oo o - S +
| EAPS_VER| EAPSTYPE| CTRL_VLAN ID | 0x0000 |
S S S S, Fomm oo o - S +
| 0x0000 | SYSTEM MAC _ADDR (6 byt es) |
S S S S, Fomm oo o - S +
| | HELLO TI MER | FAIL_TIMER |
S S S S, Fomm oo o - S +
| STATE | 0x00 | HELLO SEQ | 0x0000 |
S S S S, Fomm oo o - S +
| RESERVED ( 0x000000000000) |
S S S S, Fomm oo o - S +
| RESERVED ( 0x000000000000) |
S S S S, Fomm oo o - S +
| RESERVED ( 0x000000000000) |
S S S S, Fomm oo o - S +
| RESERVED ( 0x000000000000) |
S S S S, Fomm oo o - S +
| RESERVED ( 0x000000000000) |
S S S S, Fomm oo o - S +
| RESERVED ( 0x000000000000) |
S S S S, Fomm oo o - S +
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4.

VWher e:

Destinati on MAC Address is always 0x00e02b000004.

PRI contains 3 bits of priority, with 1 other bit reserved.
Et her Type is always 0x8100.

DSAP/ SSAP i s al ways OxAAAA

CONTROL i s al ways 0x03.

EAPS LENGTH i s 0x40.

EAPS VERS is 0x0001

CTRL_VLAN ID is the VLAN ID for the Control VLAN in use
SYSTEM MAC ADDR is the System MAC Address of the sendi ng node
HELLO TIMER i s the value set by the Master Node.

FAIL_TIMER is the value set by the Mster Node.

HELLO SEQ i s the sequence nunber of the Hello Frane.

EAPS Type (EAPSTYPE) val ues:

HEALTH =5
RI NG UP- FLUSH-FDB = 6
Rl NG DOMN- FLUSH- FDB = 7
LI NK- DOMN =8

Al other values are reserved.

STATE val ues:

| DLE =0
COVPLETE =1
FAI LED = 2
LI NKS- UP =3
LI NK- DOV =4
PRE- FORWARDI NG = 5
Al'l other values are reserved.

Security Considerations

Anyone wi th physical access to the physical |ayer connections could
forge any sort of Ethernet frane they w shed, including but not
l[imted to Bridge frames or EAPS franmes. Such forgeries could be
used to disrupt an Ethernet network in various ways, including

nmet hods that are specific to EAPS or other unrel ated nmet hods, such as
forged Ethernet bridge franes.

As such, it is recommended that users not deploy Ethernet without
some form of encryption in environments where such active attacks are
consi dered a significant operational risk. |EEE standards already
exist for link-layer encryption. Those |EEE standards coul d be used
to protect an Ethernet’s links. Alternately, upper-layer security
nmechani sns could be used if it is nore appropriate to the |ocal

t hreat nodel
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5.

Intell ectual Property Rights Notice

The | ETF has been notified of intellectual property rights claimed in
regard to sone or all of the specification contained in this
docunment. For nore information, consult the online list of clained
rights.
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9. Full Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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