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Abstract

The Lightweight Directory Access Protocol (LDAP) is an extensible
protocol with numerous elective features. This docunent introduces a
general nmechani smfor discovery of elective features and extensions
whi ch cannot be di scovered using existing mechani sns.

1. Background and | ntended Use

The Lightweight Directory Access Protocol (LDAP) [RFC3377] is an
extensi bl e protocol with nunmerous elective features. LDAP provides
nmechani sns for a client to di scover supported protocol versions,
controls, extended operations, Sinple Authentication and Security
Layer (SASL) mechani sms, and subschema information. However, these
nmechani sns are not designed to support general feature discovery.

Thi s docunent describes a sinple, general-purpose nmechani sm which
clients may use to discover the set of elective features supported by
a server. For exanple, this mechanismcould be used by a client to
di scover whet her or not the server supports requests for al
operational attributes, e.g., "+" [RFC3673]. As another exanpl e,
this nechani sm coul d be used to di scover absolute true, e.g., "(&"
and false, e.g., "(])", search filters [T-F] support.

Thi s docunent extends the LDAP Protocol Mechani smregistry [ RFC3383]
to support registration of values of the supportedFeatures attribute.
This registry is managed by the Internet Assigned Nunmbers Authority
(1 ANA) .
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Schenma definitions are provided using LDAP description formats
[ RFC2252]. Definitions provided here are formatted (line w apped)
for readability.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119].

2. Discovery of supported features

Each el ective feature whose support nay be di scovered SHALL be
identified by an Qbject ldentifier (OD). A server advertises its
support for a given feature by providing the O D associated with the
feature as a value of the 'supportedFeatures’ attribute held in the
root DSE. A client may exami ne the values of this attribute to
determne if a particular feature is supported by the server. A
client MUST ignore values it doesn’'t recognize as they refer to

el ective features it doesn’t inplenent.

Features associated with Standard Track protocol nechani sns MJST be
regi stered. Features associated with other protocol mechanisns
SHOULD be regi stered. Procedures for registering protocol nechanisns
are described in BCP 64 [ RFC3383]. The word "Feature" shoul d be

pl aced in the usage field of the subnitted LDAP Protocol Mechani sm
tenpl at e.

The ’'supportedFeatures’ attribute type is described as follows:

( 1.3.6.1.4.1.4203.1.3.5
NAME ' support edFeat ures’
DESC ' features supported by the server’
EQUALI TY obj ectldentifierMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 38
USAGE dSAOper ation )

Servers MJST be capable of recognizing this attribute type by the
nane 'supportedFeatures’. Servers MAY recognize the attribute type
by ot her nanes.

3. Security Considerations
As rogue clients can discover features of a server by other neans

(such as by trial and error), this feature discovery nmechanismis not
bel i eved to introduce any new security risk to LDAP
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4. | ANA Consi derati ons
4.1. Registration of Features as Protocol Mechani sns

Future specifications detailing LDAP features are to register each
feature as a LDAP Protocol Mechani sm per gui dance given in BCP 64

[ RFC3383]. A usage of "Feature" in a Protocol Mechani smregistration
tenplate indicates that the value to be registered is associated with
an LDAP feature.

4.2. Registration of the supportedFeatures descriptor

The | ANA has registered the LDAP ' supportedFeatures’ descriptor. The
following registration tenplate is suggested:

Subj ect: Request for LDAP Descriptor Registration

Descriptor (short name): supportedFeatures

oject ldentifier: 1.3.6.1.4.1.4203.1.3.5

Person & emai|l address to contact for further informtion:
Kurt Zeil enga <kurt @penLDAP. or g>

Usage: Attribute Type

Speci fication: RFC 3674

Aut hor/ Change Controller: |ESG

This O D was assigned [ASSI GN] by OpenLDAP Foundati on under its | ANA
assigned private enterprise allocation [PRIVATE] for use in this
speci ficati on.

5. Acknow edgnent

Thi s docunent is based upon input fromthe | ETF LDAPEXT wor ki ng
group.

6. Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nmade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.
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7.

7.

7.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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9.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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