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Abstract
The Generic String Encoding Rules (GSER) describe a human readabl e
text encoding for an Abstract Syntax Notation One (ASN. 1) val ue of

any ASN.1 type. Specifications making use of GSER may w sh to
provi de an equival ent Augnented Backus- Naur Form (ABNF) description

of the GSER encoding for a particular ASN. 1 type as a conveni ence for

i npl emrentors. This docunment supports such specifications by

provi di ng equi val ent ABNF for the GSER encodings for ASN. 1 types that

conmonly occur in Lightweight Directory Access Protocol (LDAP)
synt axes.
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1.

| nt roducti on

The Ceneric String Encoding Rules (GSER) [7] define a hunman readabl e
text encodi ng, based on ASN. 1 [8] value notation, for an ASN. 1 val ue
of any ASN. 1 type. Specifications making use of GSER may w sh to
provi de a non-nornmative equival ent ABNF [3] description of the GSER
encoding for a particular ASN. 1 type as a conveni ence for

i npl ementors unfanmiliar with ASN. 1. This docunent supports such
speci fications by providi ng equival ent ABNF for the GSER encodi ngs
for ASN.1 types that commonly occur in LDAP [10] or X 500 [11]
attribute and assertion syntaxes, as well as equivalent ABNF for the
GSER encodings for the ASN.1 built-in types.

The ABNF given in this docunment does not replace or alter GSER in any
way. |If there is a discrepancy between the ABNF specified here and
the encodi ng defined by GSER [7], then GSER is to be taken as
definitive.

Conventi ons
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', and "MAY" in this docunment are
to be interpreted as described in BCP 14, RFC 2119 [1]. The key word
"OPTIONAL" is exclusively used with its ASN. 1 neani ng.

Separators

Certain separators are comonly used in constructing equival ent ABNF
for SET and SEQUENCE types.

sp = *%20 ; zero, one or nore space characters
nmep = 1*%20 ; one or nore space characters
Sep e [ Il, n ]

The <sep> rule is used in the ABNF description of the encoding for
ASN. 1 SET or SEQUENCE types where all the conponents are either

OPTI ONAL or DEFAULT. It encodes to an enpty string if and only if
the inmedi ately preceding character in the encoding is "{", i.e., it
is only enpty for the first optional conponent actually present in
the SET or SEQUENCE val ue bei ng encoded.

ASN. 1 Built-in Types

This section describes the GSER encodi ng of values of the ASN. 1
built-in types, except for the restricted character string types.
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The <BI T- STRING> rul e descri bes the GSER encodi ng of val ues of the
BIT STRING type without a named bit |ist.

BI T-STRING = bstring / hstring

If the nunber of bits in a BIT STRING value is a multiple of four the
<hstring> formof <BIT-STRING MAY be used. Oherw se, the <bstring>
formof <BIT-STRING is used. The <bstring> rule encodes each bit as
the character "0" or "1" in order fromthe first bit to the last bit.
The <hstring> rul e encodes each group of four bits as a hexadeci nal
nunber where the first bit is the nost significant. An odd nunber of
hexadecinal digits is permtted.

hstring = squot e *hexadeci mal -digit squote %48 ; '...'H
hexadeci mal -digit = %30-39 / ; "0" to "9"
%x41- 46 ; "A" to "F"
bstring = squote *binary-digit squote %42 ; '...'B
bi nary-digit ="o" / "1"
squot e = W27 ; ' (single quote)

The <BOOLEAN> rul e descri bes the GSER encodi ng of val ues of the
BOOLEAN type.

BOOLEAN = 9%%54.52.55.45 / ;" TRUE"
%46. 41. 4C. 53.45 ; "FALSE"

The <CHARACTER- STRING> rul e descri bes the GSER encodi ng of val ues of
the associated type for the unrestricted CHARACTER STRI NG type.

CHARACTER- STRING = "{" sp id-identification nsp Identification","
sp id-data-val ue nmsp OCTET- STRI NG

sp "}

9 69. 64. 65. 6E. 74. 69. 66. 69. 63. 61. 74. 69. 6F. 6E
: "identification"
%% 64.61. 74. 61. 2D. 76. 61. 6C. 75. 65 ; "dat a-val ue

id-identification

i d- dat a- val ue

Identification = ( id-syntaxes ":" Syntaxes ) /
( id-syntax ":" OBJECT-1DENTIFIER ) /
( id-presentation-context-id ":" INTEGER ) /
( id-context-negotiation ":"
Cont ext Negotiation ) /
( id-transfer-syntax ":" OBJECT-|1DENTIFIER ) /
( id-fixed ":" NULL )

Legg I nf or mat i onal [ Page 3]



RFC 3642 Conmmon El enents of GSER Encodi ngs Cct ober 2003

i d- synt axes % 73.79. 6E. 74.61. 78.65. 73
; "synt axes"

M73.79.6E. 74.61. 78 ; "syntax"

% 70. 72. 65. 73. 65. 6E. 74. 61. 74. 69. 6F. 6E
%2D. 63. 6F. 6E. 74. 65. 78. 74. 2D. 69. 64
; "presentation-context-id"

% 63. 6F. 6E. 74. 65. 78. 74. 2D. 6E. 65. 67. 6F
% 74.69.61. 74. 69. 6F. 6E

; "context-negotiation”

i d-syntax
i d- presentation-context-id

i d-cont ext-negotiation

i d-transfer-syntax = U74.72.61. 6E. 73. 66. 65. 72. 2D. 73. 79. 6E
%74.61.78 ; "transfer-syntax"
id-fixed = Ox66.69.78.65.64 ; "fixed"

Syntaxes = "{" sp id-abstract nmsp OBJECT-IDENTIFIER ", "
sp id-transfer nmsp OBJECT-| DENTI FI ER

Sp ll}ll

ox61.62.73.74.72.61.63.74 ; "abstract"

% 74.72.61. 6E. 73.66.65.72 ; "transfer"

i d-abstract =
id-transfer =
Cont ext Negotiation = "{" sp id-presentation-context-id nsp
| NTEGER ", "
sp id-transfer-syntax nsp
OBJECT- | DENTI FI ER
sp "}"

The <I NTEGER> rul e descri bes the GSER encodi ng of val ues of the

| NTEGER type wi thout a named nunber list. The <INTECER-O0- MAX> rul e
descri bes the GSER encodi ng of values of the constrained type | NTEGER
(0..MAX). The <INTEGER-1-MAX> rul e describes the GSER encodi ng of

val ues of the constrained type | NTEGER (1..MNAX).

| NTEGER

| NTECER- 0- MAX

| NTEGER- 1- MAX
posi tive- nunber
decimal -digit
non-zero-digit

"0" / positive-nunber / ("-" positive-nunber)
"0" /[ positive-nunber

posi tive- nunber

non-zero-digit *decinmal-digit

%30-39 ; "0" to "9"

%31-39 ; "1" to "9"

The <EMBEDDED- PDV> rul e descri bes the GSER encodi ng of val ues of the
associ ated type for the EVBEDDED PDV type.

EMBEDDED- PDV = "{" sp id-identification nmsp Identification ","
sp id-data-val ue nmsp OCTET- STRI NG

sp "}

The <EXTERNAL> rul e describes the GSER encodi ng of val ues of the
associ ated type for the EXTERNAL type.
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EXTERNAL = "{" [ sp id-direct-reference nmsp
OBJECT-I DENTIFIER ", " ]
[ spid-indirect-reference msp | NTEGER ", " ]
[ sp id-data-val ue-descriptor nsp
bj ect Descriptor "," ]
sp i d-encodi ng nsp Encodi ng
sp "}"
id-direct-reference = 9%64.69. 72. 65. 63. 74. 2D. 72. 65. 66. 65. 72
% 65. 6E. 63. 65
; "direct-reference”
id-indirect-reference = 969. 6E. 64. 69. 72. 65. 63. 74. 2D. 72. 65. 66
% 65. 72. 65. 6E. 63. 65
 "indirect-reference"
i d-dat a-val ue-descriptor = %64.61.74.61. 2D. 76. 61. 6C. 75. 65. 2D. 64

i d-encodi ng

% 65. 73. 63. 72. 69. 70. 74. 6F. 72
; "dat a-val ue-descri ptor"
% 65. 6E. 63. 6F. 64. 69. 6E. 67

; "encodi ng"
Encoding = ( id-single-ASNl-type ":" Value ) /
( id-octet-aligned ":" OCTET-STRING ) /
(id-arbitrary ":" BIT-STRI NG )
i d-si ngl e- ASN1-type = %73.69. 6E. 67. 6C. 65. 2D. 41. 53. 4E. 31. 2D. 74. 79
% 70. 65
; "single-ASNL-type"
i d-octet-aligned = 96F. 63. 74. 65. 74. 2D. 61. 6C. 69. 67. 6E. 65. 64
; "octet-aligned"
id-arbitrary = O%61.72.62.69.74.72.61.72.79
; "arbitrary"
The <Value> rule is defined by GSER [7]. It represents the GSER

encodi ng of a single value of the ASN. 1 type identified by the
direct-reference and/or indirect-reference conponents.

The <NULL> rul e describes the GSER encodi ng of values of the NULL
t ype.

NULL = %%A4E. 55.4C. 4C ; "NULL"

The <OBJECT- | DENTI FI ER> rul e descri bes the GSER encodi ng of val ues of

t he OBJECT | DENTI FI ER type.

OBJECT- | DENTI FI ER
nuneri c-oi d
oi d- conponent

nuneric-oid / descr
oi d- conponent 1*( "."
"0" /[ positive-nunber

oi d- conponent )
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An OBJECT | DENTI FI ER val ue is encoded using either the dotted deci nal
representation or an object descriptor nanme, i.e., <descr> = The
<descr> rule is described in RFC 2252 [4]. An object descriptor name
is potentially anbiguous and should be used with care.

The <OCTET- STRING> rul e descri bes the GSER encodi ng of val ues of the
OCTET STRI NG type.

OCTET- STRING = hstring

The octets are encoded in order fromthe first octet to the |ast
octet. Each octet is encoded as a pair of hexadecinmal digits where
the first digit corresponds to the four nost significant bits of the
octet. |If the hexadecimal string does not have an even nunber of
digits, the four least significant bits in the |last octet are assuned
to be zero.

The <REAL> rul e describes the GSER encodi ng of values of the REAL
t ype.

REAL = " 0" ; Zero

PLUS- I NFI NI TY ; positive infinity

M NUS- I NFI NI TY ; negative infinity

r eal nunber ; positive base 10 REAL val ue

( "-" real nunmber ) ; negative base 10 REAL val ue

real - sequence-value ; non-zero base 2 or 10 REAL val ue

~ O~~~ ~—

PLUS- I NFI NI TY %% 50. 4C. 55. 53. 2D. 49. 4E. 46. 49. 4E. 49. 54. 59

;o "PLUS-1 NFI NI TY"

M NUS- | NFI NI TY

% 4D. 49. 4E. 55. 53. 2D. 49. 4E. 46. 49. 4E. 49. 54. 59
7 "M NUS- T NFINETY"

real nunber = manti ssa exponent

manti ssa = (positive-nunber [ "." *decimal-digit ])
[ ( "0." *("0") positive-nunber )

exponent ="E" ( "0" / ([ "-" ] positive-nunber))

"{" sp id-mantissa nmsp I NTEGER ","
sp id-base nsp ( "2" / "10" ) ","
sp id-exponent msp | NTEGER sp "}"
%6D. 61. 6E. 74.69. 73.73.61 ; "manti ssa"
% 62. 61. 73. 65 ; "base"
9% 65. 78. 70. 6F. 6E. 65. 6E. 74 ; "exponent"

real - sequence-val ue

i d- manti ssa
i d- base
i d- exponent

A val ue of the REAL type MJST be encoded as "0" if it is zero.
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The <RELATIVE-Q D> rul e describes the GSER encodi ng of val ues of the
RELATI VE- O D type.

RELATI VE- A D = oi d-conponent *( "." oid-conponent )
5. ASN. 1 Restricted String Types

This section describes the GSER encodi ng of values of the ASN. 1
restricted character string types. The characters of a value of a
restricted character string type are always encoded as a UTF-8
character string between double quotes. For some of the ASN. 1 string
types, this requires a translation to or fromthe UTF-8 encodi ng.
Sone of the ASN. 1 string types pernit only a subset of the characters
representable in UTF-8. Any double quote characters in the character
string, where allowed by the character set, are escaped by being
repeat ed.

The <UTF8String> rul e describes the GSER encodi ng of val ues of the
UTF8String type. The characters of this string type do not require
any transl ation before being encoded.

UTF8Stri ng = StringVal ue

StringVval ue = dquot e *Saf eUTF8Char acter dquote

dquot e = %22 ; " (double quote)

Saf eUTF8Char acter = %00-21 / 9%23-7F / ; ASCI |l m nus dquote
dquot e dquote / escaped doubl e quote

9% CO- DF 9% 80- BF / ; 2 byte UTF-8 character
% EO- EF 2(9%80-BF) / ; 3 byte UTF-8 character
W FO- F7 3( % 80- BF) ; 4 byte UTF-8 character
The <NunericString>, <PrintableString> <VisibleString>
<| SOC646Stri ng>, <lIA5String>, <GeneralizedTi me> and <UTCTi ne> rul es
descri be the GSER encodi ng of val ues of the correspondi ngly nanmed
ASN. 1 types. The characters of these string types are conpatible
with UTF-8 and do not require any translation before being encoded.
The CeneralizedTi nme and UTCTi me types use the VisibleString character
set, but have a strictly defined fornat.

NurmericString
space

dquote *(decimal-digit / space) dquote
%20
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Printabl eString
Pri nt abl eChar act er

dquote *Printabl eCharacter dquote
decimal -digit / space
| %41-5A ; Ato Z

/| 9%61-7A ; ato z

[ %27-29 ; ' ()

| %2B-2F ; + , - /
[ 9%3A Do

[ 9%%3D -

| 9%3F ;2

| SC646St ri ng
Vi si bl eString

Vi si bl eString
dquot e *Saf eVi si bl eCharact er dquote

Saf eVi si bl eChar act er %% 20- 21
| %23-7E ; printable ASCI|I m nus dquote
/ dquote dquote ; escaped doubl e quote

| A5String = dquot e *Saf el A5Char act er dquot e
Saf el A5Char act er = 9%00-21 / %23-7F ; ASCI| minus dquote
/ dquote dquote ; escaped doubl e quote

century = 2(%30-39) ; "00" to "99"
year = 2(%30-39) ; "00" to "99"
nont h = ( %30 %31-39 ) ; "01" (January) to "09"

/I ( %31 %30-32 ) ; "10" to "12"
day = ( %30 9%31-39 ) ; "01" to "09"

/I ( %31-32 9%30-39 ) ; "10" to "29"

I ( %32 %30-31 ) ; "30" to "31"
hour = ( %&30-31 %30-39 ) / ( 932 %30-33 ) ; "00" to "23"
mnute = %30-35 %30-39 ; "00" to "59"
second = ( %30-35 %30-39 ) ; "00" to "59"

[ ( %36 %30 ) ; "60" (a leap second)
UTCTi e = dquote year nonth day hour minute [ second ]

[ %5A / u-differential ] dquote
( "-" /1 "+" ) hour mnute

u-di fferenti al

General i zedTi e dquote century year nonth day hour
[ minute [ second ] ] [ fraction ]
[ %5A / g-differential ] dquote
«¢"." 75", ) 1*(9%30- 39)
("-" /7 "+" ) hour [ minute ]

fraction
g-differential

The <BMPString> and <Universal String> rul es descri be the GSER
encodi ng of values of the BMPString and Universal String types
respectively. BMPString (UCS-2) and Universal String (UCS-4) val ues
are translated into UTF-8 [6] character strings before being encoded
according to <StringVal ue>.
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BWMPSt ri ng
Uni versal String

StringVal ue
StringVal ue

The <Tel etexString>, <T61String>, <VideotexString> <G aphicString>,
<Ceneral String> and <Obj ect Descri ptor> rul es describe the GSER
encodi ng of values of the correspondi ngly naned ASN. 1 types. Val ues
of these string types are translated into UTF-8 character strings
bef ore bei ng encoded according to <StringValue>.  The

Obj ect Descriptor type uses the GraphicString character set.

Tel etexString = StringVval ue
T61String = StringVval ue
Vi deot exString = StringVval ue
G aphicString = StringVval ue
General String = StringVval ue

Obj ect Descri ptor G aphicString

6. Directory ASN. 1 Types

This section describes the GSER encodi ng of val ues of selected ASN. 1
types defined for LDAP and X 500. The ABNF rul e nanmes beginning with
uppercase letters describe the GSER encodi ng of values of the ASN 1
type with the sane nane.

AttributeType = OBJECT-I|DENTIFI ER
The characters of a DirectoryString are translated into UTF-8
characters as required before being encoded between doubl e quotes
wi th any enmbedded doubl e quotes escaped by bei ng repeat ed.

DirectoryString = StringVval ue /

( id-teletexString ":" TeletexString ) /

( id-printableString ":" PrintableString ) /
( id-bnpString """ BMPString ) /

( id-universal String ":" Universal String ) /
( 1d-uTF8String ":" UTF8String )

% 74. 65. 6C. 65. 74. 65. 78. 53. 74. 72. 69. 6E. 67

; "teletexString"
%70. 72. 69. 6E. 74. 61. 62. 6C. 65

% 53. 74.72.69. 6E. 67 ; "printableString"
%62. 6D. 70. 53. 74. 72. 69. 6E. 67 ; "bnpString"
% 75. 6E. 69. 76. 65. 72. 73. 61. 6C

% 53. 74.72.69. 6E. 67 ; "universal String"
% 75. 54. 46. 38. 53. 74. 72. 69. 6E. 67

; "UTF8String"

id-teletexString

id-printableString

i d-bmpString
i d-uni versal String

i d-uTF8String
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8.

8.

1.

The <RDNSequence> rul e describes the GSER encodi ng of values of the
RDNSequence type, which is syntactically equivalent to the

Di stingui shedNane and Local Nane types. The <RDNSequence> rul e
encodes a nanme as an LDAPDN character string between double quotes.
The character string is first derived according to the

<di sti ngui shedNarme> rule in Section 3 of RFC 2253 [5], and then it is
encoded between doubl e quotes with any enbedded doubl e quotes escaped
by bei ng repeat ed.

Di sti ngui shedNane = RDNSequence
Local Nane = RDNSequence
RDNSequence = dquot e *Saf eUTF8Char acter dquote

The <Rel ativeDi sti ngui shedName> rul e descri bes the GSER encodi ng of
val ues of the Rel ativeDi stingui shedNane type that are not part of an
RDNSequence val ue. The <Rel ativeDi stingui shedNanme> rul e encodes an
RDN as a doubl e quoted string containing the RDN as it woul d appear
in an LDAPDN character string. The character string is first derived
according to the <nanme-conponent> rule in Section 3 of RFC 2253 [5],
and then any enbedded doubl e quote characters are escaped by being
repeated. This resulting string is output between double quotes.

Rel ati veDi sti ngui shedNane = dquot e *Saf eUTF8Char acter dquote
The <ORAddress> rul e encodes an X 400 address as an | A5 character
string between double quotes. The character string is first derived
according to Section 4.1 of RFC 2156 [2], and then any enbedded
doubl e quotes are escaped by being repeated. This resulting string
i s output between doubl e quotes.

ORAddr ess = dquot e *Saf el ASChar act er dquote
Security Considerations
Thi s docunent contains an alternative description of parts of the
Generic String Encoding Rul es, but does not replace or alter GSER in
any way. For the full security inplications of using GSER, see the
Security Considerations section for GSER [7].
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9.

10.

Intell ectual Property Notice

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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11.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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