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Abstract

Thi s docunent describes the probl em space and sol ution requirenents
for developing an IP Security Policy (IPSP) configuration and
managenent franmework. The | PSP architecture provides a scal abl e,
decentral i zed framework for nmanagi ng, discovering and negotiating the
host and network security policies that govern access, authorization,
aut hentication, confidentiality, data integrity, and other IP
Security properties. This docunent highlights such architectura
conmponents and presents their functional requirenents.
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1. Introduction
1.1. Terminol ogy
The keywords "MJST", "MJIST NOT*, "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].

1.2. Security Policy and | Psec

Net wor k- | ayer security now enjoys broad popularity as a tool for
protecting Internet traffic and resources. Security at the network
| ayer can be used as a tool for at |east two kinds of security
architecture:

a) Security gateways. Security gateways (including "firewalls") at
the edges of networks use | Psec [ RFC-2401] to enforce access
control, protect the confidentiality and authenticity of network
traffic entering and |l eaving a network, and to provi de gateway
services for virtual private networks (VPNs).

b) Secure end-to-end conmunication. Hosts use |Psec to inplenment
host -1 evel access control, to protect the confidentiality and
authenticity of network traffic exchanged with the peer hosts with
whi ch they conmunicate, and to join virtual private networks.

On one hand, |Psec provides an excellent basis for a very w de range
of protection schenes; on the other hand, this w de range of
applications for |Psec creates conpl ex managenent tasks that becone
especially difficult as networks scale up and require different
security policies, and are controlled by different entities, for
different kinds of traffic in different parts of the network.
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As organi zati ons depl oy security gateways, the Internet divides into
het er ogeneous regi ons that enforce different access and security
policies. Yet it is often still necessary for hosts to communi cate
across the network boundaries controlled by several different
policies. The w de range of choices of cryptographic paraneters (at
mul ti ple protocol layers) conplicates matters and introduces the need
for hosts and security gateways to identify and negotiate a set of
security paraneters that neets each party’s requirenments. Even nore
conplexity arises as | Psec becones the neans through which firewalls
enforce access control and VPN nenbership; two | Psec endpoints that
want to establish a security association nust identify, not only the
nmut ual |y accept abl e cryptographi c paraneters, but al so exactly what
ki nd of access the conbi ned security policy provides.

Wil e the negotiation of cryptographic and other security paraneters
for | Psec security associations (SAs) is supported by key nanagenent
protocols (e.g., |SAKMP [RFC-2408]), the | Psec key nmanagenent | ayer
does not provide a scheme for managi ng, negotiating, or enforcing the
security policies under which SAs operate.

| PSP provides the framework for managing | Psec security policy,
negotiating security association (SA) paraneters between | Psec
endpoi nts, and distributing authorization and policy information
anong hosts that require the ability to conmunicate via |Psec.

2. The IP Security Policy Problem Space

| PSP ains to provide a scal able, decentralized framework for
managi ng, di scovering and negotiating the host and network | Psec
policies that govern access, authorization, cryptographic mechani sns,
confidentiality, data integrity, and other |Psec properties.

The central problemsolved by IPSP is that of controlling security
policy in a manner that is useful for the wi de range of |Psec
applications and nodes of operation. |In particular:

- | PSP hosts nay serve as | Psec endpoints, security gateways,
net wor k managenent hubs, or a conbination of these functions.
| PSP wi I | manage end-users conputers (which may be fi xed
wor kst ations controlled by a single organizati on or nobile
| aptops that require renpte access to a corporate VPN),
firewalls (which provide different services and allow different
| evel s of access to different classes of traffic and users),
VPN routers (which support links to other VPNs that m ght be
controlled by a different organization's network policy), web
and ot her servers (which might provide different services
dependi ng on where a client request canme from, and so on
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| PSP adninistration will be inherently heterogeneous and
decentralized. A basic feature of IPsec is that two hosts can
establish a Security Association even though they m ght not
share a common security policy, or, indeed, trust one another
at all. This property of |Psec beconmes even nore pronounced at
the higher |evel abstraction managed by | PSP.

The SA paraneters acceptable to any pair of hosts (operating
under different policies) will often not be specified in
advance. |IPSP will often have to negotiate and di scover the
mut ual | y-accept abl e SA paraneters on-the-fly when two hosts
attenpt to create a new SA

Sone hosts will be governed by policies that are not directly
specified in the | PSP | anguage. For exanple, a host’s |Psec
policy mght be derived froma nore conprehensive higher-|ayer
security policy nanaged by sone other system Similarly, sone
vendors m ght devel op specialized (and proprietary) tools for
managi ng policy in their products. |In such cases, it is
necessary to derive an I PSP policy specification for only those
aspects of a host’s policy that involve interoperability with
ot her hosts running | PSP

| PSP nust scal e to support conplex policy admnistration

schenmes. In even nodest-size networks, one adninistrator nust
often control policy remptely, and nust have the ability to
change the policy on many different hosts at the same tine. In

| arger networks (or those belonging to |arge organi zations), a
host’s policy m ght be governed by several different
authorities (e.g., several different departments m ght have the
authority to add users to a firewall or open access to new
services). Different parts of a policy mght be "owned" by
different entities in a conplex hierarchy. |PSP nust provide a
mechani sm for del egating specific kinds of authority to
specific entities.

The semantics of | PSP nust be well defined, particularly with
respect to any security-critical aspects of the system

| PSP nust be secure, sound, and conprehensible. It should be
possi bl e to understand what an | PSP policy does; the difficulty
of understanding an | PSP policy should be sonmewhat proportional
to the conplexity of the problemit solves. It should also be
possi bl e to have confidence that an | PSP policy does what it
clainms, and that |PSP inplenmentation is correct;
architecturally, the security-critical parts of |IPSP should be
smal |l and wel |l -specified enough to allow verification of their
correct operation. Ideally, IPSP should be conpatible with
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formal nethods, such as inmplenmenting security policies with
provabl e properties.

3. Requirenments for an I P Security Policy Configuration and
Managenent Framewor k

3.1. General Requirenents
An | PSP sol uti on MJST i ncl ude:

- A policy nodel with well-defined semantics that captures the
relationship between |IPsec SAs and hi gher-|evel security
policies,

- A gateway discovery nmechanismthat allows hosts to di scover
where to direct IPsec traffic intended for a specific endpoint,

- A well-specified | anguage for describing host policies,

- A neans for distributing responsibility for different aspects
of policy to different entities,

- A nechanismfor discovering the policy of a host,

- A nechanismfor resolving the specific |IPsec paraneters to be
used between two hosts governed by different policies (and for
determ ni ng whet her any such paraneters exist); and,

- A well-specified nechanismfor checking for conpliance with a
host’s policy when SAs are created.

The nechani snms used in | PSP nust not require any protocol

nodi fications in any of the |IPsec standards (ESP [ RFC-2406], AH,

[ RFC-2402], IKE [RFC-2409]). The nechani snms nust be i ndependent of
the SA-negotiation protocol, but may assune certain functionality
fromsuch a protocol (this is to ensure that future SA-negotiation
protocols are not inconpatible with |IPSP)

3.2. Description and Justification

3.2.1. Policy Model
A Policy Mddel defines the semantics of |Psec policy. Policy
speci fication, checking, and resolution should inplenent the
semantics defined in the nodel. However, the nodel should be

i ndependent of the specific policy distribution nechani smand policy
di scovery schenme, to the extent possible.
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3.2.2. Security Gateway D scovery

The gateway di scovery nechani sm may be invoked by any host or

gateway. Its goal is to determ ne what |Psec gateways exist between
the initiator and the intended comunication peer. The actua
nmechani sm enpl oyed nmay be used to piggy-back information necessary by
ot her conponents of the IPSP architecture (e.g., policy discovery, as
is done in [SPP]). The discovery nechanismmay have to be invoked at
any time, independently of existing security associations or other
comuni cation, to detect topology changes.

3.2.3. Policy Specification Language

In order to allow for policy discovery, conpliance checking, and
resolution across a range of hosts, a conmpn | anguage i S necessary in
which to express the policies of hosts that need to comunicate with
one another. Statenents in this |anguage are the output of policy

di scovery, and provide the input to the policy resolution and
conpl i ance checking systens. Note that a host’s or network’s
security policy nay be expressed in a vendor-specific way, but would
be transl ated to the conmon | anguage when it is to be managed by the
| PSP servi ces.

3.2.4. Distributed policy

As di scussed above, it nust be possible for all or part of a host’'s
policy to be managed renotely, possibly by nore than one entity.
This is a basic requirenent for |arge-scale networks and systens.

3.2.5. Policy Discovery

A policy discovery nmechani sm mnmust provide the essential information
that two | Psec endpoints can use to deternine what kinds of SAs are
possi bl e between one another. This is especially inportant for hosts
that are not controlled by the same entity, and that m ght not
initially share any common informati on about one another. Note that
a host need not reveal its entire security policy, only enough
information to support the SA resolution systemfor hosts that m ght
want to communicate with it

3.2.6. Security Association Resolution
Once two hosts have | earned enough about each other’s policies, it
must be possible (and conputationally feasible) to find an acceptable

set of SA paraneters that neets both host’s requirenments and will
|l ead to the successful creation of a new SA
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3.2.7. Conpliance Checking

When a host proposes the output of the SA resolution schenme, it nust
be checked for conpliance with the |ocal security policy of each
host. The security and soundness of the SAs created by | PSP-nanaged
comuni cati on shoul d depend only on the correctness of the conpliance

checking stage. |In particular, even if the SA resolution schene
(which is likely to be conputationally and conceptual |y conpl ex)
produces an incorrect result, it should still not be possible to

violate the specified policy of either host.
4. Security Considerations

Thi s docunent discusses the high-level requirenments for a policy
framework and architecture for IPsec. A justification for the
vari ous conponents i s given.

5. 1 ANA Consi derati ons
No action is required by | ANA
6. Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights
m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11.

Copies of clains of rights nade available for publication and any
assurances of licenses to be nade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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11.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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