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Abstract

This docunent alters the specification defined in RFC 2535. Based on
i npl enent ati on experience, the Authenticated Data (AD) bit in the DNS
header is not useful. This docunent redefines the AD bit such that

it isonly set if all answers or records proving that no answers

exi st in the response has been cryptographically verified or

ot herwi se neets the server’s |l ocal security policy.

1. Introduction

Familiarity with the DNS system [ RFC1035] and DNS security extensions
[ RFC2535] is hel pful but not necessary.

As specified in RFC 2535 (section 6.1), the AD (Authenticated Data)
bit indicates in a response that all data included in the answer and
authority sections of the response have been authenticated by the
server according to the policies of that server. This is not
especially useful in practice, since a conformant server SHOULD never
reply with data that failed its security policy.

Thi s docunent redefines the AD bit such that it is only set if al
data in the response has been cryptographically verified or otherw se
nmeets the server’s local security policy. Thus, neither a response
contai ning properly del egated i nsecure data, nor a server configured
wi t hout DNSSEC keys, will have the AD set. As before, data that
failed to verify will not be returned. An application running on a
host that has a trust relationship with the server perform ng the
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recursive query can now use the value of the AD bit to determ ne
whet her the data is secure.

1.1. Mbtivation

A full DNSSEC capable resolver called directly froman application
can return to the application the security status of the RRsets in
the answer. However, nobst applications use a linmted stub resolver
that relies on an external recursive nane server which incorporates a
full resolver. The recursive naneserver can use the AD bit in a
response to indicate the security status of the data in the answer,
and the |l ocal resolver can pass this information to the application
The application in this context can be either a human using a DNS
tool or a software application

The AD bit SHOULD be used by the local resolver if and only if it has
been explicitly configured to trust the renote resolver. The AD bit
SHOULD be ignored when the recursive name server is not trusted.

An alternate solution would be to enbed a full DNSSEC resolver into
every application, but this has several disadvantages.

- DNSSEC validation is both CPU and network intensive, and caching
SHOULD be used whenever possible.

- DNSSEC requires non-trivial configuration - the root key nust be
configured, as well as keys for any "islands of security" that
Will exist until DNSSEC is fully deployed. The nunber of
configuration points should be m nim zed.
1.2. Requirenents

The key words "MAY", "MAY NOT" "MJST", "MJST NOT", "SHOULD', " SHOULD
NOT", "RECOMMENDED', in this docunment are to be interpreted as
described in BCP 14, RFC 2119 [ RFC2119].

1.3. Updated docunents and sections
The definition of the AD bit in RFC 2535, Section 6.1, is changed.

2. Setting of AD bit
The presence of the CD (Checking Disabled) bit in a query does not
affect the setting of the AD bit in the response. If the CD bit is

set, the server will not perform checking, but SHOULD still set the
AD bit if the data has al ready been cryptographically verified or
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conplies with local policy. The AD bit MJST only be set if DNSSEC
records have been requested via the DO bit [RFC3225] and relevant SIG
records are returned.

Setting of AD bit by recursive servers
Section 6.1 of RFC 2535 says:

"The AD bit MJST NOT be set on a response unless all of the RRs in
the answer and authority sections of the response are either
Aut henti cated or I|nsecure.”

The repl acenent text reads:

"The AD bit MJIST NOT be set on a response unless all of the RRsets in
the answer and authority sections of the response are Authenticated.”

"The AD bit SHOULD be set if and only if all RRs in the answer
section and any rel evant negative response RRs in the authority
section are Authenticated."

A recursive DNS server following this nodified specification wll
only set the AD bit when it has cryptographically verified the data
in the answer.

Setting of AD bit by authoritative servers

A primary server for a secure zone MAY have the policy of treating
authoritative secure zones as Authenticated. Secondary servers NAY
have the sane policy, but SHOULD NOT consi der zone data Authenticated
unl ess the zone was transferred securely and/or the data was
verified. An authoritative server MJST only set the AD bit for
authoritative answers froma secure zone if it has been explicitly
configured to do so. The default for this behavior SHOULD be off.

Note that having the AD bit clear on an authoritative answer is
normal and expected behavi or.

1. Justification for setting AD bit w o verifying data

The setting of the AD bit by authoritative servers affects only the
smal| set of resolvers that are configured to directly query and
trust authoritative servers. This only affects servers that function
as both recursive and authoritative. Iterative resolvers SHOULD
ignore the AD bit.

The cost of verifying all signatures on |load by an authoritative
server can be high and increases the delay before it can begin
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answering queries. Verifying signatures at query tine is also
expensive and could lead to resolvers tinng out on nany queries
after the server rel oads zones.

Organi zations requiring that all DNS responses contain
cryptographically verified data will need to separate the
authoritative nane server and signature verification functions, since
nane servers are not required to validate signatures of data for

whi ch they are authoritative.

3. Interpretation of the AD bit

A response containing data marked I nsecure in the answer or authority

section MJUST never have the AD bit set. |In this case, the resol ver
SHOULD treat the data as |Insecure whether or not SIG records are
present.

A resolver MJUST NOT blindly trust the AD bit unless it comuni cates
wWith a recursive naneserver over a secure transport mechani sm or
usi ng a nessage authentication such as TSI G [ RFC2845] or SI G 0)

[ RFC2931] and is explicitly configured to trust this recursive name
server.

4. Applicability statenment

The AD bit is intended to allow the transni ssion of the indication
that a resolver has verified the DNSSEC si gnat ures acconpanying the
records in the Answer and Authority section. The AD bit MJST only be
trusted when the end consuner of the DNS data has confidence that the
intermediary resolver setting the AD bit is trustworthy. This can
only be acconplished via an out of band mechani sm such as:

- Fiat: An organization that can dictate whether it is OK to trust
certain DNS servers.

- Personal : Because of a personal relationship or the reputation of
a recursive naneserver operator, a DNS consuner can decide to
trust that recursive naneserver

- Know edge: If a recursive naneserver operator posts the configured
policy of a recursive nameserver, a consuner can decide that
recursive nameserver is trustworthy.

In the absence of one or nore of these factors AD bit froma

recursive nane server SHOULD NOT be trusted. For exanple, hone users
frequently depend on their ISP to provide recursive DNS service; it
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is not advisable to trust these recursive naneservers. A
roam ng/traveling host SHOULD not use recursive DNS servers offered
by DHCP when | ooking up information where security status matters.

In the latter two cases, the end consuner nust also conpletely trust
the path to the trusted recursive name servers, or a secure transport
must be enployed to protect the traffic.

Wien faced with a situation where there are no satisfactory recursive
naneservers avail able, running one locally is RECOWENDED. This has
the advantage that it can be trusted, and the AD bit can still be
used to allow applications to use stub resol vers.

5. Security Considerations

Thi s docunent redefines a bit in the DNS header. |If a resolver
trusts the value of the AD bit, it nust be sure that the responder is
usi ng the updated definition, which is any DNS server/resol ver
supporting the DO bit [ RFC3225].

Aut horitative servers can be explicitly configured to set the AD bit
on answers wi thout doing cryptographi c checks. This behavior MJST be
off by default. The only affected resolvers are those that directly
query and trust the authoritative server, and this functionality
SHOULD only be used on servers that act both as authoritative and
recursive name servers.

Resol vers (full or stub) that blindly trust the AD bit w thout
knowi ng the security policy of the server generating the answer can
not be considered security aware.
A resolver MJUST NOT blindly trust the AD bit unless it communicates
such as | Psec, or using nessage authentication such as TSI G [ RFC2845]
or SIG0) [RFC2931]. In addition, the resolver nust have been
explicitly configured to trust this recursive nane server.

6. | ANA Consi derations
None.

7. Internationalization Considerations

None. This docunment does not change any textual data in any
pr ot ocol .
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8.

10.

Intell ectual Property Rights Notice

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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12. Full Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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