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Abstract

X. 500 collective attributes allow conmbn characteristics to be shared
bet ween col lections of entries. This docunent sumrari zes the X 500
informati on nodel for collective attributes and descri bes use of
collective attributes in LDAP (Lightweight Directory Access
Protocol). This docunment provides schenma definitions for collective
attributes for use in LDAP.

1. Introduction

In X.500 [ X.500], a collective attribute is "a user attribute whose
val ues are the sanme for each nmenmber of an entry collection" [X 501].
Thi s docunent details their use in the Lightweight Directory Access
Protocol (LDAP) [RFC3377].

1.1. Entry Collections

A collection of entries is a grouping of object and alias entries
based upon commopn properties or shared rel ationship between the
correspondi ng entries which share certain attributes. An entry
collection consists of all entries within scope of a collective
attri butes subentry [RFC3672]. An entry can belong to several entry
col I ections.
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1.2. Collective Attributes

Attributes shared by the entries conprising an entry collection are
called collective attributes. Values of collective attributes are
vi si bl e but not updateable to clients accessing entries within the
collection. Collective attributes are updated (i.e., nodified) via
their associated collective attributes subentry.

When an entry belongs to multiple entry collections, the entry’s
val ues of each collective attribute are conbi ned such that
i ndependent sources of these values are not manifested to clients.

Entries can specifically exclude a particular collective attribute by
listing the attribute as a value of the collectiveExclusions
attribute. Like other user attributes, collective attributes are
subject to a variety of controls including access, administrative,
and content controls.

1.3. Conventions

Schema definitions are provided using LDAPv3 [ RFC2251] descri ption
formats [ RFC2252]. Definitions provided here are formatted (line
wrapped) for readability.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119].

2. System Schema for Collective Attributes

The followi ng operational attributes are used to manage Col |l ective
Attributes. LDAP servers [RFC3377] MJUST act in accordance with the
X.500 Directory Mdels [X 501] when providing this service.

2.1. collectiveAttributeSubentry

Subentries of this object class are used to adninister collective
attributes and are referred to as collective attribute subentri es.

( 2.5.17.2 NAME 'col | ectiveAttributeSubentry’ AUXI LI ARY )

A collective attribute subentry SHOULD contain at |east one
collective attribute. The collective attributes contained within a
collective attribute subentry are available for finding, searching,
and conparison at every entry within the scope of the subentry. The
collective attributes, however, are administered (e.g., nodified) via
t he subentry.
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| mpl enent ati ons of this specification SHOULD support coll ective
attribute subentries in both collectiveAttributeSpecificArea
(2.5.23.5) and collectiveAttributelnnerArea (2.5.23.6) adm nistrative
areas [RFC3672][ X. 501].

2.2. collectiveAttributeSubentries

The coll ectiveAttributeSubentries operational attribute identifies
all collective attribute subentries that affect the entry.

( 2.5.18.12 NAME ’'col l ectiveAttributeSubentries’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
USACE directoryQperati on NO USER- MODI FI CATI ON )

2.3. collectiveExcl usions

The col |l ecti veExcl usi ons operational attribute allows particul ar
collective attributes to be excluded froman entry. It MAY appear in
any entry and MAY have mul tipl e val ues.

( 2.5.18.7 NAME ’col |l ectiveExcl usions’
EQUALI TY obj ectldentifierMatch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 38
USACE directoryQperation )

The descriptor excludeAllCollectiveAttributes is associated with the
aOD 2.5.18.0. Wen this descriptor or ODis present as a val ue of
the coll ectiveExclusions attribute, all collective attributes are
excluded froman entry.

3. Collective Attribute Types

A userApplications attribute type can be defined to be COLLECTI VE

[ RFC2252]. This indicates that the sane attribute values will appear
in the entries of an entry collection subject to the use of the

col | ectiveExclusions attribute and other admi nistrative controls.
These administrative controls MAY include DIT Content Rules, if

i npl enent ed.

Collective attribute types are comonly defined as subtypes of non-
collective attribute types. By convention, collective attributes are
named by prefixing the nane of their non-collective supertype with
"c-". For exanple, the collective tel ephone attribute is naned

c- Tel ephoneNunber after its non-collective supertype tel ephoneNunber.

Non-col | ective attributes types SHALL NOT subtype collective
attributes.
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Collective attributes SHALL NOT be SING.E-VALUED. Collective
attribute types SHALL NOT appear in the attribute types of an object
class definition.

Operational attributes SHALL NOT be defined to be collective.
The remai nder of section provides a summary of collective attributes
derived fromthose defined in [X 520]. The SUPerior attribute types
are described in [RFC 2256] for use with LDAP.
| npl ementations of this specification SHOULD support the foll ow ng
collective attributes and MAY support additional collective
attri butes.

3.1. Collective Locality Nane

The c-1 attribute type specifies a locality name for a collection of
entries.

( 2.5.4.7.1 NAME "c- 1’
SUP | COLLECTI VE )

3.2. Collective State or Provi nce Nane

The c-st attribute type specifies a state or province nane for a
coll ection of entries.

( 2.5.4.8.1 NAME 'c-st’
SUP st COLLECTI VE )

3.3. Collective Street Address

The c-street attribute type specifies a street address for a
coll ection of entries.

( 2.5.4.9.1 NAME ’'c-street’
SUP street COLLECTI VE )

3.4. Collective Oganization Name

The c-0 attribute type specifies an organi zation nanme for a
coll ection of entries.

( 2.5.4.10.1 NAME ’c-0O'
SUP o COLLECTI VE )
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3.5. Collective Organizational Unit Nanme

The c-ou attribute type specifies an organi zational unit name for a
coll ection of entries.

( 2.5.4.11.1 NAME 'c-ou’
SUP ou COLLECTI VE )

3.6. Collective Postal Address

The c-Postal Address attribute type specifies a postal address for a
coll ection of entries.

( 2.5.4.16.1 NAME '’ c- Post al Addr ess’
SUP post al Address COLLECTI VE )

3.7. Collective Postal Code

The c-Postal Code attribute type specifies a postal code for a
coll ection of entries.

( 2.5.4.17.1 NAME ’ c- Post al Code’
SUP post al Code COLLECTI VE )

3.8. Collective Post Ofice Box

The c-Post O ficeBox attribute type specifies a post office box for a
coll ection of entries.

( 2.5.4.18.1 NAME ' c-Post O fi ceBox’
SUP post O fi ceBox COLLECTI VE )

3.9. Collective Physical Delivery Ofice Name

The c-Physical DeliveryOficeNane attribute type specifies a physical
delivery office name for a collection of entries.

( 2.5.4.19.1 NAME ’ c-Physical Del i veryO fi ceNane’
SUP physi cal Del i veryOifi ceNane COLLECTI VE )

3.10. Collective Tel ephone Number

The c-Tel ephoneNunber attribute type specifies a tel ephone nunber for
a collection of entries.

( 2.5.4.20.1 NAME ’ c- Tel ephoneNunber’
SUP t el ephoneNunber COLLECTI VE )
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3.11. Collective Tel ex Nunmber

The c-Tel exNunber attribute type specifies a telex nunber for a
coll ection of entries.

( 2.5.4.21.1 NAME ' c- Tel exNunber’
SUP tel exNunber COLLECTI VE )

3.13. Collective Facsinile Tel ephone Nunber

The c-Facsi m | eTel ephoneNunber attribute type specifies a facsinile
t el ephone nunber for a collection of entries.

( 2.5.4.23.1 NAME '’ c- Facsi m | eTel ephoneNunber’
SUP facsim | eTel ephoneNunber COLLECTI VE )
3.14. Collective International |SDN Nurber

The c-International | SDNNunber attribute type specifies an
i nternational |SDN nunber for a collection of entries.

( 2.5.4.25.1 NAME ’c-International | SDNNunber
SUP i nternational | SDNNunber COLLECTI VE )

4. Security Considerations

Collective attributes, like other attributes, are subject to access
control restrictions and other adm nistrative policy. Generally
speaking, collective attributes accessed via an entry in a collection
are governed by rules restricting access to attributes of that entry.
And col lective attributes access via a subentry are governed by rules
restricting access to attributes of that subentry. However, as LDAP
does not have a standard access nodel, the particulars of each
server’s access control systemmay differ.

General LDAP security considerations [ RFC3377] al so apply.
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5. | ANA Consi derati ons

The | ANA has registered the LDAP descriptors [ RFC3383] defined in
this technical specification. The following registration tenplate is
suggest ed:

Subj ect: Request for LDAP Descriptor Registration

Descri ptor see coments

hj ect ldentifier: see conment

Person & email address to contact for further information:
Kurt Zeil enga <kurt @penLDAP. or g>

Usage: see comment

Speci fication: RFC3671

Aut hor/ Change Controller: |ESG

Comment s:
NANVE Type QD
c- Facsi m | eTel ephoneNunber A 2.5.4.23.1
c- I nternational | SDNNunber A 2.5.4.25.1
c- Physi cal Del i veryOFfi ce A 2.5.4.19.1
c- Post O fi ceBox A 2.5.4.18. 1
c- Post al Addr ess A 2.5.4.16.1
c- Post al Code A 2.5.4.17. 1
c- Tel ephoneNunber A 2.5.4.20.1
c- Tel exNunber A 2.5.4.21.1
c-1 A 2.5.4.7. 1
c-0 A 2.5.4.10.1
c-ou A 2.5.4.11.1
c- st A 2.5.4.8.1
c-street A 2.5.4.9.1
col l ectiveAttri buteSubentries A 2.5.18.12
col l ectiveAttri buteSubentry O 2.5.17.2
col | ecti veExcl usi ons A 2.5.18. 7

where Type Ais Attribute and Type Ois Objectd ass.

The Object ldentifiers used in this docunment were assigned by the

| SO 1 EC Joint Technical Committee 1 - Subcommittee 6 to identify

el enents of X 500 schema [ X. 520]. This docunent rmake no O D
assignnments, it only provides LDAP schena descriptions with existing
el ements of X. 500 schena.
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6. Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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10.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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