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Abstract
Thi s docunment describes the conventions for using the RSAES- OAEP key
transport algorithmw th the Cryptographic Message Syntax (CM5). The
CVB specifies the envel oped-data content type, which consists of an
encrypted content and encrypted content-encryption keys for one or
nore recipients. The RSAES- CAEP key transport al gorithm can be used
to encrypt content-encryption keys for intended recipients.
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1.

| nt roducti on

PKCS #1 Version 1.5 [ PKCS#1v1.5] specifies a widely deployed vari ant
of the RSA key transport algorithm PKCS #1 Version 1.5 key
transport is vulnerable to adaptive chosen ciphertext attacks,
especially when it is used to for key managenent in interactive
applications. This attack is often referred to as the "MIIlion
Message Attack," and it explained in [ RSALABS] and [ CRYPTO98] .
Exploitation of this vulnerability, which reveals the result of a
particul ar RSA decryption, requires access to an oracle which will
respond to hundreds of thousands of ciphertexts, which are
constructed adaptively in response to previously received replies
that provide information on the successes or failures of attenpted
decryption operations.

The attack is significantly |less feasible in store-and-forward
environnents, such as SSMME RFC 3218 [ MMA] di scussed the
counterneasures to this attack that are avail abl e when PKCS #1
Version 1.5 key transport is used in conjunction with the
Crypt ographi ¢ Message Syntax (Cwvs) [ CMS].

When PKCS #1 Version 1.5 key transport is applied as an internedi ate
encryption layer within an interactive request-response

comuni cati ons environnent, exploitation could be nore feasible.
However, Secure Sockets Layer (SSL) [SSL] and Transport Layer
Security (TLS) [TLS] protocol inplenmentations could include
counterneasures that detect and prevent the MIlion Message Attack
and ot her chosen-ci phertext attacks. These counterneasures are
performed within the protocol |evel.

In the interest of long-termsecurity assurance, it is prudent to
adopt an inproved cryptographic technique rather than enbeddi ng
counterneasures within protocols. To this end, an updated version of
PKCS #1 has been published. PKCS #1 Version 2.1 [ PKCS#1v2. 1]
supersedes RFC 2313. It preserves support for the PKCS #1 Version
1.5 encryption padding format, and it also defines a new one. To
resol ve the adaptive chosen ciphertext vulnerability, the PKCS #1
Version 2.1 specifies and recomrends use of Optimal Asymetric
Encrypti on Padding (OQAEP) for RSA key transport.

Thi s docunent specifies the use of RSAES- OAEP key transport al gorithm
in the CVMs. The CM5 can be used in either a store-and-forward or an
i nteractive request-response environnent.
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The CMVS supports variety of architectures for certificate-based key
managenent, particularly the one defined by the PKI X working group
[ PROFILE]. PKCS #1 Version 1.5 and PKCS #1 Version 2.1 require the
sane RSA public key information. Thus, a certified RSA public key
may be used with either RSA key transport technique.

The CMS uses ASN. 1 [ X. 208-88], the Basic Encodi ng Rul es (BER)
[ X. 209-88], and the Distingui shed Encoding Rul es (DER) [ X. 509-88].

Throughout this docunent, when the ternms "MJST", "MJST NOT",
"SHOULD', and "MAY" are used in capital letters, their use conforns
to the definitions in RFC 2119 [ STDWORDS]. These key word
definitions help make the intent of standards docunents as clear as
possi ble. These key words are used in this docunent to help

i npl enenters achieve interoperability.

2. Envel oped-data Conventions

The CMS envel oped-data content type consists of an encrypted content
and w apped content-encryption keys for one or nore recipients. The
RSAES- OAEP key transport algorithmis used to wap the
content-encryption key for one recipient.

Conpliant software MJST neet the requirenents for constructing an
envel oped-data content type stated in [CMS] Section 6,
"Envel oped-data Content Type".

A content-encryption key MJST be randomy generated for each instance
of an envel oped-data content type. The content-encryption key is
used to enci pher the content.

2.1. Envel opedData Fields

The envel oped-data content type is ASN. 1 encoded using the

Envel opedDat a syntax. The fields of the Envel opedData syntax MJST be
popul ated as described in this section when RSAES- CAEP key transport
is enployed for one or nore recipients.

The Envel opedData versi on MJST be 0, 2, or 3.

The Envel opedData originatorinfo field is not used for the RSAES- OAEP
key transport algorithm However, this field MAY be present to
support recipients using other key nanagenent al gorithns.

The Envel opedData recipientlnfos CHO CE MIUST be

KeyTransReci pi entInfo. See section 2.2 for further discussion of
KeyTr ansReci pi ent | nf 0.
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The Envel opedDat a encryptedContentlnfo content Encrypti onAl gorithm
field MJUST be a synmetric encryption algorithmidentifier.

The Envel opedData unprotectedAttrs MAY be present.
2.2. KeyTransRecipientlnfo Fields

The fields of the KeyTransRecipi entlnfo syntax MJST be popul ated as
described in this section when RSAES- OAEP key transport is enpl oyed
for one or nore recipients.

The KeyTransRecipientlnfo version MJST be 0 or 2. [If the

Reci pientldentifier uses the issuerAndSerial Nunber alternative, then
the version MIUST be 0. |If the Recipientldentifier uses the

subj ect Keyldentifier alternative, then the version MJST be 2.

The KeyTransReci pientInfo Recipientldentifier provides two
alternatives for specifying the recipient’s certificate, and thereby
the recipient’s public key. The recipient’s certificate MJUST contain
a RSA public key. The content-encryption key is encrypted with the
reci pient’s RSA public key. The issuerAndSerial Nunber alternative
identifies the recipient’s certificate by the issuer’s distinguished
nane and the certificate serial nunmber; the subjectKeyldentifier
identifies the recipient’s certificate by the X 509

subj ect Keyl dentifier extension val ue.

The KeyTransReci pi entlnfo keyEncryptionAl gorithm specifies use of the
RSAES- QAEP al gorithm and its associated paraneters, to encrypt the
content-encryption key for the recipient. The key-encryption process
is described in [ PKCS#1v2.1]. See section 3 of this docunent for the
algorithmidentifier and the paraneter syntax.

The KeyTransReci pientinfo encryptedKey is the result of encrypting
the content-encryption key in the recipient’s RSA public key using
the RSAES- QAEP al gorithm The RSA public key MJST be at |east 1024
bits in length. Wen using a Triple-DES [3DES] content-encryption
key, inplenentations MJST adjust the parity bits to ensure odd parity
for each octet of each DES key conprising the Triple-DES key prior to
RSAES- QAEP encryption

3. RSAES-QAEP Al gorithmldentifiers and Paraneters
The RSAES- QAEP key transport algorithmis the RSA encryption schene
defined in RFC 3447 [ PKCS#1v2.1], where the nessage to be encrypted

is the content-encryption key. The algorithmidentifier for
RSAES- QAEP i s:
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i d- RSAES- QAEP  OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkecs-1(1) 7}

The Algorithm dentifier paraneters field MJUST be present, and the
paraneters field MJST contai n RSAES- OAEP- parans. RSAES- QAEP- par ans
has the follow ng syntax:

RSAES- QAEP- parans ::= SEQUENCE {
hashFunc [0] Algorithm dentifier DEFAULT shalldentifier
maskGenFunc [1] Al gorithm dentifier DEFAULT ngf 1SHALl dentifi er,
pSourceFunc [2] Al gorithmdentifier DEFAULT
pSpeci fi edEnptyldentifier }

shalldentifier Algorithmdentifier ::= { id-shal, NULL }

ngf 1SHAll dentifier Algorithmdentifier ::=
{ id-mgf1l, shalldentifier }

pSpeci fi edEnptyldentifier Algorithmdentifier ::=
{ id-pSpecified, nullCctetString }

null CctetString OCTET STRING (SIZE (0)) ::= { ""H}

id-shal OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) oiw14)
secsig(3) algorithns(2) 26 }

pkcs-1 OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkecs-1(1) }

id-mgf1 OBJECT IDENTIFIER ::= { pkcs-1 8}
i d-pSpecified OBJECT IDENTIFIER ::= { pkcs-1 9}
The fields w thin RSAES- OAEP- parans have the foll ow ng neanings:

hashFunc identifies the one-way hash function. |[Inplenmentations MJST
support SHA-1 [ SHA1l], and inplenmentati ons MAY support other one-way
hash functions. The SHA-1 algorithmidentifier is conprised of the
i d-shal object identifier and a paraneter of NULL. | nplenentations
that performencryption MUST omit the hashFunc field when SHA-1 is
used, indicating that the default algorithmwas used.

| mpl enent ati ons that perform decrypti on MJUST recogni ze both the

i d-shal object identifier and an absent hashFunc field as an

i ndication that SHA-1 was used.
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maskGenFunc identifies the nask generation function. |nplenentations
MUST support M-GL [ PKCS#1v2.1]. MGL requires a one-way hash
function, and it is identified in the parameter field of the MGL
algorithmidentifier. Inplenmentations MJUST support SHA-1 [SHA1l], and
i npl enent ati ons MAY support ot her one-way hash functions. The MFGL
algorithmidentifier is conprised of the id-ngfl object identifier
and a paraneter that contains the algorithmidentifier of the one-way
hash function enployed with MFGL. The SHA-1 algorithmidentifier is
conprised of the id-shal object identifier and a parameter of NULL.

| mpl enent ati ons that performencryption MJST onit the maskGenFunc
field when MFGL with SHA-1 is used, indicating that the default

al gorithm was used. |nplenentations that perform decryption MJST
recogni ze both the id-ngfl and id-shal object identifiers as well as
an absent maskGenFunc field as an indication that MFG1L with SHA-1 was
used.

pSour ceFunc identifies the source (and possibly the value) of the
encodi ng paraneters, commonly called P. [|nplenentations MJST
represent P by the algorithmidentifier, id-pSpecified, indicating
that Pis explicitly provided as an OCTET STRING i n the paraneters.

The default value for Pis an enpty string. |In this case, pHash in
EME- QAEP contains the hash of a zero length string. |nplenmentations
MUST support a zero length P value. |Inplenentations that perform

encryption MUST omt the pSourceFunc field when a zero I ength P val ue
is used, indicating that the default value was used. |nplenmentations
that perform decryption MJUST recogni ze both the id-pSpecified object
identifier and an absent pSourceFunc field as an indication that a
zero length P val ue was used.

4. Certificate Conventions

RFC 3280 [ PROFILE] specifies the profile for using X 509 Certificates
in Internet applications. Wen a RSA public key will be used for
RSAES- OAEP key transport, the conventions specified in this section
augnment RFC 3280.

Traditionally, the rsaEncryption object identifier is used to
identify RSA public keys. However, to inplement all of the
reconmendati ons described in the Security Considerations section of
this docunent (see section 6), the certificate user needs to be able
to determne the formof key transport that the RSA private key owner
associates with the public key.

The rsaEncryption object identifier continues to identify the subject

public key when the RSA private key owner does not wish to linit the
use of the public key exclusively to RSAES-QAEP. In this case, the
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rsakEncryption object identifier MJST be used in the algorithmfield
wi thin the subject public key information, and the paraneters field
MUST contai n NULL.

rsaEncryption OBJECT IDENTIFIER ::= { pkcs-1 1}

Furt her di scussion of the conventions associated with use of the
rsakEncryption object identifier can be found in RFC 3279 (see
[ CERTALGS], section 2.3.1).

Wien the RSA private key owner wishes to limt the use of the public
key exclusively to RSAES- OAEP, then the id- RSAES- OAEP obj ect
identifier MJST be used in the algorithmfield within the subject
public key information, and the paraneters field MJUST contain
RSAES- QAEP- parans. The i d- RSAES- OAEP obj ect identifier value and the
RSAES- OQAEP- parans syntax are fully described in section 3 of this
docunent .

Regardl ess of the object identifier used, the RSA public key is
encoded in the same manner in the subject public key information.
The RSA public key MJST be encoded using the type RSAPublicKey type:

RSAPubl i cKey ::= SEQUENCE {
nodul us | NTEGER, --n
publ i cExponent INTEGER } -- e

Here, the nodulus is the nodulus n, and publicExponent is the public
exponent e. The DER encoded RSAPublicKey is carried in the

subj ect PublicKey BIT STRING wi thin the subject public key

i nformati on.

The intended application for the key MAY be indicated in the key
usage certificate extension (see [PROFILE], section 4.2.1.3). |If the
keyUsage extension is present in a certificate that conveys an RSA
public key with the id-RSAES- OAEP obj ect identifier, then the key
usage extension MJST contain a conbination of the follow ng val ues:

keyEnci pher nent; and
dat aEnci pher ment .

However, both keyEnci phernent and dat aEnci pherment SHOULD NOT be
present.

Wien a certificate that conveys an RSA public key with the

i d- RSAES- OAEP obj ect identifier, the certificate user MJIST only use
the certified RSA public key for RSAES- OAEP operations, and the
certificate user MJST performthose operations using the paraneters
identified in the certificate.

Housl ey St andar ds Track [ Page 7]



RFC 3560 RSAES- OAEP i n CMV5 July 2003

5.

SM MECapabi lities Attribute Conventions

RFC 2633 [ M5G, Section 2.5.2 defines the SM MECapabilities signed
attribute (defined as a SEQUENCE of SM MECapability SEQUENCEs) to be
used to specify a partial list of algorithns that the software
announci ng the SM MECapabilities can support. When constructing a
si gnedDat a obj ect, conpliant software MAY include the

SM MECapabi lities signed attribute announcing that it supports the
RSAES- QAEP al gorithm

When all of the default settings are selected, the SM MECapability
SEQUENCE r epresenti ng RSAES- CAEP MUST i ncl ude t he i d- RSAES- OAEP
object identifier in the capabilitylD field and MJUST include an enpty
SEQUENCE in the paraneters field. 1In this case, RSAES-OAEP is
represented by the r SAES- OAEP-Defaul t-ldentifier:

r SAES- OAEP- Def aul t-Identifier Algorithmdentifier ::=
{ | d- RSAES- QAEP,
{ shalldentifier,
ngf 1SHA1l denti fi er,
pSpeci fi edEnptyldentifier } }

The SM MECapabi lity SEQUENCE representing r SAES- QAEP- Def aul t -
| dentifier MJST be DER-encoded as the follow ng hexadeci mal string:

30 OD 06 09 2A 86 48 86 F7 OD 01 01 07 30 00

When settings other than the defaults are selected, the

SM MECapabi | ity SEQUENCE representing RSAES- QAEP MUST i ncl ude t he

i d- RSAES- QAEP object identifier in the capabilitylD field and MJST
i ncl ude the RSAES- OAEP- parans SEQUENCE that identifies the
non-default settings in the paraneters field.

When SHA-256 is used in the hashFunc and SHA-256 is used with M1 in
t he maskGenFunc, the SM MECapability SEQUENCE representi ng RSAES- OAEP
i s the r SAES- OAEP- SHA256- I dentifier, as specified in Appendix A The
SM MECapabi ity SEQUENCE representi ng r SAES- OAEP- SHA256- | denti fi er
MUST be DER-encoded as the foll owi ng hexadeci mal string:

30 38 06 09 2A 86 48 86 F7 OD 01 01 07 30 2B 30
0D 06 09 60 86 48 01 65 03 04 02 01 05 00 30 1A
06 09 2A 86 48 86 F7 OD 01 01 08 30 OD 06 09 60
86 48 01 65 03 04 02 01 05 00

When SHA-384 is used in the hashFunc and SHA-384 is used with M1 in
t he maskGenFunc, the SM MECapability SEQUENCE representi ng RSAES- OAEP
i s the r SAES- OAEP- SHA384- I dentifier, as specified in Appendix A The

Housl ey St andar ds Track [ Page 8]



RFC 3560 RSAES- OAEP i n CMV5 July 2003

SM MECapabi ity SEQUENCE representi ng r SAES- OAEP- SHA384- | denti fi er
MUST be DER-encoded as the foll owi ng hexadeci mal string:

30 38 06 09 2A 86 48 86 F7 OD 01 01 07 30 2B 30
0D 06 09 60 86 48 01 65 03 04 02 02 05 00 30 1A
06 09 2A 86 48 86 F7 0D 01 01 08 30 OD 06 09 60
86 48 01 65 03 04 02 02 05 00

When SHA-512 is used in the hashFunc and SHA-512 is used with M1 in
t he maskGenFunc, the SM MECapability SEQUENCE representi ng RSAES- OAEP
i s the r SAES- OAEP- SHA512- I dentifier, as specified in Appendix A The
SM MECapabi ity SEQUENCE representing r SAES- OAEP- SHA512- | denti fi er
MUST be DER-encoded as the foll owi ng hexadeci mal string:

30 38 06 09 2A 86 48 86 F7 OD 01 01 07 30 2B 30
0D 06 09 60 86 48 01 65 03 04 02 03 05 00 30 1A
06 09 2A 86 48 86 F7 OD 01 01 08 30 OD 06 09 60
86 48 01 65 03 04 02 03 05 00

6. Security Considerations

| mpl enent ati ons nmust protect the RSA private key and the
content-encryption key. Conpronise of the RSA private key nmay result
in the disclosure of all nessages protected with that key.

Conproni se of the content-encryption key may result in disclosure of
the associ ated encrypted content.

The generation of RSA public/private key pairs relies on a random
nunbers. The use of inadequate pseudo-random nunber generators
(PRNGs) to generate cryptographic keys can result in little or no
security. An attacker may find it nuch easier to reproduce the PRNG
envi ronnent that produced the keys, searching the resulting snall set
of possibilities, rather than brute force searching the whol e key
space. The generation of quality random nunmbers is difficult. RFC
1750 [ RANDOM offers inportant guidance in this area.

General Iy, good cryptographic practice enploys a given RSA key pair
in only one schenme. This practice avoids the risk that vulnerability
in one scheme may conpromi se the security of the other, and may be
essential to maintain provable security. Wile PKCS #1 Version 1.5

[ PKCS#1vl. 5] has been enpl oyed for both key transport and digital
signature w thout any known bad interactions, such a conbined use of
an RSA key pair is not recommended in the future. Therefore, an RSA
key pair used for RSAES-CAEP key transport should not al so be used
for other purposes. For simlar reasons, one RSA key pair should

al ways be used with the same RSAES- OAEP par anet ers.
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This specification requires inplenentation to support the SHA-1
one-way hash function for interoperability, but support for other
one-way hash function is permtted. At the tine of this witing, the
best (known) collision attacks agai nst SHA-1 are generic attacks with
conpl exity 2780, where 80 is one-half the bit Iength of the hash

val ue. Wen a one-way hash function is used with a digital signature
schene, a collision attack is easily translated into a signature
forgery. Therefore, the use of SHA-1 in a digital signature schene
provi des a security level of no nore than 80 bits. |If a greater

| evel of security is desired, then a secure one-way hash function
with a | onger hash value is needed. SHA-256, SHA-384, and SHA-512
are |likely candi dates [ SHAZ].

The metrics for choosing a one-way hash function for use in digita
signhatures do not directly apply to the RSAES- OAEP key transport
algorithm since a collision attack on the one-way hash function does
not directly translate into an attack on the key transport al gorithm
unl ess the encodi ng paraneters P varies (in which case a collision
the hash value for different encodi ng parameters m ght be expl oited).

Nevert hel ess, for consistency with the practice for digital signature
schenes, and in case the encoding paranmeters P is not the enpty
string, it is reconmended that the sane rule of thunb be applied to
sel ection of a one-way hash function for use with RSAES- OAEP. That
is, the one-way hash function should be selected so that the bit

| ength of the hash value is at |east twice as long as the desired
security level in bits.

A 1024-bit RSA public key and SHA-1 both provide a security |evel of
about 80 bits. In [NISTGQU DE], the National Institute of Standards
and Technol ogy suggests that a security level of 80 bits is adequate
for nost applications until 2015. |If a security level greater than
80 bits is needed, then a |longer RSA public key and a secure one-way
hash function with a | onger hash val ue are needed. Again, SHA-256,
SHA- 384, and SHA-512 are |ikely candidates for such a one-way hash
function. For this reason, the algorithmidentifiers for these
one-way hash functions are included in the ASN. 1 nodul e i n Appendi x
A

The same one-way hash function should be enpl oyed for the hashFunc

and the maskGenFunc, but it is not required. Using the sane one-way
hash function reduces the potential for inplenmentation errors.
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7.

10.

10.

| ANA Consi der ati ons

Wthin the CM5, algorithns are identified by object identifiers
(AODs). Al of the ODs used in this docunent were assigned in
Publ i c- Key Cryptography Standards (PKCS) docunents or by the Nationa
Institute of Standards and Technol ogy (NIST). No further action by
the 1 ANA is necessary for this docunent or any anti ci pated updat es.

Intell ectual Property Rights Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Appendi x A.  ASN. 1 Modul e

CMS- RSAES- QAEP
{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) snine(16) nodul es(0) cne-rsaes-oaep(20) }

DEFINITIONS I MPLICI T TAGS ::= BEG N
-- EXPORTS ALL --

| MPORTS
Al gorithm dentifier
FROM PKI X1Explicit88 -- RFC 3280
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nod(0)
i d-pki x1-explicit(18) };

pkcs-1 OBJECT IDENTIFIER ::= { iso(1l) menber-body(2) us(840)
rsadsi (113549) pkcs(1) pkecs-1(1) }

rsakEncryption OBJECT IDENTIFIER ::= { pkcs-1 1}
i d- RSAES- OAEP  OBJECT IDENTIFIER ::= { pkcs-1 7 }
RSAES- QAEP- parans ::= SEQUENCE {
hashFunc [0] Algorithm dentifier DEFAULT shall dentifi er,
maskGenFunc [1] Al gorithm dentifier DEFAULT ngf 1SHALl dentifi er,
pSourceFunc [2] Al gorithm dentifier DEFAULT
pSpeci fi edEnptyl dentifier }
shalldentifier Al gorithmdentifier ::= { id-shal, NULL }

sha256l dentifier Al gorithmdentifier { id-sha256, NULL }

sha384l dentifier Al gorithmdentifier { id-sha384, NULL }

sha512l dentifier Al gorithmdentifier { id-sha512, NULL }

ngf 1SHAll dentifier Algorithmdentifier ::=
{ id-mgf1l, shalldentifier }

ngf 1SHA2561 dentifier Al gorithmdentifier ::=
{ id-ngfl, sha256ldentifier }

ngf 1SHA384l dentifier Algorithmdentifier ::=
{ id-ngfl, sha384ldentifier }
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ngf 1SHAS12l dentifier Al gorithmdentifier ::=
{ id-mgf1l, sha512ldentifier }

pSpeci fi edEnptyldentifier Algorithmdentifier ::=
{ id-pSpecified, nullCctetString }

null CctetString OCTET STRING (SIZE (0)) ::= { ""H}

id-shal OBJECT IDENTIFIER ::= { iso(1)
i dentified-organization(3) oiw14)
secsig(3) algorithns(2) 26 }

i d-sha256 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashalgs(2) 1}

i d-sha384 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashalgs(2) 2}

id-sha512 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithn(4) hashal gs(2) 3}

id-nmgf1 OBJECT IDENTIFIER ::= { pkcs-1 8}
i d-pSpecified OBJECT IDENTIFIER ::= { pkcs-1 9}

r SAES- OAEP- Def aul t-Identifier Algorithmdentifier ::=
{ | d- RSAES- QAEP,
{ shalldentifier,
ngf 1SHA1l denti fi er,
pSpeci fi edEnptyldentifier } }

r SAES- OAEP- SHA256- 1 dentifier Al gorithmdentifier ::=
{ | d- RSAES- OAEP,
{ sha256l dentifier,
ngf 1SHA2561 denti fi er,
pSpeci fi edEnptyldentifier } }

r SAES- OAEP- SHA384- 1 dentifier Al gorithmdentifier ::=
{ | d- RSAES- OAEP,
{ sha384l dentifier,
ngf 1SHA384I denti fi er,
pSpeci fi edEnptyldentifier } }

r SAES- OAEP- SHA512- 1 dentifier Al gorithmdentifier
{ | d- RSAES- QAEP,
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{ sha512l dentifier,
ngf 1SHA512I1 denti fi er,
pSpeci fi edEnptyldentifier } }

END
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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