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Abstract

The Prefix Delegation options provide a nmechani smfor autonated

del egation of I Pv6 prefixes using the Dynanmi ¢ Host Configuration
Protocol (DHCP). This nechanismis intended for delegating a |ong-
lived prefix froma delegating router to a requesting router, across
an adm ni strative boundary, where the del egating router does not
requi re know edge about the topology of the links in the network to
which the prefixes will be assigned.
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1. Introduction

Thi s docunent descri bes new options for Dynamic Host Configuration
Protocol (DHCP) that provide a nmechanismfor the del egation of |Pv6
prefixes [1]. Through these options, a delegating router can

del egate prefixes to authorized requesting routers.

The prefix del egati on mechani sm described in this docunent is

i ntended for sinple delegation of prefixes froma del egating router
to requesting routers. It is appropriate for situations in which the
del egating router does not have know edge about the topol ogy of the
networks to which the requesting router is attached, and the

del egating router does not require other infornation aside fromthe
identity of the requesting router to choose a prefix for del egation
For exanpl e, these options would be used by a service provider to
assign a prefix to a Custoner Prenise Equi pnent (CPE) device acting
as a router between the subscriber’s internal network and the service
provi der’s core network.

Many applications expect stable addresses. Even though this
nmechani sm nakes automatic renunbering easier, it is expected that
prefixes have a long lifespan. During renunbering it is expected
that the old and the new prefix co-exist for sone tine.

The design of this prefix del egati on mechani smneets the requirenents
for prefix delegation in Requirenents for IPv6 prefix delegation [6].

Note that this use of DHCP is not bound to the assignnment of IP
addresses or other configuration information to hosts, and that no
mechanismis currently avail abl e to conmuni cate del egated prefixes to
a DHCP server that serves such a function. This may be an item of
future work, should usage warrant.
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2. DHCPv6 specification dependency

Thi s docunment descri bes new DHCPv6 options for |Pv6 prefix

del egation. This docunent should be read in conjunction with the
DHCPv6 specification, RFC 3315 [2], for a conplete specification of
the Prefix Del egation options and nechanism Definitions for terns
and acronyns not specifically defined in this docunent are defined in
RFC 3315.

3. Term nol ogy

Thi s docunment uses the term nology defined in RFC 2460 [1] and RFC
3315. In addition, this docunent uses the follow ng terns:

requesting router: The router that acts as a DHCP client and is
requesting prefix(es) to be assigned.

del egating router: The router that acts as a DHCP server, and is
responding to the prefix request.

Identity Association for Prefix Delegation (1A PD): A collection of
prefixes assignhed to the requesting router. Each
I A PD has an associated IAID. A requesting
router may have nore than one I A PD assigned to
it; for exanple, one for each of its interfaces.

4. Requirenents

The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in BCP 14, RFC 2119 [3].

5. Model and Applicability

The nodel of operation for prefix delegation is as follows. A

del egating router is provided IPv6 prefixes to be delegated to
requesting routers. Exanples of ways in which the del egating router
may be provided these prefixes are given in Section 12.2. A
requesting router requests prefix(es) fromthe del egating router, as
described in Section 12.1. The del egating router chooses prefix(es)
for delegation, and responds with prefix(es) to the requesting
router. The requesting router is then responsible for the del egated
prefix(es). For exanple, the requesting router mght assign a subnet
froma delegated prefix to one of its interfaces, and begin sending
router advertisenents for the prefix on that link
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Each prefix has an associated valid and preferred lifetinme, which
constitutes an agreenent about the |ength of time over which the
requesting router is allowed to use the prefix. A requesting router
can request an extension of the lifetinmes on a del egated prefix and
is required to termnate the use of a delegated prefix if the valid
lifetime of the prefix expires.

This prefix del egati on mechani sm woul d be appropriate for use by an
| SP to del egate a prefix to a subscriber, where the del egated prefix
woul d possi bly be subnetted and assigned to the links within the
subscri ber’s networKk.

5.1. Exanple network architecture

Figure 1 illustrates a network architecture in which prefix
del egation coul d be used.

\
/ \ \
| | SP core network | \
\ / |
I I
S NG S + |
| Aggregation | | ISP
| devi ce | | network
| (delegating | |
| router) | |
S NG S + |
| /
| DSL to subscri ber /
| preni ses /
+---o - - I-|- ------ + \
| CPE | \
| (requesting | \
| router) | |
e T |
| | | Subscri ber
T U +----- +- o F----- U +- - - | network
+----!l- ----- + +----- !I-----+ +----!l- ----- + +----- !I-----+ I
| Subscri ber| | Subscri ber| | Subscri ber| | Subscri ber| /
| PC | ] PC | | PC | ] PC |/
S + oo mm- oo - + S + oo mm- oo + /

Figure 1: An exanple of prefix del egation
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In this exanple, the delegating router is configured with a set of
prefixes to be used for assignnment to custonmers at the tine of each
custoner’s first connection to the |SP service. The prefix

del egati on process begi ns when the requesting router requests
configuration information through DHCP. The DHCP nessages fromthe
requesting router are received by the delegating router in the
aggregati on device. Wen the delegating router receives the request,
it selects an available prefix or prefixes for delegation to the
requesting router. The delegating router then returns the prefix or
prefixes to the requesting router.

The requesting router subnets the del egated prefix and assigns the
| onger prefixes to links in the subscriber’s network. 1In a typical
scenari o based on the network shown in Figure 1, the requesting
router subnets a single delegated /48 prefix into /64 prefixes and
assigns one /64 prefix to each of the links in the subscriber

net wor k.

The prefix del egation options can be used in conjunction wth other
DHCP options carrying other configuration information to the
requesting router. The requesting router nmay, in turn, then provide
DHCP service to hosts attached to the internal network. For exanple,
the requesting router nay obtain the addresses of DNS and NTP servers
fromthe | SP del egating router, and then pass that configuration

i nformation on to the subscriber hosts through a DHCP server in the
requesting router.

6. ldentity Association for Prefix Del egation

An 1A PDis a construct through which a delegating router and a
requesting router can identify, group and nanage a set of related

| Pv6 prefixes. Each I A PD consists of an | AID and associ at ed
configuration information. An IA PD for prefixes is the equival ent
of an I A (described in RFC 3315) for addresses.

An A PDis different froman IA in that it does not need to be
associated with exactly one interface. One |IA PD can be associ ated
with the requesting router, with a set of interfaces or with exactly
one interface. A requesting router nust create at |east one distinct
A PD. It nmay associate a distinct |A_PDwth each of its downstream
network interfaces and use that 1A PD to obtain a prefix for that
interface fromthe del egating router

The I AID uniquely identifies the | A PD and nust be chosen to be

uni que anong the 1A PD IAIDs on the requesting router. The IAIDis
chosen by the requesting router. For any given use of an | A _PD by
the requesting router, the IAID for that | A PD MIST be consi stent
across restarts of the requesting router. The requesting router may
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mai ntai n consi stency either by storing the IAID in non-volatile

storage or by using an algorithmthat will consistently produce the
same |AID as long as the configuration of the requesting router has
not changed. |If the requesting router uses only one IAID, it can use

a wel | -known val ue, e.g., zero.

The configuration information in an | A _PD consists of one or nore
| Pv6 prefixes along with the tinmes Tl and T2 for the A PD. See
section 9 for the representation of an A PD in a DHCP nessage.

7. Overview of DHCP with Prefix Del egation

Prefix delegation with DHCP is independent of address assignnment with
DHCP. A requesting router can use DHCP for just prefix del egation or
for prefix delegation along with address assignnent and ot her
configuration information

A requesting router first creates an IA PD and assigns it an | Al D
The requesting router then transmts a Solicit nessage containing an
| A PD option describing the A PD. Delegating routers that can

del egate prefixes to the A PD respond to the requesting router with
an Adverti se nessage.

The requesting router may include prefixes in the A PDs as a hint to
the del egating router about specific prefixes for which the
requesting router has a preference.

When the requesting router has identified a del egating router, the
requesting router uses a Request nessage to populate the 1A PDs with
prefixes. The requesting router includes one or nore | A PD options
in the Request message. The delegating router returns prefixes and
ot her information about the |A PDs to the requesting router in | A PD
options in a Reply nmessage. The requesting router records the
lifetinmes for the del egated prefix(es) and uses the prefix(es) as
described in the previous section.

Before the valid lifetinme on each del egated prefix expires, the
requesting router includes the prefix in an A PD option sent in a
Renew nessage to the delegating router. The del egating router
responds by returning the prefix with updated lifetines to the
requesting router.
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8. Interface Sel ection

Del egated prefixes are not associated with a particular interface in
the same way as addresses are for address assignnment, and the rules
described in section 16, "Cdient Source Address and Interface

Sel ection" of RFC 3315 do not apply.

When a requesting router sends a DHCP nessage, it SHOULD be sent on
the interface associated with the upstreamrouter (ISP network). The
upstreaminterface is typically determined by configuration. This
rule applies even in the case where a separate |A PD is used for each
downstream i nterface.

When a requesting router sends a DHCP nessage directly to a

del egating router using unicast (after receiving the Server Unicast
option fromthat delegating router), the source address SHOULD be an
address fromthe upstreaminterface and which is suitable for use by
the delegating router in responding to the requesting router.

9. ldentity Association for Prefix Del egation Option

The | A PD option is used to carry a prefix delegation identity
associ ation, the paraneters associated with the A PD and the
prefixes associated with it.

The format of the I A PD option is:

0 1 2 3
01234567890123456789012345678901
T S T T s T T o S T o s st s U S S Y I o S S
| OPTION_I A PD | option-1length |
T S T T s T T o S T o s st s U S S Y I o S S
| |AID (4 octets) |
T S T T s T T o S T o s st s U S S Y I o S S
| T1 I
T S T T s T T o S T o s st s U S S Y I o S S
| T2 |
T S T T s T T o S T o s st s U S S Y I o S S

| A_PD options
:|-- s T T ST e e o I S I s sl s S SIS S SR S S +-:|-
opti on- code: OPTION_I A PD (25)

option-1| engt h: 12 + length of IA PD-options field
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| Al D The unique identifier for this A PD;, the | AlD nust
be uni que anong the identifiers for all of this
requesting router’'s | A PDs.

T1: The time at which the requesting router shoul d
contact the delegating router from which the
prefixes in the | A PD were obtained to extend the
lifetinmes of the prefixes delegated to the | A PD;
Tl is atime duration relative to the current tinme
expressed in units of seconds.

T2: The tinme at which the requesting router shoul d
contact any avail abl e del egating router to extend
the lifetimes of the prefixes assigned to the
IAPD, T2 is a tinme duration relative to the
current tinme expressed in units of seconds.

| A PD-options: Options associated with this I A PD

The | A PD-options field encapsul ates those options that are specific
to this A PD. For exanple, all of the A PD Prefix Options carrying
the prefixes associated with this A PD are in the | A PD options
field.

An | A PD option may only appear in the options area of a DHCP
message. A DHCP nessage may contain nultiple | A_PD options.

The status of any operations involving this IAPDis indicated in a
Status Code option in the I A PD-options field.

Note that an 1A PD has no explicit "lifetime" or "lease | ength" of
its own. When the valid lifetines of all of the prefixes in a |A PD
have expired, the I A PD can be considered as having expired. T1 and
T2 are included to give delegating routers explicit control over when
a requesting router should contact the delegating router about a
specific | A_PD

In a nessage sent by a requesting router to a del egating router,
values in the Tl and T2 fields indicate the requesting router’s
preference for those paraneters. The requesting router sets Tl and
T2 to zero if it has no preference for those values. |In a nessage
sent by a delegating router to a requesting router, the requesting
router MJST use the values in the Tl and T2 fields for the T1 and T2
paraneters. The values in the Tl and T2 fields are the nunber of
seconds until T1 and T2.

The del egating router selects the Tl and T2 tinmes to allow the
requesting router to extend the lifetinmes of any prefixes in the
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| A PD before the lifetinmes expire, even if the delegating router is
unavai |l abl e for some short period of time. Recomended values for T1
and T2 are .5 and .8 tinmes the shortest preferred lifetine of the
prefixes in the |APD that the delegating router is willing to
extend, respectively. |If the time at which the prefixes in an | A_PD
are to be renewed is to be left to the discretion of the requesting
router, the delegating router sets Tl and T2 to O.

If a delegating router receives an A PDwith Tl greater than T2, and
both T1 and T2 are greater than 0, the del egating router ignores the
invalid values of Tl and T2 and processes the | A PD as though the

del egating router had set Tl and T2 to O.

If a requesting router receives an A PDwith Tl greater than T2, and
both T1 and T2 are greater than 0, the client discards the A PD
option and processes the remai nder of the nessage as though the

del egating router had not included the I A PD option.

10. A PD Prefix option

The A PD Prefix option is used to specify |IPv6 address prefixes
associated with an A PD. The I A PD Prefix option nmust be
encapsul ated in the A PD-options field of an | A_PD opti on.

The format of the A PD Prefix option is:

0 1 2 3
01234567890123456789012345678901
T i i S S o i st S S S S
| OPTI ON_I APREFI X | option-1length |
T i S i S i s I S S S S i
| preferred-lifetine |
T i S e i S i w i i S S
| valid-lifetine |
T i S i S i s i S S
| prefix-length |
e S | Pv6 prefix
(16 octets)

I
I
I
I
I
I
+

I
I
I
I
| T S T T T S S S S S
II-- R i T

| Aprefi x-options

T S T T S e T S T S S S il A SH S SIS
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opti on- code: OPTI ON_I APREFI X (26)
option-1| engt h: 25 + length of | Aprefix-options field

preferred-lifetinme: The reconmended preferred lifetime for the |1 Pv6
prefix in the option, expressed in units of
seconds. A value of OxFFFFFFFF represents
infinity.

valid-lifetine: The valid lifetinme for the IPv6 prefix in the
option, expressed in units of seconds. A value of
OXFFFFFFFF represents infinity.

prefix-1ength: Length for this prefix in bits
| Pv6-prefix: An | Pv6 prefix
| Aprefix-options: Options associated with this prefix

In a nessage sent by a requesting router to a del egating router, the
values in the fields can be used to indicate the requesting router’s
preference for those values. The requesting router may send a val ue
of zero to indicate no preference. A requesting router may set the
| Pv6 prefix field to zero and a given value in the prefix-length
field to indicate a preference for the size of the prefix to be

del egat ed.

In a nessage sent by a delegating router the preferred and valid
lifetinmes should be set to the values of AdvPreferredLifetine and
AdvVal idLifetime as specified in section 6.2.1, "Router Configuration
Vari abl es" of RFC 2461 [4], unless adninistratively configured.

A requesting router discards any prefixes for which the preferred
lifetinme is greater than the valid lifetinme. A delegating router
ignores the lifetinmes set by the requesting router if the preferred
lifetime is greater than the valid lifetinme and ignores the val ues
for T1 and T2 set by the requesting router if those values are
greater than the preferred lifetine.

The values in the preferred and valid lifetines are the nunber of
seconds remai ning for each lifetine.

An | A PD Prefix option nmay appear only in an I A PD option. Mre than
one A PD Prefix Option can appear in a single | A PD option

The status of any operations involving this A PD Prefix option is
indicated in a Status Code option in the | Aprefix-options field.
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11. Delegating Router Solicitation

The requesting router |ocates and selects a delegating router in the
same way as described in section 17, "DHCP Server Solicitation" of
RFC 3315. The details of the solicitation process are described in
this section.

11.1. Requesting router behavior

The requesting router creates and transmts a Solicit nessage as
described in sections 17.1.1, "Creation of Solicit Messages" and
17.1.2, "Transmi ssion of Solicit Messages" of RFC 3315. The
requesting router creates an A PD and assigns it an 1AID. The
requesting router MJST include the A PD option in the Solicit
nessage.

The requesting router processes any received Adverti se nessages as
described in section 17.1.3, "Receipt of Advertise Messages" of RFC
3315. The requesting router MAY choose to consider the presence of
advertised prefixes in its decision about which delegating router to
respond to.

The requesting router MJST ignore any Advertise nessage that includes
a Status Code option containing the value NoPrefixAvail, with the
exception that the requesting router MAY display the associ ated
status nessage to the user

11.2. Delegating router behavior

The del egating router sends an Advertise nessage to the requesting
router in the same way as described in section 17.2.2, "Creation and
transni ssion of Advertise nessages" of RFC 3315. If the nmessage
contains an 1A PD option and the delegating router is configured to
del egate prefix(es) to the requesting router, the del egating router
selects the prefix(es) to be delegated to the requesting router. The
mechani sm t hr ough which the del egating router selects prefix(es) for
del egation is not specified in this docunent. Exanples of ways in
whi ch the del egating router night select prefix(es) for a requesting
router include: static assignnment based on subscription to an | SP
dynam c assignment from a pool of available prefixes; selection based
on an external authority such as a RADI US server using the Franed-

| Pv6- Prefix option as described in RFC 3162 [5].

If the requesting router includes an | A PD Prefix option in the A PD
option in its Solicit nessage, the del egating router MAY choose to
use the information in that option to select the prefix(es) or prefix
size to be delegated to the requesting router.
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The del egating router sends an Advertise nessage to the requesting
router in the same way as described in section, "Creation and
transm ssion of Advertise nessages"” of RFC 3315. The del egating
router MJST include an I A PD option, identifying any prefix(es) that
the delegating router will delegate to the requesting router

If the delegating router will not assign any prefixes to any | A PDs
in a subsequent Request fromthe requesting router, the del egating
router MJST send an Advertise nmessage to the requesting router that
includes the A PDwith no prefixes in the A PD and a Status Code
option in the 1A PD containing status code NoPrefixAvail and a status
nmessage for the user, a Server ldentifier option with the del egating
router’s DUID and a Cient ldentifier option with the requesting
router’s DUl D.

12. Requesting router initiated prefix del egation

A requesting router uses the sanme nmessage exchanges as described in
section 18, "DHCP Cient-Initiated Configuration Exchange" of RFC
3315 to obtain or update prefix(es) froma delegating router. The
requesting router and the del egating router use the A PD Prefix
option to exchange information about prefix(es) in nmuch the sanme way
| A Address options are used for assigned addresses.

12.1. Requesting router behavior

The requesting router uses a Request nessage to populate A PDs with
prefixes. The requesting router includes one or nore | A PD options
in the Request nmessage. The delegating router then returns the
prefixes for the 1A PDs to the requesting router in |A PD options in
a Reply nessage.

The requesting router includes IA PD options in any Renew, or Rebind
nmessages sent by the requesting router. The I A PD option includes
all of the prefixes the requesting router currently has associ at ed
with that | A PD.

In sone circunstances the requesting router may need verification
that the delegating router still has a valid binding for the
requesting router. Exanples of tines when a requesting router may
ask for such verification include:

o The requesting router reboots.

0 The requesting router’s upstreamlink flaps.

0 The requesting router is physically disconnected froma wired
connecti on.
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If such verification is needed the requesting router MIST initiate a
Rebi nd/ Repl y nessage exchange as described in section 18.1. 4,
"Creation and Transmi ssion of Rebind Messages" of RFC 3315, with the
exception that the retransm ssion paranmeters should be set as for the
Confirm nessage, described in section 18.1.2, "Creation and

Transni ssion of Confirm Messages" of RFC 3315. The requesting router
i ncludes any | A PDs, along with prefixes associated with those I A PDs
inits Rebind nessage.

Each prefix has valid and preferred |lifetinmes whose durations are
specified in the 1A PD Prefix option for that prefix. The requesting
router uses Renew and Rebi nd nessages to request the extension of the
lifetinmes of a del egated prefix.

The requesting router uses a Rel ease nessage to return a del egated
prefix to a delegating router. The prefixes to be rel eased MJST be
included in the | A PDs.

The Confirm and Decline nessage types are not used with Prefix
Del egati on.

Upon the receipt of a valid Reply nessage, for each IA PD the
requesting router assigns a subnet from each of the del egated
prefixes to each of the links to which the associated interfaces are
attached, with the follow ng exception: the requesting router MJST
NOT assign any del egated prefixes or subnets fromthe del egated
prefix(es) to the link through which it received the DHCP nessage
fromthe del egating router

When a requesting router subnets a delegated prefix, it nust assign
additional bits to the prefix to generate unique, |onger prefixes.
For exanmple, if the requesting router in Figure 1 were del egated
3FFE: FFFF: 0::/48, it mght generate 3FFE: FFFF:0:1::/64 and
3FFE: FFFF: 0: 2: : /64 for assignnent to the two links in the subscri ber
network. |If the requesting router were del egated 3FFE: FFFF: 0: : /48
and 3FFE: FFFF: 5::/48, it m ght assign 3FFE: FFFF: 0:1::/64 and
3FFE: FFFF: 5: 1::/64 to one of the |inks, and 3FFE: FFFF: 0: 2::/64 and
3FFE: FFFF: 5: 2::/ 64 for assignment to the other Iink.

If the requesting router assigns a delegated prefix to alink to
which the router is attached, and begins to send router
advertisenments for the prefix on the link, the requesting router MJST
set the valid lifetine in those advertisenents to be no |ater than
the valid lifetime specified in the |A_PD Prefix option. A
requesting router MAY use the preferred lifetine specified in the

| A PD Prefix option.
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12.

Handl i ng of Status Codes options in received Reply nessages is
described in section 18.1.8, "Receipt of Reply Messages" of RFC 3315.
The NoPrefixAvail Status Code is handled in the sane manner as the
NoAddr sAvai | Status Code.

2. Delegating Router behavior

When a del egating router receives a Request nessage froma requesting
router that contains an | A PD option, and the delegating router is
authori zed to del egate prefix(es) to the requesting router, the

del egating router selects the prefix(es) to be delegated to the
requesting router. The mechani smthrough which the del egating router
sel ects prefix(es) for delegation is not specified in this docunent.
Section 11.2 gives exanples of ways in which a del egating router

m ght select the prefix(es) to be delegated to a requesting router.

A del egating router examines the prefix(es) identified in I A PD
Prefix options (in an | A PD option) in Renew and Rebi nd nessages and
responds according to the current status of the prefix(es). The

del egating router returns A PD Prefix options (within an | A_PD
option) with updated lifetinmes for each valid prefix in the message
fromthe requesting router. |If the delegating router finds that any
of the prefixes are not in the requesting router’s binding entry, the
del egating router returns the prefix to the requesting router with
lifetimes of O.

The del egating router behaves as follows when it cannot find a
bi nding for the requesting router’s | A PD

Renew nessage: If the delegating router cannot find a binding
for the requesting router’s IA PD the del egating
router returns the | A PD containing no prefixes
with a Status Code option set to NoBinding in the
Reply nessage.

Rebi nd nmessage: If the delegating router cannot find a binding
for the requesting router’s A PD and the
del egating router determines that the prefixes in
the |A_PD are not appropriate for the link to
which the requesting router’s interface is
attached according to the delegating routers
explicit configuration, the delegating router MAY
send a Reply nessage to the requesting router
containing the A PDwith the lifetines of the
prefixes in the A PD set to zero. This Reply
constitutes an explicit notification to the
requesting router that the prefixes in the A PD
are no longer valid. |If the delegating router is
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unable to determine if the prefix is not
appropriate for the link, the Rebind nessage is
di scar ded.

A del egating router may mark any prefix(es) in I|A PD Prefix options
in a Rel ease nessage froma requesting router as "avail abl e",
dependent on the mechani smused to acquire the prefix, e.g., in the
case of a dynam c pool

The del egating router MJST include an | A PD Prefix option or options
(in an A PD option) in Reply nmessages sent to a requesting router

13. Prefix Delegation reconfiguration

This section describes prefix delegation in Reconfigure nessage
exchanges.

13.1. Delegating Router behavior

The delegating router initiates a configurati on nessage exchange wth
a requesting router, as described in section 19, "DHCP Server-
Initiated Configurati on Exchange" of RFC 3315, by sending a
Reconfigure nmessage (acting as a DHCP server) to the requesting
router, as described in section 19.1, "Server Behavior" of RFC 3315.
The del egating router specifies the A PD option in the Option
Request option to cause the requesting router to include an IA PD
option to obtain new informati on about del egated prefix(es).

13. 2. Requesting Router behavior

The requesting router responds to a Reconfigure nmessage, acting as a
DHCP client, received froma del egating router as described in
section 19.4, "dient Behavior" of RFC 3315. The requesting router
MUST include the A PD Prefix option(s) (in an I A _PD option) for
prefix(es) that have been delegated to the requesting router by the
del egating router fromwhich the Reconfigure nessage was received.

14. Rel ay agent behavi or

A relay agent forwards nessages containing Prefix Del egation options
in the same way as described in section 20, "Relay Agent Behavior" of
RFC 3315.

If a delegating router comuni cates with a requesting router through
a relay agent, the delegating router may need a protocol or other
out - of - band conmuni cation to add routing information for del egated
prefixes into the provider edge router
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15. Security Considerations

Security considerations in DHCP are described in section 23,
"Security Considerations" of RFC 3315.

A rogue del egating router can issue bogus prefixes to a requesting
router. This may cause denial of service due to unreachability.

A malicious requesting router nay be able to nount a denial of
service attack by repeated requests for del egated prefixes that
exhaust the delegating router’s avail abl e prefixes.

To guard agai nst attacks through prefix del egation, requesting
routers and del egating routers SHOULD use DHCP aut hentication as
described in section 21, "Authentication of DHCP nmessages" of RFC
3315. For point to point links, where one trusts that there is no
man in the middle, or one trusts |ayer two authentication, DHCP

aut hentication or |IPsec may not be necessary. Because a requesting
router and del egating routers nmust each have at | east one assi gnhed

| Pv6 address, the routers nay be able to use | Psec for authentication
of DHCPv6 nessages. The details of using |IPsec for DHCPv6 are under
devel opnent .

Net wor ks configured with del egated prefixes should be configured to
preclude intentional or inadvertent inappropriate advertisenent of
t hese prefixes.

16. | ANA Consi derations
| ANA has assigned option codes to:
OPTION_I A_PD (25)
OPTI ON_I APREFI X (26)

fromthe option-code space as defined in section 24.3, "DHCP Options”
of RFC 3315.

| ANA has assigned status code 6 to:

NoPr ef i xAvai | : Del egating router has no prefixes available to
assign to the | APD(s)

fromthe status-code space as defined in section 24.4, "Status Codes"
of RFC 3315.
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17. Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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21.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Acknow edgenent

Fundi ng for the RFC Editor function is currently provided by the
I nternet Society.

Troan & Drons St andar ds Track [ Page 19]






