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Abstract

Thi s docunent extends RFC 4279, RFC 4492, and RFC 4785 and specifies
a set of cipher suites that use a pre-shared key (PSK) to
authenticate an Elliptic Curve Diffie-Hellman exchange with Ephener al
keys (ECDHE). These cipher suites provide Perfect Forward Secrecy
(PFS).
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1. Introduction

RFC 4279 specifies cipher suites for supporting TLS using pre-shared
symmetric keys that (a) use only synmetric key operations for

aut hentication, (b) use a Diffie-Hellnman exchange aut henticated with
a pre-shared key (PSK), or (c) conbine public key authentication of
the server with pre-shared key authentication of the client.

RFC 4785 specifies authentication-only cipher suites (with no
encryption). These cipher suites are useful when authentication and
integrity protection is desired, but confidentiality is not needed or
not permtted.

RFC 4492 defines a set of Elliptic Curve Cryptography (ECC)-based

ci pher suites for TLS and describes the use of ECC certificates for
client authentication. |In particular, it specifies the use of
Elliptic Curve Diffie-Hell man (ECDH) key agreenent in a TLS handshake
and the use of the Elliptic Curve Digital Signature Al gorithm (ECDSA)
as a new aut henti cati on mechani sm

Thi s docunent specifies a set of cipher suites that use a PSK to

aut henti cate an ECDH exchange. These cipher suites provide Perfect
Forward Secrecy. Some of these cipher suites provide authentication
only.

The reader is expected to becone famliar with RFC 4279, RFC 4492,
and RFC 4785 prior to studying this docunent.
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1.1. Applicability Statenent

The ci pher suites defined in this docunent can be negoti at ed,
what ever the negotiated TLS version is.

The applicability statenment in [RFC4279] applies to this docunent as
wel | .

1.2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. ECDHE_PSK Key Exchange Al gorithm

The ci pher suites described in this docunment make use of the elliptic
curve (EC) paraneter negotiation nechani smdefined in RFC 4492. \en
the cipher suites defined in this docunent are used, the
"ec_diffie_hell man_psk’ case inside the ServerKeyExchange and

Cl i ent KeyExchange structure MJST be used instead of the 'psk’ case
defined in [RFC4279] (i.e., the Server KeyExchange and

C i ent KeyExchange nessages include the EC Diffie-Hell man paraneters
in the formspecified in Sections 5.4 and 5.7 of [RFC4492]). The PSK
identity and identity hint fields have the sane neani ng and encodi ng
as specified in [RFC4279] (note that the ServerKeyExchange nmessage is
al ways sent, even if no PSK identity hint is provided).

The format of the ServerKeyExchange and i ent KeyExchange nessages is
shown bel ow.

struct {
sel ect (KeyExchangeAl gorithm {
/* other cases for rsa, diffie_hellmn, etc. */
case ec_diffie_hell man_psk: [/* NEW?*/
opaque psk_identity_ hint<0..2"16-1>;
Ser ver ECDHPar ans par ans;
b
} Server KeyExchange;

struct {
sel ect (KeyExchangeAl gorithm {
/* other cases for rsa, diffie_hellmn, etc. */
case ec_diffie_hell man_psk: /* NEW */
opaque psk_identity<0..2"16-1>
CientECD ffieHell manPublic public;
} exchange_keys;
} dient KeyExchange;
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3.

3.

1.

2.

The premaster secret is forned as follows. First, performthe ECDH
conmput ati on as described in Section 5.10 of [RFC4492]. Let Z be the
octet string produced by this conputation. Next, concatenate a
uint16 containing the length of Z (in octets), Zitself, a uintl6
containing the length of the PSK (in octets), and the PSK itself.

This corresponds to the general structure for the premaster secrets
(see Note 1 in Section 2 of [RFC4279]), with "other_secret"
cont ai ni ng Z.

struct {
opaque ot her _secret<0..2"16-1>;
opaque psk<0..2"16-1>;

b

ECDHE_PSK- Based Ci pher Suites

ECDHE _PSK Ci pher Suites Using the SHA-1 Hash

Ci pher Suite TLS ECDHE PSK W TH RC4_128 SHA = {0xC0, 0x33};
Ci pher Suite TLS ECDHE PSK_W TH 3DES EDE CBC_SHA = {0xC0, 0x34};
Ci pherSuite TLS ECDHE PSK W TH_AES 128 CBC_SHA = {0xC0, 0x35};
Ci pherSuite TLS ECDHE PSK W TH_AES 256 _CBC_SHA = {0xC0, 0x36};

The above four cipher suites match the cipher suites defined in
[ RFC4279], except that they use an Elliptic Curve Diffie-Hell man
exchange [ RFC4492] authenticated with a PSK, and:

0 The Message Authentication Code (MAC) is the Hashed Message
Aut henti cati on Code (HMAC) [RFC2104] with SHA-1 as the hash
functi on.

o Wen negotiated in a version of TLS prior to 1.2, the Pseudo-
Random Function (PRF) fromthat version is used; otherw se, the
PRF is the TLS PRF [ RFC5246] with SHA-256 as the hash functi on.
ECDHE _PSK Ci pher Suites Using SHA-2 Hashes

G pher Sui te TLS_ECDHE_PSK_W TH_AES 128 _CBC_SHA256
G pher Sui te TLS_ECDHE_PSK_W TH_AES_256_CBC_SHA384

{0xQC0, 0x37};
{0xC0, 0x38};

The above two ci pher suites are the sane as the correspondi ng
Advanced Encryption Standard (AES) cipher suites in Section 3.1
above, except for the hash and PRF al gorithms, which SHALL be as
foll ows:
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o For the cipher suite TLS ECDHE PSK W TH _AES 128 CBC_SHA256
* The MAC is HVAC [ RFC2104] with SHA-256 as the hash function
* \When negotiated in a version of TLS prior to 1.2, the PRF from
that version is used; otherwi se, the PRF is the TLS PRF
[ RFC5246] with SHA-256 as the hash function
o For the cipher suite TLS ECDHE PSK W TH_AES 256_CBC_SHA384:
* The MAC is HVAC [ RFC2104] with SHA-384 as the hash function
* \When negotiated in a version of TLS prior to 1.2, the PRF from
that version is used; otherwise the PRF is the TLS PRF
[ RFC5246] with SHA-384 as the hash function
4. ECDHE_PSK-Based Ci pher Suites with NULL Encryption
4.1. ECDHE_PSK Ci pher Suite Using the SHA-1 Hash with NULL Encryption

The followi ng cipher suite matches the cipher suites defined in
Section 3.1, except that we define a suite with NULL encryption

Ci pher Suite TLS ECDHE PSK_W TH_NULL_SHA = {0xC0, 0x39};
4.2. ECDHE_PSK Ci pher Suites Using SHA-2 Hashes with NULL Encryption
The following two cipher suites are the same as the corresponding
ci pher suites in Section 3.2, but with NULL encryption (instead of

AES) .

Gi pherSuite TLS ECDHE PSK_W TH_NULL_SHA256
Gi pherSuite TLS _ECDHE_PSK_W TH_NULL_SHA384

{0xC0, Ox3A};
{0xC0, 0x3B};

5. Security Considerations

The security considerations described throughout [RFC5246],

[ RFCA785], [RFC4492], and [ RFC4279] apply here as well. In
particular, as the authentication-only cipher suites (with no
encryption) defined here do not support confidentiality, care should
be taken not to send sensitive information (such as passwords) over
connections protected with one of the cipher suites with NULL
encryption defined in Section 4 of this docunent.
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| npl ementers and admi ni strators should nonitor the general statenents
on recomrended cryptographic algorithns (e.g., SHA-1 hash functi on)
that are published fromtine to tinme by various foruns, including the
| ETF, as a base for the portfolio they support and the policies for
strength of function acceptable for the cipher suites they set.

6. | ANA Consi derati ons
Thi s docunent defines the follow ng new ci pher suites, whose val ues

have been assigned fromthe TLS Cipher Suite registry defined in
[ RFC5246] .

Gi pher Suite TLS_ECDHE_PSK_W TH_RC4_128_SHA = {0xC0, 0x33} ;
G pher Suite TLS_ECDHE_PSK_W TH_3DES_EDE_CBC_SHA = {0xC0, 0x34} ;
G pher Suite TLS_ECDHE_PSK_W TH_AES_128_CBC_SHA = {0x00, 0x35} ;
G pher Suite TLS_ECDHE_PSK_W TH_AES_256_CBC_SHA = {0xC0, 0x36} ;
Gi pher Suite TLS_ECDHE_PSK_W TH_AES_128_CBC_SHA256 = {0xC0, 0x37};
Gi pher Suite TLS_ECDHE_PSK_W TH_AES_256_CBC_SHA384 = {0xC0, 0x38};
Gi pher Suite TLS_ECDHE_PSK_W TH_NULL_SHA = {0xC0, 0x39} ;
G pher Suite TLS_ECDHE_PSK_W TH_NULL_SHA256 = {0xC0, OX3A} ;
Gi pher Suite TLS_ECDHE_PSK_W TH_NULL_SHA384 = {0xC0, Ox3B} ;
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