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Abstract

A "Protocol |ndependent Multicast - Sparse Mde" Join nessage sent by
a given node identifies one or nore nulticast distribution trees that
that node wi shes to join. Each tree is identified by the conbination
of a multicast group address and a source address (where the source
address is possibly a "wild card"). Under certain conditions it can
be useful, when joining a tree, to specify additional information
related to the construction of the tree. However, there has been no
way to do so until now. This docunent describes a nodification of
the Join nessage that allows a node to associate attributes with a
particular tree. The attributes are encoded in Type-Length-Val ue
format.
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1. Introduction

In the protocol known as "Protocol |ndependent Milticast - Sparse
Mode" [ RFC4601] (henceforth referred to as "PIM), a Join nmessage
sent by a given node nmay identify one or nore nulticast distribution
trees that that node wishes to join. Each tree is identified by the
conbi nati on of a multicast group address and a source address (where
the source address is possibly a "wild card"). Under certain
conditions it can be useful, when joining a tree, to specify

addi tional information related to the construction of the tree.
However, there has been no way to do so until now. This docunent
describes a nodification of the Join nessage that allows a node to
associate an attribute, encoded in Type-Length-Value (TLV) format,
with a particular tree that it wshes to join. These attributes are
known as "PI M Join Attributes”

In the PIMJoin nmessage, the Source Address is identified by being
encoded as an "Encoded- Source Address" ([RFC4601], section 4.9.1).
Each Encoded- Source Address occurs in the context of a particular
group address, represented as an "Encoded- Group Address". Toget her,
t he Encoded- Source Address and the Encoded- G oup Address identify a
mul ticast distribution tree. The Encoded- Source Address contains an
"encodi ng type" field. The only value defined in [ RFC4601] is O.
This specification is the first to assign another encoding type

val ue.
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3.

3.

In order to associate TLVs with a particular tree, this specification
defines a new encoding type for the Encoded- Source Address: type 1.
When type 1 is used, the Encoded- Source Address may contain a
sequence of "Join Attributes", each of which is encoded as a TLV.
Then the type 1 Encoded- Source Address, in the context of the
associ at ed Encoded- Group Address, identifies a multicast distribution
tree and specifies (via the Join Attribute TLVs) the attributes that
apply to the tree. Apart fromthe fact that the type 1 Encoded-
Source Address may contain Join Attributes, it is otherw se identical
to the type 0 Encoded- Source Address.

Thi s docunent does not contain the specification for any particul ar
Join Attribute. It specifies how Join Attributes are to be encoded
into the Join nessages and it specifies generic procedures that are
common to all Join Attributes. The content and purpose of any
particular Join Attribute is outside the scope of this docunent.

The use of Join Attributes in "Protocol |ndependent Milticast - Dense
Mode" [RFC3973] is not considered.

Specification of Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Use of Join Attri butes
1. Sending Join Attributes

Join Attributes are encoded as TLVs into the Encoded- Source Address
field of a PIM Join nessage, as specified in section 3.4.1 bel ow.
Each attribute applies to the sane nulticast distribution tree that
is identified by the conbination of the Encoded- Source Address and
t he associ ated Encoded- G oup Address. The nulticast distribution
tree may be either a source-specific tree or a shared tree.

The encodi ng of the "source address"” field within the Encoded- Source
Address is exactly the same for a type 1 Encoded- Source Address as
for a type 0 Encoded- Source Address, specified in [ RFC4601].

A type 1 Encoded- Source Address MUST contain at |east one Join
Attribute. The way to specify that there are no Join Attributes for
a particular tree is to use the type 0 Encoded- Source Address.
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Mul tiple Join Attributes of the sane type or of different types nay
occur within a single Encoded-Source Address. This specification
does not require all attributes of a given type to occur
contiguously. There is no header field that specifies the nunber of
attributes; rather the last attribute is specially marked as such.

Any PIMrouter that does not understand the type 1 Encoded- Source
Address will not be able to process a PIMJoin nessage that contains
it. Further, if the use of any particular Join Attribute affects the
construction of the nulticast distribution tree, the tree may not be
formed correctly unless the attribute is understood by all PIM
routers that receive it. As a consequence, attributes are only
useful within a single adninistrative donain (or perhaps a small set
of contiguous, cooperating adm nistrative domai ns) where it can be
determ ned a priori that all deployed PIMrouters understand the type
1 Encoded- Source Address, as well as whatever specific attributes are
in use.

3.2. The Join Attribute Option in the PIMHello

To ensure that a type 1 Encoded-Source Address is not sent to a PIM
nei ghbor that does not understand this encoding, a new PIMHello
option, the "Join Attribute" option, is defined. This option MJST be
included in the PIMHellos of any PIMrouter that is willing to
receive type 1 Encoded- Source Address. A PIMrouter MJST NOT send a
type 1 Encoded- Source Address out any interface on which there is a
Pl M nei ghbor that has not included this option in its Hellos. (Even
a router that is not the upstream nei ghbor nust be able parse the
packet in order to do Join suppression or overriding.)

Note that a PIMrouter that sends the "Join Attribute" Hello option
does not necessarily understand every possible attribute type. As
there is no inmediate way to act on a neighbor’s inability to process
certain attribute types, it is not desired to have a Hello option for
each possible attribute type.

3.3. Receiving Join Attributes
3.3.1. Ceneral Considerations

A PIMrouter that receives a type 1 Encoded- Source Address MJIST
exam ne all the attributes in the order in which they appear

The specification for a given attribute type MIUST specify the
procedure to apply if there are nultiple instances of that attribute

t ype.
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Processing an attribute nmay affect the foll ow ng:
- the construction of the associated nulticast distribution tree,

- the processing of other attributes of the sane type that al so occur
in the type 1 Encoded- Source Address, and

- the forwarding (or not) of the attribute itself and/or other
attri butes of the sane type that also occur in the type 1 Encoded-
Sour ce Address.

If the processing of a received attribute has any effect on the
construction of the nulticast distribution tree or on the set of
attributes that are forwarded up the tree, then state MJST be

mai nt ai ned associating the received attribute with the adjacency or
adj acencies fromwhich it was received.

3.3.2. Transitive and Non-Transitive Attri butes

If a PIMrouter understands a particular attribute type, the
attribute is processed as specified above.

If a PIMrouter does not understand the type of a particul ar
attribute, the PIMrouter either forwards that attribute or discards
it, depending upon the setting of the attribute’'s F-bit. |If the
F-bit is set, then the router MJUST forward the attribute; if the
F-bit is clear, then the router MJST discard it.

If one or nore non-transitive attributes are discarded, the rest of
the Join Attributes (if any) are still forwarded. |If there are no
Join Attributes left to forward, a Join with a type 0 Encoded- Source
Address field MJST be forwarded.

3.3.3. Conflicting Attributes
It is possible that a router receives conflicting attribute

information fromdifferent downstreamrouters. Conflicts only occur
with attributes of the sanme type.

( Edge Al ) ( Edge Bl )---- [R1]
/ \ /
/ \ /
[S] ( Core)
\ / \
\ / \
( Edge A2 ) ( BEdge B2 )---- [R2]
Figure 1
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As an exanpl e, consider Figure 1 and suppose a Join Attribute is used
to indicate a choice of exit router. There are 2 receivers for the
same group connected to Edge Bl and B2. Suppose that edge router Bl
prefers Al and B2 prefers A2 as exit points to reach the source S.

If both Edge Bl and B2 send a Join including an attribute to prefer
their exit router in the network and they cross the sane core router
the core router will get conflicting attribute information for the
source. |If this happens, we use the attribute fromthe PIM adjacency
with the nunerically snmallest IP address. 1In the case of IPv6, the
link local address will be used. Wen two nei ghbors have the sanme | P
address, either for IPv4 or IPv6, the interface i ndex MJST be used as
atie breaker. The attributes fromother sending routers MAY be
renmenbered; that way, if the adjacency that supplied the sel ected
attribute gets pruned or expires, we are able to inmedi ately use the
attribute that was sent by the adjacency that is next in the order of
preference. This enables us to converge quickly w thout waiting for
t he next periodic update.

When a particular attribute type is specified, the specification MAY
include a conflict resolution procedure specific to that type. |If
so, that conflict resolution procedure MJST be used instead of the
procedure described in this section.

It is possible that a router will receive, fromtwo different

adj acencies, transitive attributes of a given type. |If the router
does not understand attributes of that type and if the two

adj acenci es have not sent the exact same set of attributes of that
type, then the conflict resolution procedure described in this
section MJST be applied to those attributes. Two adjacencies are
said to have sent the exact sane set of attributes of a given type if
they have sent the same nunber of instances of that attribute and if
correspondi ng i nstances are byte-for-byte identical.

3.3.4. Attribute Change

A PIMrouter may decide to change the set of attributes it has
associated with a given nulticast distribution tree. This can happen
if one of its downstream nei ghbors on the tree has changed the set of
attributes. It can also happen as a result of processing the
attributes. It can also happen for reasons outside the scope of this
speci fication (such as a change in configuration).

If a PIMrouter needs to change the set of attributes for a given
tree but does not change its upstream neighbor for that tree, it MJST
send a new Join for that tree, specifying the new set of attributes.
If the new set of attributes is the null set, the type 0 Encoded-
Source format MJUST be used.
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If a PIMrouter needs to change the set of attributes for a given
tree and as a result changes its upstream nei ghbor for that tree, it
sends a Prune to the old upstream nei ghbor. The Prune does not need
to carry any attributes.

When a PIMrouter receives a Join for a given tree and the Join does
not contain exactly the same set of attributes as the prior Join, the
set of attributes in the new Join becones the entire new set of
attributes. No attribute information fromthe prior Join is
retained. There is no way to advertise increnmental changes to the
set of attributes; any attributes that are no | onger present are

consi dered to have been withdrawn. |[If, as the result of receiving a
Join, a PIMrouter deternines that the set of attributes has changed,
it will need to send a new Join upstreamthat contains the new set of

attributes. (O course, the procedures for resolving attribute
conflicts may need to be applied first.)

Wien a PIMrouter Rl receives a Prune for a given tree froma given
downstream nei ghbor R2, where R2 had previously sent attributes
applying to that tree, those attributes are considered to have been
wi t hdrawn. Depending on the attributes that Rl has received fromits
ot her downstream nei ghbors (if any) on the tree, Rl nay deternine
that the set of attributes applying to the tree has changed, in which
case it needs to send a new Join, with the new attribute set, to its
upstream nei ghbor on the tree.

3.4. PIMAttri bute Packet For mat
3.4.1. PIMJoin Packet Format

There is no space in the default PI M source encoding to include an
attribute field. Therefore we introduce a new source encodi ng type.
The attributes are fornmatted as TLVs. The new Encoded- Source Address
| ooks like this:

0 1 2 3
01234567890123456789012345678901
T T T T S T T ot SIS U SN S S S S T ST S SIS S S S
Addr Fam |y | Encoding Type | Rsrvd | SSWR| Mask Len
T T T T S T T ot SIS U SN S S S S T ST S SIS S S S
Sour ce Address
- T st o S i T I T i I S Y

F Attr_Type | Length | Val ue

- -

El

B T T o S e i S S T i S S S S S
+-

F

E

Attr_Type | Length | Val ue
e aT S ST S S i S I S S I T

+
I
+
I
+
I
+
I
+

+
I
+
I
+
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- Encoding Type: 1

- F-bit, Transitive Attribute. If this bit is set, the attribute is
atransitive attribute; otherwise, it is a non-transitive
attribute. See section 3.3.2.

- E-bit, End of Attributes. |If this bit is set, then this is the
last Join Attribute appearing in this Encoded-Source Address field.

- "Attr_Type", a 6-bit field identifying the type of the Attribute.

- Length field, a 1-octet field specifying the length in octets,
encoded as an unsigned binary integer, of the value field.

The other fields are the sane as described in [ RFC4601].
3.4.2. PIMJoin Attribute Hello Option

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| OptionType = 26 | OptionLength = 0 |
il s T T S S S S S i N T i ST S S S S S e e L T 2

- Option type: 26
4. | ANA Consi derations

A new | ANA registry has been created for "PIM Join Attribute Types”
These are values of the "Attr_Type" field depicted in section 3.4.1
Assignments are to be nmade according to the policy "I ETF Review' as
defined in [ RFC5226] .

| ANA has assigned the PIMHell o option value 26 to the "Join
Attribute" option, with this docunment as the reference.

[ RFC4601] shoul d have, but did not, create a registry for the
"Encodi ng Type" field of the Encoded- Source Address format defined
therein. 1ANA has set up a registry for this, referencing both this
docunment and [ RFC4601]. Assignnents should be made according to the
policy "I ETF Review' as defined in [RFC5226]. Two encoding types are
def i ned:

- The encoding type 0 has been allocated, defined as "native encodi ng
for the address fanmly", and [RFC4601] is the reference.
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- The encoding type 1 has been allocated, defined as "native encodi ng
for the address famly, but with zero or nore PIM Join Attributes
present”, and this docunent is the reference.

5. Security Considerations

Security of the Join Attribute is only guaranteed by the security of
the PI M packet, so the security considerations for PIMJoin packets
as described in [ RFC4601] apply here. Additional security

consi derations may apply to specific attributes; if so, these wll
need to be docunmented in the specification of those attributes.

Security considerations from|[RFC5015] may apply as well.
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