Net wor k Wor ki ng Group M Eisler
Request for Coments: 5403 Net App
Updat es: 2203 February 2009
Cat egory: Standards Track

RPCSEC_GSS Version 2
Status of This Menp

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Copyright Notice

Copyright (c) 2009 IETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (http://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Abstract

Thi s docunent describes version 2 of the RPCSEC GSS protocol.
Version 2 is the same as version 1 (specified in RFC 2203) except

t hat support for channel bindings has been added. RPCSEC GSS al |l ows
renote procedure call (RPC) protocols to access the CGeneric Security
Services Application Progranmng Interface (GSS-API).
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1. Introduction and Motivation

Thi s docunment descri bes RPCSEC _GSS version 2 (RPCSEC GSSv2).
RPCSEC_GSSv2 is the same as RPCSEC GSS version 1 (RPCSEC GSSvl) [ 1]
except that support for channel bindings [2] has been added. The
primary notivation for channel bindings is to securely take advantage
of hardware-assi sted encryption that nmight exist at |ower |evels of
t he networking protocol stack, such as at the Internet Protocol (IP)
layer in the formof |IPsec (see [7] and [8] for information on |Psec
channel bindings). The secondary notivation is that even if | ower

| evel s are not any nore efficient at encryption than the RPCSEC_GSS
layer, if encryption is occurring at the lower level, it can be
redundant at the RPCSEC GSS | evel.

RPCSEC_GSSv2 and RPCSEC GSSvl are protocols that exchange tokens
emitted by the Generic Security Services (GSS) framework, which is
defined in [3], and differ only in the support for GSS channel

bi ndi ngs in RPCSEC GSSv2. GSS itself supports channel bindings, and
in theory RPCSEC GSSv2 coul d use native GSS channel bindings to
achieve the effects described in this section. However, as Section
1.1.6 of [3] states, not all inplenmentations of all GSS nechani sns
support channel bindings. This is sufficient justification for the
approach taken in this docunment: nodify the RPCSEC GSS protocol to
support channel bindings i ndependent of the capabilities of the GSS
nmechani sm bei ng used.
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Once an RPCSEC GSS target and initiator are nmutually assured that
they are each using the sanme secure, end-to-end channel, the overhead
of conputing nessage integrity codes (MCs) for authenticating and
integrity-protecting RPC requests and replies can be elimnated
because the channel is perform ng the sane function. Simlarly, if
the channel al so provides confidentiality, the overhead of RPCSEC GSS
privacy protection can also be elininated.

The External Data Representation (XDR) [4] description is provided in
this docunent in a way that nakes it sinple for the reader to extract
into a ready-to-conpile form The reader can feed this docunent into
the followi ng shell script to produce the machi ne-readabl e XDR

descri ption of RPCSEC GSSv2:

<CODE BEQ NS>

#! / bin/ sh
grep "N *I/]" | sed 's?™ *[]]??
<CODE ENDS>

That is, if the above script is stored in a file called "extract.sh",
and this docunment is in a file called "spec.txt", then the reader can
do:

<CCODE BEQ NS>

sh extract.sh < spec.txt > rpcsec_gss_v2.X

<CODE ENDS>

The effect of the script is to renpve | eading white space from each
line of the specification, plus a sentinel sequence of "///".

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [5].

2. Channel Bindings Expl ai ned
If a channel between two parties is secure, there nmust be shared
i nformati on between the two parties. This information m ght be

secret or not. The requirenent for secrecy depends on the specifics
of the channel
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For example, the shared information could be the concatenation of the
public key of the source and destination of the channel (where each
public key has a corresponding private key). Suppose the channel is
not end-to-end, i.e., a man-in-the-mddle (MTM exists, and there
are two channels, one fromthe initiator to the MTM and one from
the MTMto the target. The M TM cannot sinply force each channel to
use the sane public keys, because a public key derives froma private
key, and the key managenent system for each node will surely assign
uni que or random private keys. At npbst, the MTM can force one end
of each channel to use the sane public key. The M C of the public
keys fromthe initiator will not be verified by the target, because
at | east one of the public keys will be different. Sinilarly, the
M C of the public keys fromthe target will not be verified by the
initiator because at |east one of the public keys will be different.

A higher-layer protocol using the secure channel can safely exploit
the channel to the nutual benefit of the higher-level parties if each
hi gher-1evel party can prove:

0 They each know t he channel’s shared infornmation.

o The proof of the know edge of the shared information is in fact
bei ng conveyed by each of the higher-level parties, and not some
ot her entities.

RPCSEC_GSSv2 sinply adds an optional round-trip that has the
initiator conmpute a GSS M C on the channel binding s shared

i nformation, and sends the MC to the target. The target verifies
the MC, and in turn sends its own MC of the shared information to
the initiator that then verifies the target’s MC. This acconplishes
three things. First, the initiator and target are mutually

aut henti cated. Second, the initiator and target prove they know the
channel’s shared information, and thus are using the sane channel .
Third, the first and second things are done simnultaneously.

3. The RPCSEC GSSv2 Protocol
The RPCSEC _GSSv2 protocol wll now be explained. The entire protocol
is not presented. Instead the differences between RPCSEC GSSv2 and
RPCSEC_GSSv1 are shown.

3.1. Conpatibility with RPCSEC_GSSv1

The functionality of RPCSEC GSSvl is fully supported by RPCSEC GSSv2.

Ei sl er St andar ds Track [ Page 4]



RFC 5403 RPCSEC_GSSv2 February 2009

3. 2.

New Ver si on Nunber
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Copyright (c) 2009 |IETF Trust and the persons identified
as the docunent authors. Al rights reserved.

The document authors are identified in [ RFC2203] and
[ RFC5403] .

Redi stribution and use in source and binary forns, with
or without nodification, are pernitted provided that the
follow ng conditions are net:

0 Redistributions of source code nust retain the above
copyright notice, this Iist of conditions and the
foll owi ng disclainer.

0 Redistributions in binary form nust reproduce the above
copyright notice, this Iist of conditions and the
follow ng disclainmer in the docunentation and/or other
materials provided with the distribution.

Trust, nor the names of specific contributors, may be
used to endorse or pronote products derived fromthis
software without specific prior witten perm ssion.
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* TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS
* AND CONTRI BUTORS "AS |'S" AND ANY EXPRESS OR | MPLI ED
* WARRANTI ES, | NCLUDI NG, BUT NOT LIMTED TO, THE

* | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS

* FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. I N NO

* EVENT SHALL THE COPYRI GHT OAMNER OR CONTRI BUTORS BE
* LI ABLE FOR ANY DI RECT, | NDI RECT, | NClI DENTAL, SPECI AL,
* EXEMPLARY, OR CONSEQUENTI AL DAMAGES (1 NCLUDI NG, BUT
* NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR
* SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS
* | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF

* LI ABI LI TY, WHETHER | N CONTRACT, STRICT LI ABI LITY,

* OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG
* IN ANY WAY QUT OF THE USE OF THI'S SOFTWARE, EVEN I F
* ADVI SED OF THE POGSSI BI LI TY OF SUCH DAMAGE.

*

/*/

* This code was derived from|[RFC2203]. Pl ease

* reproduce this note if possible.
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I *

111

/1l  enumrpc_gss_service_t {

111 /* Note: the enunerated value for 0 is reserved. */
111 rpc_gss_svc_none = 1,

111 rpc_gss_svc_integrity = 2,

111 rpc_gss_svc_privacy = 3,

111 rpc_gss_svc_channel _prot = 4 /* new */

I}

111

111 enumrpc_gss_proc_t {

111 RPCSEC_GSS _DATA = 0,

111 RPCSEC GSS INI'T =1,

111 RPCSEC GSS_CONTINUE INIT = 2,

111 RPCSEC_GSS_DESTROY = 3,

111 RPCSEC GSS BIND CHANNEL = 4 /* new */

I}

111

/1l struct rpc_gss_cred_vers_1 t {

111 rpc_gss_proc_t gss_proc; /* control procedure */
111 unsi gned i nt seq_num /* sequence nunber */
111 rpc_gss_service_t service; [/* service used */
111 opaque handl e<>; /* context handl e */
111 ;

111

/1l const RPCSEC _GSS_VERS 1
/1l const RPCSEC _GSS_VERS 2
111

/11 union rpc_gss_cred_t switch (unsigned int rgc_version) {
111 case RPCSEC _GSS VERS 1:

111 case RPCSEC GSS VERS 2: /* new */

1;
2;: |* new */

111 rpc_gss _cred vers_1 t rgc_cred_vli;
/11
<CODE ENDS>

Figure 1

As is apparent fromthe above, the RPCSEC GSSv2 credential has the
same format as the RPCSEC GSSvl credential (albeit corrected so that
the definition is in legal XDR description |anguage that is also
conpatible with [9]; hence, the field "version", a keyword in RFC
1831, is replaced with "rgc_version"). Setting the rgc_version field
to 2 indicates that the initiator and target support channe

bi ndi ngs.

Ei sl er St andar ds Track [ Page 6]



RFC 5403 RPCSEC_GSSv2 February 2009

3.3. New Procedure - RPCSEC_GSS_BI ND_CHANNEL
<CODE BEQ NS>

/1l struct rgss2_bind_chan_M C_in_args {

111 opaque rbcm a_bi nd_chan_hash<>;
I},

111

/1l typedef opaque rgss2_chan_pref <>;

/1l typedef opaque rgss2_oi d<>;

111

/1] struct rgss2_bind_chan_verf_args {

111 rgss2_chan_pref rbcva_chan_bi nd_prefi x;
111 rgss2_oid rbcva_chan_bi nd_oi d_hash
111 opaque rbcva_chan_mi c<>

I},

111

<CODE ENDS>

Fi gure 2

Once an RPCSEC GSSv2 handl e has been established over a secure
channel, the initiator MAY i ssue RPCSEC_GSS BI ND CHANNEL (Figure 1).
Targets MJST support RPCSEC_GSS Bl ND_ CHANNEL. Like RPCSEC GSS INT
and RPCSEC_GSS_CONTINUE_INI'T requests, the NULL RPC procedure MJIST be
used. Unlike those two requests, the argunents of the NULL procedure
are not overl oaded, because the verifier is of sufficient size for

t he purpose of RPCSEC_GSS BI ND CHANNEL. The gss_proc field is set to
RPCSEC_GSS_BI ND_ CHANNEL. The seq_numfield is set as if gss_proc
were set to RPCSEC GSS DATA. The service field is set to
rpc_gss_svc_none. The handle field is set to that of an RPCSEC_GSS
handl e as returned by RPCSEC GSS INIT or RPCSEC_GSS_CONTI NUE_I NI T.

The RPCSEC _GSS BI ND CHANNEL request is sinmilar to the RPCSEC GSS_DATA
request in that the verifiers of both contain MCs. As described in
Section 5.3.1 of [1], when gss_proc is RPCSEC GSS DATA, the verifier
of an RPC request is set to the output of GSS GetM C() on the RPC
header. When gss_proc is RPCSEC GSS Bl ND CHANNEL the verifier of an
RPC request is set to the XDR encoding on a value of data type
rgss2_bind_chan_verf_args, which includes a M C as described bel ow.
The rgss2_bind _chan_verf_args data type consists of three fields:

0 rbcva_chan_bind_prefix. This is the channel binding prefix as

described in [2] up to, but excluding, the colon (ASCI I 0x3A) that
separates the prefix fromthe suffix.
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rbcva_chan_bind_hash_oid. This is the object identifier (O D) of
the hash algorithmused to conpute rbcm a_bind_chan_hash. This
field contains an O D encoded in ASN. 1 as used by GSS-APl in the
mech_type argunent to GSS I nit_sec_context ([3]). See [6] for the
O Ds of the SHA one-way hash al gorithms.

rbcva _chan_mic. This is the output of GSS GetM C() on the

concat enation of the XDR-encoded RPC header ("up to and incl uding
the credential" as per [1]) and the XDR encodi ng of an instance of
type data rgss2_bind _chan_MC.in_args. The data type
rgss2_bind_chan_M C_in_args consists of one field,

rbcm a_bi nd_chan_hash, which is a hash of the channel bindings as
defined in [2]. The channel bindings are a "canonical octet
string encodi ng of the channel bindings", starting "with the
channel bindings prefix followed by a colon (ASCII Ox3A)". The
reason a hash of the channel bindings and not the actual channel

bi ndi ngs are used to conpute rbcva_chan_nmic is that some channel

bi ndi ngs, such as those conmposed of public keys, can be relatively
| arge, and thus place a higher space burden on the inplenmentations
to manage. One way hashes consune | ess space.

<CODE BEQ NS>
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enum rgss2_bi nd_chan_status {
RGSS2_BI ND_CHAN_OK =0
RGSS2_BI ND_CHAN PREF_NOTSUPP = 1,
=2

RGSS2_BI ND_CHAN_HASH_NOTSUPP
}s

uni on rgss2_bind_chan_res sw tch
(rgss2_bind_chan_status rbcr_stat) {

case RGSS2_BI ND_CHAN CX:
voi d;

case RGSS2_BI ND_CHAN_ PREF_NOTSUPP
rgss2_chan_pref rbcr_pref_list<>

case RGSS2_BlI ND_CHAN_HASH_NOTSUPP:
rgss2_oid rbcr_oid_Iist<>;
b

struct rgss2_bind_chan_MC_.in_res {

unsi gned i nt rbcnr _seq_num

opaque rbcnr _bi nd_chan_hash<>
rgss2_bi nd_chan_res rbcnr_res;

};
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/1l struct rgss2_bind_chan_verf_res {

111 rgss2_bi nd_chan_res rbcvr_res;
111 opaque rbcvr_m c<>;
I}
111
<CODE ENDS>

Figure 3

The RPCSEC _GSS BIND CHANNEL reply is simlar to the RPCSEC_GSS_DATA
reply in that the verifiers of both contain MCs. Wen gss_proc is
RPCSEC_GSS DATA, the verifier of an RPC reply is set to the output of
GSS GetM C() on the seq_num of the credential of the correspondi ng
request (as described in Section 5.3.3.2 of [1]). \When gss_proc is
RPCSEC_GSS_BI ND_CHANNEL, the verifier of an RPC reply is set to the
XDR encodi ng of an instance of data type rgss2_bind_chan_verf _res,
whi ch includes a M C as described below. The data type
rgss2_bind_chan_verf_res consists of two fields.

o0 rbcvr_res. The data type of this field is rgss2_bind_chan_res.
The rgss2_bind _chan_res data type is a switched union consisting
of three cases switched on the status contained in the rbcr_stat
field.

* RGSS2_BIND CHAN OK. If this status is returned, the target
accepted the channel bindings, and successfully verified
rbcva_chan_mc in the request. No additional results will be
in rbcvr_res.

*  RGSS2_BIND CHAN PREF _NOTSUPP. If this status is returned, the
target did not support the prefix in the rbcva_chan_bind_prefix
field of the argunents, and thus the RPCSEC_GSS_BI ND_CHANNEL
request was rejected. The target returned a list of prefixes
it does support in the field rbcr_pref list. Note that a
channel can have multipl e channel bindings each with different
prefixes. The initiator is free to pick its preferred prefix.
If the target does not support the prefix, the status
RGSS2_BI ND_CHAN _PREF _NOTSUPP wil|l be returned, and the
initiator can select its next nost preferred prefix anong the
prefixes the target does support.

*  RGSS2_BIND_ CHAN HASH NOTSUPP. If this status is returned, the
target did not support the hash algorithmidentified in the
rbcva_chan_bi nd_hash_oid field of the argunments, and thus the
RPCSEC_GSS_BI ND_CHANNEL request was rejected. The target
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returned a list of ODs of hash algorithns it does support in
the field rbcr_oid list. The array rbcr_oid_|list MJST have one
or nore el enents.

0 rbcvr_mc. The value of this field is equal to the output of
GSS_CGetM C() on the XDR encodi ng of an instance of data type
rgss2_bind_chan_MC.in_res. The data type
rgss2_bind_chan_M C_in_res consists of three fields.

* rbcnr_seq_num The value of this field is equal to the field
seg_numin the RPCSEC GSS credential (data type
rpc_gss_cred_vers_1 t).

* rbenr _bind_chan_hash. This is the result of the one way hash
of the channel bindings (including the prefix). [If rbcr_stat
is not RGSS2_BI ND CHAN HASH NOTSUPP, then the hash al gorithm
that is used to conpute rbcnr_bind_chan_hash is that identified
by the rbcva_chan_bi nd_oid_hash field in the argunents to
RPCSEC_GSS BI ND_ CHANNEL. If rbecr_stat is
RGSS2_BI ND_CHAN_HASH NOTSUPP, then the hash algorithmused to
comput e rbcnr _bind_chan_hash is that identified by
rbcr_oid_list[0] in the results.

* rbcnr_res. The value of this field is equal to the val ue of
the rbcvr_res field.

3.4. New Security Service - rpc_gss_svc_channel _prot
RPCSEC _GSSv2 targets MJST support rpc_gss_svc_channel _prot.

The rpc_gss_svc_channel _prot service (Figure 1) is valid only if
RPCSEC _GSSv2 is being used, an RPCSEC _GSS BI ND_ CHANNEL procedure has
been executed successfully, and the secure channel still exists.

When rpc_gss_svc_channel _prot is used, the RPC requests and replies
are sinmlar to those of rpc_gss_svc_none except that the verifiers on
the request and reply always have the flavor set to AUTH NONE, and
the contents are zero | ength.

Not e that even though NULL verifiers are used when
rpc_gss_svc_channel _prot is used, non-NULL RPCSEC GSS credentials are
used. In order to identify the principal sending the request, the
same credential is used as before, except that service field is set
to rpc_gss_svc_channel _prot.
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4.

Ver si on Negoti ation

An initiator that supports version 2 of RPCSEC GSS sinply issues an
RPCSEC _GSS request with the rgc_version field set to
RPCSEC GSS VERS 2. |If the target does not recognize
RPCSEC_GSS VERS 2, the target will return an RPC error per Section
5.1 of [1].

The initiator MJST NOT attenpt to use an RPCSEC GSS handl e returned
by version 2 of a target with version 1 of the same target. The
initiator MUST NOT attenpt to use an RPCSEC GSS handl e returned by
version 1 of a target with version 2 of the sanme target.

Nati ve GSS Channel Bi ndi ngs
To ensure interoperability, inplenmentations of RPCSEC GSSv2 SHOULD
NOT transfer tokens between the initiator and target that use native
GSS channel bindings (as defined in Section 1.1.6 of [3]).
Oper ati onal Reconmmendati on for Depl oynent
RPCSEC _GSSv2 is a superset of RPCSEC GSSvl, and so can be used in al
situati ons where RPCSEC GSSvl is used. RPCSEC GSSv2 should be used
when the new functionality, channel bindings, is desired or needed.
I npl erent ati on Not es
Once a successful RPCSEC _GSS Bl ND_CHANNEL procedure has been
performed on an RPCSEC _GSSv2 context handle, the initiator’s
i npl erentation may nmap application requests for rpc_gss_svc_none and
rpc_gss_svc_integrity to rpc_gss_svc_channel _prot credentials. And
if the secure channel has privacy enabl ed, requests for
rpc_gss_svc_privacy can also be mapped to rpc_gss_svc_channel _prot.
Acknow edgmnent s
Ni colas WIllianms had the idea for extending RPCSEC GSS to support
channel bindings. Al ex Burlyga, Lars Eggert, Pasi Eronen, and Dan
Ronmascanu revi ewed the docunent and gave val uabl e feedback for
inmproving its readability.
Security Considerations
The base security considerations consist of:
o Al security considerations from/[1].

0o Al security considerations from|[2].
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0o Al security considerations fromthe actual secure channel being
used.

Even t hough RPCSEC _GSS DATA requests that use

rpc_gss_svc_channel _prot protection do not involve construction of
nore GSS tokens, the target SHOULD stop all owi ng RPCSEC GSS DATA
requests with rpc_gss_svc_channel _prot protection once the GSS
cont ext expires.

Wth the use of channel bindings, it becones extrenely critical that
the nmessage integrity code (MC) used by the GSS nechani smthat
RPCSEC GSS is using be difficult to forge. While this requirenent is
true for RPCSEC GSSvl, and indeed any protocol that uses GSS M Cs,
the distinction in the seriousness is that for RPCSEC GSSvl, forging
a single MC at nost allows the attacker to succeed in injecting one
bogus request. Wiereas, with RPCSEC GSSv2 conbi ned with channel

bi ndi ngs, by forging a single MC the attacker will succeed in

i njecting bogus requests as long as the channel exists. An exanple
illustrates. Suppose we have an RPCSEC GSSvl initiator, a nan-in-
the-mddle (MTM, an RPCSEC GSSvl target, and an RPCSEC GSSv2
target. The attack is as follows.

o The MTMintercepts the initiator’s RPCSEC_GSSvl RPCSEC GSS INI T
nessage and changes the version nunber froml to 2 before
forwarding to the RPCSEC GSSv2 target, and changes the reply’s
version nunber from2 to 1 before forwarding to the RPCSEC GSSv1
initiator. Neither the client nor the server noti ce.

0 Once the RPCSEC GSS handle is in an established state, the
initiator sends its first RPCSEC _GSS DATA request. The MTM
constructs an RPCSEC _GSS BI ND_CHANNEL request, using the nessage
integrity code (MC) of the RPCSEC GSS DATA request. It is likely
the RPCSEC GSSv2 target will reject the request. The MTM
continues to reiterate each tinme the initiator sends another
RPCSEC_GSS_DATA request. Wth enough iterations, the probability
of a MC from an RPCSEC_GSS _DATA bei ng successfully verified in
the forged RPCSEC _GSS BI ND_CHANNEL i ncreases. Once the MTM
succeeds, it can send RPCSEC GSS DATA requests with a security
service of rpc_gss_svc_channel _prot, which does not have MCs in
the RPC request’s verifier.

The inmpl ementati on of RPCSEC _GSSv2 can use at |east two nethods to
thwart these attacks.

0 The target SHOULD require a stronger M C when sendi ng an
RPCSEC_GSS BI ND_CHANNEL request instead of an RPCSEC _GSS DATA
request -- e.g., if HVACs are used for the MCs, require the
wi dest possible HVAC (in ternms of bit |length) that the GSS
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10.

10.

mechani sm supports. |If HVACs are being used, and the target
expects N RPCSEC GSS DATA requests to be sent on the context
before it expires, then the target SHOULD require an HVAC for
RPCSEC_GSS BI ND_ CHANNEL that is log base 2 N bits | onger than what
it normally requires for RPCSEC GSS DATA requests. |If a |long
enough M C is not available, then the target could artificially
linmt the nunber of RPCSEC GSS DATA requests it will allow on the
context before deleting the context.

o Each tinme an RPCSEC GSSv2 target experiences a failure to verify
the M C of an RPCSEC _GSS_BI ND_CHANNEL request, it SHOULD reduce
the Iifetime of the underlying GSS context, by a significant
fraction, thereby preventing the MTM from using the established
context for its attack. A possible heuristic is that if the
target believes the possibility that failure to verify the MC was
because of an attack is X percent, then the context’s lifetine
woul d be reduced by X percent. For sinplicity, an inplenenter
nm ght set X to be 50 percent, so that the context lifetinme is
hal ved on each failed verification of an RPCSEC_GSS_BI ND_CHANNEL
request and thus rapidly reduced to zero on subsequent requests.
For exanple, with a context lifetime of 8 hours (or 28800
seconds), 15 failed attenpts by the M TM woul d cause the cont ext
to be destroyed.

A nmethod of mitigation that was considered was to protect the
RPCSEC_GSS version nunber with RPCSEC GSSv2's RPCSEC GSS INIT and
RPCSEC_GSS_CONTI NUE_INI' T tokens. Thus, the version nunber of
RPCSEC _GSS woul d be in the tokens. This nmethod does not conpletely
mtigate the attack; it just noves the M C guessing to the
RPCSEC GSS INIT nessage. In addition, wthout changing GSS, or the
GSS nechanism there is no way to include the RPCSEC GSS version
nunber in the tokens. So for these reasons this nmethod was not

sel ect ed.
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