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Abstract

The TCP user tineout controls how long transmtted data may remain
unacknow edged before a connection is forcefully closed. It is a

| ocal, per-connection paranmeter. This docunent specifies a new TCP
option -- the TCP User Timeout Option -- that allows one end of a TCP
connection to advertise its current user timeout value. This

i nformati on provides advice to the other end of the TCP connection to
adapt its user timeout accordingly. Increasing the user timnmeouts on
both ends of a TCP connection allows it to survive extended periods
wi t hout end-to-end connectivity. Decreasing the user tineouts allows
busy servers to explicitly notify their clients that they will

mai ntain the connection state only for a short tinme without
connectivity.

Eggert & Gont St andar ds Track [ Page 1]



RFC 5482 TCP User Tineout Option March 2009

Tabl e of Contents

L. INtroduCti ON .. 2
2. CONVENTI ONS ..o 3
3. OpEr Al i ON . 4
3.1. Changing the Local User Tineout ............... .. ..., 5
3.2. UTOOption Reliability ... .. .. 8
3.3, Option FOrmat . ... .. 8
3.4. Reserved Option Values ......... .. .. 9
4. Interoperability ISSUES ... . . 9
4.1, MdAdl eboXes . ... . 9
4.2. TCP Keep- Al i VeS . e 10
5. Programm ng and Manageability Considerations ................... 10
6. Security Considerati ONS . ... ... ...t 10
7. TANA Considerati ONS ... ... e e e e 12
8. ACKknOW edgment S . .. ... 12
9. References . ... ... . .. 12
9.1. Normative References ........... .. . . i 12
9.2. Informative References ......... .. .. . . . .. 13
1. Introduction

The Transni ssion Control Protocol (TCP) specification [ RFC0793]
defines a | ocal, per-connection "user tineout" paraneter that

speci fies the maxi mum anmount of time that transmitted data may renmain
unacknow edged before TCP will forcefully close the correspondi ng
connection. Applications can set and change this paranmeter wth OPEN
and SEND calls. |If an end-to-end connectivity disruption |asts

| onger than the user tineout, a sender will receive no

acknowl edgnents for any transnission attenpt, including keep-alives,
and it will close the TCP connection when the user tineout occurs.

Thi s docunment specifies a new TCP option -- the TCP User Ti neout
Option (UTO -- that allows one end of a TCP connection to advertise
its current user timeout value. This information provides advice to
the other end of the connection to adapt its user tineout
accordingly. That is, TCP remamins free to disregard the advice
provi ded by the UTO option if | ocal policies suggest it to be
appropri at e.

I ncreasing the user tineouts on both ends of a TCP connection all ows
it to survive extended periods w thout end-to-end connectivity.
Decreasing the user tinmeouts allows busy servers to explicitly notify
their clients that they will rmaintain the connection state only for a
short time without connectivity.

Eggert & Gont St andar ds Track [ Page 2]



RFC 5482 TCP User Tineout Option March 2009

In the absence of an application-specified user tinmeout, the TCP
speci fication [ RFC0793] defines a default user timeout of 5 m nutes.
The Host Requirenments RFC [ RFC1122] refines this definition by

i ntroducing two thresholds, RL and R2 (R2 > R1), that control the
nunber of retransmi ssion attenpts for a single segnent. It suggests
that TCP should notify applications when Rl is reached for a segnent,
and cl ose the connection when R2 is reached. [RFCl1122] al so defines
the recommended values for RL (3 retransm ssions) and R2 (100
seconds), noting that R2 for SYN segnments should be at |east 3
mnutes. Instead of a single user timeout, sone TCP inplenentations
offer finer-grained policies. For exanple, Solaris supports
different tineouts dependi ng on whether a TCP connection is in the
SYN- SENT, SYN RECEI VED, or ESTABLI SHED state [ SOLARI S].

Al t hough sone TCP inplenentations allow applications to set their

| ocal user timeout, TCP has no in-protocol nechanismto signa
changes to the local user tinmeout to the other end of a connecti on.
Thi s causes |ocal changes to be ineffective in allow ng a connection
to survive extended periods wthout connectivity, because the other
end will still close the connection after its user timeout expires.

The ability to informthe other end of a connection about the | ocal
user timeout can inprove TCP operation in scenarios that are
currently not well supported. One exanple of such a scenario is
nmobi | e hosts that change network attachment points. Such hosts,
maybe using Mbile IP [RFC3344], H P [ RFC4423], or transport-I|ayer
nmobi lity mechani sns [ TCP_MOB], are only intermttently connected to
the Internet. In between connected periods, nobile hosts nay
experience periods wi thout end-to-end connectivity. Qher factors
that can cause transient connectivity disruptions are high | evels of

congestion or link or routing failures inside the network. 1In these
scenari os, a host may not know exactly when or for how | ong
connectivity disruptions will occur, but it might be able to

determ ne an increased |likelihood for such events based on past
nmobi lity patterns and thus benefit fromusing | onger user tineouts.
In other scenarios, the tine and duration of a connectivity

di sruption may even be predictable. For exanple, a node in space
m ght experience connectivity disruptions due to |ine-of-sight

bl ocki ng by planetary bodies. The timng of these events may be
comput abl e from orbital nechanics.

2. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3. Operation

Use of the TCP User Tinmeout Option can be either enabled on a per-
connection basis, e.g., through an APl option, or controlled by a
systemwi de setting. TCP maintains four per-connection state
variables to control the operation of the UTO option, three of which
(ADV_UTO, ENABLED, and CHANGEABLE) are new.

USER_TI MEQUT
TCP's USER TI MEQUT paraneter, as specified in [ RFC0O793].

ADV_UTO
UTO option advertised to the renote TCP peer. This is an
application-specified value, and nay be specified on a systemwi de
basis. If unspecified, it defaults to the default systemw de
USER TI MEQUT

ENABLED ( Bool ean)
Flag that controls whether the UTO option is enabled for a
connection. This flag applies to both sending and receiving.
Defaults to fal se.

CHANGEABLE ( Bool ean)
Flag that controls whether USER TI MEOQUT (TCP' s USER TI MEQUT
paraneter) may be changed based on an UTO option received fromthe
other end of the connection. Defaults to true and becones fal se
when an application explicitly sets USER _TI MEQUT

Not e that an exchange of UTO options between both ends of a
connection is not a binding negotiation. Transm ssion of a UTO
option is a suggestion that the other end consider adapting its user
timeout. This adaptation only happens if the other end of the
connection has explicitly allowed it (both ENABLED and CHANGEABLE are
true).

Bef ore opening a connection, an application that w shes to use the
UTO option enables its use by setting ENABLED to true. It may choose
an appropriate local UTO by explicitly setting ADV_UTQO ot herw se,
UTOis set to the default USER TI MEQUT value. Finally, the
application should determ ne whether it will allow the | ocal USER

TI MEQUT to change based on received UTO options fromthe other end of
a connection. The default is to allow this for connections that do
not have specific user tineout concerns. |f an application
explicitly sets the USER_TI MEQUT, CHANGEABLE MUST becone false in
order to prevent UTO options (fromthe other end) from overriding

| ocal application requests. Alternatively, applications can set or
cl ear CHANGEABLE directly through APl calls.
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Perform ng these steps before an active or passive open causes UTO
options to be exchanged in the SYN and SYN-ACK packets and is a
reliable way to initially exchange, and potentially adapt to, UTO

val ues. TCP inpl enentati ons MAY provide systemw de default settings
for the ENABLED, ADV_UTO and CHANGEABLE connecti on paraneters.

In addition to exchangi ng UTO options in the SYN segnents, a
connection that has enabl ed UTO options SHOULD i nclude a UTO option
in the first packet that does not have the SYN flag set. This hel ps
to minimze the anount of state information TCP nust keep for
connections in non-synchroni zed states. Also, it is particularly
useful when nechani sms such as " SYN cooki es" [RFC4987] are

i npl enented, allowi ng a new y-established TCP connection to benefit
fromthe informati on adverti sed by the UTO option, even if the UTO
contained in the initial SYN segment was not recorded.

A host that supports the UTO option SHOULD include one in the next
possi bl e out goi ng segnent whenever it starts using a new user timeout
for the connection. This allows the other end of the connection to
adapt its local user timeout accordingly. A TCP inplenentation that
does not support the UTO option MJIST silently ignore it [RFClL122],
thus ensuring interoperability.

Hosts MUST i npose upper and lower limts on the user tineouts they
use for a connection. Section 3.1 discusses user tineout linmts and
potentially problematic effects of sone user tinmeout settings.

Finally, it is worth noting that TCP's option space is linmted to 40
bytes. As a result, if other TCP options are in use, they may

al ready consune all the available TCP option space, thus preventing
the use of the UTO option specified in this docunent. Therefore, TCP
option space issues should be considered before enabling the UTO

opti on.

3.1. Changing the Local User Tinmeout

When a host receives a TCP User Tineout Option, it nust decide

whet her to change the | ocal user tineout of the corresponding
connection. |If the CHANGEABLE flag is false, USER _TI MEQUT MJST NOT
be changed, regardl ess of the received UTO option. Wthout this
restriction, the UTO option would nodify TCP semantics, because an
application-requested USER TI MEQUT coul d be overridden by peer
requests. In this case TCP SHOULD, however, notify the application
about the user timeout value received fromthe other end system
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In general, unless the application on the | ocal host has requested a
speci fic USER TI MEQUT for the connection, CHANGEABLE will be true and
hosts SHOULD adj ust the | ocal TCP USER TI MEQUT (USER_TI MEQUT) in
response to receiving a UTO option, as described in the remi nder of
this section.

The UTO option specifies the user timeout in seconds or ninutes,
rather than in nunber of retransm ssions or round-trip tines (RTTs).
Thus, the UTO option allows hosts to exchange user tineout val ues
from1l second to over 9 hours at a granularity of seconds, and from1l
mnute to over 22 days at a granularity of mninutes.

Very short USER TI MEQUT val ues can affect TCP transm ssions over

hi gh-del ay paths. |If the user tinmeout occurs before an

acknowl edgnent for an outstandi ng segnent arrives, possibly due to
packet |oss, the connection closes. WMany TCP inpl enmentations default
to USER TI MEQUT val ues of a few minutes. Although the UTO option
al | ows suggestion of short tineouts, applications advertising them
shoul d consi der these effects.

Long USER TI MEQUT val ues all ow hosts to tol erate extended peri ods

wi t hout end-to-end connectivity. However, they also require hosts to
mai ntain the TCP state informati on associated wi th connections for
long periods of time. Section 6 discusses the security inplications
of long timeout val ues.

To protect agai nst these effects, inplenentations MJST inpose linits
on the user tineout values they accept and use. The renai nder of
this section describes a RECOMWENDED schene to limt TCP's USER

TI MEQUT based on upper and lower limts.

Under the RECOMMENDED schene, and when CHANGEABLE is true, each end
SHOULD compute the | ocal USER TI MEQUT for a connection according to
this forml a:

USER TI MEOUT = nmin(U LIMT, max(ADV_UTO, REMOTE_UTO, L_LIMT))
Each field is to be interpreted as foll ows:
USER_TI MEQUT
USER TI MEQUT val ue to be adopted by the local TCP for this
connecti on.
ULIMT

Current upper limt inmposed on the user tinmeout of a connection by
the [ ocal host.

Eggert & Gont St andar ds Track [ Page 6]



RFC 5482 TCP User Tineout Option March 2009

ADV_UTO
User timeout advertised to the renote TCP peer in a TCP User
Ti meout QOpti on.

REMOTE_UTO
Last user tinmeout value received fromthe other end in a TCP User
Ti meout QOpti on.

LLIMT
Current lower |imt inposed on the user tineout of a connection by
the | ocal host.

The RECOMVENDED forrmula results in the nmaxi mum of the two adverti sed
val ues, adjusted for the configured upper and lower linits, to be
adopted for the user timeout of the connection on both ends. The
rationale is that choosing the maxi mumof the two values will let the
connection survive |longer periods w thout end-to-end connectivity.

If the end that announced the |ower of the two user tineout val ues
did so in order to reduce the anpunt of TCP state information that
must be kept on the host, it can close or abort the connection
whenever it wants.

It must be noted that the two endpoints of the connection will not
necessarily adopt the same user timnmeout.

Enforcing a lower limt (L_LIMT) prevents connections from cl osing
due to transient network conditions, including tenporary congestion,
mobi ity hand-offs, and routing instabilities.

An upper limt (ULIMT) can reduce the effect of resource exhaustion
attacks. Section 6 discusses the details of these attacks.

Note that these limits MAY be specified as systemw de constants or

at other granularities, such as on per-host, per-user, per-outgoing-
interface, or even per-connection basis. Furthernore, these limts
need not be static. For exanple, they MAY be a function of system

resource utilization or attack status and could be dynam cally

adapt ed.

The Host Requirenments RFC [ RFC1122] does not inpose any linits on the
Il ength of the user tineout. However, it recommends a tinme interva

of at |east 100 seconds. Consequently, the lower limt (L_LIMT)
SHOULD be set to at |east 100 seconds when follow ng the RECOMVENDED
schenme described in this section. Adopting a user timnmeout smaller
than the current retransnission tinmeout (RTO for the connection
woul d |i kely cause the connection to be aborted unnecessarily.
Therefore, the lower linmt (L_LIMT) MJST be |arger than the current
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retransm ssion tinmeout (RTO for the connection. It is worth noting
that an upper linit nmay be inposed on the RTO, provided it is at
| east 60 seconds [ RFC2988].

3.2. UTO Option Reliability

The TCP User Tineout Option is an advisory TCP option that does not
change processing of subsequent segnents. Unlike other TCP options,
it need not be exchanged reliably. Consequently, the specification
does not define a reliability handshake for UTO option exchanges.
When a segment that carries a UTO option is lost, the other end will
sinmply not have the opportunity to update its | ocal USER TI MEQUT

| npl ement ati ons MAY inpl ement | ocal nechanisns to inprove delivery
reliability, such as retransmitting a UTO option when they retransmt
a segnent that originally carried it, or "attaching" the option to a
byte in the streamand retransmitting the opti on whenever that byte
or its ACK are retransm tted.

It is inportant to note that although these nmechani sns can inprove
transnission reliability for the UTO option, they do not guarantee
delivery (a three-way handshake would be required for this).
Consequent |y, inplenentations MJST NOT assume that UTO options are
transmtted reliably.

3.3. Option Format

Sending a TCP User Tineout Option infornms the other end of the
connection of the current |ocal user tineout and suggests that the
other end adapt its user tinmeout accordingly. The user tineout val ue
included in a UTO option contains the ADV_UTO val ue that is expected
to be adopted for the TCP s USER Tl MEQUT paraneter during the
synchroni zed states of a connection (ESTABLI SHED, FIN-WAIT-1, FIN

WAI T-2, CLOSE-WAIT, CLOSING or LAST-ACK). Connections in other
states MJUST use the default tineout values defined in [RFCO793] and

[ RFC1122] .

0 1 2 3
01234567890123456789012345678901
il aT T T S S S S S i ot SR S YR S S T ot S S
| Kind = 28 | Length =4 | Q§ User Ti meout |
il aT T T S S S S S i ot SR S YR S S T ot S S

(One tick nmark represents one bit.)

Figure 1: Format of the TCP User Tineout Option
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Figure 1 shows the format of the TCP User Tineout Option. It
contains these fields:

Kind (8 bits)
This MJUST be 28, i.e., the TCP option nunber [RFC0793] that has
been assigned by I ANA (see Section 7).

Length (8 bits)
Length of the TCP option in octets [RFCO793]; its value MJST be 4.

Granularity (1 bit)
Granularity bit, indicating the granularity of the "User Tineout"
field. Wen set (G=1), the tine interval in the "User Tineout"
field MIUST be interpreted as mnutes. Oherwise (G=0), the tine
interval in the "User Tinmeout" field MJST be interpreted as
seconds.

User Timeout (15 bits)
Specifies the user tinmeout suggestion for this connection. It
MJUST be interpreted as a 15-bit unsigned integer. The granularity
of the timeout (m nutes or seconds) depends on the "G' field.

3.4. Reserved Option Val ues

A TCP User Tineout Option with a "User Tinmeout"” field of zero and a
"Granularity" bit of either mnutes (1) or seconds (0) is reserved
for future use. Current TCP inplenentations MIUST NOT send it and
MJST ignore it upon reception

4. Interoperability Issues

This section discusses interoperability issues related to introducing
the TCP User Tineout Option.

4.1. M ddl eboxes

A TCP inplenentation that does not support the TCP User Ti neout
Option MIST silently ignore it [RFCl1122], thus ensuring
interoperability. In a study of the effects of m ddl eboxes on
transport protocols, Medina et al. have shown that the vast mgjority
of nmodern TCP stacks correctly handl e unknown TCP options [ MEDI NA]
In this study, 3% of connections failed when an unknown TCP option
appeared in the niddle of a connection. Because the nunber of
failures caused by unknown options is snall and they are a result of
incorrectly inplenented TCP stacks that violate existing requirenents
to ignore unknown options, they do not warrant special neasures.
Thus, this docunent does not define a mechanismto negotiate support
of the TCP User Tineout Option during the three-way handshake.
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| mpl enent ati ons may want to exchange UTO options on the very first
data segnents after the three-way handshake to deternine if such a

m ddl ebox exists on the path. Wen segnents carrying UTO options are
persistently lost, an inplenentation should turn off the use of UTO
for the connection. When the connection itself is reset, an

i npl ementation may be able to transparently re-establish another
connection instance that does not use UTO before any application data
has been successfully exchanged.

Stateful firewalls usually tine out connection state after a period

of inactivity. |If such a firewall exists along the path, it may
cl ose or abort connections regardl ess of the use of the TCP User
Ti meout Option. In the future, such firewalls may |learn to parse the

TCP User Tineout Option in unencrypted TCP segnments and adapt
connection state managenment accordingly.

4.2. TCP Keep-Alives

Sone TCP inpl enentations, such as those in BSD systens, use a
different abort policy for TCP keep-alives than for user data. Thus,
the TCP keep-alive nmechani sm m ght abort a connection that would

ot herwi se have survived the transient period w thout connectivity.
Therefore, if a connection that enabl es keep-alives is also using the
TCP User Tineout Option, then the keep-alive tinmer MJST be set to a
val ue larger than that of the adopted USER TI MEQUT

5. Programmi ng and Manageability Considerations

The | ETF specification for TCP [ RFC0793] includes a sinple, abstract
application progranming interface (API). Sinilarly, the APl for the
UTO extension in Section 3 is kept abstract. TCP inplenentations,
however, usually provide nore conplex and feature-rich APls. The
"socket" APl that originated with BSD Uni x and is now standardi zed by
PCSI X is one such exanple [POSIX]. It is expected that TCP

i npl enent ati ons that choose to include the UTO extension will extend
their APl to allow applications to use and configure its paraneters.

The M B objects defined in [ RFC4022] and [ RFC4898] al | ow managenent
of TCP connections. It is expected that revisions to these docunents
will include definitions of objects for managi ng the UTO extension
defined in this docunent.

6. Security Considerations
Lengt heni ng user tinmeouts has obvious security inplications.
Fl oodi ng attacks cause denial of service by forcing servers to comit

resources for maintaining the state of throw away connecti ons.
However, TCP inplenentati ons do not becone nore vul nerable to sinple
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SYN fl oodi ng by inplenmenting the TCP User Tinmeout Option, because
user timeouts exchanged during the handshake only affect the
synchroni zed states (ESTABLI SHED, FIN-WAIT-1, FIN-WAIT-2, CLOSE-WAIT,
CLOSI NG, LAST- ACK), which sinple SYN floods never reach

However, when an attacker conpletes the three-way handshakes of its
t hrow away connections, it can anplify the effects of resource
exhausti on attacks because the attacked server nust maintain the
connection state associated with the throw away connections for

| onger durations. Because connection state is kept |onger, |ower-
frequency attack traffic, which may be nore difficult to detect, can
al ready exacerbate resource exhausti on.

Several approaches can help nmitigate this issue. First,

i npl erentations can require prior peer authentication, e.g., using

| Psec [ RFC4301] or TCP-MD5 [ RFC2385], before accepting |ong user
timeouts for the peer’s connections. (Inplenmentors that decide to
use TCP-MD5 for this purpose are encouraged to nonitor the

devel opnent of TCP-AO [ AUTH OPT], its designated successor, and
update their inplenmentation when it is published as an RFC.) A
simlar approach is for a host to start accepting |ong user tinmeouts
for an established connection only after in-band authentication has
occurred, for exanple, after a TLS handshake across the connection
has succeeded [ RFC5246]. Although these are arguably the nost

conpl ete sol utions, they depend on external nechanisns to establish a
trust relationship.

A second alternative that does not depend on external nechanisns
woul d introduce a per-peer limt on the nunber of connections that
may use increased user tineouts. Several variants of this approach
are possible, such as fixed limts or shortening accepted user
timeouts with a rising nunber of connections. Although this
alternative does not elimnate resource exhaustion attacks froma
single peer, it can limt their effects. Reducing the nunber of

hi gh- UTO connections a server supports in the face of an attack turns
that attack into a denial-of-service attack against the service of

hi gh- UTO connecti ons.

Per-peer linmts cannot protect against distributed denial-of-service
attacks, where nmultiple clients coordinate a resource exhaustion
attack that uses long user tineouts. To protect against such
attacks, TCP inplenentations could reduce the duration of accepted
user timeouts with increasing resource utilization

TCP i npl enent ati ons under attack may be forced to shed | oad by
resetting established connections. Some |oad-shedding heuristics,
such as resetting connections with long idle tines first, can

negati vely affect service for intermttently connected, trusted peers
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9.

9.

1.

that have suggested | ong user tineouts. On the other hand, resetting
connections to untrusted peers that use |long user tineouts may be
effective. 1In general, using the peers’ level of trust as a
paranet er during the | oad-sheddi ng deci sion process may be usef ul
Note that if TCP needs to close or abort connections with a long TCP
User Timeout Option to shed | oad, these connections are still no
worse off than wi thout the option

Finally, upper and lower limts on user tineouts, discussed in
Section 3.1, can be an effective tool to linmit the inpact of these
sorts of attacks.

| ANA Consi der ati ons
This section is to be interpreted according to [ RFC5226].

Thi s docunent does not define any new nanespaces. | ANA has all ocated
a new 8-bit TCP option nunber (28) for the UTO option fromthe "TCP
Option Kind Nunbers" registry maintained at http://ww.iana. org.
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