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Abstract

Thi s docunment specifies the architecture for nobile email, as

descri bed by the Open Mbile Alliance (OVA), using Internet Mai
protocols. This architecture was an inportant consideration for nuch
of the work of the LEMONADE (Enhancenents to Internet email to
Support Diverse Service Environnents) working group in the | ETF.

Thi s docunent al so describes how the LEMONADE architecture neets

OW' s requirenents for their Mbile Email (MEM service.
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1. Introduction

Thi s docunment describes the architecture of OVA Mobile Email (NMVEM
using Internet Mail protocols defined by the | ETF. The LEMONADE

wor ki ng group has enhanced many of these protocols for use in the
nmobi | e environnent. The LEMONADE profile [PROFILE] and its revision,
[ PROFI LE- bi s], sunmarize such protocols and protocol use. This
docunent shows how the OVA MEM Requi renments docunent [MEMreq], OVA
MEM Architecture [ MEMarch], and OMA MEM Techni cal Specification
[MEMts] relate to the work of LEMONADE in the |ETF.

2. OVA Mobile Email (MEM

The OVA Mobile Email (MEM sub-working group has spent some tine
studying the requirenents and architecture of nobile email. |ETF
LEMONADE has been liaising with them and has based nuch of its
Internet Mail enhancenents on their input. This section sumarizes
t he output of the QOVA

2.1. OVA MEM Requi renents
The OVA MEM activity collected a set of use cases and derived
requirements for a Mobile Email (MEM enabler. The OVA MEM

Requi rement s docunent [MEM req] sunmarizes this work. Sone
requirenents relate to email protocols, sone involve other OVA
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technol ogi es outside the scope of the |ETF, and sone relate to
i npl erentations and nornative interoperability statenments for clients
and servers.
2.2. QOVA MEM Architecture
This section introduces the OVA MEM Architecture
2.2.1. QOVA MEM Logical Architecture

The OVA MEM activity has derived a logical architecture fromthe
requi rements and use cases described in [MEMreq]. A sinplification
for illustrative purposes is shown in Figure 1, where arrows indicate
content flows.

| O her |
+---| Mobile |<--+
| | Enablers | |
N (P I
| ME- 4 | ME-3
N v
| | MVE-1 | | | T
| MEM |-------- > MEM | 12 | Email |
| Cient] ME- 2| Server |<---->| Server
|l | <-------- | I | I
N
| ME-5

Figure 1: Basic OVA MEM Logi cal Architecture
Figure 1 identifies the follow ng el enents:

o The MEMclient that inplenents the client-side functionality of
the OVA Mobile Email enabler. 1t is also responsible for
provi ding the nobile email user experience and interface to the
user and storing the email and data to be sent to the MEM server
when not connect ed.

o The MEM server that inplenents the server-side functionality of
the OVA Mobile Email (MEM enabler.

0o The MEM protocol between the MEMclient and MEM server. It is

responsi ble for all the in-band data exchanges that take place
between the MEM client and server in order to update the MEM
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client with email server changes and the email server wi th changes
inthe MEMclient, and in order to send new ermail fromthe enai
server.

0 Oher OVA enablers that are needed to directly support the Mbile

Emaei | enabler. They are out of the scope of the | ETF but may

i ncl ude support for:

* Client provisioning and managenent for over-the-air
installation of the MEMclient on the device, provisioning of
the client settings, and revocation of client privileges.

* Messagi ng enablers for out-of-band notification, where out-of-
band notifications that are server-to-client event exchanges
are not transported by the MEM protocol but via other channels.

* Billing, charging, and so on.

OVA identifies different interfaces:

o Me-1: MEMclient interface to interact via the MEM protocol wth
t he MEM server.

0 MEe-2: Corresponding interface of the MEM server

o Me-3: Qut-of-band MEM server interfaces; for exanple, to support
generation of server-to-client notifications.

o0 Me-4: Qut-of-band MEMclient interfaces (e.g., to receive server-
to-client notifications).

o M5 Interface for managenent of MEM enabl er server settings,
user preferences, and filters, globally and per account.

The MEM server enables an email server. |In a particular

i npl ementation, the enmail server may be packaged with (internal to
it) the MEM server or be a separate conponent. In such cases,
interfaces to the emnil server are out of scope of the OQVA MEM
specifications. |In the present docunent, we focus on the case where

t he backend consists of IETF I MAP and SUBM T servers. However, we

al so discuss the relationship to other cases. The 12 interface is an
OVA notation to designate protocol / interfaces that are not
specified by the MEM enabl er but nay be standardi zed el sewhere.

2.2.2. QOVA MEM Depl oynment |ssues

The OVA MEM Architecture docunment [ MEM arch] further identifies
depl oynment nodel s.
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2.2.2.1. QOVA MEM Proxy

The OVA MEM Architecture docunment [ MEM arch] identifies OVA MEM
server proxies as server conponents that nmay be depl oyed ahead of
firewalls to facilitate firewall traversal

2.2.2.2. QOVA MEM Depl oynent Cases

OVA MEM identifies that each conponent (MEM client, NMEM servers,

ot her enablers, and the email server) may be deployed in different
domai ns, possibly separated by firewalls and ot her network
internediaries. MEM proxies may be involved in front of a firewall
that protects the MEM server dommin

OVA MEM t argets support of configurations where:

o Al conponents are within the sane domain, such as in a nobile
oper at or.

o The MEMclient and other enablers are in the nobile operator
domai n, there is a MEM proxy, and the MEM server and email server
are in the domain of the emnil service provider

o The MEMclient and other enablers as well as a MEM proxy are in
the nobil e operator dommin, and the MEM server and emmil server
are in the domain of the emnil service provider

o The MEMclient and other enablers are in the nobile operator
domain, a MEM proxy is in a third-party service provider domain,
and the MEM server and enmil server are in the domain of the enai
servi ce provider.

0o The MEMclient, other enabler, and MEM server are in the nobile
operator domain, and the email server is in the domain of the
ermai | service provider.

o The MEMclient and other enablers are in the nobil e operator
domain, the MEM server is in a third-party service provider
domai n, and the email server is in the domain of the email service
provi der.

The enmil service provider can be a third-party service provider, a
network service provider, or an enterprise email service.
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2.3. OVA MEM Techni cal Specification

The OVA MEM activity will conclude with a specification for a Mbile
Email (MEM enabler. The ongoing work is in the OVA MEM Techni ca
Specification [MEMts]. LEMONADE is a basis for the nechani sm
However, sone additional details that are outside the scope of the

| ETF wi Il al so be included.

OVA provides ways to perform provisioning via OVA client provisioning
and devi ce managenent. O her provisioning specifications are
avail able (e.g., SMs based).

OVA provi des enablers to support out-of-band notification nechani sns,
filter specifications (such as XDM, and renote deactivate devices,
and to performother non-Internet activities.

3. | ETF LEMONADE Architecture
This section introduces the LEMONADE Architecture.
The | ETF LEMONADE activity has derived a LEMONADE profile

[ PROFI LE-bis] with the logical architecture represented in Figure 2,
where arrows indicate content flows.

_________ | Notification
| Mechani sm

Not i f. A
r ot ocol |

iv)

Figure 2: LEMONADE | ogi cal architecture
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The LEMONADE profile [PROFI LE] assunes:

0o

| MAP protocol [RFC3501], including LEMONADE profil e extensions
[ PROFI LE] .

SUBM T protocol [RFC4409], including LEMONADE profil e extensions.

LEMONADE profile conpliant | MAP store connected to an MIA (Mai
Transfer Agent) via the ESMIP [ EMAIL].

LEMONADE profile conpliant subnit server connected to an MIA,
often via the ESMIP

Qut - of - band server-to-client notifications relying on externa
notification mechanisns (and notification protocols) that may be
out of the scope of the LEMONADE profile.

LEMONADE- aware MJUA (Mail User Agent). Wiile use of out-of-band
notification is described in the LEMONADE profile, support for the
under | ying notifications nmechani snms/protocols is out of the scope
of the LEMONADE specifications.

Further details on the I ETF email protocol stack and architecture can
be found in [MAIL].

3. 1.

Rel ati onshi p between the OVA MEM and LEMONADE Logi cal
Archi tectures

Figure 3 illustrates the mapping of the | ETF LEMONADE | ogi cal
architecture on the OVA MEM | ogi cal architecture.
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| O her_Mb. Enablers

| -mmeTemn e |
_________ | Notification

I

I

I I

| Mechani sm | |
I I

I

I I
I | |
| Notif. | A
| Protocol |
ME- 4 | | | _ME-3_ |
S N I N
| v | I MAP | | LEMONADE | | ESMIP | |
| [ <-------m--- >| | VAP | <-----mmm--- | MTA |
|| MJA || ME-2a | | Store | | | |
[ ||\ ME-1 I I I
| MEM |\ I I I
| dient| \ | | URLAUTH |
| | \SUBM T | |
\ I v I
Vo [
\ | | LEMONADE | | ESMIP | |
---->| Submt [----------- >| MIA |
ME-2b | | Server | | | |
I I I
| MEM Emai | |
| Server Server |
I

N
| ME- 5
I

Fi gure 3: Mappi ng of LEMONADE Logi cal Architecture
onto the OVA MEM Logi cal Architecture

As described in Section 3, the LEMONADE profile assunmes LEMONADE
profile conpliant | MAP stores and SUBM T servers. Because the
LEMONADE profile extends the | MAP store and the SUBM T server, the
nobi | e enabl ement of email provided by the LEMONADE profile is
directly provided in these servers. Mapping to the OVA MEM | ogi cal
architecture for the case considered and specified by the LEMONADE
profile, we logically conmbine the MEM server and enmil server.
However, in LEMONADE we split themlogically into a distinct LEMONADE
nmessage store and a LEMONADE SUBM T server. Me-2 consists of two
interfaces. Me-2a is | MAP extended according to the LEMONADE
profile. Me-2b is SUBM T extended according to the LEMONADE profile.

The MJUA is part of the MEMclient.
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The external notifications mechanismis part of the OVA enablers
specified by the OVA

3.2. LEMONADE Real i zation of OVA MEM wi t h non- LEMONADE- Conpl i ant
Servers

The OVA MEM activity is not limted to enabling LEMONADE- conpl i ant

servers. It explicitly identifies the need to support other
backends. This is, of course, outside the scope of the | ETF LEMONADE
activity.

3.2. 1. LEMONADE Real i zati on of OVA MEM wi t h non- LEMONADE | MAP Servers

Figure 4 illustrates the case of | MAP servers that are not LEMONADE-
conpliant. 1In such case, the |12 interface between the MEM server
conmponents and the | MAP store and SUBM T server are | MAP and SUBM T
wi t hout LEMONADE ext ensi ons.

It is inportant to note the realizations are of a schematic nature
and do not dictate actual inplenentation. For exanple, one could
envi sion col |l ocati ng the LEMONADE MEM enabl er server and the submt
server shown in Figure 4 in a single instantiation of the

i npl enentation. Likew se, we consciously |abel the LEMONADE MEM
enabl er as neither an | MAP proxy nor an | MAP back-to-back user agent.
LEMONADE | eaves the actual inplenentation to the devel oper
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I
_________ | Notification

| | Mechani sm
I I
| Not i f A
| Prot ocol |
I S
I | LEMONADE | [l
v | MAP | MEM | I MAP | NON- LEMONADE | ESMTP | |
| | <--------- >| Enabl er | <------ >| | MAP | <----- > MIA |
| MJA |\ ME-2a | Server | | Store | | |
|l |\ |l I I I
\ I
\ | URLAUTH
\SUBM T |
\ v
\ I I I [l
\ | LEMONADE | SUBM T | NON- LEMONADE | ESMIP | |
-->  MEM | | Submi t | | |
| Enabler |------- >| Ser ver [------ >| MA |
ME-2b | Server | | | | |

Figure 4: Architecture to Support Non- LEMONADE | MAP Servers
with a LEMONADE Real i zati on of an OVA MEM Enabl er

3.2.2. LEMONADE Realization of OVA MEM wi th non-1 MAP Servers
Figure 5 illustrates the cases where the nessage store and submt

servers are not | MAP store or subnit servers. They nay be Post
O fice Protocol (POP3) servers or other proprietary nessage stores.
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_________ | Notification

| | Mechani sm
I I
| Not i f N
| Prot ocol |
I S
I | LEMONADE | I [l
_V__ | MAP | MEM | 2 |Proprietary | ESMIP | |
| | <--------- >| Enabl er | <------ >| Message | <----- > MIA |
| MJA |\ ME-2a | Server | | Store | | |
|l |\ |l I I I
\ I
\ | URLAUTH
\SUBM T |
\ v
\ I I I [l
\ | LEMONADE | 2 |Proprietary | ESMIP | |
-->| MEM | | Submi t | | |
| Enabler |------- >| Ser ver [------ >| MA |
ME-2b | Server | | | | |

Figure 5: Architecture to Support Non-IMAP Servers with a LEMONADE
Real i zati on of OVA MEM Enabl er

| 2 designates proprietary adapters to the backends.

4. Filters and Server-to-Cient Notifications and LEMONADE
OVA MEM Requi rerments [ MEM req] and Architecture [ MEM arch] enphasi ze
the need to provide nechanisns for server-to-client notifications of

email events and filtering. Figure 6 illustrates how notification
and filtering works in the LEMONADE profile [ PROCFILE].
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| Notification

| | Mechani sm
I I
| Notii f. A
| Protocol ------- V'
| | \ >| NF|
|| I R
v | MAP | _ LEMONADE | ESMIP |
| <-------- >| VF| | MAP | DF | <-------- | AF| MIA
MJA |\ ME-2a |-- Store | --- -l |
_____ |\ I | ~
\ O\ | |
\ | URLAUTH
\SUBM T |
\ v
\ T
\ | LEMONADE | ESMIP | |
---->| Submt [-----mmmme - - >| MIA
ME- 2b | Server | | |

Figure 6: Filtering Mechani sm Defined in LEMONADE Architecture
Figure 6, we define four categories of filters:

AF: Admi nistrative Filters - The emmil service provider usually
sets adm nistrative filters. The user typically does not
configure AF. AF applies policies covering content filtering,
virus protection, spamfiltering, etc.

DF: Deposit Filters - Filters that are executed on deposit of new
emails. They can be defined as SIEVE filters [SIEVE]. They can

i ncl ude vacation notices [RFC5230]. As SIEVE filters, one can
admi ni ster them using the SIEVE nmanagenent protocol [ MANAGESI EVE] .

VF: View Filters - Filters that define which emails are visible to
the MJA. View filters can be perforned via | MAP using the
facilities described in [ NOTI FI CATI ONS] .

NF: Notification Filters - Filters that define for what emi
server event an out-of-band notification is sent to the client, as
descri bed in [ NOTI FI CATI ONS]

Refer to the aforenentioned references for inplenentation and
managenent of the respective filters.
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5.

Security Considerations
We note there are security risks associated with:
0 Qut-of-band notifications
o Server configuration by client
o Cient configuration by server
o Presence of MEM proxy servers
0 Presence of MEM servers as internediaries
0 Measures to address the need to traverse firewalls

We refer the reader to the relevant Internet Mail, | MAP, SUBM T, and
Lenpnade docunments for how we address these issues.
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