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Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Copyright Notice

Copyright (c) 2009 IETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunment (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Abstract

The Dynam ¢ Host Configuration Protocol for |Pv6 (DHCPv6) has been
extended with a Leasequery capability that allows a client to request
i nformati on about DHCPv6 bindings. That mechanismis limted to
queries for individual bindings. In sone situations individua

bi ndi ng queries may not be efficient, or even possible. This
docunent expands on the Leasequery protocol, adding new query types
and allowi ng for bulk transfer of DHCPv6 bi nding data via TCP.
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1. Introduction

The DHCPv6 [ RFC3315] protocol specifies a mechanismfor the

assi gnnment of |1Pv6 address and configuration infornation to | Pv6
nodes. |Pv6 Prefix Delegation (PD) for DHCPv6 [ RFC3633] specifies a
nmechani sm for DHCPv6 del egation of |1 Pv6 prefixes and rel ated dat a.
DHCPv6 servers maintain authoritative information including binding
i nformation for del egated | Pv6 prefixes.

The client of a PD binding is typically a router, which then
advertises the delegated prefix to |ocally-connected hosts. The

del egated 1 Pv6 prefix nust be routeable in order to be useful. The
actual DHCPv6 PD client may not be permitted to inject routes into
t he del egating network. In service-provider (SP) networks, for

exanpl e, an edge router typically acts as a DHCPv6 rel ay agent, and
this edge router often has the responsibility to maintain routes
within the service-provider network for clients’ PD bindings.

A DHCPv6 relay with this responsibility requires a nmeans to recover
bi nding information fromthe authoritati ve DHCPv6 server(s) in the
event of replacenent or reboot, in order to restore routeability to
del egated prefixes. The relay may be a network device w thout
adequate | ocal storage to maintain the necessary binding-to-route
data. A DHCPv6 Leasequery protocol [RFC5007] has been devel oped t hat
all ows queries for individual bindings fromthe authoritative DHCPv6
server(s). The individual query mechanismis only useable when the
target binding is known to the requestor, such as upon receipt of
traffic. 1In the case of DHCPv6 Prefix Del egation, the PD binding
data may need to be known before any traffic arrives fromthe client
router. The DHCPv6 relay router may not be able to formi ndividua
queries in such cases.

Thi s docunent extends the DHCPv6 Leasequery protocol to add support
for queries that address these requirenments. At the SP edge there
may be many thousands of del egated prefixes per relay, so we specify
the use of TCP [ RFC4614] for efficiency of data transfer. W specify
a new DHCPv6 option, the Relay Identifier option, to support
efficient recovery of all data associated with a specific relay
agent; we also add a query-type for this purpose. W add query-types
by network segnent and by Renote-ID option value, to assist a relay
that needs to recover a subset of its clients’ bindings.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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DHCPv6 term nology is defined in [RFC3315]. DHCPv6 Leasequery
termnology is defined in [ RFC5007].

3. Protocol Overvi ew

The Bul k Leasequery nechanismis nodel ed on the existing individua
Leasequery protocol in [RFC5007]; nost differences arise fromthe use
of TCP. A Bulk Leasequery client opens a TCP connection to a DHCPv6
server, using the DHCPv6 port 547. Note that this inplies that the
Leasequery client has server |P address(es) available via
configuration or sone other neans, and that it has unicast IP
reachability to the server. No relaying for bulk | easequery is
speci fi ed.

After establishing a connection, the client sends a LEASEQUERY
nmessage containing a query-type and data about bindings it is
interested in. The server uses the query-type and the data to
identify any relevant bindings. |In order to support sone query-
types, servers may have to nmaintain additional data structures or be
able to | ocate bindings based on specific option data. The server
replies with a LEASEQUERY- REPLY nessage, indicating the success or

failure of the query. |If the query was successful, the server
includes the first client’s binding data in the LEASEQUERY- REPLY
nmessage also. If nore than one client’s bindings are being returned,

the server then transmts the additional client bindings in a series
of LEASEQUERY- DATA nessages. |f the server has sent at |east one
client’s bindings, it sends a LEASEQUERY- DONE nmessage when it has
finished sending its replies. The client may reuse the connection to
send additional queries. Each end of the TCP connection can be
closed after all data has been sent.

Thi s specification includes a new DHCPv6 option, the Relay-I1D option
The option contains a DU D (DHCP Unique ldentifier) identifying a
DHCPv6 rel ay agent. Relay agents can include this option in Relay-
Forward nessages they send. Servers can retain the Relay-1D and
associate it with bindings made on behalf of the relay’'s clients. A
relay can then recover binding information about downstreamclients
by using the Relay-ID in a LEASEQUERY nessage. The Relay-1D option
is defined in Section 5.4.1.

Bul k Leasequery supports the queries by IPv6 address and by i ent
DU D as specified in [ RFC5007]. The Bul k Leasequery protocol also
adds several new queries. The new queries introduced here cannot be
used effectively with the UDP Leasequery protocol. Requestors MJST
NOT send these new query-types in [ RFC5007] query nessages.
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Query by Relay ldentifier - This query asks a server for the
bi ndi ngs associated with a specific relay; the relay is identified
by a DU D carried in a Relay-I1D option.

Query by Link Address - This query asks a server for the bindings on
a particular network segnment; the link is specified in the query’'s
I i nk-address field.

Query by Remote ID - This query asks a server for the bindings
associated with a Rel ay Agent Rempte-1D option [ RFC4649] val ue.

4. Interaction between UDP Leasequery and Bul k Leasequery

Bul k Leasequery can be seen as an extension of the existing UDP
Leasequery protocol [RFC5007]. This section tries to clarify the
rel ati onship between the two protocols.

The query-types introduced in the UDP Leasequery protocol can be used
in the Bul k Leasequery protocol. One change in behavior is

i ntroduced when Bul k Leasequery is used. [RFC5007], in sections
4.1.2.5 and 4.3.3, specifies the use of a Cient Link option in
LEASEQUERY- REPLY nessages in cases where mnultiple bindings were
found. When Bul k Leasequery is used, this nechanismis not

necessary: a server returning multiple bindings sinply does so
directly as specified in this docunent. The Cient Link option MJST
NOT appear in Bul k Leasequery replies.

Only LEASEQUERY, LEASEQUERY- REPLY, LEASEQUERY-DATA, and LEASEQUERY-
DONE nessages are all owed over the Bul k Leasequery connection. No

ot her DHCPv6 nessages are supported. The Bul k Leasequery connection
is not an alternative DHCPv6 conmuni cation option for clients seeking
DHCPv6 servi ce.

The new queries introduced in this specification cannot be used with
the UDP Leasequery protocol. Servers that inplenment this
specification and also permt UDP queries MJST NOT accept Bul k
Leasequery query-types in UDP Leasequery messages. Such servers MJST
respond with an error status code of NotAll owed [ RFC5007] .

| mpl enmentors should note that the TCP nmessage fram ng defined in

Section 5.1 is not conpatible with the UDP nessage format. |f a TCP-
framed request is sent as a UDP nessage, it may not be valid, because
protocol fields will be offset by the nmessage-size prefix.
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5. Message and Option Definitions
5.1. Message Framing for TCP

The use of TCP for the Bulk Leasequery protocol permts one or nore
DHCPv6 messages to be sent at a tine. The receiver needs to be able
to determne how | arge each nessage is. Two octets containing the
nmessage size in network byte order are prepended to each DHCPv6
nmessage sent on a Bul k Leasequery TCP connection. The two nessage-
size octets 'frane’ each DHCPv6 nessage.

DHCPv6 nessage framed for TCP

0 1 2 3
01234567890123456789012345678901
R e s o T i i i i S S SR S S e S S S
| nessage- si ze | neg-type |
R e s o T i i i i S S SR S S e S S S
transaction-id | |
T S S T i (e ST Y S S |
I
: options
. (vari abl e)
I

T T T S i S S S S e T T S s i =

nmessage- si ze t he nunber of octets in the nessage that
follows, as a 16-bit integer in network
byt e order.

Al'l other fields are as specified in DHCPv6 [ RFC3315].

5.2. Messages

The LEASEQUERY and LEASEQUERY- REPLY nmessages are defined in

[ RFC5007]. In a Bulk Leasequery exchange, a single LEASEQUERY- REPLY
nmessage is used to indicate the success or failure of a query, and to
carry data that do not change in the context of a single query and
answer, such as the Server-ID and Client-1D options. |If a query is
successful, only a single LEASEQUERY- REPLY nmessage MJUST appear. |If
the server is returning binding data, the LEASEQUERY-REPLY al so
contains the first client’s binding data in an OPTI ON_CLI ENT_DATA
opti on.
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5.2.1. LEASEQUERY- DATA

The LEASEQUERY- DATA nessage carries data about a single DHCPv6
client’s | eases and/or PD bindings on a single link. The purpose of
the nessage is to reduce redundant data when there are multiple

bi ndi ngs to be sent. The LEASEQUERY- DATA nessage MJUST be preceded by
a LEASEQUERY- REPLY nessage. The LEASEQUERY- REPLY carries the query’s
status, the Leasequery’s Cient-1D and Server-1D options, and the
first client’s binding data if the query was successf ul

LEASEQUERY- DATA MUST ONLY be sent in response to a successful
LEASEQUERY, and only if nore than one client’'s data is to be sent.
The LEASEQUERY- DATA nessage’'s transaction-id field MJST natch the
transaction-id of the LEASEQUERY request nessage. The Server-1D
Client-1D, and OPTI ON_STATUS CODE options SHOULD NOT be incl uded:
that data should be constant for any one Bul k Leasequery reply, and
shoul d have been conveyed in the LEASEQUERY- REPLY nessage.

5.2.2. LEASEQUERY- DONE

The LEASEQUERY- DONE nessage indicates the end of a group of rel ated
Leasequery replies. The LEASEQUERY- DONE nessage’ s transaction-id
field MUST match the transaction-id of the LEASEQUERY request
nmessage. The presence of the nmessage itself signals the end of a
stream of reply nessages. A single LEASEQUERY- DONE MUST BE sent
after all replies (a successful LEASEQUERY-REPLY and zero or nore
LEASEQUERY- DATA nessages) to a successful Bul k Leasequery request
that returned at |east one binding.

A server may encounter an error condition after it has sent the
initial LEASEQUERY-REPLY. |In that case, it SHOULD attenpt to send a
LEASEQUERY- DONE wi th an OPTI ON_STATUS_CODE option indicating the
error condition to the requestor. Qher DHCPv6 options SHOULD NOT be
i ncluded in the LEASEQUERY- DONE nessage.

5.3. Query Types

The OPTI ON_LQ QUERY option is defined in [RFC5007]. We introduce the
foll ow ng new query-types: QUERY_BY_RELAY_ | D, QUERY_BY_LI NK_ADDRESS
and QUERY_BY_REMOTE ID. These queries are designed to assist relay
agents in recovering binding data in circunstances where sone or al

of the relay’s binding data has been | ost.

5.3.1. QUERY_BY_RELAY_ ID

This query asks the server to return bindings associated with the
specified relay DU D.
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QUERY_BY_RELAY_I D - The query-options MJST contain an
OPTI ON_RELAY_I D option. If the link-address field is 0::0, the
qguery asks for all bindings associated with the specified relay
DU D If the link-address is specified, the query asks for
bi ndi ngs on that [ink.

5.3.2. QUERY_BY_LI NK_ADDRESS

The QUERY_BY_LI NK_ADDRESS asks the server to return bindings on a
network segment identified by a Iink-address value froma relay’s
Rel ay- Forward nessage.

QUERY_BY_LI NK_ADDRESS - The query’s |ink-address contains an
address a relay may have used in the |ink-address of a Rel ay-
Forward nmessage. The Server attenpts to | ocate bindings on the
same network segnent as the |ink-address.

5.3.3. QUERY_BY_REMOTE_ID

The QUERY_BY_REMOTE_| D asks the server to return bindings associ ated
with a Renpote-1D option value froma relay’ s Rel ay- Forward nessage.
The query-options MJST include a Relay Agent Renote-1D option

[ RFC4649] .

In order to support this query, a server needs to record the nost-
recent Renote-ID option value seen in a Rel ay-Forward nmessage al ong
with its other binding data.

QUERY_BY_REMOTE I D - The query-options MJIST include a Rel ay Agent
Renote- 1D option [ RFC4649]. |If the Server has recorded Renote-1D
values with its bindings, it uses the option's value to identify
bi ndi ngs to return.

5.4. Options
5.4.1. Relay-1D Option

The Relay-1D option carries a DU D [RFC3315]. A relay agent MAY
include the option in Relay-Forward nessages it sends. Cbviously, it
will not be possible for a server to respond to QUERY_BY_RELAY_|ID
queries unless the relay agent has included this option. A relay
SHOULD be able to generate a DU D for this purpose, and capture the
result in stable storage. A relay SHOULD al so all ow the DU D val ue
to be configurable: doing so allows an adninistrator to replace a
rel ay agent while retaining the association between the relay and

exi sting DHCPv6 bi ndi ngs.
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5.

5.

5.

6.

A DHCPv6 server MAY associate Relay-I1D options from Rel ay- Forward
nmessages it processes with prefix del egations and/or |ease bindings
that result. Doing so allows it to respond to QUERY_BY_RELAY_ID
Leasequeri es.

The format of the Relay-ID option is shown bel ow

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| OPTI ON_RELAY_I D | option-1len |
T S o T s T T o S T il sl S T R S i i

DU D
(variabl e | ength)

:|-- B s T T ST e S o I S I I T T sl s S S S +-:|-
opti on-code OPTI ON_RELAY_I D

option-1en Length of DU D in octets.

DUl D The DU D for the relay agent.

St at us Codes

QueryTerminated - Indicates that the server is unable to performa
query or has prenmaturely term nated the query for sone reason (which
shoul d be conmunicated in the text of the nmessage). This may be
because the server is short of resources or is being shut down. The
requestor nay retry the query at a later time. The requestor shoul d
wait at least a short interval before retrying. Note that while a
server may sinply prematurely close its end of the connection, it is
preferable for the server to send a LEASEQUERY- REPLY or LEASEQUERY-
DONE with this status-code to notify the requestor of the condition

Connection and Transmn ssi on Paraneters

DHCPv6 servers that support Bul k Leasequery SHOULD listen for

i nconi ng TCP connections on the DHCPv6 server port 547.

| mpl enent ati ons MAY of fer to make the incoming port configurable, but
port 547 MJST be the default. dient inplenentations SHOULD make TCP
connections to port 547, and MAY offer to nmake the destination server
port confi gurable.

This section presents a table of values used to control Bulk
Leasequery behavior, including recoormended defaults. |nplenentations
MAY make these val ues configurable. However, configuring too-snal
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ti meout values may lead to harnful behavior both to this application
as well as to other traffic in the network. As a result, tineout
val ues snmller than the default val ues are NOT RECOVIVENDED

Par anet er Def aul t Descri ption
BULK_LQ DATA TI MEQUT 300 s Bul k Leasequery data tinmeout
BULK_LQ _MAX_CONNS 10 Max Bul k Leasequery TCP connections

6. Requestor Behavi or
6.1. Connecting

A requestor attenpts to establish a TCP connection to a DHCPv6 server
in order to initiate a Leasequery exchange. |If the attenpt fails,
the requestor MAY retry.

6.2. Forming Queries

After a connection is established, the requestor constructs a
Leasequery nessage, as specified in [ RFC5007]. The query may have
any of the defined query-types, and includes the options and data
required by the query-type chosen. The requestor sends the nmessage
size then sends the actual DHCPv6 nessage, as described in

Section 5. 1.

If the TCP connection becones bl ocked or stops being witeable while
the requestor is sending its query, the requestor SHOULD be prepared
to terminate the connection after BULK LQ DATA TIMEQUT. W neke this
recommendation to allow requestors to control the period of tinme they
are willing to wait before abandoni ng a connection, independent of
notifications fromthe TCP inplenentati ons they may be using.

6.3. Processing Replies

The requestor attenpts to read a LEASEQUERY- REPLY nessage fromthe
TCP connection. |f the TCP connection stops delivering reply data
(if the connection stops being readable), the requestor SHOULD be
prepared to ternminate the connection after BULK LQ DATA TI MEQUT, and
MAY begin retry-processing if configured to do so.

The requestor exam nes the LEASEQUERY- REPLY nessage, and deterni nes
how to proceed. Message validation rules are specified in DHCPv6
Leasequery [RFC5007]. If the reply contains an error status code
(carried in an OPTI ON_STATUS CODE option), the requestor follows the
reconmendations in [ RFC5007]. A successful reply that does not

i ncl ude an OPTI ON_CLI ENT_DATA option indicates that the target server
had no bi ndi ngs matchi ng the query.
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Not e: The Leasequery protocol uses the OPTION_CLI ENT_LINK option as
an indicator that nultiple bindings were present in response to a
single query. For Bul k Leasequery, the OPTION_CLIENT_LINK option is
not used, and MUST NOT be present in replies.

A successful LEASEQUERY- REPLY that is returning binding data includes
an OPTI ON_CLI ENT_DATA opti on and possi bly additional options. |If
there are additional bindings to be returned, they will be carried in
LEASEQUERY- DATA nessages. Each LEASEQUERY- DATA nessage contai ns an
OPTI ON_CLI ENT_DATA option, and possibly other options. A LEASEQUERY-
DATA nessage that does not contain an OPTI ON_CLI ENT_DATA MJUST be

di scar ded.

A single bulk query can result in a |arge nunber of replies. For
exanpl e, a single relay agent might be responsible for routes for

t housands of clients’ del egated prefixes. The requestor MJST be
prepared to receive nore than one LEASEQUERY-DATA with transacti on-
i ds matching a single LEASEQUERY nessage.

The LEASEQUERY- DONE nessage ends a successful Bul k Leasequery request
that returned at |east one binding. A LEASEQUERY-REPLY wi t hout any
bi ndi ngs MJUST NOT be foll owed by a LEASEQUERY- DONE nessage for the
same transaction-id. After receiving LEASEQUERY-DONE from a server,
the requestor MAY close the TCP connection to that server. |If the
transaction-id in the LEASEQUERY- DONE does not match an out st andi ng
LEASEQUERY nessage, the client MJST close the TCP connecti on

6.3.1. Reply Conpletion
The reply to a Bul k Leasequery request is conplete (i.e., no further
nmessages for that request transaction-id will be received) when one
of these conditions is net:

1. if the LEASEQUERY- REPLY nessage had no OPTI ON_CLI ENT_DATA opti on,
when the LEASEQUERY- REPLY is received,

2. else if the LEASEQUERY- REPLY di d have an OPTI ON_CLI ENT_DATA, when
t he correspondi ng LEASEQUERY- DONE nessage i s received,

3. else when the connection is closed.

6.4. Querying Miultiple Servers
A Bul k Leasequery client MAY be configured to attenpt to connect to
and query fromnultiple DHCPv6 servers in parallel. The DHCPv6

Leasequery specification [ RFC5007] includes a discussion about
reconciling binding data received frommultiple DHCPv6 servers.
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6.5. Miltiple Queries to a Single Server

Bul k Leasequery clients may need to nake multiple queries in order to
recover binding information. A requestor MAY use a single connection
to issue nultiple queries. Each query MJST have a uni que
transaction-id. A server MAY process nore than one query at a tinme.
A server that is willing to do so MAY interleave replies to the

mul tiple queries within the stream of reply nessages it sends.
Clients need to be aware that replies for nultiple queries nay be
interleaved within the streamof reply nmessages. Cdients that are
not able to process interleaved replies (based on transaction-id)
MUST NOT send nore than one query at a time. Requestors should be
aware that servers are not required to process queries in parallel
and that servers are likely to linit the rate at which they process
queries from any one requestor.

6.5.1. Exanple

This exanple illustrates what a series of queries and responses m ght
look like. This is only an exanple -- there is no requirenment that
this sequence nust be followed, or that clients or servers nust
support parallel queries.

In the exanpl e session, the client sends four queries after
establ i shing a connection; "xid" denotes a transaction-id in the
diagram Query 1 results in a failure; query 2 succeeds and the
stream of replies concludes before the client issues any new query.
Query 3 and query 4 overlap, and the server interleaves its replies
to those two queri es.
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6.

7.

7.

6.

1.

dient Server

LEASEQUERY xid 1 ----- >
<----- LEASEQUERY- REPLY xid 1 (w error)

LEASEQUERY xid 2 ----- >
<-m - LEASEQUERY- REPLY xid 2
<-m - LEASEQUERY- DATA xid 2
<-m - LEASEQUERY- DATA xid 2
<-m - LEASEQUERY- DONE xi d 2

LEASEQUERY xid 3 ----- >

LEASEQUERY xid 4 ----- >
<-m - LEASEQUERY- REPLY xid 4
<-m - LEASEQUERY- DATA xid 4
<-m - LEASEQUERY- REPLY xid 3
<-m - LEASEQUERY- DATA xid 4
<-m - LEASEQUERY- DATA xid 3
<-m - LEASEQUERY- DONE xi d 3
<-m - LEASEQUERY- DATA xid 4
<-m - LEASEQUERY- DONE xi d 4

d osi ng Connecti ons

The requestor MAY close its end of the TCP connection after sending a
LEASEQUERY nessage to the server. The requestor MAY choose to retain
the connection if it intends to issue additional queries. Note that
this client behavior does not guarantee that the connection will be
avail able for additional queries: the server m ght decide to close

t he connection based on its own configuration

Server Behavi or
Accepting Connections

Servers that inplement DHCPv6 Bul k Leasequery |isten for incom ng TCP
connections. Port numbers are discussed in Section 5.6. Servers
MUST be able to limt the nunmber of currently accepted and active
connections. The value BULK LQ MAX CONNS MJST be the default;

i npl erentati ons MAY pernit the value to be configurable.

Servers MAY restrict Bul k Leasequery connections and LEASEQUERY
nmessages to certain clients. Connections that are not frompermtted
clients SHOULD BE cl osed i mediately, to avoid server connection
resource exhaustion. Servers MAY restrict some clients to certain
query types. Servers MAY reply to queries that are not pernitted
with the Not Al l owed status code [ RFC5007], and/or close the
connecti on.

St app St andar ds Track [ Page 13]



RFC 5460 DHCPv6 Bul k Leasequery February 2009

If the TCP connection becones bl ocked while the server is accepting a
connection or reading a query, it SHOULD be prepared to terninate the
connection after BULK LQ DATA TIMEQUT. W nake this recommendati on
to allow Servers to control the period of time they are willing to
wai t before abandoning an inactive connection, independent of the TCP
i npl enent ati ons they nmay be using.

7.2. Forming Replies

The DHCPv6 Leasequery [ RFC5007] specification describes the initial
construction of LEASEQUERY- REPLY nessages and the processing of
QUERY_BY_ADDRESS and QUERY_BY_CLIENTID. Use of the LEASEQUERY- REPLY
and LEASEQUERY- DATA nessages to carry multiple bindings is described
in Section 5.2. Message transm ssion and framng for TCP is
described in Section 5.1. [If the connection beconmes bl ocked while
the server is attenpting to send reply nessages, the server SHOULD be
prepared to term nate the TCP connection after BULK_LQ DATA TI MEOUT

If the server encounters an error during initial query processing,
before any reply has been sent, it SHOULD send a LEASEQUERY- REPLY
containing an error code in an OPTI ON_STATUS CODE option. This
sighals to the requestor that no data will be returned. |If the
server encounters an error while processing a query that has already
resulted in one or nore reply nmessages, the server SHOULD send a
LEASEQUERY- DONE nessage with an error status. The server SHOULD
close its end of the connection as an indication that it was not able
to conpl ete query processing.

If the server does not find any bindings satisfying a query, it
SHOULD send a LEASEQUERY- REPLY wi t hout an OPTI ON_STATUS_CODE opti on
and wi thout any OPTI ON_CLI ENT_DATA option. Oherw se, the server
sends each binding’s data in a reply nessage. The first reply
message i s a LEASEQUERY- REPLY. The binding data is carried in an
OPTI ON_CLI ENT_DATA option, as specified in [RFC5007] and extended
bel ow. The server returns subsequent bindings i n LEASEQUERY- DATA
nmessages, which can avoid redundant data (such as the requestor’s
Client-1D).

For QUERY_BY_RELAY_ I D, the server |ocates each binding associated
with the query’s Relay-ID option value. 1In order to give a

meani ngful reply to a QUERY_BY _RELAY_ ID, the server has to be able to
mai ntain this association in its DHCPv6 binding data. |If the query’s
link-address is not set to 0::0, the server only returns bindings on
links that could contain that address. |If the |ink-address is not
0::0 and the server cannot find any matching |inks, the server SHOULD
return the Not Configured status in a LEASEQUERY- REPLY.
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For QUERY_BY_LI NK_ADDRESS, the server |ocates each binding associ ated
with the Iink identified by the query’s |ink-address val ue.

For QUERY_BY_REMOTE I D, the server |ocates each binding associ ated
with the query’s Relay Renote-1D option value. |In order to be able
to give nmeaningful replies to this query, the server has to be able
to maintain this association in its binding database. |f the query
nmessage’ s |link-address is not set to 0::0, the server only returns
bi ndi ngs on links that could contain that address. |[|f the |ink-
address is not 0::0 and the server cannot find any matching |inks,
the server SHOULD return the Not Configured status in a LEASEQUERY-
REPLY.

The server sends the LEASEQUERY- DONE nessage as specified in
Section 5. 2.

7.3. Miltiple or Parallel Queries

As discussed in Section 6.5, requestors may want to | everage an

exi sting connection if they need to make nultiple queries. Servers
MAY support reading and processing nmultiple queries froma single
connection. A server MJUST NOT read nore query nessages froma
connection than it is prepared to process sinultaneously.

This MAY be a feature that is adm nistratively controlled. Servers
that are able to process queries in parallel SHOULD of fer
configuration that limts the nunber of sinultaneous queries
permitted fromany one requestor, in order to control resource use if
there are multiple requestors seeking service.

7.4. dosing Connections

The server MAY close its end of the TCP connection after sending its
| ast nmessage (a LEASEQUERY- REPLY or a LEASEQUERY-DONE) in response to
a query. Alternatively, the server MAY retain the connection and
wait for additional queries fromthe client. The server SHOULD be
prepared to limt the nunber of connections it maintains, and SHOULD
be prepared to close idle connections to enforce the limt.

The server MJST close its end of the TCP connection if it encounters
an error sending data on the connection. The server MJST close its
end of the TCP connection if it finds that it has to abort an in-
process request. A server aborting an in-process request MAY attenpt
to notify its clients by using the QueryTerni nated (Section 5.5)
status code. |If the server detects that the client end has been

cl osed, the server MJUST close its end of the connection after it has
fini shed processing any outstanding requests fromthe client.
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8. Security Considerations

The "Security Considerations"” section of [RFC3315] details the
general threats to DHCPv6. The DHCPv6 Leasequery specification

[ RFC5007] describes recommendations for the Leasequery protocol,
especially with regard to rel ayed LEASEQUERY nessages, mnitigation of
packet -fl oodi ng deni al - of -servi ce (DoS) attacks, restriction to
trusted clients, and use of |Psec [RFC4301].

The use of TCP introduces sonme additional concerns. Attacks that
attenpt to exhaust the DHCPv6 server’s avail able TCP connection
resources, such as SYN fl oodi ng attacks, can conpromnise the ability
of legitimate clients to receive service. Mlicious clients who
succeed in establishing connections, but who then send invalid
queries, partial queries, or no queries at all also can exhaust a
server’s pool of available connections. W reconmend that servers
of fer configuration to limt the sources of incom ng connections,
that they linmt the nunber of accepted connections and the nunber of
i n-process queries fromany one connection, and that they limt the
period of tinme during which an idle connection will be |eft open

9. | ANA Consi derations
| ANA has assigned a new value in the registry of DHCPv6 Option Codes:
53 OPTI ON_RELAY_I D
| ANA has assigned a new value in the registry of DHCPv6 Status Codes:
11 QueryTerm nat ed

| ANA has assigned the followi ng values in the registry of DHCPv6
Message types:

16 LEASEQUERY- DONE
17 LEASEQUERY- DATA

| ANA has assigned the followi ng values in the registry of query-types
for the DHCPv6 OPTI ON_LQ QUERY option

3 QUERY_BY_RELAY_ID
4 QUERY_BY_LI NK_ADDRESS
5 QUERY_BY_REMOTE_ | D

The above-nentioned registries are available from
http://ww. i ana. org.
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