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Abstract

I nstant Messaging (IM refers to the transfer of nessages between
users in real-tinme. This docunment provides a nechani sm wher eby
endpoi nts can request Instant Message Disposition Notifications
(I'MDN), including delivery, processing, and display notifications,
for page-node instant nessages.

The Common Presence and I nstant Messaging (CPIM data format
specified in RFC 3862 is extended with new header fields that enable
endpoints to request I MDNs. A new nessage format is also defined to
convey | MDNs.

Thi s docunent al so describes how SIP entities behave using this
ext ensi on.
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1. Introduction

I n many user-to-user nmessage exchange systens, message senders often
wish to know if the human recipient actually received a nmessage or
has the nessage di spl ayed.

El ectronic mail [RFC5321] offers a solution to this need with Message
Di sposition Notifications [RFC3798]. After the recipient views the
nmessage, her mail user agent generates a Message Disposition
Notification, or MDN. The MDN is an email that follows the format
prescri bed by RFC 3798 [ RFC3798]. The fixed format ensures that an
aut omat on can process the nessage.

The Common Presence and I nstant Messaging (CPIM format, Message/ CPI M
[ RFC3862], is a nmessage format used to generate instant nessages.

The Session Initiation Protocol (SIP [RFC3261]) can carry instant
nmessages generated using nessage/ CPIMin SIP MESSAGE requests

[ RFC3428] .

Thi s docunent extends the Message/ CPl M nessage format in rmuch the
same way Message Disposition Notifications extends el ectronic mail
Thi s extension enabl es I nstant Message Senders to request, create,
and send I nstant Message Disposition Notifications (IMDN). This
nmechani sm wor ks for page-node as well as session-npbde instant
nmessages. This docunment only di scusses page-npde. Session-node is
left for future standardi sation efforts.
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This specification defines three categories of disposition types:
"delivery", "processing", and "display". Specific disposition types
provi de nore detailed infornmation. For exanple, the "delivery"
category includes "delivered" to indicate successful delivery and
"failed" to indicate failure in delivery.

2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

This docunent refers generically to the sender of a nessage in the
mascul i ne (he/himhis) and the recipient of the nessage in the

fem nine (she/her/hers). This convention is purely for convenience
and mekes no assunption about the gender of a nessage sender or
recipi ent.

3. Term nol ogy
o IM An Instant Message generated using the Message/ CPIM format .

o |IMN: An Instant Message Disposition Notification generated using
the Message/ CPIM format that carries an | MON XML docunent.

0 Message: An IMor an | MDN generated using the Message/ CPIM format.

o |IMSender: An endpoint (user agent) generating and sending an I M
Al so, the endpoint request IMDNs for an IM Quite often, the IM
Sender is the I MDN Recipient. However, that is not always the
case, since the |IMDN uses the From header in the CPIM nessage.
That value is often the I M Sender’s Address of Record (AOR). This
address may in fact resolve to different user agents.

0 IMRecipient: An endpoint (user agent) that receives IMs. The IM
Reci pi ent, as the node that presumably renders the IMto the user,
generates and sends delivery IMDNs to I Ms, if requested by the IM
Sender and all owed by the I M Reci pi ent.

o Endpoint: An IM Sender or an | M Reci pi ent.

o Internediary: An entity in the network, nost often an application
server (including URI -List and store-and-forward servers), that
forwards an IMto its final destination. Internediaries also can
generate and send processing IMDNs to IMs, if requested by the IM
Sender and al |l owed by policy.
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4.

0 Gateway: An internediary that translates between different IM
systens that use different protocols.

o | MDN payl oad: An XML docunent carrying the disposition
notification information. In this specification, it is of MME
type "message/i nmdn+xmi .

o Disposition type: This specification defines three categories of
di sposition types: "delivery", "processing", and "displ ay".

0 Transport Protocol Message: A SIP or other protocol message that
contains an | M or | NMDN.

Overvi ew

The di agram bel ow shows the basic protocol flow. An |IM Sender
creates an |M adds | MDN request information that the I M Sender is
interested in receiving, and then sends the IM At a certain point
intine, the IMRecipient or an internediary determ nes that the user
or application has received, did not receive, displayed, or otherw se
di sposed of the IM The mechani sm by which an | M Reci pi ent
determnes its user has read an IMis beyond the scope of this
docunent. At that point, the IMRecipient or internediary
automatically generates a notification nessage to the I M Sender.

This notification nessage is the Instant Message Di sposition
Notification (I NMDN).

| 1 M Sender | | I M Recipient |
| I MDN Reci pi ent | | | MDN Sender |

Basi ¢ | MDN Message Fl ow

Note the recipient of an IMDN, in some instances, may not be the IM
Sender. This is specifically true for page-node |IMs where the
Address of Record (AOR) of the I M Sender, which is present in the IM
resolves to a different |ocation or user agent than that from which
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t

he IMoriginated. This could happen, for exanple, if resolving the

AOR results in forking the request to nultiple user agents. For

S
t
t

implicity, the rest of this docunent assunmes that the |IM Sender and
he | MDN Reci pient are the same and therefore will refer to both as
he I M Sender .

Di sposition Types

There are three broad categories of disposition states. They are

d

5.1.

elivery, processing, and display.

Del i very

The delivery notification type indicates whether or not the I M has

b
c

(0]

(0]

5.2.

een delivered to the M Recipient. The delivery notification type
an have the foll owi ng states:

"delivered" to indicate successful delivery.

"failed" to indicate failure in delivery.

"forbidden" to indicate denial for the I M Sender to receive the
requested | MDN. The | M Reci pient can send the "forbidden" state,
but usually it is an internmediary that sends the nessage, if one
configures it to do so. For exanple, it is possible the

adm ni strator has disall owed | MDNs.

"error” to indicate an error in determning the fate of an IM

Pr ocessi ng

The processing notification type indicates that an internedi ary has

p
f

(0]

Bur g

rocessed an IM The processing notification type can have the
ol | owi ng states:

"processed” to indicate that the internmediary has perfornmed its
task on the IM This is a general state of the I M

"stored" to indicate that the internmediary stored the IMfor |later
del i very.

"forbidden" to indicate denial for the IM Sender to receive the
requested IMDN. The "forbidden" state is sent by an intermediary
that is configured to do so. For exanple, the admnistrator has
di sal | owed | MDNs.

"error” to indicate an error in determning the fate of an IM
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5.3. Display

The display notification type indicates whether or not the IM
Reci pi ent rendered the IMto the user. The display notification type
can have the followi ng states:

o "displayed" to indicate that the | M has been rendered to the user

o "forbidden" to indicate denial, by the IMRecipient, for the IM
Sender to receive the requested | MDN

o "error" to indicate an error in determning the fate of an IM

In addition to text, some |IMs may contain audio, video, and still
i mmges. Therefore, the state "displayed" includes the start of
rendering the audio or video file to the user.

Since there is no positive acknow edgenment from the user, one cannot
determne if the user actually read the IM Thus, one cannot use the
protocol described here as a service to prove soneone actually read
the I'M

6. New CPlI M Header Fields
Thi s specification extends the CPIMdata format specified in RFC 3862
[ RFC3862] . A new nanespace is created as well as a nunmber of new
CPI M header fields.

6.1. CPIM Header Field Nanespace
Per CPIM [ RFC3862], this specification defines a new nanespace for
the CPI M extension header fields defined in the follow ng sections.
The nanespace is:
urn:ietf:paranms:indn
As per CPIM[RFC3862] requirenments, the new header fields defined in
the followi ng sections are prepended, in CPlIM nessages, by a prefix
assigned to the URN through the NS header field of the CPI M nessage.
The remai nder of this specification always assunes an NS header field
like this one:
NS: imdn <urn:ietf:parans:indn>.

O course, clients are free to use any prefix while servers and
i nternedi ari es nmust accept any | egal nanmespace prefix specification.
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6.2. Disposition-Notification

The | M Sender MJST include the Disposition-Notification header field
to indicate the desire to receive IMDNs fromthe | M Recipient for
that specific IM Section 10 defines the syntax.

6.3. Message-ID

The | M Sender MJST include the Message-1D header field in the IMfor
whi ch he wishes to receive an IMDN. The Message-1D contains a

gl obal Iy uni que nessage identifier that the I M Sender can use to
correl ate received | MDNs. Because the Message-ID is used by the
sender to correlate IMDNs with their respective I M, the Message-ID
MUST be sel ected so that:

o0 There is a nmininmal chance of any two Message-1Ds accidentally
colliding during the tinme period within which an | MDN m ght be
recei ved.

o It is prohibitive for an attacker who has seen one or nore valid
Message-1Ds to generate additional valid Message-| Ds.

The first requirenment is a correctness requirenent to ensure correct
mat chi ng by the sender. The second requirenment prevents off-path
attackers fromforging IMDNs. 1In order to neet both of these
requirenments, it is RECOMVENDED t hat Message-|Ds be generated using a
cryptographically secure, pseudo-random nunber generator and contain
at | east 64 bits of randommess, thus reducing the chance of a
successful guessing attack to n/ 2764, where n is the nunber of

out standi ng valid nessages.

Wien the | M Sender receives an IMDN, it can conpare its value with
t he val ue of the <nessage-id> el enent present in the | MDN payl oad.

| MDNs al so carry this header field. Note that since the IMDN s
itself an IM the Message-1D of the IMDN will be different than the
Message-I1D of the original IM Section 10 defines the syntax.

6.4. Oiginal-To

An intermediary MAY insert an Oiginal-To header field into the IM
The value of the Original-To field MIUST be the address of the IM
Receiver. The I M Recipient uses this header to indicate the origina
I M address in the IMDNs. The I M Recipient does this by popul ating
the <original-recipient-uri> elenent in the IMDN. The internediary
MUST insert this header if the internediary changes the CPIM To
header field value. The header field MJST NOT appear nore than once
inan IM The internmediary MJIST NOT change this header field val ue
if it is already present. Section 10 defines the syntax.

Burger & Khart abi l St andar ds Track [ Page 8]



RFC 5438 | MDN February 2009

6.5. | VDN Record- Rout e

An intermediary MAY insert an | MDN- Record-Route header field to the
IM This enables the internmediary to receive and process the | MDN on
its way back to the I M Sender. The value of the | MDN- Record-Route
header field MJUST be the address of the internediary. Miltiple | NN
Record- Rout e header fields can appear in an IM Section 10 defines

t he synt ax.

6. 6. | MDN- Rout e

The | MDN- Rout e header field provides routing information by including
one or nore addresses to which to route the IMDN. An internediary
that needs the IMDN to flow back through the sane internmedi ary MJST
add the | MDN- Record- Route header. Wen the | M Recipient creates the
corresponding I MDN, the | M Recipient copies the | MDN- Record- Rout e
headers into correspondi ng | MODN- Rout e header fields. Section 10
defines the syntax.

7. Endpoi nt Behavi our
7.1. | M Sender
7.1.1. Constructing Instant Messages

An IMis constructed using the CPIM nmessage format defined in RFC
3862 [ RFC3862] .

7.1.1.1. Adding a Message-|D Header Field

If the I M Sender requests the reception of | MDNs, the I M Sender MJUST
i nclude a Message-1D header field. This header field enables the IM
Sender to nmatch any IMDNs with their corresponding I Ms. See

Section 6.3 for Message-| D uni queness requirenents.

7.1.1.2. Adding a DateTine Header Field

Sone devices are not able to retain state over |ong periods. For
exanpl e, nobile devices may have nenory or battery linmits. Such
limts mean these devices may not be able to, or may choose not to,
keep sent nessages for the purposes of correlating IMDNs with sent
IMs. To nake sonme use of IMDN in this case, we add a tine stanp to
the IMto indicate when the user sent the nmessage. The IMDN returns
this tine stanp to enable the user to correlate the IMwith the | VDN
at the human level. W use the DateTinme CPIM header field for this
purpose. Thus, if the I M Sender would like an | MDN, the I M Sender
MUST i ncl ude the DateTi ne CPI M header field.
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7.1.1.3. Adding a Disposition-Notification Header Field

The Disposition-Notification conveys the type of disposition
notification requested by the | M Sender. There are three types of

di sposition notification: delivery, processing, and display. The
delivery notification is further subdivided into failure and success
delivery notifications. An |IM Sender requests failure delivery
notification by including a Disposition-Notification header field

with value "negative-delivery". Simlarly, a success notification is
requested by including a Disposition-Notification header field with
val ue "positive-delivery". The IM Sender can request both types of

delivery notifications for the sane IM

The I M Sender can request a processing notification by including a
Di sposition-Notification header field with value "processing".

The | M Sender can al so request a display notification. The IM Sender
MUST i nclude a Disposition-Notification header field with the val ue
"di splay" to request a display | MDN

The absence of this header field or the presence of the header field
with an enpty value indicates that the I M Sender is not requesting
any |MDNs. Disposition-Notification header field values are conma-
separated. The I M Sender MAY request nore than one type of |NMDN for
asingle IM

Fut ure extensions may define other disposition notifications not
defined in this docunent.

Section 10 describes the formal syntax for the Disposition-
Notification header field. The following is an exanple CPIM body of
an | Mwhere the I M Sender requests positive and negative delivery
notifications, but not display notification or processing
notifications:

From Alice <imalice@xanple.conpr

To: Bob <i m bob@xanpl e. conr

NS: imdn <urn:ietf:parans:indn>

i mdn. Message- | D. 34j k324

Dat eTi ne: 2006- 04- 04T12: 16: 49- 05: 00

i mdn. Di sposition-Notification: positive-delivery, negative-delivery
Content-type: text/plain

Content-length: 12

Hello World
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7.1.2. WMatching IMs with | MDNs

An | M Sender matches an IMDN to an | M by matching the Message-1D
header field value in the IMwith the <nmessage-id> elenent value in
the body of the IMDN. |If the IMwas delivered to nultiple

reci pients, the I M Sender uses the <recipient-uri> elenent and the
<original-recipient-uri> elenent in the XM. body of the I MDN it
received to determine if the IMwas sent to nultiple recipients and
to identify the I M Recipient that sent the | NDN.

An I M Sender can deternine an IMDN is a disposition notification by
noting if the Content-Disposition in the IMDNIis "notification".

Thi s does nmean the | M Sender MJST understand the Content-Di sposition
M ME header in CPIM nessages.

7.1.3. Keeping State

Thi s specification does not mandate the I M Sender to keep state for a
sent | M

Once an I M Sender sends an | M containing an | MDN request, it MAY
preserve the | Mcontext (principally the Message-1D), other user-
identifiable informati on such as the | M subject or content, and the
date and tinme it was sent. Wthout preservation of the I M context,
the IM Sender will not be able to correlate the IMDNwith the IMit
sent. The IM Sender nmay find it inpossible to preserve IMstate if
it has limted resources or does not have non-vol atile nmenory and
then | oses power.

There is, however, the concept of a "Sent Itens" box in an
application that stores sent IMs. This "Sent Itenms" box has the
necessary informati on and may have a fancy user interface indicating
the state of a sent IM A unique Message-I1D for this purpose proves
to be useful. The length of tinme for itens to remain in the "Sent
Items"” box is a user choice. The user is usually free to keep or
delete itenms fromthe "Sent Itens" box as she pleases or as the
menory on the device reaches capacity.

Clearly, if an I M Sender loses its sent itens state (for exanple, the
user deletes itens fromthe "Sent Itenms" box), the client may use a
different display strategy in response to apparently unsolicited

| MDNs.

This specification also does not nmandate an | M Sender to run any

timers waiting for an IMDN. There are no tine limts regardi ng when
| MDNs may be received.
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| MDNs may | egitimately never be received, so the time between the
sending of an IMand the generation and ultimate recei pt of the | MDN
may sinply take a very long time. Sone clients nay choose to purge
the state associated with the sent IM This is the reason for adding
the time stanp in the IMand having it returned in the IMDN. This

gi ves the user sonme opportunity to renenber what | Mwas sent. For
exanmple, if the IMDN indicates that the IMthe user sent at 2 p.m

| ast Thursday was delivered, the user has a chance to renmenber that
they sent an IMat 2 p.m |ast Thursday.

7.1.4. Aggregation of | NMDNs

An I M Sender may send an IMto multiple recipients in one Transport
Protocol Message (typically using a URI-List server [RFC5365]) and
request IMDNs. An |IM Sender that requested | MDNs MJUST be prepared to
receive nultiple aggregated or non-aggregated | MDNs. See Section 8.3
for details.

7.2. |1 M Reci pi ent
7.2.1. Constructing | MDNs

| M Reci pi ents exam ne the contents of the Disposition-Notification
header field of the CPI M nessage to determine if the recipient needs
to generate an INMDN for that IM Disposition-Notification header
fields of CPI M nessages can include one or nore values. |IM

Reci pients may need to generate zero, one, or nore IMDNs for that IM
for exanple, a delivery notification as well as a display
notification. 1In this case, the I M Recipient MIST be able to
construct nultiple IMDNs per IM  An | M Recipi ent MJUST NOT construct
nmore than one | MDN per disposition type. That is, it nust not
generate a delivery notification indicating "delivered" followed by a
delivery notification indicating "failed" for the sane IM |If the IM
Sender requested only failure notifications and the I M was
successfully delivered, then no IMDNs will be generated. |If the IM
Reci pi ent does not understand a value of the Disposition-Notification
header field, the I M Recipient ignores that val ue.

The I M Reci pi ent MJUST NOT generate "processing” notifications.
A Di sposition-Notification header field MJST NOT appear in an | MDN
since it is forbidden to request an IMDN for an IMDN. An | M Sender

MUST ignore a delivery notification request in an IMDN if present.
The I M Sender MJST NOT send an | MDN for an | VDN.
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An | MDN MJUST contain a Message-1D header field. The sanme rul es of
uni queness for the Message-1D header field that appears in an I M
apply to an IMDN. The Message-ID header field in the IMDN is
different and unrelated to the one in the IM

An | M may contain an | MDN- Record- Route header field (see Section 8
for details). |If |INMDN Record-Route header fields appear in the IM
the | M Reci pi ent constructing the | MODN MJUST copy the contents of the
| MDN- Recor d- Rout e header fields into | MON-Route header fields in the
| MDN and maintain their order. The IMDNis then sent to the URl in
the top | MDN-Route header field. | MDN Record-Route header fields do
not make sense in an I MDN and therefore MJUST NOT be placed in an

| MDN. | MDN Recipients MJST ignore it if present.

If there is no | MDN- Record- Route header field, the I M Recipient MJIST
send the IMDN to the URI in the From header field.

As stated in CPIM|[RFC3862], CPIM nessages nay heed to support M Me
headers other than Content-type. |M Recipients MJIST insert a
Content-Di sposition header field set to the value "notification"
This indicates to the I M Sender that the nessage is an IMDN to an IM
it has earlier sent.

7.2.1.1. Constructing Delivery Notifications

The | M Reci pi ent constructs a delivery notification in a simlar
fashion as an IM using a CPIM body [ RFC3862] that carries a

Di sposition Notification XM. docunment formatted according to the
rules specified in Section 11. The MM type of the Disposition
Notification XM. docunent is "nessage/imin+xm ",

Section 10 defines the scherma for an | MDN
The following is an exanple CPIM body of an | NDN

From Bob <i m bob@xanpl e. con®
To: Alice <imalice@xanple.conpr
NS: imdn <urn:ietf:parans:indn>

i mdn. Message- | D. d834ji ed93rf
Content -type: nessage/i ndn+xm
Content-Di sposition: notification
Cont ent - | engt h:

<?xm version="1.0" encodi ng="UTF-8"?>
<imdn xm ns="urn:ietf:paranms: xm :ns:indn">
<message-i d>34j k324 </ nessage-i d>
<dat et i me>2008- 04- 04T12: 16: 49- 05: 00</ dat et i ne>
<reci pi ent-uri > m bob@xanpl e. conx/reci pi ent-uri>
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<original -recipient-uri

>i m bob@xanpl e. conx/ ori gi nal -reci pi ent-uri>
<del i very-notification>

<status>

<del i vered/ >

</ status>

</ delivery-notification>
</i min>

7.2.1.2. Constructing Display Notifications

The | M Reci pi ent constructs a display notification in a sinilar
fashion as the delivery notification. See Section 7.2.1.1 for
detail s.

Section 10 defines the schema for an | VDN
The following is an exanpl e:

From Bob <i m bob@xanpl e. con®
To: Alice <imalice@xanple.conpr
NS: imdn <urn:ietf:parans:indn>

i mdn. Message- | D: dfj Kkl eri ou432333
Content -type: nessage/i ndn+xm
Content-Di sposition: notification
Cont ent - | engt h:

<?xm version="1.0" encodi ng="UTF-8"?>
<imdn xm ns="urn:ietf:paranms: xm :ns:indn">
<message-i d>34j k324 </ nmessage-i d>
<dat et i me>2008- 04- 04T12: 16: 49- 05: 00</ dat et i ne>
<reci pi ent-uri > m bob@xanpl e. conx/reci pi ent-uri>
<original -recipient-uri
>i m bob@xanpl e. conx/ ori gi nal -reci pi ent-uri>
<di spl ay-notification>
<st at us>
<di spl ayed/ >
</ st at us>
</ di spl ay-notification>
</i min>

There are situations where the | M Reci pient cannot deternine if or
when the I M has been displayed. The IMRecipient in this case
generates a display notification with a <status> value of "error" to
indicate an internal error by the server. Note that the I M Recipient
may choose to ignore any | MDN requests and not send any | MDNs. An | M
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Reci pient may not wish to | et a sender know whether or not a
particul ar message has been displayed to her. This could be a per-
nmessage, per-sender, or programed policy choice.

8. Internediary Behavi our

In this context, internmediaries are application servers (including
URI - Li st and store-and-forward servers) and gateways. A gateway is a
server that translates between different | Msystens that use

di fferent protocols.

A URI -List server may change the | M Recipient address fromits own to
the address of the final recipient of that IMfor every copy it nakes
that it sends to the list nenbers (see [ RFC5365] for details). In
this case, if the I M Sender is requesting an IMDN, the internediary
SHOULD add an Original-To header field to the IM populating it with
the address that was in the CPIM To header field before it was
changed. That is, the intermediary popul ates the Oiginal-To header
field with the internediary address. O course, one may configure an
internediary to restrict it fromrewiting or populating the
Oiginal-To field. An internmediary MJST NOT add an Original-To
header field if one already exists. An internediary MAY have an

admi ni strative configuration to not reveal the original Request-URI,
and as such, MJST NOT add an Oigi nal - To header.

An IMreply for a page-node IMis not linked in any way to the
initial IMand can end up at a different user agent from where the
initial I Moriginated, depending on how the recipient URl gets
resolved. Therefore, IMreplies may traverse different
internediaries. An IMDN, on the other hand, needs to traverse the
same internediaries as the IMitself since those internediaries my
be required to report negative delivery notifications if the I Mwas
not delivered successfully. Sone of those internediaries are, for
exanpl e, store-and-forward servers that may report that an I M has
been processed and later report that the IMhas failed to be

del i ver ed.

For the reasons stated above, an internediary MAY choose to renmain on
the path of IMDNs for a specific IM It can do so by adding a CPI M

| MDN- Recor d- Rout e header field as the top | MDN Record- Route header
field. The value of this field MJUST be the internediary’s own
address. An internediary that does not support this extension wl]l
obviously not add the | MDN Record-Route header field. This allows
IMDNs to traverse directly fromthe I M Recipient to the I M Sender
even if the IMtraversed an internediary not supporting this

ext ensi on.
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An intermediary receiving an | MDN checks the top | MDN- Route header

field. |If that header field carries the internedi ary address, the
internediary renmoves that value and forwards the IMDN to the address
indicated in the new top | MON-Route header field. [If no additional

| MDN- Rout e header fields are present, the IMDN is forwarded to the
address in the CPIM To header field.

An intermediary MJUST renove any information about the final
recipients of alist if the list nenbership is not disclosed. The
internedi ary does that by renoving the <recipient-uri> elenent and/or
<original-recipient-uri> elenent fromthe body of the | MDN before
forwarding it to the I M Sender

8.1. Constructing Processing Notifications

Intermediaries are the only entities that construct processing
notifications. They do so only if the | M Sender has requested a
"processing" notification by including a Disposition-Notification
header field with val ue "processing"

The internediary can create and send "processing"” notifications
indicating that an I M has been processed or stored. The internediary
MUST NOT send nore than one IMDN for the same disposition type --
i.e., it must not send a "processing"” notification indicating that an
IMis being "processed” followed by another INMDN indicating that the
sane IMis "stored".

An internediary constructs a "processing" notification in a sinilar
fashion as the I M Recipient constructs a delivery notification. See
Section 7.2.1.1 for details.

The following is an exanpl e:
Content-type: Message/ CPI M

From Bob <i m bob@xanpl e. con®
To: Alice <imalice@xanple.conpr
Content -type: nessage/i ndn+xm
Content-Di sposition: notification
Cont ent - | engt h:

<?xm version="1.0" encodi ng="UTF-8"?>
<imdn xm ns="urn:ietf:paranms: xm :ns:indn">
<message-i d>34j k324 </ nessage-i d>
<dat et i me>2008- 04- 04T12: 16: 49- 05: 00</ dat et i ne>
<reci pi ent-uri > m bob@xanpl e. conx/reci pi ent-uri>
<original-recipient-uri
>i m bob@xanpl e. conx/ ori gi nal -reci pi ent-uri>

Burger & Khart abi l St andar ds Track [ Page 16]



RFC 5438 | MDN February 2009

<pr ocessi ng-notification>
<st at us>
<pr ocessed/ >
</ status>
</ processi ng-notification>
</i mdn>

There are situations where the internediary cannot know the fate of
an IM The intermediary in this case generates a processing
notification with a <status> value of "error"” to indicate so.

8.2. Constructing Delivery Notifications

I ntermedi ari es MAY construct negative delivery notifications. They
do so only if the I M Sender has requested a "negative-delivery"
notification by including a Disposition-Notification header field
with val ue "negative-delivery" AND an error was returned for that I M

The internediary can create and send "negative-delivery"
notifications indicating that an IMhas failed to be delivered. The
i ntermediary MJST NOT send nore than one | MDN for the sane

di sposition type -- i.e., it must not send a "failed" notification
indicating that an IMhas failed followed by another | MDN indicating
that an I MDN is "forbidden".

An internmediary constructs a "negative-delivery" notification nuch
like the M Recipient. See Section 7.2.1.1 for details.

8.3. Aggregation of | MNs
As previously described, URI-List servers are internediaries.

A URI -List server may choose (using local policy) to aggregate | NMDNs
or it may send individual | MONs instead. Wen a URI-List server
receives an I M and decides to aggregate IMDNs, it can wait for a
configurable period of tine or until all recipients have sent the

| MDN, whi chever conmes first, before it sends an aggregated | VDN
Note that some | MDNs, for exanple "displayed" notifications, may
never cone due to user settings. Howlong to wait before sending an
aggregated | MDN and before a URI-List server renoves state for that
IMis an adm ni strator configuration and inplenmentation issue.

A URI - List server MAY choose to send nultiple aggregated I MDNs. A
timer can be started, and when it fires, the URI-List server can
aggregate whatever IMDNs it has so far for that IM send the
aggregated I MDN, and restart the tiner for the next batch. This is
needed for scenarios where the | M Sender has requested nore than one
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| MDN for a specific IM-- for exanmple, delivery notifications as well
as display notifications -- or when the URI-List server is short on
resources and chooses to prioritise forwarding | Ms over | NVDNs.

A second tiner can be running, and when it fires, the state of the I M
is deleted. In this case, the UR -List server consunes any | NDNs
that nmight arrive after that tinme.

Pl ease note the references to tiners in the above paragraphs are not
normative and are only present to hel p descri be one way one mi ght
i mpl enent aggr egati on.

A URI -List server MAY aggregate |IMDNs for the case where the |i st
menbership information is not disclosed. There may be scenari os
where the URI-List server starts sending aggregated | MDNs and
switches to individual ones or visa versa. A tiner firing often may
in fact have that effect.

The aggregated IMDN is constructed using the nultipart/mxed MM
type and including as individual payloads all the I MDNS that were
recei ved as nessage/i ndn+xm .

Bel ow i s an exanpl e of aggregated | MDNs.

From Bob <i m bob@xanpl e. con®

To: Alice <imalice@xanple.conpr

NS: imdn <urn:ietf:parans:indn>

i mdn. Message- | D. d834ji ed93rf

Content-type: nmultipart/m xed;
boundar y="i ndn- boundar y"

Content-Di sposition: notification

Cont ent - | engt h:

--i mdn- boundary
Content -type: nessage/i ndn+xm

<?xm version="1.0" encodi ng="UTF-8"?>
<imdn xm ns="urn:ietf:paranms: xm :ns:indn">
<message-i d>34j k324 </ nmessage-i d>
<dat et i me>2008- 04- 04T12: 16: 49- 05: 00</ dat et i ne>
<reci pi ent-uri > m bob@xanpl e. conx/reci pi ent-uri>
<original-recipient-uri
>i m bob@xanpl e. conx/ ori gi nal -reci pi ent-uri>
<del i very-notification>
<st at us>
<del i vered/ >
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</ status>
</ delivery-notification>
</i mdn>

--i mdn- boundary
Content -type: nessage/i ndn+xm

<?xm version="1.0" encodi ng="UTF-8"?>
<imdn xm ns="urn:ietf:paranms: xm :ns:indn">
<message-i d>34j k324 </ nessage-i d>
<dat et i mre>2008- 04- 04T12: 16: 49- 05: 00</ dat et i ne>
<reci pi ent-uri > m bob@xanpl e. conx/reci pi ent-uri>
<original -recipient-uri
>i m bob@xanpl e. conx/ ori gi nal -reci pi ent-uri>
<di spl ay-notification>
<st at us>
<di spl ayed/ >
</ st at us>
</ di spl ay-notification>
</i min>

--i mdn- boundary
9. ldentifying Messages

Messages are typically carried in a transport protocol |ike SIP

[ RFC3261]. If the payload carried by the transport protocol does not
contain any parts of type Message/CPIM then the nessage is an | M

If the payl oad contains any parts of type Message/ CPIM and none of
those parts contains a payload that is of type "nmessage/inmdn+xnm ",
the message is an IM It is not valid to attenpt to carry both an I M
and an IMDN in a nmultipart payload in a single transport protocol
nessage.

A nmessage is identified as a delivery notification by examning its
contents. The nmessage is a delivery notification if the Content-type
header field present has a value of "nessage/indn+xm ", the Content-
Di sposition header field has a value of "notification", and the

<del ivery-notification> el enent appears in that XM. body.

A nmessage is identified as a processing notification or display
notification in a simlar fashion as a delivery notification. The
difference is that, for a processing notification, the <processing-
notification> el enent appears in the XM. body. For a display
notification, the <display-notification> elenment appears in the XM
body.
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10.

11.

11.

Header Fields Formal Syntax

The followi ng syntax specification uses the nessage header field
syntax as described in Section 3 of RFC 3862 [ RFC3862] .

Header field syntax is described w thout a nanespace qualification.
Following the rules in RFC 3862 [ RFC3862], header field nanes and
ot her text are case sensitive and MJUST be used as given, using
exactly the indicated upper-case and | ower-case letters.

Di sposition-Notification =
"Di sposition-Notification"
[(notify-req *(COWA notify-req))]

notify-req =
("negative-delivery" /[ "positive-delivery" [/
"processing" / "display" / Token) *(SEM disp-notify-parans)

di sp-notify-parans = Ext-param

Message-1 D = "Message-1D" ": " Token
Oiginal-To = "Original-To" ": " [ Formal-nane ] "<" URI ">"
| MDN- Recor d- Rout e =

"| VMDN- Record- Route" ": " [ Formal-name ] "<" URI ">"
| MDN- Route = "I MDN-Route” ": " [ Formal-name ] "<" URI ">"
SEM = *SP ";" *SP ; semcolon
COMVA = *SP "," *SP ; comm

| MDN For nmat
1. Structure of an XM.- Encoded | MDN Payl oad

An | MDN payl oad is an XML docunent [XM.] that MJST be well-forned and
MUST be valid according to schemas, including extension schenas,

avail able to the validater and applicable to the XM. docunent. The

| MDN payl oad MUST be based on XML 1.0 and MJUST be encoded using

UTF- 8.

The schema allows qualified extension elenents in several positions
other than the "urn:ietf:paranms: xm:ns:inmn" nanmespace. To maintain
forwards conpatibility (i.e., newer instance docunents can be used by
exi sting consuners), the new specifications MJST NOT extend the

al | onabl e content of this specification. The backwards conpatibility
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(i.e., existing instance docunents can al so be used by updated, new
consuners) MAY break if there are conflicts with the existing
qual i fi ed nanes of extension elenments and possible future

speci fications. The | ETF MAY specify new extension el enents within
the "sub-nanespace" of "urn:ietf:params:xn:ns:" for this nessage/

i mdn+xnm M ME type.

Possi bl e future specifications can add new el ement definitions with
t he conbi ne="interl eave" pattern. Wen nultiple elenments of this new
type are then all owed, the new definition MJST contain the
<zeroOrMore> cardinality rule. |If the new specification does all ow
only a single new el ement, the <optional> cardinality rule MJST be
used. These cardinality requirenments naintain the backwards
conmpatibility of existing instance docunents with newer consuners.
Al so, the new specification MIST then redefine either the "anyl MDN'
extensi on or the individual extension points that reference it, so
that new el ement definitions do not match with this redefined and
nore limted wildcard pattern

The nanespace identifier for elenments defined by this specification
is a URN [URN], using the nanespace identifier 'ietf’ defined by
[URN_NS] and extended by [IANA]. This urn is:
urn:ietf:parans: xm :ns:indn.

Thi s nanespace decl aration indicates the nanespace on which the | MDN
i s based.

The root elenent is <inmdn>  The <i ndn> el emrent has sub-el enents,
nanely <nessage-id>, <datetinme>, <recipient-uri> <original-

reci pient-uri> <subject> and one of <delivery-notification>,
<processing-notification> or <display-notification> A <status>

al so appears as a sub-el ement of <delivery-notification>,
<processing-notification> and <display-notification> The el enents
are described in detail in the follow ng sections.

<i mdn> can be extended in the future to include new di sposition
notification types or other elenents, as described in Section 11.1.09.

1.1. The <message-id> El enment
The <nessage-id> elenent is nandatory according to the XM. schema and

carries the nessage ID that appeared in the Message-1D header field
of the I'M

Burger & Khart abil St andards Track [ Page 21]



RFC 5438 | MDN February 2009

11.

11.

11.

11.

11.

11.

1.2. The <datetine> El enent

The <datetine> elenent is nandatory and carries the date and tinme the
I Mwas sent (not the IMDN). This infornation is obtained fromthe
Dat eTi ne header field of the I M

1.3. The <recipient-uri> El enent

The <recipient-uri> elenment is optional and carries the URI of the
final recipient. This information is obtained fromthe CPIM To
header field of the IM

1.4. The <original-recipient-uri> El enent

The <original-recipient-uri> elenment is optional and carries the URI
of the original recipient. 1t MJT be present if the IMcarried the
Oiginal-To header field. This information is obtained fromthe
Oiginal-To header field of the I M

1.5. The <subject> El enent

The <subject> elenent is optional. |f present, it MJST carry the
text and | anguage attributes that were in the Subject header field,
if any. This allows for a human-level correlation between an I M and
an IMDN. If there are nore than one Subject header fields in an I M
sel ecting any one of themto place in the I MDN payl oad <subject>
elenment will suffice. The sender then needs to conpare Subject
header fields until a match or not match is determn ned.

1.6. The <delivery-notification> <processing-notification> and
<di spl ay-notificati on> El enents

The appearance of one of the <delivery-notification> <processing-
notification> and <display-notification> elenents is mandatory and
carries the disposition type that the I M Sender requested and is
being reported. It carries the sub-el enent <status>.

1.7. The <status> El ement

The <status> elenment is nandatory and carries the result of the

di sposition request. For notification type <delivery-notification>
it can carry one of the sub-elenents <delivered>, <failed>,

<f orbi dden>, or <error>. For notification type <display-
notification> it can carry one of the sub-el enents <di spl ayed>,

<f orbi dden>, or <error>. For notification type <processing-
notification> it can carry one of the sub-el enents <processed>
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<stored>, <forbidden> or <error>. <forbidden> neans the disposition
was deni ed. <error> means internal server error. The <status>
el enent can al so be extended to carry any other status extension.

11.1.8. M ME Type for | NMDN Payl oad

The M ME type for the I MDN payload is "nessage/inmdn+xm". The | MDN
MJST identify the payload as M M type "nessage/indn+xm " in the
Content -type header field.

11.1.9. The Rel axNG Schema

<?xm version="1.0" encodi ng="UTF-8"?>
<gr anmmar
xm ns="http://rel axng. org/ ns/structure/ 1. 0"
xm ns:a="http://rel axng. org/ ns/conpati bility/annotations/1.0"
dat at ypeLi brary="http: //ww. w3. or g/ 2001/ XM_Schena- dat at ypes"
ns="urn:ietf:paranms: xm :ns:indn">

<start>
<el enent name="i mdn" >
<el enent nanme="nessage-i d">
<data type="token"/>
</ el ement >
<el enent nanme="dateti ne">
<data type="string"/>
</ el ement >
<opti onal >
<el erent nane="recipient-uri">
<data type="anyURl "/ >
</ el ement >
<el emrent nane="original-recipient-uri">
<data type="anyURl "/ >
</ el ement >
<opti onal >
<el enent name="subject">
<data type="string"/>
</ el ement >
</ optional >
</ opti onal >
<choi ce>
<ref name="deliveryNotification"/>
<ref name="di spl ayNotification"/>
<ref name="processingNotification"/>
<enpty/ >
</ choi ce>
<ref nanme="i ndnExt ensi on"/>
</ el ement >
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</start>

<defi ne nanme="deliveryNotification">
<el erent nane="delivery-notification">
<el enent nanme="st at us" >
<choi ce>
<el enent nanme="del i ver ed" >
<enpty/ >
</ el enent >
<el enent nanme="fail ed">
<enpty/ >
</ el enent >
<ref name="comonDi spositionStatus"></ref>
</ choi ce>
<ref nanme="deliveryExtension"/>
</ el enent >
</ el enent >
</ defi ne>

<defi ne nane="di spl ayNotification">
<el erent nane="di spl ay-notification">
<el enent name="st at us" >
<choi ce>
<el enent nane="di spl ayed" >
<enpty/ >
</ el ement >
<ref name="comonDi spositionStatus"></ref>
</ choi ce>
<ref nanme="di spl ayExt ensi on"/ >
</ el ement >
</ el ement >
</ def i ne>

<defi ne nane="processi ngNotification">
<el ement nane="processi ng-notification">
<el enent name="stat us" >
<choi ce>
<el enent name="processed">
<enpty/ >
</ el ement >
<el enent name="stored">
<enpty/ >
</ el ement >
<ref name="comonDi spositionStatus"></ref>
</ choi ce>
<ref name="processi ngExt ensi on"/>
</ el ement >
</ el ement >
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</ defi ne>

<defi ne nane="commonDi spositionStatus">
<choi ce>
<el enent nane="f or bi dden" >
<enpty/ >
</ el ement >
<el enent name="error">

<enpty/ >
</ el enent >
</ choi ce>
</ defi ne>
<!-- <inmdn> extension point for the extension schemas to add

new definitions with the conmbine="interl eave" pattern.
Ext ensi on schemas shoul d add proper cardinalities. For
exanmpl e, the <zeroO More> cardinality should be used if
the extension is to allow nultiple elenments, and the
<optional > cardinality should be used if the extension
is to allow a single optional elenent. -->

<defi ne nanme="i ndnExt ensi on">
<zer oOr Mor e>
<ref name="anyl MDN'/ >
</ zer oOr Mor e>
</ defi ne>

<!-- delivery-notification <status> extension point -->
<defi ne nane="del i ver yExt ensi on" >
<zer oOr Mor e>
<ref name="anyl MDN'/ >
</ zer oOr Mor e>
</ def i ne>

<l-- display-notification <status> extension point -->
<defi ne nane="di spl ayExt ensi on" >
<zer oOr Mor e>
<ref name="anyl NDN'/ >
</ zer oOr Mor e>
</ def i ne>

<! -- processing-notification <status> extension point -->
<defi ne nane="processi ngExt ensi on" >
<zer oOr Mor e>
<ref name="anyl NDN'/ >
</ zer oOr Mor e>
</ def i ne>
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<I-- wildcard definition for conplex elenents (of mxed type)
unqual ified or qualified in the imdn nanmespace.
Ext ensi on schemas MJST redefine this or the
i ndi vidual, previous definitions that use this definition.
In other words, the extension schema MJST reduce the
all owabl e content in order to maintain determnistic
and unanbi guous schemas with the interl eave pattern. -->
<defi ne name="anyl MDN'>
<el enent >
<anyNane>
<except >
<nsNane ns="urn:ietf:paranms: xm :ns:inmn"/>
<nsNanme ns=""/>
</ except >
</ anyNanme>
<ref name="anyExtension"/>
</ el ement >
</ def i ne>

<l-- the rest of the "anyl MDN' wildcard definition -->
<defi ne nane="anyExt ensi on">
<zer oOr Mor e>
<choi ce>
<attribute>
<anyNane/ >
</attribute>
<ref name="any"/>

</ choi ce>
</ zer oOr Mor e>
</ def i ne>
<l-- wildcard type for conplex elenments (of nixed type)

wi t hout any namespace or content restrictions -->
<defi ne name="any">
<el enent >
<anyNane/ >
<zer oOr Mor e>
<choi ce>
<attribute>
<anyNane/ >
</attribute>
<text/>
<ref nanme="any"/>
</ choi ce>
</ zer oOr Mor e>
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</ el enent >
</ defi ne>

</ gr anmmar >

Transporting Messages Using SIP
1. Endpoi nt Behavi our
1.1. Sending Requests

The | M Sender constructs a SI P MESSAGE request using RFC 3428

[ RFC3428]. The Content-type header field indicates the MM type of
t he request payload. Wen using this extension, the Content-type
header field MJST be of MM type "nessage/cpinl' [ RFC3862] for both
IMs and | MDNs. The I M Sender constructs the payl oad according to
Section 7.

The | M Sender constructs a SIP MESSACE request to nultiple recipients
in a simlar manner as a SI P MESSAGE request to a single recipient.
"Mul tipl e-Reci pi ent MESSAGE Requests in SIP'" [RFC5365] describes the
di fferences.

I M Senders can remai n anonynous. For exanple, the sender can set the
SIP From header field of the SIP nmessage to an anonymous URI. As
there is no return address, anonynous |M Senders SHOULD NOT request

di sposition notifications. An IM Recipient MAY ignhore such a request
if the | M Sender is anonynous.

1.2. Sending Responses

An endpoint receiving a SI P MESSAGE request constructs a SIP response
according to RFC 3428 [ RFC3428]. O course, an endpoint will send a
SI P response to the MESSAGE request regardl ess of the type of nessage
(IMor IMDN) it has received or the disposition type for which it has
been asked.

1.3. Receiving Requests
1.3.1. Instant Message

A SI P MESSACGE request is identified as an IMby examning its
contents according to Section 9.

If an | M Reci pient received a SIP MESSAGE request that is an | M
requesting a positive-delivery notification, and that | M Reci pi ent
has constructed and sent a SIP 2xx class response, it MAY generate a
positive-delivery notification after making sure that the | M has been
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delivered to the user or application. A gateway, for exanple, can
generate a 2xx response before the final recipient received the I M
The | M Reci pi ent constructs a positive-delivery notification
according to Section 7.2.1.1. The I M Recipient places the nmessage as
the payload in a SIP MESSAGE request.

If an | M Recipient received a SIP MESSAGE request that is an IM
requesting a negative-delivery, and that | M Reci pi ent has constructed
and sent a 2xx cl ass response, it SHOULD generate a negative-delivery
notification if it learnt that the final recipient or application did
not receive the IM(a gateway, for exanple, can generate a 2xX
response before it has an error response from downstream or before
any internal tinmers fire waiting for a response). The negative-
delivery notification is constructed according to Section 7.2.1.1.
The nmessage is then placed as the payload in a SIP MESSAGE request.

If an I M Recipient received a SIP MESSAGE request that is an I M
requesting a negative-delivery notification, and the I M Reci pi ent has
constructed and sent a non-2xx final response, it MJST NOT generate a
negati ve-delivery notification.

If an | M Recipient received a SIP MESSAGE request that is an IM
requesting a display notification, and that | M Recipient has
constructed and sent a SIP 2xx class response, it MAY generate a

di splay notification after making sure that the I M has been presented
to the user or application. It is outside the scope of this docunent
to discuss how a determ nation can be made whether the | M has been
read. Note that the decision whether or not to send a display
notification can be left to the user. An application may allow a
user to configure such a choice. The |IM Recipient constructs the

di splay notification according to Section 7.2.1.2. The |IM Reci pi ent
pl aces the nessage as the payload in a SIP MESSAGE request.

For I MDNs, the | M Recipient populates the SIP Request-URI and the SIP
To header field using the address that appeared in the SIP From
header field in the IM

1.3.2. Delivery Notification

A SIP MESSAGE request is identified as a delivery notification by
exam ning its contents according to Section 9.

1.3.3. Display Notification

A SIP MESSACGE request is identified as a display notification by
exam ning its contents according to Section 9.
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2. Intermedi ary Behavi our

In this context, internediaries include application servers
(including URI-List and store-and-forward servers) and gateways. SIP
Proxi es MJUST NOT generate | MDNs but MJST forward them|i ke any other
SI P request.

Internedi aries forward a SIP MESSAGE request to multiple recipients
according to [ RFC5365] .

If an internediary receives an IM the internediary exam nes the
body. |If the body is of type "nessage/cpini, the internediary then
| ooks for a Disposition-Notification CPIM header field in the
message. |If the Disposition-Notification CPIM header field has
either the value "positive-delivery" or "negative-delivery", and, in
processing the IM the internmediary generates a SIP 2xx cl ass
response to the MESSAGE request, then the internediary perfornms the
foll owi ng acti ons.

If the Disposition-Notification header field contains a val ue of
"positive-delivery", the intermediary MJST NOT generate a delivery
notification if it receives a SIP 2xx class response for the sent | M
Just because a downstreamentity received a MESSAGE request does not
mean the nmessage was relayed to its ultinmate destination or was
delivered. Thus, the intermediary cannot say delivery occurred just
because it received a 2xx response.

If the Disposition-Notification header field contains a val ue of
"negative-delivery", the intermediary SHOULD generate a delivery
notification if it receives a SIP 4xx, 5xx, or 6xx class fina
response for the sent IM If it has received a SIP 2xx cl ass
response followed by a negative-delivery notification, the
internmediary forwards that negative-delivery notification or
aggregates it.

If the Disposition-Notification header field contains a val ue of
"processing", the intermediary MAY generate a processing notification
after it has forwarded or stored the IM The rest of the procedures
in Section 8.1 apply.

The procedure for generating such an IMDN is the sanme as that of an
| M Reci pient (Section 7.2.1.1).

The <recipient-uri> element of the XM. body is populated with the UR
of the I M Recipient.
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14.

If an internediary receives a SIP MESSAGE request carrying a positive
delivery notification or a display notification, it forwards it using
the rules in Section 8.

Transporting Messages using NMSRP

The Message Session Relay Protocol (MSRP) [RFC4975] al ready provides
a built-in mechanismto supply positive and negative delivery
reports. These reports do not provide built-in display or processing
notifications. However, these notifications in session-node are not
as useful as they are for page-nobde. This is because the base use
case for MBRP is that the recipient user agent inmediately renders
SEND requests sequentially, providing the session experience. This
is unlike page-npde requests where a user has to actively initiate
the display of the nmessage. That is, they need to click on a button
open a nessage, and so on to read the nmessage.

If new requirenments arise in the future determ ning the need for | NMDN
in MSRP, new specifications can be drafted.

Security Considerations

| MDNs provide a fine-grained view of the activity of the IM

Reci pient, and thus deserve particularly careful confidentiality
protection so that only the intended recipient of the | MDN wil|l
receive the IMDN. 1In nost cases, the intended recipient of the | MDN
is the I M Sender

Since the IMtransport protocol carries the IMDN, all security
consi derations of the underlying IMprotocol also apply to the | MDNs.

The threats in the I MDN system over and beyond the threats inherent
to IM include the foll ow ng:

o A nmalicious endpoint attenpts to send nessages to a user that
woul d normally not wish to receive nessages fromthat endpoint by
convincing the | MDN systemto "bounce" an I MDN from an
unsuspecti ng endpoint to the user.

0o A nmalicious endpoint attenpts to flood an | M Sender with | MDNs by
convincing a URI-List server to send | MDNs to an unsuspecting | M
Sender .

o Anmalicious internediary or node attenpts to flood a target node
with IMDNs by inserting the target’s address in the Fromfield or
| MDN- Recor d- Rout e fi el d.
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o A malicious node in the network attenpts to nodify an I MDN from an
I M Reci pi ent.

o0 Anmlicious internediary attenpts to forward an IMDN froman I M
Reci pient to the I M Sender, where the | M Recipient would not
normally forward the IMDN to that I M Sender if the | M Recipient
knew the identity of the |IM Sender.

0o A nmalicious endpoint attenpts to discover the Request-URl of an
endpoi nt beyond an internmediary, where the endpoint would nornally
wish to keep its identity private fromthe nalicious endpoint.

o A nmalicious node in the network attenpts to eavesdrop on | MDN
traffic to, for exanple, learn Request-URl or traffic pattern
i nformati on.

o A nmalicious node in the network attenpts to stage a deni al - of -
service attack on an internediary by requesting a large |i st
expansi on.

The protocol cannot protect agai nst attacks that include the
fol |l ow ng:

o Anmalicious internediary directly revealing the identity of a
downst ream endpoi nt that would not normally wish its identity
reveal ed. Keeping such information private is an internediary
i mpl enentati on issue.

o0 Anmlicious IMRecipient alters the tine of the IMDN. There is no
protocol mechani smfor ensuring that the I M Reci pi ent does not lie
about the tine or purposely holds an IMDN for transm ssion to make
it appear that the IMdisplayed to the user was read later than it
actual ly was.

0 A deletion attack on an IMDN. This is a trade-off between privacy
and security. The privacy considerations allow the I M Recipient
to silently ignore an I MDN request. Any nechanismthat would
reliably indicate that a malicious node deleted an | M Recipient’s
| MDN woul d al so serve the purpose of detecting an | M Reci pi ent
that chose not to issue an | MDN

To conbat eavesdroppi ng, nodification, and man-in-the-niddle attacks,
we require sone |level of authentication and integrity protections.
That said, there are circunstances where strong integrity would be
overkill. The presunption is that the I M Sender has, and sets the
expectation for, the level of protection. The procedures for
integrity protection are as foll ows.
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o If the IMRecipient has a certificate, it MJST sign the | VDN
Signing the I MDN provides integrity protection. Wile an
intermedi ary can replace the | MDN body, the I M Sender (the
reci pient of the IMDN) can validate the signature and note the
| MDN does not come directly fromthe | M Receiver. This is not a
problemif the I M Sender trusts the internmediary. Likew se, an
IMDN in response to a signed I Mw thout a signature indicates
somet hi ng bad mi ght have happened.

o If the IMis encrypted, the IMRecipient or intermediary MJST
encrypt the | MDN body, as an attacker may attenpt to discern the
user’s activity profile and identity fromsniffing IMODNs on the
net wor k.

o The two above rules are cunmul ati ve.

The | M Reci pient or intermediary MJST be capabl e of accessing the IM
Sender’s public certificate in order to verify the signature in the
| M

CPI M security considerations [ RFC3862] apply here, as this is an
extension of CPIM In order to nmake the | MDN nmechani sm i ndependent
of the transport protocol, the Wrking G oup made the design choice
of putting routing information into the I MDN application-I|ayer

payl oad. One consequence of this choice is it elimnates the
possibility of having end-to-end encryption.

An attacker can nount a distributed denial-of-service attack on a
node by sending lots of IMs to the node with I MDN requests. Note
that this is the sanme problemas there is wi thout | NMDN, | MDN sinmply
linearly increases the |Ioad on the node under attack. One can
mtigate, but not elimnate, this threat by the endpoint inmmediately
i gnoring requests that are not authenticated.

One way to address the potential for a malicious node to use the | MDN
systemto anonymi ze attacks is to log all I MDN requests on the I M
Reci pi ent user agent. This allows for tracking of attacks, if only
after they occur. Note this also puts a burden on the | M Reci pi ent
user agent host. Limted user agents nmay not be able to preserve
much of a | og.

Li kew se, an attacker can npunt a denial -of-service attack on an
internediary by asking the internmediary to explode a large list.

The followi ng security considerations apply when using | MDNs.
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14.

1. Forgery

I Ms can be forged. To protect against that, an I Mcan be signed. An
internmediary that receives a signed nessage and needs to nodify any
part of it that is included in the signature (like adding an
Oiginal-To header field to the CPIM header fields) MJST consune the
| Mand create a new copy of it that the internediary signs itself.

| MDNs may be forged as easily as ordinary | Ms. Endpoints and
internediaries that wish to nake automatic use of | MDNs shoul d take
appropriate precautions to nmninize the potential danage from deni al -
of -service attacks. Security threats related to forged | MDNs incl ude
the sending of a falsified | MON when the indicated disposition of the
I M has not actually occurred. For exanple, display notification
could be forged to indicate that an I M has been displayed to the
Recipient. Unsolicited IMDNs is also another formof forgery.

2. Confidentiality

There may be cases where an | M Reci pient does not wish to reveal that
she has received, or in fact read, the IM In this situation, it is
acceptable for the IMRecipient to silently ignore requests for an
IMDN. It is strongly RECOMENDED that the | M Recipient obtain the
user’s consent before sending an IMDN. Circunstances where the | M
Reci pi ent does not ask for the user’s consent include | M systens
that, for regulatory reasons, are required to i ssue an | MDN, such as
in the health care field or financial conmunity.

An | M Reci pi ent can obtain such consent by a pronpt or dial og box on
a per-1Mbasis, globally through the user’s setting of a preference,
or another, user-configurable mechanism The user might also
indicate globally that I MDNs are never to be sent or that a
"forbidden" IMDN status is always sent in response to a request for
an | MDN

There are situations where a user sends an I Mand requests IMDNs to a
list whose nmenber information is not disclosed. In this situation,
the user will learn of the list nenbers. Therefore, in this case,
the URI-List server MJIST renove any information about |ist menbers.

I f the nunber of nenbers in the list is also not disclosed, the URI-
Li st server MJUST only deliver one aggregated IMDN. Alternatively,
the URI-1ist server MAY reject the I M

It is possible for a list server to not understand INDN. | M
Reci pients may note the To header field is a list name and not the | M
Recipient’s nane. 1In this case, the | M Recipient can take the

appropriate action if it wishes to keep its identity private.
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15.

15.

An unencrypted I MDN could reveal confidential information about an
encrypted IM The sane | evel of security applied to an I M MJST be
applied to its IMDNs. For exanple, if an IMis signed and encrypted,
the | MDN nust be signed and encrypted.
3. |IMDN as a Certified Delivery Service
| MDONs cannot be relied on as a guarantee that an I M was or was not
seen by the user. Even if IMDNs are not actively forged, they nay be
lost intransit. Mdreover, the | M Recipient nmay bypass the | MDN
i ssui ng nechani smthrough policy or manipul ation of their user agent
Server.

| ANA Consi der ati ons
1. nessage/imdn+xm M ME TYPE

Thi s docunent registers a new MM type "nessage/imdn+xm ", and
regi sters a new XM. namespace.

This specification follows the guidelines of RFC 3023 [ RFC3023].
M ME nedi a type: nessage

M ME subtype nane: i mdn+xni

Mandat ory paraneters: none

Optional paraneters: Same as charset paraneter application/xm as
specified in RFC 3023 [ RFC3023].

Encodi ng consi derations: Same as encodi ng consi derations of
application/xm as specified in RFC 3023 [ RFC3023].

Security considerations: See Section 10 of RFC 3023 [ RFC3023] and
Section 14 of this docunent.

Interoperability considerations: none
Publ i shed specification: This docunent

Applications which use this nedia type: This nedia type is used to
support CPlI M based instant Messagi ng.

Addi tional information: none

Magi ¢ nunber: none
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File extension: .cl or .xni
Maci ntosh file type code: "TEXT"

Personal and email|l address for further information: H sham Khart abi
(hi sham khart abi | @nail.com

I nt ended Usage: COMVON
Aut hor/ change controller: The | ETF
2. XM Registration

This section registers a new XM. nanespace and schem, as per
guidelines in the ETF XM. Registry [|ANA].

URI: urn:ietf:paranms:xm:ns:indn
XM.: The schema for this nanespace is in Section 11.1.9 above.

Regi strant Contact: |ETF, SIMPLE working group, H sham Khart abi
(hi sham khart abi | @nail.com

3. URN Registration for | MDN Header Paraneters

Per [ RFC3553], please establish the following registry. New entries
to the registry are Specification Required.

Regi stry nanme: urn:ietf:parans:indn

Specification: RFC 5438. Additional values may be defined by a
St andards Action [ RFC5226] that updates or obsol etes RFC 5438.

Repository: RFC 5438

| ndex val ue: Val ues subordinate to urn:ietf:parans:inmdn require RFC
publication. The index value is the | MON header nane. The i ndex
value nmust followthe rules for a legal | VDN header nane. In
particular, the | MDN header name, and thus the index value to

regi ster, nust be a string of octets taken fromthe restricted set of
US- ASCI| characters per Section 3.1 of [RFC3553]. The index value is
case sensitive.

URN Formation: The URI for a header is forned fromits nane by
a) replacing any non-URN characters (as defined by RFC 2141 [ URN])

with the correspondi ng ' %h’ escape sequence (per RFC 3986
[ RFC3986]) and
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b) prepending the resulting string with "urn:ietf:parans:indn:’.
Thus, the URI corresponding to the CPI M nessage | MDN header
"Di sposition-Notification:” would be
‘urn:ietf:parans:indn: Di sposition-Notification'.

Initial val ues:

o m e e e oooo-o- o e e e e oo +
| I'ndex Val ue | Reference |
o m e e e oooo-o- o e e e e oo +
| Disposition-Notification | RFC5438 Section 6.2 |
| Message-1D | RFC5438 Section 6.3 |
| Oiginal-To | RFC5438 Section 6.4 |
| | MDN- Recor d- Rout e | RFC5438 Section 6.5 |
| | MDN- Rout e | RFC5438 Section 6.6 |

15.4. Content-Di sposition: notification

16.

Thi s docunent registers one new Content-Di sposition header field
"di sposition-types": notification, which has been recorded in the
| ANA registry for Mail Content Dispositions.

Descriptions of this "disposition-types", including notivation and
exanpl es, are given in Section 7.2.1.1 and Section 9.

Short descriptions suitable for the | ANA registry are:

notification: the payload of the nessage carrying this Content-
Di sposition header field value is an Instant Message Di sposition
Notification as requested in the correspondi ng I nstant Message.
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