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Al t hough this docunent has been witten specifically for using the
Hashed Message Aut henti cati on Code (HMAC) construct along with the
Secure Hash Al gorithm (SHA) fam |y of cryptographic hash functions,
the nmethod described in this docunent is generic and can be used to
extend I S-1S to support any cryptographic hash function in the
future.
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1. Introduction

The Internediate Systemto Internediate System (1S-1S) specification
([1'SQ, [RFC1195]) allows for authentication of its Protocol Data
Units (PDUs) via the authentication TLV 10 that is carried as a part
of the PDU.  The base specification has provision for only cleartext
passwords and RFC 5304 [ RFC5304] augnents this to provide the
capability to use Hashed Message Authentication Code - Message Di gest
5 (HMAC- MD5) authentication for its PDUs.

The first octet of the value field of TLV 10 specifies the type of
aut hentication to be carried out. Type O is reserved, Type 1

i ndicates a cleartext password, Type 54 indicates HVAC MD5, and Type
255 is used for routing domain private authentication nethods. The
remai nder of the value field contains the actual authentication data,
determ ned by the value of the authentication type.

Thi s docunent proposes a new authentication type to be carried in TLV
10, called the generic cryptographic authentication (CRYPTO AUTH).
This can be used to specify any authentication algorithmfor

aut henticating and verifying 1S-1S PDUs.
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Thi s docunent al so expl ai ns how HVAC- SHA aut henti cati on can be used
inlS-1S.

By definition, HVAC ([ RFC2104], [FIPS-198]) requires a cryptographic
hash function. W propose to use any one of SHA-1, SHA-224, SHA- 256,
SHA- 384, or SHA-512 [FIPS-180-3] to authenticate the |1S-1S PDUs.

We propose to do away with the per-interface keys and instead have
Key IDs that map to unique |S-1S Security Associations (SAs).

Wiile at the tinme of this witing there are no openly published
attacks on the HVMAC- MD5 nechani sm sone reports ([ Dobb96a],

[ Dobb96b]) create concern about the ultimte strength of the M5
crypt ographi ¢ hash function.

The mechani sm described in this docunent does not provide
confidentiality, since PDUs are sent in the clear. However, the
objective of a routing protocol is to advertise the routing topol ogy,
and confidentiality is not normally required for routing protocols.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. 1S-1S Security Association

An | S-1S Security Association contains a set of paraneters shared
between any two legitimate | S 1S speakers.

Par aneters associated with an I S-1S SA:

0 Key ldentifier (Key ID: This is a two-octet unsigned integer used
to uniquely identify an 1S-1S SA, as manual ly configured by the
net wor k oper at or.

The receiver determnes the active SA by | ooking at the Key ID
field in the incom ng PDU

The sender, based on the active configuration, selects the
Security Association to use and puts the correct Key ID val ue
associated with the Security Association in the IS 1S PDU. |f
multiple valid and active IS-1S Security Associations exist for a
gi ven outbound interface at the tine an 1S 1S PDU is sent, the
sender may use any of those Security Associations to protect the
packet .
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3.

3.

1.

Usi ng Key | Ds nakes changi ng keys whil e nmaintaining protoco
operation convenient. Each Key ID specifies two i ndependent
parts: the authentication protocol and the authentication key,
expl ai ned below. Normally, an inplenmentation would allow the
networ k operator to configure a set of keys in a key chain, with
each key in the chain having a fixed lifetinme. The actual
operation of these mechanisns is outside the scope of this
docunent .

Note that each Key ID can indicate a key with a different

aut hentication protocol. This allows nultiple authentication
mechani sns to be used at various tinmes w thout disrupting an IS 1S
peering, including the introduction of new authentication

mechani sns.

Aut henti cation Algorithm This signifies the authentication
algorithmto be used with the I1S-1S SA. This information is never
sent in cleartext over the wire. Because this information is not
sent on the wire, the inplenmenter chooses an inpl enentation-
specific representation for this information. At present, the
foll ow ng val ues are possible: HVAC SHA-1, HVAC SHA- 224, HVAC- SHA-
256, HVAC- SHA- 384, and HVAC- SHA-512.

Aut henti cation Key: This val ue denotes the cryptographic

aut hentication key associated with the IS-1S SA. The length of
this key is variable and depends upon the authentication algorithm
specified by the IS-1S SA

Aut henti cati on Procedures

Aut henti cation TLV

A new aut hentication code, 3, indicates that the CRYPTO AUTH
nechani sm described in this docunent is in use and is inserted in the
first octet of the existing IS-1S Authentication TLV (10).
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Figure 1
3.2. Authentication Process

When cal cul ating the CRYPTO AUTH result for Sequence Nunmber PDUs,
Level 1 Sequence Nunber PDUs SHALL use the Area Authentication
string, as in Level 1 Link State PDUs. Level 2 Sequence Nunber PDUs
shall use the donmin authentication string, as in Level 2 Link State
PDUs.

| S-1S HELLO PDUs SHALL use the Link Level Authentication string,

whi ch MAY be different fromthat of Link State PDUs. The CRYPTO _AUTH
result for the 1S-1S HELLO PDUs SHALL be cal cul ated after the PDU is
padded to the MIU size, if padding is not disabled. Inplenmentations
that support the optional checksum for the Sequence Nunber PDUs and

| S-1S HELLO PDUs MUST NOT i nclude the Checksum TLV.

3.3. Cryptographi c Aspects
In the al gorithmdescription below, the follow ng nonenclature, which

is consistent with [FIPS-198] is used:

H is the specific hashing algorithm(e.g., SHA-256).

K is the password for the PDU type as per the International
Standard 1 SO | EC 10589 [I SO .

Ko is the cryptographic key used with the hash algorithm
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is the block size of H neasured in octets rather than bits.
Note that Bis the internal block size, not the hash size.
For SHA-1 and SHA- 256: B == 64
For SHA-384 and SHA-512: B == 128

is the length of the hash, neasured in octets rather than bits.
is the exclusive-or operation

i s the hexadeci mal val ue 0x5c repeated B tines.

is the hexadeci mal val ue 0x36 repeated B tines.

i s the hexadeci mal val ue O0x878FEL1F3 repeated (L/4) tines.
Preparation of the Key

In this application, Ko is always L octets |ong.

If the Authentication Key (K) is L octets long, then Ko is equal
to K. If the Authentication Key (K) is nore than L octets | ong,
then Ko is set to HHK). |If the Authentication Key (K) is |ess
than L octets long, then Ko is set to the Authentication Key (K)
with zeros appended to the end of the Authentication Key (K)
such that Ko is L octets | ong.

First Hash

First, the IS-1S packet’s Authentication Data field is filled
with the value Apad, and the Authentication Type field is set to
0x3.

Then, a first hash, also known as the inner hash, is conputed as
foll ows:

First-Hash = HHKo XOR Ipad || (IS 1S PDU))
Second Hash

Then a second hash, also known as the outer hash, is conmputed as
foll ows:

Second- Hash = H(Ko XOR Opad || First-Hash)
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3. 4.

(4) Result

The resul ting second hash becones the authentication data that

is sent in the Authentication Data field of the IS-IS PDU. The
l ength of the Authentication Data field is always identical to

the nmessage digest size of the specific hash function Hthat is
bei ng used.

This al so nmeans that the use of hash functions with I arger
output sizes will also increase the size of the IS 1S PDU as
transnmitted on the wire.

Procedures at the Sending Side

An appropriate IS-1S SAis selected for use with an outgoing IS-IS
PDU. This is done based on the active key at that instant. |If ISIS
is unable to find an active key, then the PDU is discarded.

If 1S 1Sis able to find the active key, then the key provides the
aut henti cation al gorithm (HVAC- SHA- 1, HMVAC- SHA- 224, HVAC- SHA- 256,
HVAC- SHA- 384, or HMAC- SHA-512) that needs to be applied on the PDU

An inplenmentation MIST fill the authentication type and the |ength
before the authentication data is conputed. The authentication data
is computed as explained in the previous section. The length of the
TLV is set as per the authentication algorithmthat is being used.

The length is set to 23 for HVAC-SHA-1, 31 for HVAC SHA-224, 35 for
HVAC- SHA- 256, 51 for HVAC- SHA-384, and 67 for HMAC- SHA-512. Note
that two octets have been added to account for the Key ID and one
octet for the authentication type.

The Key IDis filled.

The Checksum and Rermaining Lifetinme fields are set to zero for the
Link State Packets (LSPs) before authentication is cal cul at ed.

The result of the authentication algorithmis placed in the
aut hentication data, follow ng the Key ID

The authentication data for the IS 1S IIH PDUs MJUST be conputed after
the 1S-1S Hello (I1H) has been padded to the MIU size, if padding is
not explicitly disabl ed.
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3.5. Procedure at the Receiving Side

The appropriate 1S 1S SAis identified by Iooking at the Key ID from
the Authentication TLV 10 fromthe incomng IS 1S PDU

Aut henti cati on-al gorithm dependent processing needs to be perforned,
using the algorithmspecified by the appropriate 1S-1S SA for the
recei ved packet.

Bef ore an inplenentation perfornms any processing, it needs to save
the val ues of the Authentication Value, the Checksum and the
Rermai ning Lifetinme fields.

It should then set the Authentication Value field with Apad and the
Checksum and Remaining Lifetine fields with zero before the
authentication data is conmputed. The cal culated data is conpared
with the received authentication data in the PDU, and the PDU is
discarded if the two do not match. |In such a case, an error event
SHOULD be | ogged.

An inplenmentati on MAY have a transition node where it includes
CRYPTO_AUTH i nformation in the PDUs but does not verify this
information. This is provided as a transition aid for networks in
the process of migrating to the new CRYPTO AUTH based aut henti cation
schenes.

4. Security Considerations

Thi s docunment proposes extensions to |IS-1S that make it nore secure

than what it is today. It does not provide confidentiality as a
routing protocol contains information that does not need to be kept
secret. It does, however, provide neans to authenticate the sender

of the PDUs, which is of interest to us.

It should be noted that authentication nethod described in this
document is not being used to authenticate the specific originator of
a PDU, but is rather being used to confirmthat the PDU has indeed
been issued by an internedi ate systemthat had access to either the
area or donmmi n password, depending upon the kind of PDU it is.

The mechani sm descri bed here is not perfect and does not need to be
perfect. |Instead, this mechanismrepresents a significant increase
in the work function of an adversary attacking the I1S-1S protocol,
whi | e not causi ng undue inpl enmentation, deploynment, or operational
conpl exity.

Bhatia, et al. St andar ds Track [ Page 8]



RFC 5310 | S-1S CGeneric Crypto Authentication February 2009

The mechani smdetailed in this docunent does not protect |IS-1S

agai nst replay attacks. An adversary could in theory replay old IlHs
and bring down the adjacency [CRYPTO or replay old Conpl ete Sequence
Nunber PDUs (CSNPs) and Partial Sequence Nunmber PDUs (PSNPs) that
woul d cause a flood of LSPs in the network. Using sonme sort of
crypto sequence nunmbers in IS-I1S IIHs and CSNP/ PSNPs is an option to
solve this problem Discussing this is beyond the scope of this
docunent .

Thi s docunent states that the remaining lifetinme of the LSP MUST be
set to zero before conmputing the authentication, thus this field is
not authenticated. This field is excluded so that the LSPs may be
aged by the 1Ses in between, without requiring re-conputation of the
authentication data. This can be exploited by an attacker.

There is a transition node suggested where routers can ignore the
CRYPTO_AUTH i nformation carried in the PDUs. The operator nust
ensure that this node is only used when migrating to the new
CRYPTO_AUTH- based aut henti cati on schene, as this |eaves the router
vul nerable to an attack

To ensure greater security, the keys used shoul d be changed
periodically, and inplenentations MIST be able to store and use nore
than one key at the same tine. Operators should ensure that the

aut hentication key is never sent over the network in cleartext via
any protocol. Care should also be taken to ensure that the selected
key is unpredictable, avoiding any keys known to be weak for the
algorithmin use. [RFC4086] contains hel pful information on both key
generation techni ques and cryptographi c randomess.

It should be noted that the cryptographic strength of the HVAC
depends upon the cryptographic strength of the underlying hash
function and on the size and quality of the key.

If a stronger authentication were believed to be required, then the
use of a full digital signature [RFC2154] woul d be an approach that
shoul d be seriously considered. It was rejected for this purpose at
this tine because the conputational burden of full digital signatures
is believed to be nmuch higher than is reasonable given the current
threat environment in operational comrercial networks.
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6. | ANA Consi derati ons

| ANA has registered the value for the CRYPTO AUTH nethod in the

"I S-1S Authentication Type Codes for TLV 10" subregistry established
by [ RFC5304]. The value 3 denotes the CRYPTO AUTH mechani sm f or
authenticating 1S-1S PDUs.

o m oo o e e e e e mmemaoooo- S S Fomm e oo +
| Authentication Type Code | Value | Reference |
o m oo o e e e e e mmemaoooo- S S Fomm e oo +
| Cryptographic Authentication (CRYPTO AUTH) | 3 | [RFC5310] |
o m oo o e e e e e mmemaoooo- S S Fomm e oo +
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