Net wor k Wor ki ng Group T. Causen

Request for Comments: 5497 LI X, Ecol e Pol ytechni que
Cat egory: Standards Track C. Dearl ove
BAE Systens ATC

March 2009

Representing Multi-Value Tinme in Mbile Ad Hoc Networks (MANETS)
Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Copyright Notice

Copyright (c) 2009 IETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunment (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Thi s docunent may contain nmaterial from|ETF Docunents or |ETF
Contributions published or nade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
mat eri al may not have granted the I ETF Trust the right to all ow
nodi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornmat
it for publication as an RFC or to translate it into | anguages other
t han Engli sh.

Abstract
Thi s docunent describes a general and flexible TLV (type-Iength-val ue

structure) for representing time-values, such as an interval or a
duration, using the generalized Mbile Ad hoc NETwork (MANET) packet/

nmessage format. It defines two Message TLVs and two Address Bl ock
TLVs for representing validity and interval times for MANET routing
pr ot ocol s.
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1. Introduction

The generalized packet/ nessage format [ RFC5444] specifies a signaling
format that MANET routing protocols can enploy for exchangi ng
protocol information. This format presents the ability to express
and associate attributes to packets, nessages, or addresses, by way
of a general TLV (type-Iength-val ue) nechani sm

Thi s docunment specifies a general Tinme TLV structure, which can be
used by any MANET routing protocol that needs to express either
single tinme-values or a set of tinme-values with each tine-val ue
associ ated with a range of hop counts, as provided by the Message
Header of [RFC5444]. This allows a receiving node to determ ne a
single tinme-value if either it knows its hop count fromthe
originator node or the Tinme TLV specifies a single tine-val ue.

Atime-value is, in this context, not an "absolute point in tine",
but rather an interval or a duration. An instance of a Tine TLV can,
therefore, express an interval or a duration such as "10 seconds".

Thi s docunent al so specifies two Message TLV Types, which use the TLV
structure proposed. These TLV Types are | NTERVAL_TI ME and
VALI DI TY_TI ME, specifying, respectively, the maximumtine before

anot her nmessage of the same type as this nessage fromthe sane
ori gi nator should be received, and the duration for which the
information in this message is valid after receipt. Note that, if
both are present, then the latter will usually be greater than the
former in order to allow for possible nmessage | oss.

Thi s docunent al so specifies two Address Bl ock TLV Types, which use
the TLV structure proposed. These TLV Types are | NTERVAL_TI ME and
VALI DI TY_TI ME, defined equivalently to the two Message TLVs with the
sanme nanes.

1.1. Mbtivation and Rational e

The Time TLV structure, specified in this docunment, is intended to be
used as a conponent in a MANET routing protocol, e.g., to indicate
the expected spaci ng between successive transni ssions of a given
Message Type, by including a Time TLV in transmtted nessages.

Sonme MANET routing protocols nay enpl oy very short spacing for sone
nmessages and very long spacing for others, or nay change the nessage
transm ssion rate according to observed behavior. For exanple, if a
network is observed at sone point in tinme to exhibit a highly dynanic
t opol ogy, a very short (sub-second) nessage spaci ng could be
appropriate, whereas if the network later is observed to stabili ze,
mul ti - hour nmessage spaci ng nay becone appropriate. Different MANET
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routing protocols and different deploynents of MANET routing
protocols nay have different granularity requirenents and bounds on
shortest and | ongest spaci ng between successive nessage
transni ssi ons.

In addition, MANET routing protocol deploynments typically use
bandwi dth-limted wireless network interfaces, and therefore prefer
to trade off conputational conmplexity for a saving in the nunber of
bits transnitted. This is practical in this case, because the

i nt ended usages of Tine TLVs, including the specified exanples of
nmessage interval tinme and information validity time, do not require
hi gh- preci si on val ues of tine.

The Time TLV structure, specified in this docunent, caters to these
characteristics by:

0 encoding tine-values, such as an interval or a duration, in an
8-bit field; while

o allowing these tinme-values to range from"very small" (e.qg.
1/ 1024 second) to "very long" (e.g., 45 days); and

o allowing a MANET routing protocol, or a deploynent, to
parameterize this (e.g., to attain finer granularity at the
expense of a |ower upper bound) through a single paraneter, C

The parameter C nust be the sane for all MANET routers in the sane
depl oynent .

The TLV nmechani sm as specified in [ RFC5444] all ows associating a
"value" to either a packet, a nmessage, or to addresses. The data
structure for doing so -- the TLV -- is identical in each of the
three cases; however, the TLV's position in a received packet allows
determining if that TLV is a "Packet TLV' (it appears in the Packet
Header, before any nessages), a "Message TLV' (it appears in the TLV
Bl ock i mediately followi ng a Message Header), or an "Address Bl ock
TLV' (it appears in the TLV Bl ock i mediately follow ng an Address

Bl ock) .

While TLVs may be structurally identical, that which they express my
be different. This is determined fromthe kind (packet, nessage, or
Address Bl ock) and type of the TLV. For exanple, one TLV night
associate a lifetime to an address, another a content sequence nunber
to a nessage, and another a cryptographic signature to a packet. For
this reason, [RFC5444] specifies separate registries for Packet TLV
Types, Message TLV Types, and Address Block TLV Types, and it does
not specify any structure in the TLV Value field.
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The TLVs defined in this docunment express, essentially, that "this
information will be refreshed within X seconds"” and that "this
information is valid for X seconds after being received", each
allowing the "X seconds"” to be specified as a function of the nunber
of hops fromthe originator of the information. This docunent
specifies a general format all ow ng expressing and encoding this as
the value field of a TLV. This representation uses a conpact (8-bit)
representation of time, as nessage size is an issue in nany MANETSs,
and the offered precision and range is appropriate for MANET routing
pr ot ocol s.

A TLV of this format may be used for packets, nessages, or addresses.
For exanple, a proactive MANET routing protocol periodically
reporting link-state information could include a TLV of this format
as a Message TLV. This may indicate a different periodicity in

di fferent scopes (possibly frequently up to a few hops, |ess
frequently beyond that) because sone nessages nmay be sent with
limted scope, as specified in [ RFC5444]. A reactive MANET routing
protocol could include a TLV of this fornat as an Address Bl ock TLV
for reporting the lifetine of routes to individual addresses.

In addition to defining the general format as outlined above, this
docunent requests | ANA assignnents for | NTERVAL_TI ME and
VALI DI TY_TIME TLVs. These | ANA assignnments are requested in this
docunent in order to avoid interdependenci es between ot herw se

unrel ated MANET protocols and in order to not exhaust the TLV Type
spaces by having different protocols request types for essentially
identical data structures. Only Message TLVs and Address Bl ock TLVs
are requested, as these are those for which a need has been
denonstr at ed.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

Additionally, this docunment uses term nology from|[RFC5444], and
i ntroduces the follow ng term nol ogy:

hop count - the nunber of hops fromthe message originator to the
nmessage recipient. This is defined to equal the <msg-hop-count>
field in the <nsg-header> el enment defined in [RFC5444], if
present, after it is increnented on reception. |f the <msg-hop-
count> field is not present, or in a Packet TLV, then hop count is
defined to equal 255.
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time-value - a tine, neasured in seconds.
time-code - an 8-bit field, representing a time-val ue.
3. Applicability Statenent

The TLV structure described in this docunment is applicable whenever a
single tinme-value, or a tine-value that varies with the nunber of
hops fromthe originator of a nmessage, is required in a protoco

using the generalized MANET packet/message format [ RFC5444].

Exanpl es of time-values that may be included in a protocol nessage
are:

0o The maximumtinme interval until the next nessage of the sane type
is to be generated by the nmessage’s origi nator node.

o The validity time of the information with which the tinme-value is
associ at ed.

Ei t her of these may vary with the hop count between the originating
and receiving nodes, e.g., if nmessages of the sane type are sent with
different hop Iimts as defined in [ RFC5444].

Parts of this docunment have been generalized frommaterial in the
proactive MANET routing protocol OLSR (Optinmized Link State Routing
Protocol ) [ RFC3626].

4. Protocol Overview and Functi oni ng
Thi s docunent does not specify a protocol nor does it mandate
speci fi c node or protocol behavior. Rather, it outlines mechanisns
for encoding tine-values using the TLV nechani sm of [RFC5444].

5. Representing Tine
Thi s docunment specifies a TLV structure in which tinme-values are each
represented in an 8-bit tinme-code, one or nore of which may be used
ina TLV' s <value> field. O these 8 bits, the least significant 3
bits represent the mantissa (a), and the nost significant 5 bits
represent the exponent (b), so that:
o tinme-value := (1 + a/8) * 2"b * C

O tinme-code := 8 * b + a
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Al'l nodes in the MANET MJUST use the sane value of the constant C,
which will be specified in seconds, hence so will be all tine-val ues.
C MIUST be greater than O seconds. Note that ascending val ues of the
ti me-code represent ascending tinme-values; tine-values may thus be
conpared by conparison of time-codes.

An al gorithmfor conputing the tine-code representing the snmall est
representable tine-value not |less than the time-value t is:

1. find the largest integer b such that t/C >= 2/b;

2. set a:=8* (t/ (C* 2*b) - 1), rounded up to the nearest
i nt eger;

3. if a=8, thenset b :=b + 1 and set a := 0O;

4, if 0 <=a <=7, and 0 <= b <= 31, then the required tine-val ue
can be represented by the tinme-code 8 * b + a, otherwise it
cannot .

The mnimumtime-val ue that can be represented in this manner is C
The maxi mum ti me-val ue that can be represented in this manner is 15 *
2728 * C, or about 4.0 * 109 * C. If, for exanple, C = 1/1024
second, then this is about 45 days.

A protocol using this tine representati on MUST define the value of C
A protocol using this specification MAY specify that the all-bits
zero tinme-value (0) represents a tinme-value of zero and/or that the
all-bits one tinme-value (255) represents an indefinitely large tine-
val ue.

6. GCeneral Tine TLV Structure

The followi ng data structure allows the representation of a single
ti me-value, or of a default tine-value plus pairs of (tine-values,
hop counts) for when hop-count-dependent time-values are required.
The time-values are represented as tine-codes as defined in

Section 5. This <tinme-data> data structure is specified, using the
regul ar expression syntax of [RFC5444], by:

<time-data> = (<tinme-code><hop-count>)*<tine-code>
wher e:

<time-code> is an 8-bit unsigned integer field containing a tine-
code as defined in Section 5.
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<hop-count> is an 8-bit unsigned integer field specifying a hop
count fromthe nmessage origi nator

A <tinme-data> structure thus consists of an odd nunber of octets;
with a repetition factor of n for the (tine, hop count) pairs in the
regul ar expression syntax, it contains 2n+l octets. On reception, n
is determned fromthe | ength.

A <tinme-data> field may be thus represented by:
<t _1><d_1><t 2><d 2> ... <t_i><d_i> ... <t_n><d_n><t_default>

<d_1>, ... <d_n>, if present, MJST be a strictly increasing sequence,
with <d_n> < 255. Then, at the receiving node’s hop count fromthe
originator node, the tinme-value indicated is that represented by the
ti me- code:

o <t_1>, if n > 0 and hop count <= <d_1>

o <t_i+1> if n > 1 and <d_i> < hop count <= <d_i +1> for sonme i such
that 1 <=1i < n;

0 <t_default> otherwise, i.e. if n =0 or hop count > <d_n>.

If included in a nessage wi thout a <msg-hop-count> field inits
Message Header, or in a Packet TLV, then the formof this data
structure with a single time-code in <tinme-data> (i.e., n = 0) SHOULD
be used.

6.1. Single-Value Tinme TLVs

The purpose of a single value Tinme TLV is to allow a single tine-

val ue to be determned by a node receiving an entity containing the
Time TLV, based on its hop count fromthe entity's originator. The
Time TLV may contain information that allows that tinme-value to be a
function of the hop count; thus, different receiving nodes may
determ ne different tine-val ues.

A single-value Tine TLV nay be a Packet TLV, a Message TLV, or an
Address Bl ock TLV.

A Time TLV that has the tismultivalue flag cleared ('0") inits <tlv-
flags> field, as defined in [ RFC5444], contains a single <tine-data>,
as defined above, inits <value> field. For such a Tinme TLV:

0 The <length> field in the TLV MJST contain the value 2n+l, with n
bei ng the nunmber of (tine-value, hop count) pairs in the Time TLW
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0 The nunber of (tine-value, hop count) pairs MJST be identified by
i nspecting the <length> field in the TLV. The nunber of such
pairs, n, is:

* n:=(<length> - 1) / 2
This MUST be an integer val ue.
6.2. Milti-Value Time TLVs

The purpose of a nulti-value Time TLV is to associate a set of <time-
data> structures to an identically sized set of addresses, as
described in [ RFC5444]. For each of these <tinme-data> structures, a
single tinme-value can be determ ned by a node receiving an entity
containing the Time TLV, based on its hop count fromthe entity’'s
originator. The Tine TLV may contain information that allows that
time-value to be a function of the hop count, and thus different
recei ving nodes may determne different tinme-val ues.

Mul ti-value Time TLVs MUST be Address Block TLVs. A nulti-value Tine
TLV MUST NOT be a Packet TLV or Message TLV.

A Time TLV that has the tismultivalue flag set ("1') inits <tlv-
flags> field, as defined in [ RFC5444], contains a sequence of <timne-
data> structures, as defined above, in its <value> field. For such a
Tinme TLV:

o0 The <length> field in the TLV MJST contain the value m* (2n+1),
with n being the nunber of (tine-value, hop count) pairs in the
Time TLV, and m bei ng nunber-val ues as defined in [ RFC5444].

0o The nunmber of <tine-data> structures included in the <value> field
i s equal to nunber-values as defined in [ RFC5444].

0 The nunber of (tine-value, hop count) pairs in each <tine-data>
structure MJST be the sane, and MJST be identified by inspecting
the <length> field in the TLV and usi ng nunber-val ues as defi ned
in [ RFC5444]. The nunber of such pairs in each <tine-data>
structure, n, is:

* n:= ((<length>/ nunber-values) - 1) / 2

This MUST be an integer value. The lists of hop count val ues MAY
be different.
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7.

7.

7.

8.

1.

2.

1.

Message TLVs

Two Message TLVs are defined, for signaling nessage interva
(I NTERVAL_TI ME) and nessage validity time (VALID TY_TIME).

| NTERVAL_TI ME TLV

An | NTERVAL_TIME TLV is a Message TLV that defines the maxi numtine
bef ore anot her nmessage of the sanme type as this nessage fromthe sane
originator should be received. This interval tinme MAY be specified
to depend on the hop count fromthe originator. (This is appropriate
if messages are sent with different hop linits so that receiving
nodes at greater hop counts have an increased interval tine.)

A message MUST NOT include nore than one | NTERVAL_TI ME TLV.

An | NTERVAL_TIME TLV is an exanple of a Time TLV specified as in
Section 5.

VALI DI TY_TI ME TLV

A VALID TY_TIME TLV is a Message TLV that defines the validity tine
of the information carried in the nmessage in which the TLV is
contained. After this time, the receiving node MJIST consider the
nmessage content to no longer be valid (unless repeated in a |later
nmessage). The validity time of a nessage MAY be specified to depend
on the hop count fromits originator. (This is appropriate if
nmessages are sent with different hop linmts so that receiving nodes
at greater hop counts receive information | ess frequently and nust
treat is as valid for |onger.)

A message MUST NOT include nore than one VALID TY_TI ME TLV.

A VALIDI TY_TIME TLV is an exanple of a Tinme TLV specified as in
Section 5.

Addr ess Bl ock TLVs

Two Address Block TLVs are defined, for signaling address
advertisenent interval (INTERVAL_TIME) and address validity tine
(VALI DI TY_TI ME) .

| NTERVAL_TI ME TLV

An | NTERVAL_TI ME TLV is an Address Block TLV that defines the maxi mum
time before this address fromthe sanme originator should be received
again. This interval tinme MAY be specified to depend on the hop

count fromthe originator. (This is appropriate if addresses are
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contained in nessages sent with different hop linits so that
recei ving nodes at greater hop counts have an increased interva
time.)

A protocol using this TLV and the same naned Message TLV MJST specify
how to interpret the case when both are present (typically, that the
former overrides the latter for those addresses that are covered by
the forner).

An | NTERVAL_TIME TLV is an exanple of a Time TLV specified as in
Section 5.

8.2. VALID TY_TIME TLV

A VALIDI TY_TIME TLV is an Address Bl ock TLV that defines the validity
time of the addresses to which the TLV is associated. After this
time, the receiving node MIUST consider the addresses to no |onger be
valid (unless these are repeated in a later nessage). The validity
time of an address MAY be specified to depend on the hop count from
its originator. (This is appropriate if addresses are contained in
nmessages sent with different hop limts so that receiving nodes at
greater hop counts receive information |ess frequently and nust treat
is as valid for |onger.)

A protocol using this TLV and the same naned Message TLV MJST specify
how to interpret the case when both are present (typically, that the
former overrides the latter for those addresses that are covered by
the forner).

A VALIDI TY_TIME TLV is an exanple of a Tinme TLV specified as in
Section 5.

9. | ANA Consi derati ons

This specification defines two Message TLV Types, which have been

all ocated fromthe "Assigned Message TLV Types" repository of

[ RFC5444] as specified in Table 1, and two Address Bl ock TLV Types,
whi ch have been allocated fromthe "Assigned Address Bl ock TLV Types"
repository of [RFC5444] as specified in Table 2.

| ANA has assigned the sane nunerical value to the Message TLV Type
and Address Bl ock TLV Type with the same nane.

9.1. Expert Review Evaluation Cuidelines
For the registries for TLV Type Extensions where an Expert Review is

required, the designated expert SHOULD take the sane genera
recommendations into consideration as are specified by [ RFC5444].
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9.2. Message TLV Types

SRS Fo-m oo - Fomm e m o e o m e e e e emamoooo- +

| Nane | Type | Type | Description |

| | | Extension | |

SRS Fo-m oo - Fomm e m o e o m e e e e emamoooo- +
| NTERVAL_TI ME | 0 0 The maxi mumtime before

I I I I
| | | | anot her nmessage of the sane |
| | | | type as this nessage fromthe |
| | | | sane originator should be |
| | | | received |
| Unassi gned | | 1-223 | Expert Review |
| | | 224-255 | Experinental Use |
| VALID TY_TI ME | 1 | 0 | The tinme fromreceipt of the

| | | | message during which the |
| | | | information contained in the |
| | | | message is to be considered |
I I I | valid I
I I I I I
I I I I I

Unassi gned 1 1-223 Expert Review
224- 255 Experi nmental Use
SRS Fo-m oo - Fomm e m o e o m e e e e emamoooo- +
Table 1
9.3 Address Bl ock TLV Types

SRS Fo-m oo - Fomm e m o e o m e e e e emamoooo- +
| Nane | Type | Type | Description |
| | | extension | |
SRS Fo-m oo - Fomm e m o e o m e e e e emamoooo- +
| I NTERVAL_TI ME | 0 | 0 | The maxi mumtinme before |
| | | | anot her nmessage of the sane |
| | | | type as this nessage fromthe |
| | | | same originator and contai ning

| | | | this address should be |
| | | | received |
| Unassi gned | 0 | 1-223 | Expert Review |
| | | 224-255 | Experinental Use |
| VALID TY_TI ME | 1 | 0 | The tinme fromreceipt of the

| | | | address during which the |
| | | | information regarding this |
| | | | address is to be considered |
I I I | valid I
| Unassi gned | 0 | 1-223 | Expert Review |
| | | 224-255 | Experinental Use |
SRS Fo-m oo - Fomm e m o e o m e e e e emamoooo- +

Table 2
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10.

11.

11.

11.

Security Considerations

Thi s docunent specifies how to add data structures (TLVs) that
provide tinmng information to packets and nessages specified using
[ RFC5444]. In particular, information validity durations and
reporting intervals may be added.

The general security threats that apply are those general to

[ RFC5444] and described therein, problens of integrity and
confidentiality. Wth regard to the fornmer, nodification of a Tine
TLV can cause information to have an invalid validity tine, or
expected interval tine. This may cause incorrect protocol
performance. Mdification or addition of timed infornmation can add
to a protocol’s workload (especially if a short validity tinme is
speci fied) and storage requirenments (especially if a long validity
time is specified).

To counter these threats, the security suggestions in [RFC5444], for
the use of authentication and encryption, are appropriate.
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