Net wor k Wor ki ng Group H. Schul zri nne

Request for Comments: 5012 Col unbia U
Cat egory: I nfornmational R Marshal |, Ed.
TCS

January 2008

Requi rements for Emergency Context Resolution with
I nternet Technol ogi es

Status of This Menop

This meno provides information for the Internet conmmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract

Thi s docunent defines term nology and enunerates requirenents for the
context resolution of emergency calls placed by the public using

voi ce-over-1P (Vol P) and general Internet multinedia systens, where
Internet protocols are used end to end.
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1.

| nt roducti on

Users of both voice-centric (tel ephone-Ilike) and non-voice services,
such as text communication for hearing-disabled users (see [ RFC3351]
and [toip]), expect to be able to initiate a request for help in case
of an energency.

Unfortunately, the existing nmechanisns to support energency calls
that have evolved within the public circuit-sw tched tel ephone
network (PSTN) are not appropriate to handl e evol ving | P-based voi ce,
text, and real-tinme nultinmedia conmuni cations. This document
outlines the key requirenents that |IP-based end systens and network
el ements, such as Session Initiation Protocol (SIP) [RFC3261]
proxies, need to satisfy in order to provide energency call services,
which at a nmininum offer the sane functionality as existing PSTN
services, with the additional overall goal of making energency
calling nore robust, less costly to inplenent, and multinedi a-
capabl e.

Thi s docunent only focuses on end-to-end | P-based calls, i.e., where
the energency call originates froman IP end systemand terminates in
an | P-capabl e public safety answering point (PSAP), conveyed entirely
over an | P network.

W first define termnology in Section 3. The docunment then outlines
various functional issues that relate to placing an |P-based
energency call, including a description of baseline requirenents
(Section 5), identification of the emergency caller’s |ocation
(Section 6), use of a service identifier to declare a call to be an
enmergency call (Section 7), and finally, the mapping function
required to route the call to the appropriate PSAP (Section 8).

The prinmary purpose of the mappi ng protocol is to produce a PSAP UR
drawn froma preferred set of URI schenmes such as SIP or SIPS URls,
based on both location informati on [ RFC4119] and a service identifier
in order to facilitate the IP end-to-end conpletion of an energency
call.

Asi de fromobtaining a PSAP URI, the mapping protocol is useful for
obtaining other information as well. There may be a case, for
exanpl e, where an appropri ate energency nunber is not known, only the
| ocation. The mapping protocol can then return a geographically
appropri ate enmergency nunber based on the input.
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3.

3.

3.

Si nce sone PSAPs may not i medi ately support | P, or because some user
equi prent (UE) may not initially support energency service
identifiers, it my be necessary to al so support energency service
identifiers that utilize less-preferred URI schenes, such as a tel

URI in order to conplete an energency call via the PSTN

Identification of the caller, while not inconpatible with the
requirements for messaging outlined within this docunent, is
consi dered to be outside the scope of this docunent.

Location is required for two separate purposes: first, to support the
routing of the emergency call to the appropriate PSAP and second, to
display the caller’s location to the call taker to help in

di spat chi ng enmergency assistance to the appropriate |ocation

This latter use, the display of location information to the PSAP, is
orthogonal to the napping protocol, and is outside the scope of this
docunent .

Requi renent s Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119],
with the inportant qualification that, unless otherw se stated, these
terns apply to the design of the mapping protocol, not its

i mpl enentati on or application.

Ter ni nol ogy
1. Energency Services

Basi ¢ enmergency service: Basic emergency service allows a caller to
reach a PSAP serving its current |ocation, but the PSAP may not be
able to determine the identity or geographic |location of the
caller, except by the call taker asking the caller.

Enhanced energency service: In enhanced energency service, the PSAP
call taker can determne the caller’s current |ocation

2. Service Providers

I nternet Access Provider (1 AP): An organization that provides
physi cal and data link (layer 2) network connectivity to its
custoners or users, e.g., through digital subscriber lines, cable
TV plants, Ethernet, leased lines, or radio frequencies. Exanples
of such organi zations include tel ecomunication carriers,
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muni ci pal utilities, larger enterprises with their own network
i nfrastructure, and government organi zations, such as the
mlitary.

Internet Service Provider (I1SP): An organization that provides IP
net wor k-l ayer services to its customers or users. This entity may
or may not provide the physical-layer and data link (layer-2)
connectivity, such as fiber or Ethernet, i.e., it may or nmay not
play the role of an | AP.

Application Service Provider (ASP): The organization or entity that
provi des application-|ayer services, which may include voice (see
"Voice Service Provider"). This entity can be a private
i ndi vidual, an enterprise, a governnent, or a service provider.
An ASP is nore general than a Voice Service Provider, since
energency calls may use other media beyond voice, including text
and video. For a particular user, the ASP may or nay not be the
same organi zation as his | AP or |SP

Voi ce Service Provider (VSP): A specific type of Application Service

Provi der that provides voice related services based on IP, such as

call routing, a SIP URI, or PSTN termnation. 1In this docunent,

unl ess noted ot herwi se, any reference to "Voice Service Provider"
or "VSP' may be used interchangeably with "Application/Voice

Service Provider" or "ASP/VSP".

3.3. Actors

(Emergency) caller: The term"caller" or "energency caller" refers
to the person placing an energency call or sending an energency
i nstant nessage (IM.

User Equi pment (UE): User equipnent is the device or software
operated by the caller to place an enmergency call. A SIP user
agent (UA) is an exanple of user equipnent.

Call taker: A call taker is an agent at the PSAP that accepts calls
and may di spatch energency help. Sonetines the functions of cal
taki ng and di spatching are handl ed by different groups of people,
but these divisions of |abor are not generally visible to the
caller and thus do not concern us here.
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3.4. Call Routing Entities

Emer gency Service Routing Proxy (ESRP): An ESRP is an emnergency call
routing support entity that invokes the |ocation-to-PSAP URI
mappi ng function, to return an appropriate PSAP URI, or the UR
for another ESRP. dient napping requests could al so be perforned
by a nunber of entities, including entities that instantiate the
SIP proxy role and the SIP user agent client role.

Public Safety Answering Point (PSAP): A PSAP is a facility where
enmergency calls are received under the responsibility of a public
authority. (This terminology is used by both the European
Tel ecommuni cati ons Standards Institute (ETSI), in ETSI SR 002 180,
and the National Energency Number Association (NENA).) In the
Uni ted Ki ngdom PSAPs are call ed Operator Assistance Centres; in
New Zeal and, Conmuni cations Centres. Wthin this docunent, it is
assuned, unless stated otherw se, that PSAPs support the receipt
of emergency calls over |P, using appropriate application |ayer
protocols, such as SIP for call signaling and RTP for nedia.

3.5. Location

Location: A geographic identification assigned to a region or
feature based on a specific coordinate system or by other precise
i nformati on such as a street nunber and nane. It can be either a
civic or geographic |ocation.

Civic location: A described |ocation based on sonme reference system
such as jurisdictional region or postal delivery grid. A street
address is a common exanple of a civic |ocation.

Geographic location: A reference to a point that is able to be
| ocated, as described by a set of defined coordinates within a
geogr aphi ¢ coordi nate system such as latitude and | ongitude
within the WES-84 datum  For exanple, a 2-D geographic |ocation
is defined as an (x,y) coordinate value pair according to the
di stance north or south of the equator and east or west of the
prime meridian.

Location validation: A caller location is considered valid if the
civic or geographic location is recognizable within an acceptable
| ocation reference system (e.g., United States Postal Address or
the WGS-84 datun) and can be mapped to one or nore PSAPs. Wile
it is desirable to determne that a | ocation exists, validation
may not ensure that such a | ocation exists, but rather may only
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ensure that the location falls within sone range of known val ues.
Location validation ensures that a location is able to be
ref erenced for mapping, but makes no assunption about the
associ ation between the caller and the caller’s |ocation.

3.6. ldentifiers, Nunmbers, and Dial Strings
(Energency) service nunber: The (enmergency) service nunber is a

string of digits used to reach the (energency) service. The
energency service nunber is often just called the emergency

nunber. It is the nunber typically dialed on devices directly
connected to the PSTN and the nunber reserved for energency calls
by national or regional nunbering authorities. It only contains

the digits O through 9, #, and *. The service nunber nmay depend
on the location of the caller. For exanple, the general emnergency
service nunber in the United States is 911 and the poison contro
servi ce nunber is 18002221222. |In nost cases, the service nunber
and dial string are the sanme; they may differ in sonme private
phone networks. A service nunber nay be carried in tel URLs

[ RFC3966], along with a context identifier. |In the North Anerican
nunbering plan, some service nunbers are three-digit N11 or
servi ce codes, but not all energency nunbers have three digits. A
caller may have to dial a service dial string (below) that differs
fromthe service nunber when using a PBX

(Enmergency) service dial string: The service dial string identifies
the string of digits that a caller nust dial to reach a particul ar
(emergency) service. |In devices directly connected to the PSTN
the service dial string is the sane as the service nunber and may
t hus depend on the | ocation of the caller. However, in private
phone networks, such as in PBXs, the service dial string consists
of a dialing prefix to reach an outside line, followed by the
energency nunber. For exanple, in a hotel, the dial string for
emergency services in the United States mi ght be 9911. Dial
strings may contain indications of pauses or wait-for-secondary-
di al -tone indications. Service dial strings are outside the scope
of this document.

(Enmergency) service identifier: The (enmergency) service identifier
descri bes the enmergency service, independent of the user interface
mechani sm the signaling protocol that is used to reach the
service, or the caller’'s geographic location. It is a protoco
constant and used within the mapping and signaling protocols. An
exanmple is the service URN [ RFC5031].
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(Emergency) service URL: The service URL is a protocol -specific
(e.g., SIP) or protocol-agnostic (e.g., im [RFC3860]) identifier
that contains the address of the PSAP or other emergency service.
It depends on the specific signaling or data transport protocol
used to reach the energency servi ce.

Service URN: A service URN is an inplenentation of a service
identifier, which can be applied to both enmergency and non-
emer gency contexts, e.g., urn:service:sos or
urn:service:counseling. Wthin this docunent, service URNs are
referred to as ’energency service URNs' [RFC5031].

Horme energency nunber: A honme energency nunber is the emergency
nunber valid at the caller’s customary hone |ocation, e.g., his
per manent residence. The home |ocation nmay or nmay not coincide
with the service area of the caller’s VSP

Hone energency dial string: A home dial string is the dial string
valid at the caller’s customary hone | ocation, e.g., his permanent
resi dence.

Visited enmergency nunber: A visited energency nunber is the
emergency nunber valid at the caller’s current physical |ocation.
We di stinguish the visited energency nunber if the caller is
traveling outside his hone region

Visited energency dial string: A visited enmergency dial string is
the dial string nunber valid at the caller’s current physical
| ocati on.

3.7. Mapping
Mappi ng: Mapping is the process of resolving a |location to one or
nore PSAP URIs that directly identify a PSAP, or point to an

internmedi ary that knows about a PSAP and that is designated as
responsi ble for serving that |ocation.

Mapping client: A nmapping client interacts with the napping server
to learn one or more PSAP URIs for a given |location

Mappi ng protocol: A protocol used to convey the napping request and
response.

Mappi ng server: The mapping server holds infornmation about the
| ocation-to- PSAP URI nappi ng.
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Mappi ng service: A network service that uses a distributed mapping
protocol to performa mappi ng between a | ocation and a PSAP, or
i ntermedi ary that knows about the PSAP, and is used to assist in
routi ng an energency call.

i Basic Actors

In order to support emergency services covering a | arge physica

area, various infrastructure elenments are necessary, including
Internet Access Providers (l1APs), Application/Voice Service Providers
(ASP/ VSPs), Emergency Service Routing Proxy (ESRP) providers, mapping
servi ce providers, and PSAPs.

This section outlines which entities will be considered in the
routing scenarios di scussed.

Location
| nfornmation R +
| (D) | I nt ernet | R +
\Y; | Access | | |
S + | Provi der | | Mappi ng |
| | | (3) | | Service |
| Emergency |<---4---------oiooo-- +-->| |
| Caller | | (2) | Fom e - +
| | <---F------- + | A
Fom e e + | R R Fo-m oo - + |
n | ] Locati on | | |
| | ] | nformati on<-+ | |
I oo + 1(5) | | (6)
I I I I I
I I AR v+ | I
I (4) I I I I I
T +--->| ESRP | <--4---+
I I I I I
I I Hoommoeao - +
I I A I
I I (7) | [
I (8) I L >|
R I >| PSAP |
I || I
| Appl i cati on/ | A+ 4
| Voi ce |
| Service |
| Provi der |
o e e e e ooo- - +

Figure 1: Framework for Emergency Call Routing
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Figure 1 shows the interaction between the entities involved in the
call. There are a nunber of different depl oynent choices, as can be
easily seen fromthe figure.

Is the Internet Access Provider also the Application/Voice Service
Provider? 1In the Internet today, the roles of Internet access
provi der and application/voice service provider are typically
provided by different entities. As a consequence, the Application/
Voi ce Service Provider is typically not able to directly determ ne
the physical |ocation of the energency caller.

The overl apping squares in the figure indicate that some functions
can be collapsed into a single entity. As an exanple, the

Appl i cati on/ Voi ce Service Provider mght be the sane entity as the
Internet Access Provider. There is, however, no requirenent that
this nust be the case. Additionally, we consider that end systens
m ght act as their own ASP/VSP, e.g., either for enterprises or for
residential users.

Various potential interactions between the entities depicted in
Figure 1 are described bel ow

1. Location information m ght be available to the end host itself.

2. Location information night, however, also be obtained fromthe
I nternet Access Provider

3. The energency caller might need to consult a mapping service to
determ ne the PSAP (or other relevant information) that is
appropriate for the physical location of the energency caller,
possi bly considering other attributes, such as appropriate
| anguage support by the energency call taker

4. The energency caller might get assistance for enmergency cal
routing by infrastructure elenents that are energency cal
routing support entities, such as an Energency Service Routing
Proxy (ESRP) in SIP.

5. Location information is used by energency call routing support
entities for subsequent mappi ng requests.

6. Enmergency call routing support entities nmight need to consult a
mappi ng service to determine where to route the emergency call

7. For infrastructure-based emergency call routing (in contrast to

UE- based energency call routing), the emergency call routing
support entity needs to forward the call to the PSAP
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8. The energency caller may interact directly with the PSAP, where
the UE invokes mapping, and initiates a connection, w thout
relying on any internmediary energency call routing support
entities.

5. High-Level Requirenents

Bel ow, we summarize high-level architectural requirenments that guide
some of the conponent requirenents detailed later in the docunent.

Rel. Application/Voice service provider existence: The initiation
of an | P-based energency call SHOULD NOT assune the existence of
an Application/Voice Service Provider (ASP/VSP)

Motivation: The caller may not have an application/voice service
provider. For exanple, a residence nmay have its own DNS donain
and run its own SIP proxy server for that domain. On a |arger
scale, a university nmight provide voice services to its students
and staff, but mght not be a tel ecomunication provider.

Re2. International applicability: Regional, political, and
organi zati onal aspects MJST be considered during the design of
protocols and protocol extensions that support |P-based energency
calls.

Motivation: It nust be possible for a device or software devel oped
or purchased in one country to place enmergency calls in another
country. System conponents should not be biased towards a
particul ar set of energency nunbers or |anguages. Also, different
countries have evol ved different ways of organi zi ng enmergency
services, e.g., either centralizing themor having smaller

regi onal subdivisions, such as the United States or

muni ci palities, handl e emergency calls within their jurisdiction

Re3. Distributed administration: Deploynent of |P-based energency
servi ces MUST NOT depend on a single central admnistrative
aut hority.

Motivation: The design of the nmapping protocol nust meke it
possi bl e to depl oy and adnini ster enmergency calling features on a
regi onal or national basis w thout requiring coordination with

ot her regions or nations. The system cannot assune, for exanple,
that there is a single global entity issuing certificates for
PSAPs, ASP/VSPs, |APs, or other participants.
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Re4. Milti-nmode conmunication: | P-based energency calls MJST
support multiple comuni cati on nodes, including, for exanple,
audi o, video, and text.

Motivation: Wthin the PSTN, voice and text tel ephony (often
called TTY or text-phone in North America) are the only comonly
supported nmedia. Enmergency calling nust support a variety of
medi a. Such nedia should include voice, conversational text (RFC
4103 [ RFC4103]), instant nessagi ng, and vi deo.

Re5. Mapping result usability: The mappi ng protocol MJST return one
or nore URIs that are usable within a standard signaling protoco
(i.e., without special emergency extensions).

Moti vation: For exanple, a SIP URI that is returned by the mapping
protocol needs to be usable by any SIP-capable phone within a SIP-

initiated energency call. This is in contrast to a "special
pur pose” URI, which may not be recogni zable by a | egacy SIP
devi ce.

Re6. PSAP URlI accessibility: The mapping protocol MJST support
interaction between the client and server where no enrollnent to a
mappi ng service exists or is required.

Moti vation: The mapping server may well be operated by a service
provi der, but access to the server offering the mappi ng nmust not
require use of a specific ISP or ASP/ VSP

Re7. Common data structures and formats: The napping protocol
SHOULD support common formats (e.g., PIDF-LO for |ocation data.

Moti vation: Location databases should not need to be transforned
or nodified in any unusual or unreasonable way in order for the
mappi ng protocol to use the data. For exanple, a database that
contains civic addresses used by |ocation servers may be used for
nmul ti pl e purposes and applicati ons beyond emergency service

| ocation-to-PSAP URI mappi ng.

Re8. Anonynous mappi hg: The nmapping protocol MJST NOT require the
true identity of the target for which the location information is
attri buted.

Motivation: Ideally, no identity information is provided via the

mappi ng protocol. Were identity information is provided, it may
be in the formof an unlinked pseudonym (RFC 3693 [ RFC3693]).
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6. ldentifying the Caller’s Location

Location can either be provided directly (by value), or via a pointer
(by reference), and represents either a civic location, or a
geographic location. An inportant question is how and when to attach
| ocation information to the Vol P energency signaling nessages. In
general, we can distinguish three nodes of operation of how a

| ocation is associated with an energency call:

UA-inserted: The caller’s user agent inserts the |ocation
information into the call-signaling nessage.

UA-referenced: The caller’s user agent provides a pointer (i.e., a
| ocation reference), via a permanent or tenporary identifier, to
the location information, which is stored by a |ocation server
somewhere el se and then retrieved by the PSAP, ESRP, or other
aut hori zed entity.

Proxy-inserted: A proxy along the call path inserts the |ocation or
| ocation reference.

The followi ng requirenents apply:

Lol. Reference datum The mappi ng protocol MJST support the WGS-84
coordi nate reference system and MAY support other coordinate
ref erence systens.

Moti vati on: Though many different datuns exist around the world,
this docunent reconmmends the WGS-84 datum since it is designed to
descri be the whole earth, rather than a single continent or other
region, and is conmmonly used to represent d obal Positioning

Syst em coor di nat es.

Lo2. Location delivery by-value: The mappi ng protocol MJST support
the delivery of location information using a by-val ue nethod,
t hough it MAY al so support de-referencing a URL that references a
| ocation object.

Moti vation: The mappi ng protocol is not required to support the
ability to de-reference specific |ocation references.

Lo3. Alternate comunity nanes: The nmappi ng protocol MJST support

both the jurisdictional community nanme and the postal comunity
nane fields within the PIDFLO [ RFC4119] dat a.
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Moti vati on: The mappi ng protocol rnust accept queries with either a
postal or jurisdictional community nanme field, or both, and
provi de appropriate responses. |f a mapping query contains only
one conmmunity nane and the database contains both jurisdictional
and postal comunity nanmes, the mappi ng protocol response SHOULD
return both community nanes.

Lo4. Validation of civic |ocation: The mapping protocol MJST be
able to report the results of validating civic |locations (street
addr esses) .

Motivation: Location validation provides an opportunity to help
ascertain ahead of tinme whether or not a successful mapping to the
appropriate PSAP will likely occur when it is required.

Val idation may al so help to avoid del ays during energency cal
setup due to invalid |location data.

Lo5. Information about |ocation data used for mapping: The mapping
protocol MJST support the ability to provide ancillary information
about the resolution of location data used to retrieve a PSAP URI.

Moti vation: The mapping server may not use all the data el enents
in the provided |location information to determne a match, or may
be able to find a match based on all of the information except for
some specific data elenents. The uni queness of this infornmation
set may be used to differentiate anmong enmergency jurisdictions.
Precision or resolution in the context of this requirenment m ght
mean, for exanple, explicit identification of the data el enents
that were used successfully in the mapping.

Lo6. Contact for |ocation problens: The mapping protocol MJST
support a mechanismto contact an appropriate authority to resolve
mappi ng-rel ated issues for the queried |location. For exanple, the
guerier may want to report problens with the response val ues or
i ndi cate that the mappi ng database is nistaken on declaring a
civic location as non-existent.

Motivation: Initially, authorities may provi de URLs where a human
user can report problenms with an address or location. In

addi tion, web services may be defined to automate such reporting.
For exanple, the querier may wish to report that the mapping

dat abase may be missing a newy built or renamed street or house
numnber .

Lo7. Limts to validation: Successful validation of a civic
| ocati on MUST NOT be required to place an energency call.
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Motivation: In sone cases, a civic |location may not be consi dered
valid. This fact should not result in the call being dropped or
rejected by any entity along the call setup signaling path to the
PSAP.

Lo8. 3D sensitive mapping: The nmapping protocol MJST inpl enent
support for both 2D and 3D | ocation information, and MAY accept
either a 2D or 3D mappi ng request as input.

Motivation: It is expected that queriers may provide either 2D or
3D data. Wen a 3D request is presented within an area only
defined by 2D data within the mappi ng server, the mapping result
woul d be the sane as if the height or altitude coordi nate had been
omtted fromthe mappi ng request.

Lo9. Database type indicator: The napping protocol MAY support a
nmechani smthat provides an indication describing a specific type
of | ocation database used.

Motivation: It is useful to know the source of the data stored in
t he dat abase used for location validation, either for civic or
geographic location matching. In the United States, sources of
data could include the United States Postal Service, the Master
Street Address Guide (MSAG, or conmercial map data providers.

7. Energency Service ldentifier

Emergency service identifiers are protocol constants that allow
protocol entities, such as SIP proxy servers, to distinguish
energency calls fromnon-energency calls and to identify the specific
energency service desired. Energency service identifiers are a

subcl ass of service identifiers that nore generally identify services
reachable by callers. An exanple of a service identifier is the
servi ce URN [ RFC5031], but other identifiers, such as tel URI's

[ RFC3966], may al so serve this role during a transition period.

Since this docunment only addresses energency services, we use the
terns "enmergency service identifier" and "service identifier"
i nterchangeably. Requirenents for these identifiers include:

Idl. Miltiple enmergency services: The mapping protocol MJST be able
to support different enmergency services distinguished by different
service identifiers.

Motivation: Some jurisdictions may offer nultiple types of

energency services that operate independently and can be contacted
directly; for exanple, fire, police, and anmbul ance servi ces.
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Id2. Extensible enmergency service identifiers: The mapping protocol
MUST support an extensible list of energency identifiers, though
it is not required to provide nmappings for every possible service.

Motivation: Extensibility is required since new energency services
may be introduced over tine, either globally or in sone
jurisdictions. The availability of emergency services depends on
the locations. For exanple, the Netherlands are unlikely to offer
a nountain rescue service.

Id3. Discovery of energency nunber: The mappi ng protocol MJST be
able to return the | ocation-dependent energency nunmber for the
| ocation indicated in the query.

Motivation: Users are trained to dial the appropriate energency
nunber to reach energency services. There needs to be a way to
figure out the emergency nunber at the current |ocation of the
caller.

Id4. Home emergency nunber recognition: User equi pnment MJST be abl e
to translate a hone energency nunber into an emergency service
identifier.

Motivation: The UE could be pre-provisioned with the appropriate
information in order to performsuch a translation or could

di scover the energency nunber by querying the napping protocol
with its hone | ocation

| d5. Energency nunber replacenent: There SHOULD be support for
repl acement of the energency nunber with the appropriate emergency
service identifier for each signaling protocol used for an
energency call, based on | ocal conventions, regul ations, or
preference (e.g., as in the case of an enterprise).

Moti vation: Any signaling protocol requires the use of sone
identifier to indicate the called party, and the user equi pnent
may | ack the capability to determine the actual service URL (PSAP
URI). The use of local conventions nay be required as a
transition nechanism Since relying on recognizing |oca
nunmbering conventions nmakes it difficult for devices to be used
outside their hone context and for external devices to be

i ntroduced into a network, protocols should use standardi zed
energency service identifiers.

| d6. Energency service identifier marking: Signaling protocols MJST

support energency service identifiers to mark a call as an
emer gency call .
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8.

Moti vation: Marking ensures proper handling as an energency cal
by downstream el enents that may not recognize, for exanple, a

| ocal variant of a logical emergency address. This marking
mechanismis related to, but independent of, marking calls for
prioritized call handling [ RFC4412].

I d7. Handling unrecogni zed energency service identifiers: There
MJUST be support for calls that are initiated as energency calls
even if the specific enmergency service requested is not recognized
by the ESRP. Such calls will then be routed to a generic
ener gency service.

Motivation: Fallback routing all ows new energency services to be
i ntroduced increnentally, while avoi di ng non-routabl e energency

calls. For exanple, a call for marine rescue services wuld be

routed to a general PSAP if the caller’s location does not offer
mari ne rescue services yet.

Id8. Return fallback service identifier: The mapping protocol MJST
be able to report back the actual service mapped if the mapping
protocol substitutes another service for the one requested.

Motivation: A mapping server may be configured to automatically

| ook up the PSAP for another service if the user-requested service
is not available for that |ocation. For exanple, if there is no
mari ne rescue service, the nmapping protocol mght return the PSAP
URL for general energencies and include the "urn:service.sos"
identifier in the response to alert the querier to that fact.

I d9. Discovery of visited energency nunbers: The mappi ng protoco
MUST support a nechanismto allow the end device to learn visited
emer gency nunbers.

Motivation: Travelers visiting a foreign country nmay observe the
| ocal emergency nunber, e.g., seeing it painted on the side of a
fire truck, and then rightfully expect to be able to dial that
energency nunber. Sinmlarly, a local "good Sanaritan" may use a
tourist’s cell phone to sumon hel p.

Mappi ng Pr ot ocol

There are two basic approaches to invoke the mapping protocol. W
refer to these as caller-based and nediated. In each case, the
mappi ng client initiates a request to a napping server via a napping
protocol. A proposed mappi hg protocol, LOST, is outlined in [lost].

For caller-based resolution, the caller’s user agent invokes the
mappi ng protocol to deternine the appropriate PSAP based on the
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| ocation provided. The resolution may take place well before the
actual emergency call is placed, or at the tine of the call.

For medi ated resol ution, an energency call routing support entity,
such as a SIP (outbound) proxy or redirect server, invokes the
mappi ng service.

Since servers may be used as outbound proxy servers by clients that
are not in the same geographic area as the proxy server, any proxy
server has to be able to translate any caller location to the
appropriate PSAP. (A traveler nay, for exanple, accidentally or
intentionally configure its home proxy server as its outbound proxy
server, even while far away from hone.)

Mal. Baseline query protocol: A mandatory-to-inplenent protocol
MUST be specified.

Motivation: An over-abundance of similarly capable choices appears
undesirable for interoperability.

Ma2. Extensible protocol: The napping protocol MJIST be designed to
support the extensibility of I[ocation data el enents, both for new
and existing fields.

Motivation: This is needed, for exanple, to accomobdate future
extensions-to-location information that mght be included in the
Pl DF- LO ([ RFC4119]).

Ma3. Increnentally deployable: The mappi ng protocol MJST be
desi gned to support its increnental depl oynent.

Motivation: It nust not be necessary, for exanple, to have a

gl obal street |evel database before deploying the system It is
acceptable to have sonme msrouting of calls when the dat abase does
not (yet) contain accurate PSAP service area information

Ma4. Any tinme mapping: The mapping protocol MJST support the
ability of the mapping function to be invoked at any tine,
including while an energency call is in process and before an
energency call is initiated.

Motivation: If the mapping query fails at call tinme, it may be
advant ageous to be able to fall back to the result of an earlier
mappi ng query. This prior know edge woul d be obtai ned by
perform ng a mappi ng query at any tine prior to an emergency call.
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Ma5. Anywhere napping: The mapping protocol MJST support the
ability to provide mapping information in response to an
i ndi vidual query fromany (earthly) |ocation, regardless of where
the mapping client is |ocated, either geographically or by network
| ocati on.

Motivation: The mapping client, such as an ESRP, may not
necessarily be anywhere close to the caller or the appropriate
PSAP, but must still be able to obtain mapping information

Ma6. Appropriate PSAP. The mappi ng protocol MJST support the
routing of an enmergency call to the PSAP responsible for a
particul ar geographi c area.

Moti vation: Routing to the wong PSAP will result in delays in
handl i ng energencies as calls are redirected, and therefore wll
also result in inefficient use of PSAP resources at the initial
poi nt of contact. It is inmportant that the |ocation determnination
nmechani sm not be fooled by the location of |IP tel ephony gateways
or dial-in lines into a corporate LAN (and di spatch emergency help
to the gateway or campus, rather than the caller), nulti-site LANs
and simlar arrangenents.

Ma7. Miltiple PSAP URIs: The mappi ng protocol MJST support a nethod
to return nmultiple PSAP URI's, which cover the same geographic
ar ea.

Motivation: Different contact protocols (e.g., PSTNvia tel UR's
and IP via SIP URIs) may be routed to different PSAPs. Less
l'ikely, two PSAPs may overlap in their coverage region

Ma8. Single primary URI per contact protocol: Though the mapping
protocol may be able to include nultiple URIs in the response, it
SHOULD return only one primary URI per contact protocol used, so
that clients are not required to select anong different targets
for the same contact protocol

Moti vation: There may be two or nore URIs returned when nultiple
contact protocols are available (e.g., SIP and SM5). The client
may sel ect anong nultiple contact protocols based on its
capabilities, preference settings, or availability.

Ma9. Non-preferred URI schenes: The mapping protocol MAY support
the return of a less-preferred URI schene, such as a tel UR

Motivation: In order to provide incremental support to non-I1P

PSAPs, it may be necessary to be able to conplete an emnergency
call via the PSTN
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Mal0. URI properties: The mapping protocol MJST support the ability
to provide ancillary informati on about a contact that allows the
mappi ng client to deternine relevant properties of the PSAP URI

Motivation: In sone cases, the same geographic area is served by
several PSAPs; for exanple, a corporate campus m ght be served by
both a corporate security departnment and the mnunicipal PSAP. The
mappi ng protocol should then return URIs for both, with
information allowi ng the querying entity to choose one or the
other. This determ nation could be nmade by either an ESRP, based
on |l ocal policy, or by direct user choice, in the case of caller-
based net hods.

Mall. Mapping referral: The mapping protocol MJST support a
mechani smfor the mapping client to contact any mapping server and
be referred to another napping server that is nore qualified to
answer the query.

Motivation: Referrals help mitigate the inpact of incorrect
configuration that directs a client to the wong initial mapping
server.

Mal2. Split responsibility: The nmapping protocol MJST support the
di vi sion of data subset handling between rultiple mapping servers
within a single level of a civic location hierarchy.

Motivation: For exanple, two mapping servers for the sane city or
county may handle different streets within that city or county.

Mal3. URL for error reporting: The mapping protocol MJST support
the ability to return a URL that can be used to report a suspected
or known error within the mappi ng dat abase.

Motivation: If an error is returned, for exanple, there needs to
be a URL that points to a resource that can explain or potentially
hel p resolve the error.

Mald4. Resilience to mapping server failure: The mappi ng protoco
MUST support a nechanismthat enables the client to fail over to
different (replica) mapping server.

Motivation: The failure of a mapping server should not preclude
the mapping client fromreceiving an answer to its query.

Mal5. Traceable resolution: The napping protocol SHOULD support the
ability of the mapping client to be able to determne the entity
or entities that provided the energency address resol ution
i nformati on.
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Motivation: To inprove reliability and perfornmance, it is
important to be able to trace which servers contributed to the
resolution of a query.

Mal6. Mninmal additional delay: Mapping protocol execution SHOULD
m ni m ze the anount of delay within the overall call-setup tine.

Motivation: Since outbound proxies will likely be asked to resolve
the same geographi c coordi nates repeatedly, a suitable time-
linmted caching mechani sm shoul d be supported.

Mal7. Freshness indication: The napping protocol SHOULD support an
i ndi cator describing how current the information provided by the
mappi ng source is.

Motivation: This is especially useful when an alternate mapping is
requested, and alternative sources of napping data nay not have
been created or updated with the same set of information or within
the sane tinme frame. Differences in currency between nmappi ng data
contai ned within mappi ng sources should be minin zed.

9. Security Considerations

Threats and security requirenents are discussed in a separate
docunent [ RFC5069] .
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