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Status of This Menop

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

This specification defines a profile of the Online Certificate Status
Protocol (OCSP) that addresses the scalability issues inherent when
using OCSP in | arge scale (high volune) Public Key Infrastructure
(PKI') environments and/or in PKI environnents that require a

i ghtweight solution to mnimze conunication bandw dth and client-
si de processing.
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1.

| nt roducti on

The Online Certificate Status Protocol [OCSP] specifies a nechani sm
used to deternmine the status of digital certificates, in lieu of
using Certificate Revocation Lists (CRLs). Since its definition in
1999, it has been deployed in a variety of environments and has
proven to be a useful certificate status checking nechanism (For
brevity we refer to OCSP as being used to verify certificate status,
but only the revocation status of a certificate is checked via this
protocol .)

To date, nmany OCSP depl oynents have been used to ensure tinely and
secure certificate status information for high-value electronic
transactions or highly sensitive information, such as in the banking
and financial environments. As such, the requirenment for an OCSP
responder to respond in "real time" (i.e., generating a new OCSP
response for each OCSP request) has been inportant. 1In addition

t hese depl oynents have operated in environments where bandw dth usage
is not an issue, and have run on client and server systens where
processi ng power is not constrained.

As the use of PKI continues to grow and nove into diverse
environnents, so does the need for a scal able and cost-effective
certificate status nechanism Al though OCSP as currently defined and
depl oyed neets the need of small to nmediumsized PKlIs that operate on
powerful systens on wired networks, there is a linmt as to how these
OCSP depl oynents scale fromboth an efficiency and cost perspective.
Mobi | e environments, where network bandwi dth nmay be at a preni um and
client-side devices are constrained froma processing point of view,
require the careful use of OCSP to m nim ze bandw dth usage and
client-side processing conmplexity. [ OCSPMP]

PKI continues to be deployed into environnents where mllions if not
hundreds of nmillions of certificates have been issued. In nany of
these environnents, an even |arger nunber of users (al so known as
relying parties) have the need to ensure that the certificate they
are relying upon has not been revoked. As such, it is inportant that
OCSP is used in such a way that ensures the | oad on OCSP responders
and the network infrastructure required to host those responders are
kept to a mni num

Thi s docunent addresses the scalability issues inherent when using
OCSP in PKI environnments descri bed above by defining a nessage
profile and clarifying OCSP client and responder behavior that wll
permt:
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1) OCSP response pre-production and distribution.
2) Reduced OCSP nessage size to | ower bandw dth usage.
3) Response nessage caching both in the network and on the client.

It is intended that the normative requirenents defined in this
profile will be adopted by OCSP clients and OCSP responders operating
in very |arge-scale (high-volune) PKI environments or PKI
environnents that require a lightweight solution to minimze

bandwi dth and client-side processing power (or both), as described
above. As OCSP does not have the nmeans to signal responder
capabilities within the protocol, clients needing to differentiate
bet ween OCSP responses produced by responders conformant with this
profile and those that are not need to rely on out-of-band nmechani sns
to determ ne when a responder operates according to this profile and,

as such, when the requirenents of this profile apply. |In the case
wher e out-of - band nechani sns may not be available, this profile
ensures that interoperability will still occur between a fully

conformant OCSP 2560 client and a responder that is operating in a
node as described in this specification.

1.1. Requirenents Termi nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. OCSP Message Profile

This section defines a subset of OCSPRequest and OCSPResponse
functionality as defined in [ OCSP].

2.1. OCSP Request Profile
2.1.1. OCSPRequest Structure

OCSPRequests conformant to this profile MJST include only one Request
in the OCSPRequest. Request Li st structure.

Clients MUST use SHAl as the hashing algorithmfor the
Cert | D.issuer NameHash and the CertlD.issuerKeyHash val ues.

Clients MJUST NOT include the singleRequest Ext ensi ons structure.

Clients SHOULD NOT include the request Extensions structure. |If a
request Extensi ons structure is included, this profile RECOMMENDS t hat
it contain only the nonce extension (id-pkix-ocsp-nonce). See
Section 4 for issues concerning the use of a nonce in high-volune
OCSP envi ronnents.
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2.1.2. Signed OCSPRequests

Clients SHOULD NOT send signed OCSPRequests. Responders MAY ignore
t he signature on OCSPRequests.

I f the OCSPRequest is signed, the client SHALL specify its nanme in

t he OCSPRequest.requestorNanme field; otherw se, clients SHOULD NOT

i nclude the requestorNane field in the OCSPRequest. OCSP servers
MJST be prepared to receive unsigned OCSP requests that contain the
requestorNane field, but nust realize that the provided value is not
aut henti cat ed.

2.2. OCSP Response Profile
2.2.1. OCSPResponse Structure

Responders MJST generate a Basi cOCSPResponse as identified by the

i d- pki x-ocsp-basic OD. Cdients MIST be able to parse and accept a
Basi cOCSPResponse. (OCSPResponses conformant to this profile SHOULD
i nclude only one Singl eResponse in the ResponseData.responses
structure, but MAY include additional SingleResponse elenents if
necessary to i nprove response pre-generation performance or cache
efficiency.

The responder SHOULD NOT incl ude responseExtensions. As specified in
[OCSP], clients MJST ignore unrecognized non-critical
responsekxt ensions in the response.

In the case where a responder does not have the ability to respond to
an OCSP request containing a option not supported by the server, it
SHOULD return the nost conplete response it can. For exanple, in the
case where a responder only supports pre-produced responses and does
not have the ability to respond to an OCSP request containing a
nonce, it SHOULD return a response that does not include a nonce.

Clients SHOULD attenpt to process a response even if the response
does not include a nonce. See Section 4 for details on validating
responses that do not contain a nonce. See also Section 7 for

rel evant security considerations.

Responders that do not have the ability to respond to OCSP requests
that contain an unsupported option such as a nonce MAY forward the
request to an OCSP responder capabl e of doing so.

The responder MAY include the singleResponse. si ngl eResponse
extensi ons structure.
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2.2.2. Signed OCSPResponses
Clients MJST validate the signature on the returned OCSPResponse.

If the response is signed by a delegate of the issuing certification
authority (CA), a valid responder certificate MJST be referenced in
t he Basi cOCSPResponse. certs structure.

It is RECOMWENDED t hat the OCSP responder’s certificate contain the
i d- pki x- ocsp-nocheck extension, as defined in [OCSP], to indicate to
the client that it need not check the certificate's status. In
addition, it is RECOVWENDED that neither an OCSP authorityl nfoAccess
(AI'A) extension nor cRLDi stributionPoints (CRLDP) extension be
included in the OCSP responder’s certificate. Accordingly, the
responder’s signing certificate SHOULD be rel atively short-lived and
renewed regul arly.

Clients MIST be able to identify OCSP responder certificates using
bot h the byName and byKey ResponseDat a. Responder| D choi ces.
Responders SHOULD use byKey to further reduce the size of the
response in scenarios where reducing bandwidth is an issue.

2.2.3. (OCSPResponseSt at us Val ues

As long as the OCSP infrastructure has authoritative records for a
particular certificate, an OCSPResponseStatus of "successful" will be
returned. Wen access to authoritative records for a particul ar
certificate is not available, the responder MJST return an
OCSPResponseSt atus of "unauthorized". As such, this profile extends
the RFC 2560 [OCSP] definition of "unauthorized" as follows:

The response "unaut horized" is returned in cases where the client
is not authorized to nake this query to this server or the server
is not capable of responding authoritatively.

For exampl e, OCSP responders that do not have access to authoritative
records for a requested certificate, such as those that generate and
di stribute OCSP responses in advance and thus do not have the ability
to properly respond with a signed "successful" yet "unknown"

response, will respond with an OCSPResponseStatus of "unauthorized"
Al'so, in order to ensure the database of revocation information does
not grow unbounded over tine, the responder MAY renove the status
records of expired certificates. Requests fromclients for
certificates whose record has been renoved will result in an
OCSPResponseSt at us of "unaut hori zed"

Security considerations regarding the use of unsignhed responses are
di scussed in [ OCSP] .
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2.2.4. thisUpdate, nextUpdate, and producedAt

When pre-produci ng OCSPResponse nessages, the responder MJUST set the
t hi sUpdat e, nextUpdate, and producedAt tines as foll ows:

t hi sUpdat e The tinme at which the status being indicated is known
to be correct.

next Updat e The tinme at or before which newer information will be
avail abl e about the status of the certificate.
Responders MJST always include this value to aid in
response caching. See Section 6 for additional
i nformati on on cachi ng.

pr oducedAt The tinme at which the OCSP response was signed.
Note: In many cases the value of thisUpdate and producedAt will be
t he sane.

For the purposes of this profile, ASN. 1-encoded CeneralizedTine

val ues such as thisUpdate, nextUpdate, and producedAt MJST be
expressed Greenwich Mean Tinme (Zulu) and MUST include seconds (i.e.,
times are YYYYMVDDHHMMESZ), even where the nunber of seconds is zero.
General i zedTi me val ues MJUST NOT i nclude fractional seconds.

3. dient Behavior
3.1. OCSP Responder Discovery

Clients MJST support the authoritylnfoAccess extension as defined in
[ PKI X] and MJST recogni ze the id-ad-ocsp access nethod. This enables
CAs to informclients how they can contact the OCSP service.

In the case where a client is checking the status of a certificate
that contains both an authoritylnformationAccess (Al A) extension
pointing to an OCSP responder and a cRLDi stributionPoi nts extension
pointing to a CRL, the client SHOULD attenpt to contact the OCSP
responder first. Cdients MAY attenpt to retrieve the CRL if no
OCSPResponse is received fromthe responder after a locally
configured tinmeout and nunber of retries.

3.2. Sending an OCSP Request

To avoid needl ess network traffic, applications MJIST verify the
sighature of signed data before asking an OCSP client to check the
status of certificates used to verify the data. |If the signature is
invalid or the application is not able to verify it, an OCSP check
MUST NOT be request ed.
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Simlarly, an application MIUST validate the signature on certificates
in a chain, before asking an OCSP client to check the status of the
certificate. |If the certificate signature is invalid or the
application is not able to verify it, an OCSP check MJST NOT be
requested. Cients SHOULD NOT nmake a request to check the status of
expired certificates.

4. Ensuring an OCSPResponse |s Fresh

In order to ensure that a client does not accept an out-of-date
response that indicates a 'good’ status when in fact there is a nore
up-to-date response that specifies the status of 'revoked', a client
must ensure the responses they receive are fresh

In general, two nmechanisns are available to clients to ensure a
response is fresh. The first uses nonces, and the second is based on
time. In order for tinme-based mechanisns to work, both clients and
responders MJST have access to an accurate source of tine.

Because this profile specifies that clients SHOULD NOT incl ude a
request Ext ensi ons structure i n OCSPRequests (see Section 2.1),
clients MIST be able to detern ne OCSPResponse freshness based on an
accurate source of time. Cdients that opt to include a nonce in the
request SHOULD NOT reject a correspondi ng OCSPResponse solely on the
basi s of the nonexi stent expected nonce, but MJST fall back to
val i dating the OCSPResponse based on tine.

Clients that do not include a nonce in the request MJST ignore any
nonce that may be present in the response.

Clients MJIST check for the existence of the nextUpdate field and MJST
ensure the current tinme, expressed in GMI tine as described in
Section 2.2.4, falls between the thisUpdate and nextUpdate times. |If
the nextUpdate field is absent, the client MJST reject the response.

If the nextUpdate field is present, the client MJIST ensure that it is
not earlier than the current tine. |If the current tinme on the client
is later than the tinme specified in the nextUpdate field, the client
MJST reject the response as stale. Cients MAY allow configuration
of a small tolerance period for acceptance of responses after

next Update to handl e mnor clock differences relative to responders
and caches. This tolerance period should be chosen based on the
accuracy and precision of time synchronization technol ogy avail abl e
to the calling application environment. For exanple, Internet peers
with | ow | atency connections typically expect NTP tinme
synchroni zati on to keep them accurate within parts of a second;

hi gher |atency environnents or where an NTP anal ogue is not avail able
may have to be nore liberal in their tolerance.
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See the security considerations in Section 7 for additional details
on replay and man-in-the-mddl e attacks.

5. Transport Profile

The OCSP responder MUST support requests and responses over HITP.
When sending requests that are |less than or equal to 255 bytes in
total (after encoding) including the schene and deliniters (http://),
server nanme and base64- encoded OCSPRequest structure, clients MJST
use the GET nethod (to enable OCSP response caching). OCSP requests
| arger than 255 bytes SHOULD be submitted using the POST nethod. In
all cases, clients MJST foll ow the descriptions in A 1.1 of [ OCSP]
when constructing these nessages.

When constructing a GET nessage, OCSP clients MJST base64 encode the
OCSPRequest structure and append it to the URl specified in the AlA
extension [PKIX]. dients MJST NOT include CR or LF characters in

t he base64-encoded string. Cdients MJST properly URL-encode the
base64 encoded OCSPRequest. For exanpl e:

htt p://ocsp. exanpl e. com MEowSDBGVEQMY AKBggghki GOwWOCBQQQ7sp6GTKpL
2dAdeGaV267owQl NESVWQDOMGe BAr Sgv %2 FBWQ QLIXx%2Fg9xF8oy SYzol 80Mopg
Y8D¥8D

In response to properly formatted OCSPRequests that are cachabl e
(i.e., responses that contain a nextUpdate value), the responder will
i nclude the binary value of the DER encodi ng of the OCSPResponse
preceded by the followi ng HTTP [ HTTP] headers.

content-type: application/ocsp-response

content -l ength: <OCSP response | ength>

| ast-nodi fied: <producedAt [HTTP] date>

ETag: "<strong val i dator>"

expires: <nextUpdate [HTTP] date>

cache-control: max-age=<n>, public, no-transform nust-revalidate
date: <current [HITP] date>

See Section 6.2 for details on the use of these headers.
6. Caching Reconmendati ons

The ability to cache OCSP responses throughout the network is an

i nportant factor in high volume OCSP depl oynents. This section

di scusses the reconmended cachi ng behavior of OCSP clients and HITP
proxi es and the steps that should be taken to m nimze the nunber of
times that OCSP clients "hit the wire". In addition, the concept of
i ncl udi ng OCSP responses in protocol exchanges (aka stapling or

pi ggybacki ng), such as has been defined in TLS, is al so discussed.
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6.1. Caching at the dient

To nininize bandw dth usage, clients MJST locally cache authoritative
OCSP responses (i.e., a response with a signature that has been
successfully validated and that indicate an OCSPResponseSt at us of
"successful ).

Most OCSP clients will send OCSPRequests at or near the nextUpdate
time (when a cached response expires). To avoid |large spikes in
responder |oad that m ght occur when many clients refresh cached
responses for a popular certificate, responders MAY indicate when the
client should fetch an updated OCSP response by using the cache-
control : max-age directive. Cients SHOULD fetch the updated OCSP
Response on or after the nmax-age tine. To ensure that clients
recei ve an updated OCSP response, OCSP responders MJST refresh the
OCSP response before the nax-age tine.

6. 2. HTTP Proxi es

The responder SHOULD set the HTTP headers of the OCSP response in
such a way as to allow for the intelligent use of internmediate HITP
proxy servers. See [HITP] for the full definition of these headers
and the proper format of any date and tine val ues.

HTTP Header Descri ption

date The date and tinme at which the OCSP server generated
the HTTP response.

| ast-nodified This val ue specifies the date and tinme at which the
OCSP responder |ast nodified the response. This date
and time will be the same as the thisUpdate tinestanp
in the request itself.

expires Specifies how |l ong the response is considered fresh
This date and tinme will be the sane as the nextUpdate
timestanp in the OCSP response itself.

ETag A string that identifies a particular version of the
associ ated data. This profile RECOVMENDS that the
ETag val ue be the ASCII HEX representation of the
SHA1 hash of the OCSPResponse structure.

cache-control Cont ai ns a nunmber of caching directives.
* max- age=<n> -where nis atine value later than

thi sUpdate but earlier than
next Updat e.
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* public -makes nornal |y uncachabl e response
cachabl e by both shared and nonshared
caches.

* no-transform -specifies that a proxy cache cannot

change the type, length, or encoding
of the object content.

* must-revalidate -prevents caches fromintentionally
returning stale responses.

OCSP responders MJST NOT include a "Pragnma: no-cache", "Cache-
Control: no-cache", or "Cache-Control: no-store" header in
authoritative OCSP responses.

OCSP responders SHOULD i ncl ude one or nore of these headers in non-
aut horitative OCSP responses.

For exampl e, assune that an OCSP response has the follow ng tinestanp
val ues:

t hi sUpdat e May 1, 2005 01:00:00 GMr
next Updat e May 3, 2005 01:00: 00 GV
product edAt = May 1, 2005 01: 00: 00 GMVI

and that an OCSP client requests the response on May 2, 2005 01:00: 00
GMI. In this scenario, the HTTP response may | ook |ike this:

content-type: application/ocsp-response
content -l ength: 1000

date: Fri, 02 May 2005 01:00: 00 GV

| ast-nodi fied: Thu, 01 May 2005 01:00: 00 GMrI
ETag: "c66c0341abd7b9346321d5470f dOec7cc4dae713"
expires: Sat, 03 May 2005 01:00: 00 GMI

cache-control: max-age=86000, public, no-transform nust-revalidate
<...>

OCSP clients MJUST NOT include a no-cache header in OCSP request
nmessages, unless the client encounters an expired response which may
be a result of an internediate proxy caching stale data. 1In this
situation, clients SHOULD resend the request specifying that proxies
shoul d be bypassed by including an appropriate HTTP header in the
request (i.e., Pragma: no-cache or Cache-Control: no-cache).
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6.3. Caching at Servers

In sone scenarios, it is advantageous to include OCSP response
information within the protocol being utilized between the client and
server. Including OCSP responses in this manner has a few attractive
ef fects.

First, it allows for the caching of OCSP responses on the server
thus | owering the nunber of hits to the OCSP responder

Second, it enables certificate validation in the event the client is
not connected to a network and thus elimnates the need for clients
to establish a new HITP session with the responder

Third, it reduces the nunber of round trips the client needs to nake
in order to conpl ete a handshake.

Fourth, it sinplifies the client-side OCSP i npl ementati on by enabling
a situation where the client need only the ability to parse and
recogni ze OCSP responses.

This functionality has been specified as an extension to the TLS
[ TLS] protocol in Section 3.6 [ TLSEXT], but can be applied to any
client-server protocol

This profile RECOMVENDS that both TLS clients and servers inpl ement
the certificate status request extension nechanismfor TLS.

Further information regardi ng caching issues can be obtained from RFC
3143 [ RFC3143].

7. Security Considerations

The followi ng considerations apply in addition to the security
consi derations addressed in Section 5 of [OCSP].

7.1. Replay Attacks

Because the use of nonces in this profile is optional, there is a
possibility that an out of date OCSP response coul d be replayed, thus
causing a client to accept a good response when in fact there is a
nore up-to-date response that specifies the status of revoked. In
order to mtigate this attack, clients MJUST have access to an
accurate source of tinme and ensure that the OCSP responses they
receive are sufficiently fresh

Deacon & Hur st St andards Track [ Page 12]



RFC 5019 Li ght wei ght OCSP Profile Sept ember 2007

Clients that do not have an accurate source of date and tinme are

vul nerabl e to service disruption. For exanple, a client with a
sufficiently fast clock may reject a fresh OCSP response. Sinmilarly
aclient with a sufficiently slow clock may incorrectly accept
expired valid responses for certificates that may in fact be revoked.

Future versions of the OCSP protocol may provide a way for the client
to know whet her the server supports nonces or does not support
nonces. |If a client can deternine that the server supports nonces,
it MIST reject a reply that does not contain an expected nonce.

QO herwise, clients that opt to include a nonce in the request SHOULD
NOT reject a correspondi ng OCSPResponse solely on the basis of the
nonexi stent expected nonce, but MJST fall back to validating the
OCSPResponse based on ti ne.

7.2. Man-in-the-M ddl e Attacks

To nmitigate risk associated with this class of attack, the client
must properly validate the signature on the response.

The use of signed responses in OCSP serves to authenticate the
identity of the OCSP responder and to verify that it is authorized to
sign responses on the CA s behal f.

Clients MJUST ensure that they are comunicating with an authorized
responder by the rules described in [OCSP], Section 4.2.2.2.

7.3. Inpersonation Attacks

The use of signed responses in OCSP serves to authenticate the
identity of OCSP responder

As detailed in [OCSP], clients must properly validate the signature
of the OCSP response and the signature on the OCSP response signer
certificate to ensure an authorized responder created it.

7.4. Denial -of -Service Attacks

OCSP responders shoul d take nmeasures to prevent or nitigate denial-
of -service attacks. As this profile specifies the use of unsigned
OCSPRequests, access to the responder may be inplicitly given to
everyone who can send a request to a responder, and thus the ability
to mount a denial -of-service attack via a flood of requests may be
greater. For exanple, a responder could limt the rate of incom ng
requests froma particular |IP address if questionable behavior is
det ect ed.
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7.

7.

9.

9.

5.

6.

1.

Modi ficati on of HTTP Headers

Val ues included in HTTP headers, as described in Sections 5 and 6,
are not cryptographically protected; they nmay be mani pul ated by an
attacker. Cdients SHOULD use these values for caching guidance only
and ultimately SHOULD rely only on the val ues present in the signed
OCSPResponse. Cients SHOULD NOT rely on cached responses beyond the
next Updat e ti me.

Request Aut hentication and Aut horization

The suggested use of unsigned requests in this environnent renoves an
option that allows the responder to determ ne the authenticity of

i nconmi ng request. Thus, access to the responder may be inplicitly
given to everyone who can send a request to a responder.

Envi ronments where explicit authorization to access the OCSP
responder is necessary can utilize other mechanisns to authenticate
requestors or restrict or neter service.
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Appendi x A. Exanmpl e OCSP Messages
A 1. OCSP Request

SEQUENCE {
SEQUENCE {
SEQUENCE {
SEQUENCE {
SEQUENCE {
SEQUENCE {

OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
NULL

}

OCTET STRI NG
CO FE 02 78 FC 99 18 88 91 B3 F2 12 E9 C7 El1 B2
1A B7 BF Q0

OCTET STRI NG
OD FC 1D FO A9 EO FO 1C E7 F2 B2 13 17 7E 6F 8D
15 7C D4 F6

| NTEGER
09 34 23 72 E2 3A EF 46 7C 83 2D 07 F8 DC 22 BA

A 2. (OCSP Response

SEQUENCE ({
ENUMERATED 0
[0] {
SEQUENCE {
OBJECT | DENTIFI ER ocspBasic (1 36 1557 48 1 1)
OCTET STRING encapsul ates {
SEQUENCE {
SEQUENCE {
[0] {
| NTEGER O
}
[1] {
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER or gani zati onNarme (2 5 4 10)
Printabl eString ' Exanpl e Trust Network’

}
}
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SET {
SEQUENCE {
OBJECT | DENTI FI ER
organi zati onal UnitName (2 5 4 11)
Printabl eString ' Exanple, Inc.’
}
}
SET {
SEQUENCE {
OBJECT | DENTI FI ER
organi zati onal UnitName (2 5 4 11)
Printabl eString
" Exanpl e OCSP Responder’

}
}
}

}
Ceneral i zedTi ne 07/ 11/ 2005 23:52: 44 GMI
SEQUENCE {
SEQUENCE {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER shal (1 3 14 3 2 26)
NULL

}
OCTET STRI NG
CO FE 02 78 FC 99 18 88 91 B3 F2 12 E9 C7 El1 B2
1A B7 BF Q0
OCTET STRI NG
OD FC 1D FO A9 EO FO 1C E7 F2 B2 13 17 7E 6F 8D
15 7C D4 F6
| NTEGER
09 34 23 72 E2 3A EF 46 7C 83 2D 07 F8 DC 22 BA

}

[0] |
Error: Object has zero | ength.
Ceneral i zedTime 07/11/ 2005 23:52: 44 GVIT

[0] {
Ceneral i zedTi ne 14/ 11/ 2005 23:52: 44 GVIT
}

}

}

}
SEQUENCE {
OBJECT | DENTI FI ER
shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
NULL

}
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BI T STRI NG
OE 9F FO 52 Bl A7 42 B8 6E Cl 35 E1 OE D5 A9 E2
F5 C5 3C 16 B1 A3 A7 A2 03 8A 2B 4D 2C F1 B4 98
8E 19 DB BA 1E 1E 72 FF 32 F4 44 EO B2 77 1C D7
3C 9E 78 F3 DL 82 68 86 63 12 7F A4 6F FO 4D 84
EA F8 E2 F7 5D E3 48 44 57 28 80 C7 57 3C FE E1
42 OE 5E 17 FC 60 D8 05 D9 EF E2 53 E7 AB 7F 3A
A8 84 AA 5E 46 5B E7 B8 1F C6 Bl 35 AD FF D1 CC
BA 58 7D E8 29 60 79 F7 41 02 EA EO 82 OE A6 30

[0] {

SEQUENCE {
SEQUENCE {
SEQUENCE {
[0] {
| NTEGER 2

}
| NTEGER
49 4A 02 37 1B 1E 70 67 41 6C 9F 06 2F D8 FE DA
SEQUENCE {
OBJECT | DENTI FI ER
shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
NULL

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER
organi zati onNane (2 5 4 10)
Printabl eString ' Exanpl e Trust Network’

}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER
organi zational UnitName (2 5 4 11)
Printabl eString ' Exanple, Inc.’

}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER
organi zati onal UnitName (2 5 4 11)
Printabl eString
" Exanpl e CA
}

}
}
SEQUENCE {
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UTCTi ne 08/ 10/ 2005 00: 00: 00 GVI
UTCTi ne 06/ 01/ 2006 23:59:59 GVI

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER
organi zati onNane (2 5 4 10)
Printabl eString ' Exanpl e Trust Network’

}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER
organi zati onal UnitName (2 5 4 11)
Printabl eString ' Exanple, Inc.’

}

}
SET {
SEQUENCE {
OBJECT | DENTI FI ER
organi zati onal UnitName (2 5 4 11)
Printabl eString
" Exanpl e OCSP Responder’
}

}

}
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
rsaEncryption (1 2 840 113549 1 1 1)
NULL

BIT STRING encapsul ates {
SEQUENCE {
| NTEGER
00 AF C9 7TA F5 09 CA D1 08 8C 82 6D AC D9 63
D2 64 17 79 CB 1E 1C 1C 0C 6E 28 56 B5 16 4A
00 1A C1 BO 74 D7 B4 55 9D 2A 99 1F OE 4A E3
81 AF 8D 07 23 C3 30 28 61 3F BO C8 1D 4E A8
A6 32 B4 D2 63 EC F7 C1 55 7A 73 2A 51 99 00
OF B2 4E 11 5B 83 55 83 4C OE DD 12 0C BD 7E
04 3F 5F D9 2A 65 88 3C 2A BA 20 76 1D 1F 59
D1 85 F7 4B E2 81 50 9C 78 96 1B 37 73 12 1A
[ Another 1 bytes skipped ]
NTEGER 65537

|
}

2007

4D
4A
5F
9C

41
3E
D2
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}
[3] {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
basi cConstraints (2 5 29 19)
OCTET STRI NG, encapsul ates {
SEQUENCE {}
}

}
SEQUENCE {
OBJECT | DENTI FI ER ext KeyUsage (2 5 29 37)
OCTET STRING encapsul ates {
SEQUENCE {
OBJECT | DENTI FI ER
ocspSigning (1 36 1557 309)

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER keyUsage (2 5 29 15)
OCTET STRING encapsul ates {
BIT STRING 7 unused bits
"1'B (bit 0)
}

}
SEQUENCE {
OBJECT | DENTI FI ER
ocspNoCheck (1 3 6 1 55 7 48 1 5)
OCTET STRING encapsul ates {
NULL

}
}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER
shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
NULL

}
BIT STRI NG

3A 68 5F 6A F8 87 36 4A E2 22 46 5C C8 F5 OE CE
1A FA F2 25 E1 51 AB 37 BE D4 10 C8 15 93 39 73
C8 59 OF FO 39 67 29 C2 60 20 F7 3F FE A0 37 AB
80 0B F9 3D 38 D4 48 67 E4 FA FD 4E 12 BF 55 29
14 E9 CC CB DD 13 82 E9 C4 4D D3 85 33 C1 35 E5
8F 38 01 A7 F7 FD EB CD DE F2 F7 85 86 AE E3 1B
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