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Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Thi s docunent specifies a payload fornmat for generic Forward Error
Correction (FEC) for nmedia data encapsulated in RTP. It is based on
the exclusive-or (parity) operation. The payload format described in
this docunent allows end systens to apply protection using various
protection lengths and levels, in addition to using various
protection group sizes to adapt to different media and channe
characteristics. It enables conplete recovery of the protected
packets or partial recovery of the critical parts of the payl oad
dependi ng on the packet loss situation. This schene is conpletely
conpati bl e wi th non- FEC- capabl e hosts, so the receivers in a

mul ticast group that do not inplenment FEC can still work by sinply
ignoring the protection data. This specification obsoletes RFC 2733
and RFC 3009. The FEC specified in this docunent is not backward
conpatible with RFC 2733 and RFC 3009.
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| nt roducti on

The nature of real-tinme applications inplies that they usually have
nore stringent delay requirenents than normal data transm ssions. As
a result, retransm ssion of the |ost packets is generally not a valid
option for such applications. 1In these cases, a better nethod to
attenpt recovery of information from packet |oss is through Forward
Error Correction (FEC). FEC is one of the main nmethods used to
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prot ect agai nst packet |oss over packet-sw tched networks

[9, 10]. In particular, the use of traditional error correcting
codes, such as parity, Reed-Solonon, and Hami ng codes, has seen nuch
application. To apply these nechani sns, protocol support is

required. RFC 2733 [9] and RFC 3009 [11] defined one of such FEC
protocols. However, in these two RFCs a few fields (the P, X, and CC
fields) in the RTP header are specified in ways that are not
consistent as they are designed in RTP [1]. This prevents the

payl oad-i ndependent validity check of the RTP packets.

Thi s docunent extends the FEC defined in RFC 2733 and RFC 3009 to

i ncl ude unequal error protection on the payload data. It specifies a
general algorithmwth the two previous RFCs as its special cases.
This specification also fixes the above-nenti oned inconsistency with
RFC 2733 and RFC 3009, and will obsolete those two previous RFCs.

Pl ease note that the payl oad specified in this docunent is not
backward conpatible with RFC 2733 and RFC 3009. Because the payl oad
specified in this docunent is signaled by different MMEes fromthose
of RFC 3009, there is no concern of misidentification of different
parity FEC versions in capacity exchange. For parity FECs specified
here and in RFC 2733 and RFC 3009, the payl oad data are unaltered and
addi tional FEC data are sent along to protect the payl oad dat a.

Hence, the conmunication of the payload data would flow w thout
probl em bet ween hosts of different parity FEC versions and hosts that
did not inplenent parity FEC. The receiving hosts with inconpatible
FEC from the sendi ng host would not be able to benefit fromthe

addi tional FEC data, so it is recommended that existing host

i mpl enenting RFC 2733 and RFC 3009 should be updated to follow this
speci ficati on when possi bl e.

Thi s docunent defines a payload format for RTP [1] that allows for
generic forward error correction of real-tinme nedia. In this
context, generic means that the FEC protocol is (1) independent of
the nature of the nedia being protected, be it audio, video, or

ot herwi se; (2) flexible enough to support a w de variety of FEC
configurations; (3) designed for adaptivity so that the FEC technique
can be nodified easily w thout out-of-band signaling;, and (4)
supportive of a nunber of different nmechanisns for transporting the
FEC packets.

Furthernmore, in many scenari os the bandw dth of the network
connections is a very limted resource. On the other hand, nost of
the traditional FEC schenes are not designed for optimal utilization
of the limted bandwi dth resource. An often used inprovenent is
unequal error protection that provides different |evels of protection
for different parts of the data stream which vary in inportance.

The unequal error protection schenmes can usually make nore efficient
use of bandwidth to provide better overall protection of the data
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stream agai nst the | oss. Proper protocol support is essential for
realizing these unequal error protection nmechanisns. The application
of nost of the unequal error protection schenes requires having the
know edge of the inportance for different parts of the data stream
For that reason, nobst of such schenes are designed for particular
types of nedia according to the structure of the nedia protected, and
as a result, are not generic.

The FEC al gorithm and protocol are defined in this docunent for
generic forward error correction with unequal error protection for
real-tinme nmedia. The particular algorithmdefined here is called the
Uneven Level Protection (ULP). The payload data are protected by one
or nore protection levels. Lower protection |evels can provide
greater protection by using snaller group sizes (conpared to higher
protection |evels) for generating the FEC packet. As we will discuss
bel ow, audi o/ vi deo applications woul d generally benefit from unequal
error protection schemes that give nore protection to the begi nning
part of each packet such as ULP. The data that are closer to the
begi nning of the packet are in general nore inportant and tend to
carry nore information than the data farther behind in the packet.

It is well known that in many nultinmedia streans the nore inportant
parts of the data are always at the beginning of the data packet.
This is the common practice in codec design since the beginning of
the packet is closer to the re-synchronization marker at the header
and thus is nore likely to be correctly decoded. In addition, alnopst
all media formats have the frame headers at the begi nning of the
packet, which is the nbst vital part of the packet.

For video streans, nost nodern formats have optional data
partitioning nodes to inprove error resilience in which the video
macr obl ock header data, notion vector data, and Discrete Cosine
Transform (DCT) coefficient data are separated into their individua
partitions. For exanple, in ITUT H 263 version 3, there is the
optional data partitioned syntax of Annex V. In MPEG 4 Visual Sinple
Profile, there is the optional data partitioning node. Wen these
nodes are enabl ed, the video nmacrobl ock (MB) header and notion vector
partitions (which are rmuch nore inportant to the quality of the video
reconstruction) are transmtted in the partition(s) at the begi nning
of the video packet while residue DCT coefficient partitions (which
are less inportant) are transnitted in the partition close to the end
of the packet. Because the data is arranged in descendi ng order of

i nportance, it would be beneficial to provide nore protection to the
begi nning part of the packet in transm ssion.

For audi o streans, the bitstreans generated by nmany of the new audio

codecs also contain data with different classes of inportance. These
different classes are then transmtted in order of descending
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i nportance. Applying nore protection to the begi nning of the packet
woul d al so be beneficial in these cases. Even for uniform
significance audio streans, various time shifting and stretching
techni ques can be applied to the partially recovered audi o data
packet s.

Audi o/ vi deo applications woul d generally benefit fromthe FEC
algorithnms specified in this docunent. Wth ULP, the efficiency of
the protection of the nedia payl oad can potentially be further

i nproved. This docunent specifies the protocol and al gorithmfor
appl ying the generic FEC to the RTP nedi a payl oads.

Ter ni nol ogy
The following terns are used throughout this docunent:

Medi a Payl oad: The raw, unprotected user data that are transmtted
fromthe sender. The nedia payload is placed inside of an RTP
packet .

Medi a Header: The RTP header for the packet containing the nedia
payl oad.

Medi a Packet: The conbi nati on of a nmedia payl oad and nedi a header is
call ed a nedi a packet.

FEC Packet: The FEC algorithnms at the transnmitter take the nedia
packets as an input. They output both the nmedi a packets that they
are passed, and newly generated packets called FEC packets, which
contai n redundant nedia data used for error correction. The FEC
packets are formatted according to the rules specified in this
docunent .

FEC Header: The header information contained in an FEC packet.

FEC Level Header: The header infornation contained in an FEC packet
for each | evel

FEC Payl oad: The payl oad of an FEC packet. It may be divided into
mul tiple levels.

Associ ated: A FEC packet is said to be "associated" with one or nore
nmedi a packets (or vice versa) when those nedia packets are used to
generate the FEC packet (by use of the exclusive-or operation). It
refers to only those packets used to generate the level 0 FEC

payl oad, if not explicitly stated otherw se.
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2].

Basi ¢ Operation

The payl oad format described here is used when the sender in an RTP
session would like to protect the nedia streamit is sending with
generic parity FEC. The FEC supported by this fornmat is based on

si npl e excl usive-or (XOR) parities operation. The sender takes the
packets fromthe nmedia streamrequiring protection and determnines the
protection levels for these packets and the protection |ength for
each level. The data are grouped together as described below in
Section 7. The XOR operation is applied across the payload to
generate the FEC information. The results follow ng the procedures
defined here are RTP packets containing FEC i nformation. These
packets can be used at the receiver to recover the packets or parts
of the packets used to generate the FEC i nformation

The payload format for FEC contains information that allows the
sender to tell the receiver exactly which nedia packets are protected
by the FEC packet, and the protection levels and |l engths for each of
the levels. Specifically, each FEC packet contains an offset nask

m k) for each protection level k. If the bit i in the mask m(k) is
set to 1, then media packet nunmber N + i is protected by this FEC
packet at level k. Nis called the sequence nunber base, and is sent
in the FEC packet as well. The anount of data that is protected at
level k is indicated by L(k), which is also sent in the FEC packet.
The protection | ength, offset nask, payload type, and sequence nunber
base fully identify the parity code applied to generate the FEC
packet with little overhead. A set of rules is described in Section
7.4 that defines how the nask should be set for different protection
l evels, with exanples in Section 10.

Thi s docunent al so describes procedures on transnitting all the
protection operation paraneters in-band. This allows the sender
great flexibility; the sender can adapt the protection to current
network conditions and be certain the receivers can still make use of
the FEC for recovery.

At the receiver, both the FEC and original nedia are received. |If no
nmedi a packets are lost, the FEC packets can be ignored. 1In the event
of a loss, the FEC packets can be conbi ned with other received nedi a
to recover all or part of the m ssing nmedia packets.
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Parity Codes

For brevity, we define the function f(x,y,..) to be the XOR (parity)
operator applied to the data blocks x,y,... The output of this

function is another block, called the parity block. For sinplicity,
we assume here that the parity block is conputed as the bitw se XOR
of the input blocks. The exact procedure is specified in Section 8.

Protection of data bl ocks using parity codes is acconplished by
generating one or nore parity blocks over a group of data blocks. To
be nost effective, the parity blocks nust be generated by linearly

i ndependent conbi nati ons of data bl ocks. The particul ar conbination
is called a parity code. The payload format uses XOR parity codes.

For exanpl e, consider a parity code that generates a single parity
bl ock over two data blocks. [If the original nmedia packets are
a, b,c,d, the packets generated by the sender are:

a b c d <-- nedia stream
f(a, b) f(c,d) <-- FEC stream
where tinme increases to the right. In this exanple, the error

correction schene (we use the terms schene and code i nterchangeabl y)
i ntroduces a 50% overhead. But if bis lost, a and f(a,b) can be
used to recover b.

It may be useful to point out that there are many other types of
forward error correction codes that can also be used to protect the
payl oad besides the XOR parity code. One notable exanple is Reed-

Sol onon code, and there are many others [12]. However, XOR parity
code is used here because of its effectiveness and sinplicity in both
protocol design and inplenentation. This is particularly inportant
for inmplenmentation in nodes with limted resources.

Uneven Level Protection (ULP)

As we can see fromthe sinple exanpl e above, the protection on the
data depends on the size of the group. |In the above exanple, the

group sizeis 2. So if any one of the three packets (two payl oad

packets and one FEC packet) is lost, the original payload data can
still be recovered.

In general, the FEC protection operation is a trade-off between the
bandwi dth and the protection strength. The nore FEC packets that are
generated as a fraction of the source nedia packets, the stronger the
protection against |oss but the greater the bandw dth consunmed by the
conbi ned stream
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As is the common case in nost of the nedia payload, not all the parts
of the packets are of the same inportance. Using this property, one
can potentially achieve nore efficient use of the channel bandw dth
usi ng unequal error protection, i.e., applying different protection
for different parts of the packet. Myre bandwi dth is spent on
protecting the nore inportant parts, while | ess bandwi dth on the |ess
i nportant parts.

The packets are separated into sections of decreasing inportance, and
protection of different strength is applied to each portion - the
sections are known as "levels". The protection operation is applied
i ndependently at each level. A single FEC packet can carry parity
data for nultiple levels. This algorithmis called uneven | evel
protection, or ULP

The protection of ULP is illustrated in Figure 1 below. In this
exanpl e, two ULP FEC packets are protecting four payl oad packets.

ULP FEC packet #1 has only one |evel, which protects packets A and B
I nstead of applying parity operation to the entire packets of A and
B, it only protects a length of data of both packets. The |ength,
whi ch can be chosen and changed dynanically during a session, is
called the protection |ength.

ULP FEC packet #2 has two protection |levels. The Ievel O protection
is the same as for ULP FEC packet #1 except that it is operating on
packets C and D. The level 1 protection is using parity operation
applied on data from packets A, B, C, and D. Note that level 1
protection operates on a different set of packets fromlevel 0 and
has a different protection length fromlevel 0, so are any other
levels. Information is all conveyed in-band through the protocols
specified in this docunent.

Packet A HHHHHHH B R R HHH R R RHHH

Packet B M

ULP FEC Packet #1 @Q@GOGAAR

Packet C g

Packet D ###################################

ULP FEC Packet #2

o L0- >0 <o L1-- >

Figure 1: Unequal Level Protection
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As we have discussed in the introduction, nedia streans usually have
the nore inportant parts at the beginning of the packet. It is
usual Iy useful to have the stronger protection in the levels closer
to the begi nning of the packet, and weaker protection in the levels
farther back. ULP al gorithm provides such FEC protection

ULP FEC not only provides nore protection to the begi nning of the
packet (which is nmore inportant), it also avoids as nmuch as possible
the less efficient scenarios that an earlier section of a packet is
unrecoverable while a later section can be recovered (and often has
to be discarded).

RTP Medi a Packet Structure

The formatting of the nedia packets is unaffected by FEC. |f the FEC
is sent as a separate stream the nedia packets are sent as if there
was no FEC

Thi s approach has the advantage that nedi a packets can be interpreted
by receivers that do not support FEC. This conpatibility with

non- FEC capabl e receivers is particularly useful in the rmulticast
scenari os. The overhead for using the FEC schene is only present in
FEC packets, and can be easily nonitored and adjusted by tracking the
amount of FEC in use.

FEC Packet Structure
1. Packet Structure
A FEC packet is constructed by placing an FEC header and one or nore

| evel s of FEC header and payload into the RTP payl oad, as shown in
Fi gure 2:
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i T i i e S I ih s o S S ™
| RTP Header (12 octets or nore) |
i T i i e S I ih s o S S ™
| FEC Header (10 octets) |
i T i i e S I ih s o S S ™
| FEC Level 0 Header |
i T i i e S I ih s o S S ™

FEC Level 0 Payl oad |
I

il s T T S S S S S i N T i ST S S S S S e e L T 2
| FEC Level 1 Header |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| FEC Level 1 Payl oad |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Cont . |
il s T T S S S S S i N T i ST S S S S S e e L T 2
Fi gure 2: FEC Packet Structure
RTP Header for FEC Packets

The RTP header for FEC packets is only used when the FEC are sent in
a separate streamfromthe protected payl oad stream (as defined in
Section 14). Hence, much of the discussion below applies only to
that scenario. Al the fields in the RTP header of FEC packets are
used according to RFC 3550 [1], with sonme of themfurther clarified
bel ow.

Marker: This field is not used for this payload type, and SHALL be
set to O.

Synchroni zati on Source (SSRC): The SSRC val ue SHALL be the sane as
the SSRC val ue of the nedia streamit protects.

Sequence Nunber (SN): The sequence nunber has the standard definition
- it MUST be one higher than the sequence nunber in the previously
transnitted FEC packet.

Timestanp (TS): The tinmestanp MJUST be set to the value of the nedia
RTP clock at the instant the FEC packet is transmitted. Thus, the TS
val ue in FEC packets is always nonotonically increasing.

Payl oad type: The payload type for the FEC packets is determ ned

t hrough dynami c, out-of-band nmeans. According to RFC 3550 [1], RTP
partici pants that cannot recogni ze a payload type nust discard it.
Thi s provi des backward compatibility. The FEC nechani snms can then be
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used in a nulticast group with m xed FEC-capabl e and FEC-i ncapabl e
receivers, particularly when the FEC protection is sent as redundant
encodi ng (see Section 14). |In such cases, the FEC protection will
have a payl oad type that is not recognized by the FEC-incapabl e
receivers, and will thus be disregarded.

FEC Header for FEC Packets

The FEC header is 10 octets. The format of the header is shown in
Figure 3 and consists of extension flag (E bit), long-mask flag (L
bit), P recovery field, X recovery field, CC recovery field, M
recovery field, PT recovery field, SN base field, TS recovery field,
and |l ength recovery field.

1 2 3
1234567890123456789012345678901
i i S I S I i S S S S il s ot i S
E|LIPIX] CC |M PT recovery | SN base |
i i S I S I i S S S S il s ot i S
TS recovery |
T T T T S T T ot SIS U SN S S S S T ST S SIS S S S
| ength recovery |
B T T o ST S S S S S S S i

0
0

+— +— +— +

Fi gure 3: FEC Header For mat

The E bit is the extension flag reserved to indicate any future
extension to this specification. 1t SHALL be set to 0, and SHOULD be
i gnored by the receiver.

The L bit indicates whether the long nask is used. Wen the L bit is
not set, the mask is 16 bits long. Wen the L bit is set, the nask
is then 48 bits |ong.

The P recovery field, the X recovery field, the CC recovery field,
the Mrecovery field, and the PT recovery field are obtained via the
protection operation applied to the corresponding P, X, CC, M and PT
val ues fromthe RTP header of the nedia packets associated with the
FEC packet.

The SN base field MIST be set to the | owest sequence nunber, taking
wrap around into account, of those media packets protected by FEC (at
all levels). This allows for the FEC operation to extend over any
string of at nost 16 packets when the L field is set to O, or 48
packets when the L field is set to 1, and so on
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4.

The TS recovery field is conputed via the protection operation
applied to the tinmestanps of the nedia packets associated with this
FEC packet. This allows the tinmestanp to be conpletely recovered.

The length recovery field is used to determine the I ength of any
recovered packets. It is conputed via the protection operation
applied to the unsigned network-ordered 16-bit representation of the
sunms of the lengths (in bytes) of the media payload, CSRC I|i st,
extensi on and paddi ng of each of the nedia packets associated with
this FEC packet (in other words, the CSRC |ist, RTP extension, and
paddi ng of the medi a payl oad packets, if present, are "counted" as
part of the payload). This allows the FEC procedure to be applied
even when the | engths of the protected nedia packets are not
identical. For exanple, assune that an FEC packet is being generated
by xor’ing two nmedi a packets together. The length of the payl oad of
two nmedia packets is 3 (0b011) and 5 (0b101) bytes, respectively.

The length recovery field is then encoded as 0b011 xor 0Ob101 = 0Ob110.

FEC Level Header for FEC Packets

The FEC | evel header is 4 or 8 octets (depending on the L bit in the
FEC header). The formats of the headers are shown in Figure 4.

The FEC | evel headers consist of a protection length field and a nmask
field. The protection length field is 16 bits long. The mask field
is 16 bits long (when the L bit is not set) or 48 bits |ong (when the
L bit is set).

The mask field in the FEC | evel header indicates which packets are

associated with the FEC packet at the current level. It is either 16
or 48 bits depending on the value of the L bit. [If bit i in the nask
is set to 1, then the nedia packet with sequence nunmber N + i is

associated with this FEC packet, where Nis the SN Base field in the
FEC packet header. The nost significant bit of the mask corresponds
to i=0, and the least significant to i=15 when the L bit is set to O,
or i=47 when the L bit is set to 1.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Protection Length | mask |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| mask cont. (present only when L = 1) |
il s T T S S S S S i N T i ST S S S S S e e L T 2

Figure 4: ULP Level Header For mat

The setting of the mask field shall follow the follow ng rules:
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a. A nedia packet SHALL be protected only once at each protection
| evel higher than level 0. A media packet MAY be protected nore
than once at level O by different packets, providing the
protection |lengths of level 0 of these packets are equal

b. For a media packet to be protected at level p, it MJST al so be
protected at level p-1 in any FEC packets. Please note that the
protection level p for a nedia packet can be in an FEC packet that
is different fromthe one that contains protection |level p-1 for
the sane nedi a packet.

c. If a ULP FEC packet contains protection at level p, it MJST al so
contain protection at level p-1. Note that the conbination of
payl oad packets that are protected in |evel p may be different
fromthose of |evel p-1.

The rationale for rule (a) is that nmultiple protection increases the
conplexity of the recovery inplenentation. At higher |evels, the

mul tiple protection offers di mnishing benefit, so its application is
restricted to level O for sinpler inplenentation. The rationale for
rule (b) is that the protection offset (for each associ ated packet)
is not explicitly signaled in the protocol. Wth this restriction,
the offset can be easily deducted from protection | engths of the
levels. The rationale of rule (c) is that the |level of protectionis
not explicitly indicated. This rule is set to inplicitly specify the
| evel s.

One exanple of the protection conbinations is illustrated in Figure 5
below. It is the sane exanple as shown in Figure 1. This sane
exanmple is also shown in nore detail in Section 10.2 to illustrate

how the fields in the headers are set.
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Packet A HHBHHHHBHIEBHBHEBH BRI

Packet B B

)

ULP FEC Packet #1 @oOOHO0R
Packet C -
Packet D R

ULP FEC Packet #2

< L0- >0 <o L1-- >

Payl oad packet # | ULP FEC packet that protects at |eve
| LO L1
_____________________ o et e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e ==
A | #1 #2
B | #1 #2
C | #2 #2
D | #2 #2

Figure 5: An Exanple of Protection Conbination

In this exanple, ULP FEC packet #1 only has protection level 0. ULP
FEC packet #2 has protection levels 0 and 1. Read across the table,
it is shown that payload packet A is protected by ULP FEC packet #1
at level 0, by ULP FEC packet #2 at level 1, and so on. Also, it can
be easily seen fromthe table that ULP FEC packet #2 protects at

| evel 0 payload packets C and D, at |level 1 payload packets A-D, and
so on. For additional exanples with nore details, please refer to
Section 10, "Exanples".

The payl oad of the ULP FEC packets of each level is the protection
operation (XOR) applied to the nedia payl oad and paddi ng of the nedia
packets associated with the ULP FEC packet at that level. Details
are described in Section 8 on the protection operation.

The size of the ULP FEC packets is determ ned by the protection

| engths chosen for the protection operation. In the above exanple,
ULP FEC packet #1 has length LO (plus the header overhead). ULP FEC
packet #2 with two |levels has length LO+L1 (plus the header
overhead). It is longer than sonme of the packets it protects
(packets B and Cin this exanple), and is shorter than sone of the
packets it protects (packets A and Din this exanple).
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Note that it’'s possible for the FEC packet (non-ULP and ULP) to be

| arger than the | ongest nedia packets it protects because of the
overhead fromthe headers and/or if a large protection length is
chosen for ULP. This could cause difficulties if this results in the
FEC packet exceedi ng the Maximum Transm ssion Unit size for the path
along which it is sent.

Protection Qperation

FEC packets are forned froman "FEC bit string" that is generated
fromthe data of the protected nedia RTP packets. More specifically,
the FEC bit string is the bitw se exclusive OR of the "protected bit
strings" of the protected nedia RTP packets.

The foll owi ng procedure MAY be followed for the protection operation
O her procedures MAY be used, but the end result MJST be identical to
t he one described here.

1. GCeneration of the FEC Header

In the case of the FEC header, the protected bit strings (80 bits in
| ength) are generated for each nedia packet to be protected at FEC
level 0. It is fornmed by concatenating the follow ng fields together
in the order specified:

o The first 64 bits of the RTP header (64 bits)

0 Unsigned network-ordered 16-bit representation of the nedia
packet length in bytes minus 12 (for the fixed RTP header),
i.e., the sumof the lengths of all the following if present:
the CSRC |ist, extension header, RTP payl oad, and RTP paddi ng
(16 bits)

After the FEC bit string is formed by applying parity operation on
the protected bit strings, the FEC header is generated fromthe FEC
bit string as foll ows:

The first (nost significant) 2 bits in the FEC bit string are

ski pped. The next bit in the FEC bit string is witten into the P
recovery bit of the FEC header in the FEC packet. The next bit in
the FEC bit string is witten into the E recovery bit of the FEC
header. The next 4 bits of the FEC bit string are witten into the
CC recovery field of the FEC header. The next bit is witten into
the Mrecovery bit of the FEC header. The next 7 bits of the FEC bit
string are witten into the PT recovery field in the FEC header. The
next 16 bits are skipped. The next 32 bits of the FEC bit string are
written into the TS recovery field in the FEC header. The next 16
bits are witten into the length recovery field in the packet header.
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2. Generation of the FEC Payl oad

For generation of the FEC payload, the protected bit strings are
sinply the protected RTP packets. The FEC bit string is thus the

bi twi se exclusive OR of these protected nedia RTP packets. Such FEC
bit strings need to be generated for each |evel, as the group of
protected payl oad packets may be different for each level. |If the

| engths of the protected RTP packets are not equal, each shorter
packet MJUST be padded to the |l ength of the |Iongest packet by addi ng
octet 0 at the end.

For protection level n (n =0, 1, ...), only Ln octets of data are
set as the FEC level n payload data after the | evel n ULP header

The data is the Ln octets of data starting with the (Sn + 13)th octet
in the FEC bit string, where:

Sn = sum(Li : 0 <=1i <n).

Li is the protection length of level i, and SO is defined to be O.
The reason for onmitting the first 12 octets is that that information
is protected by the FEC header already.

Recovery Procedures

The FEC packets allow end systenms to recover fromthe | oss of nedia
packets. This section describes the procedure for performng this
recovery.

Recovery requires two distinct operations. The first determ nes

whi ch packets (nedia and FEC) nust be conbined in order to recover a
m ssing packet. Once this is done, the second step is to actually
reconstruct the data. The second step MJST be performed as descri bed
below. The first step MAY be based on any al gorithm chosen by the
implenenter. Different algorithnms result in a trade-off between
conplexity and the ability to recover missing packets, if possible.

The | ost payl oad packets may be recovered in full or in parts
dependi ng on the data-loss situation due to the nature of unequa
error protection (when it is used). The partial recovery of the
packet can be detected by checking the recovery | ength of the packet
retrieved fromthe FEC header against the actual |ength of the
recovered payl oad dat a.

1. Reconstruction of the RTP Header
Let T be the Iist of packets (FEC and nedia) that can be conbined to

recover sonme nedi a packet xi at level 0. The procedure is as
foll ows:
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For the nmedia packets in T, conpute the first 80 bits of the
protected bit string follow ng the procedure as described for
generating the FEC header in the previous section

For the FEC packet in T, the FEC bit string is the 80-bit FEC
header .

Cal culate the recovery bit string as the bitw se exclusive OR
of the protected bit string generated fromall the nedia
packets in T and the FEC bit string generated fromall the FEC
packets in T.

Create a new packet with the standard 12-byte RTP header and
no payl oad.

Set the version of the new packet to 2. Skip the first 2 bits
in the recovery bit string.

Set the Padding bit in the new packet to the next bit in the
recovery bit string.

Set the Extension bit in the new packet to the next bit in the
recovery bit string.

Set the CCfield to the next 4 bits in the recovery bit
string.

Set the marker bit in the new packet to the next bit in the
recovery bit string.

Set the payload type in the new packet to the next 7 bits in
the recovery bit string.

Set the SN field in the new packet to xi. Skip the next 16
bits in the recovery bit string.

Set the TS field in the new packet to the next 32 bits in the
recovery bit string.

Take the next 16 bits of the recovery bit string. Watever
unsigned integer this represents (assuni ng network-order),
take that many bytes fromthe recovery bit string and append
themto the new packet. This represents the CSRC li st,
extensi on, payload, and the padding of the RTP payl oad.

Set the SSRC of the new packet to the SSRC of the nedia stream

it's protecting, i.e., the SSRC of the nmedia streamto which
the FEC streamis associ at ed.
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This procedure will recover the header of an RTP packet up to the
SSRC fi el d.

9.2. Reconstruction of the RTP Payl oad

Let T be the Iist of packets (FEC and nedia) that can be conbined to
recover sone medi a packet xi at a certain protection level. The
procedure is as follows:

1. Assune that we are reconstructing the data for level n, the
first step is to get the protection Iength of level n (Ln)
fromthe ULP header of |evel n.

2. For the FEC packets in T, the FEC bit string of level n is FEC
| evel n payload, i.e., the Ln octets of data follow ng the ULP
header of |evel n.

3. For the nedia packets in T, the protected bit string of |evel
nis Lh octets of data starting with the (Sn + 13)th octet of
the packet. Sn is the sanme as defined in Section 8.2. Note
that the protection of level 0 starts fromthe 13th octet of
the nedia packet after the SSRC field. The information of the
first 12 octets are protected by the FEC header.

4. If any of the protected bit strings of |evel n generated from
t he nedi a packets are shorter than the protection [ ength of
the current level, pad themto that | ength. The paddi ng of
octet O MUST be added at the end of the bit string.

5. Calculate the recovery bit string as the bitw se exclusive OR
of the protected bit string of level n generated fromall the
nmedi a packets in T and the FEC bit string of |evel n generated
fromall the FEC packets in T.

6. The recovery bit string of the current protection | evel as
gener at ed above is conbi ned through concatenation with the
recovery bit string of all the other levels to formthe (fully
or partially) recovered nedia packet. Note that the recovery
bit string of each protection |evel MJST be placed at the
correct location in the recovered nedia packet for that |eve
based on protection length settings.

7. The total length of the recovered nedi a packet is recovered
fromthe recovery operation at protection level 0 of the
recovered nmedi a packet. This information can be used to check
if the conplete recovery operation (of all levels) has
recovered the packet to its full |ength.
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The data protected at the |ower protection level is recoverable in a
majority of the cases if the higher-level protected data is
recoverable. This procedure (together with the procedure for the

| ower protection levels) will usually recover both the header and
payl oad of an RTP packet up to the protection |length of the current

| evel

Exanpl es

In the first two exanpl es consi dered bel ow (Sections 10.1 and 10. 2),
we assune that the FEC streans are sent through a separate RTP
session as described in Section 14.1. For these exanples, we assune
that four medi a packets are to be sent, A B, C and D, from SSRC 2.
Their sequence nunbers are 8, 9, 10, and 11, respectively, and have
timestanps of 3, 5, 7, and 9, respectively. Packets A and C use
payl oad type 11, and packets B and D use payload type 18. Packet A
has 200 bytes of payl oad, packet B 140, packet C 100, and packet D
340. Packets A and C have their marker bit set.

The third exanple (Section 10.3) is to illustrate when the FEC data
is sent as redundant data with the payl oad packets.

1. An Example Ofers Simlar Protection as RFC 2733
We can protect the four payl oad packets to their full Iength in one

single level with one FEC packet. This offers simlar protection as
RFC 2733. The schene is as shown in Figure 6.

Fom e e e o i oo +
Packet A | |
Fomm e e o oo F--- - - +
Packet B | |
Fomm e oo +---+
Packet C | |
Fomm e oo o m e e e e e e oo +
Packet D |
o m e o e e e e e e e e e eeao o +
o m e o e e e e e e e e e eeao o +
Packet FEC |
o m e o e e e e e e e e e eeao o +
T LO --------mmm - >

Figure 6: FEC Scheme with Single-Level Protection
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An FEC packet is generated fromthese four packets. W assune that
payl oad type 127 is used to indicate an FEC packet. The resulting
RTP header is shown in Figure 7.

The FEC header in the FEC packet is shown in Figure 8.
The FEC | evel header for level 0 is shown in Figure 9.

1 2 3
1234567890123456789012345678901
+- T S T S S S T S S e T T
| 1 00001111121 12000000000000000 1]
+- + T S i T S i S S T o S i S S A
|]O0O0O00000000D000D0O0D0D0OD0OD0ODODODODODODODODO0DO0D100 14
+-
| O
+-

0
0
- - - -
0/0|0|0O
T
T S S S T o S S e e T Sl S S S S i o NS

00000000000D0O0D0O0D0O0D0O0D0ODODODODODODODODODODODODO0OO0 1 0
T S S S T o S S e e T Sl S S S S i o NS

Ver si on: 2
Paddi ng: 0
Extension: O
Mar ker : 0
PT: 127
SN: 1
TS: 9
SSRC. 2

Figure 7: RTP Header of FEC Packet
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1 2 3
1234567890123456789012345678901
T T o i S S S =
| 0] 0] O] O] O 000000000 0O0OO0D0O0D0O0D0O0D0OD0OD0OD0ODO0ODO0O01000]
e T T S T S S
|]O0O0O00000000D000D0D0D0OD0OD0ODODODODODODODODO0DO0D100 0]
+
I
+

o
o

00
T T S e T S S S T o S i S e i Tk S S S
0000000102111 0100
T S S S e T sl S S S S S &

E: 0 [this specification]
L: 0 [short 16-bit mask]
Prec.: 0 [0 XOR 0 XOR 0 XOR 0]
X rec.: 0 [0 XOR 0 XOR 0 XOR 0]
CCrec.: 0 [0 XOR 0 XOR 0 XOR 0]
Mrec.: 0 [1 XOR 0 XOR 1 XOR 0]
PT rec.: 0 [11 XOR 18 XOR 11 XOR 18]
SN base: 8 [mMn(8,9, 10, 11)]
TS rec.: 8 [3 XOR 5 XOR 7 XOR 9]
len. rec.: 372 [ 200 XOR 140 XOR 100 XOR 340]
Fi gure 8: FEC Header of FEC Packet
0 1 2 3

01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
|/0O000000101010100/11110000000000 00
il s T T S S S S S i N T i ST S S S S S e e L T 2

LO: 340 [the | ongest of 200, 140, 100, and 340]

mask: 61440 [with Bits 1, 2, 3, and 4 marked accordingly for

Packets 8, 9, 10, and 11]
The payload length for level 0 is 340 bytes.
Figure 9: FEC Level Header (Level 0)

2. An Exanple with Two Protection Levels

A nmore conplex exanple is to use FEC at two levels. The level 0 FEC

will provide greater protection to the beginning part of the payl oad
packets. The level 1 FEC will apply additional protection to the
rest of the packets. This is illustrated in Figure 10. In this

exanple, LO = 70 and L1 = 90.

St andards Track [ Page 21]



RFC 5109 RTP Payl oad Format for Generic FEC

S - -+
Packet A |
T F- -+
Packet B | :
Fo-m oo - e
Fo-m oo - + :
ULP #1 :
Fo-m oo - + :
Fo-m oo - oo+ :
Packet C | : :
Fo-m oo - [ N C e e e iooo-- +
Packet D | : :
Fo-m oo - SR C e e e iooo-- +
Fo-m oo - SR +
ULP #2 | : |
Fo-m oo - SR +

C <o L0- > <= L1-- >

Decenber 2007

Fi gure 10: ULP FEC Schene with Protection Level 0 and Level 1

This will result in tw FEC packets - #1 and #2.

The resulting ULP FEC packet #1 will have the RTP header
Figure 11. The FEC header for ULP FEC packet #1 will

as shown in

be as shown in

Figure 12. The level 0 ULP header for #1 will be as shown in Figure

13.
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0 1 2 3
01234567890123456789012345678901
+++++++++++++++++++++++++++++++++
|1 0/0/0/0000]1]21112121212]000000000000000 1]
++++++++-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|[O0O0O0000000000O0D0O0O0D0O0D0ODO0D0OD0ODODODODOODODOO0OO 10 1
T S S i S R N S S S S i s S SR SRS
0
L

0000000O000O0D0O0D0O0D0ODO0DO0ODODODODOODOOODOOOOOO0O 1 0]
T i S e S S i i i S SR SR SapS

Ver si on: 2
Paddi ng: 0
Extension: O
Mar ker : 1
PT: 127
SN: 1
TS: 5
SSRC. 2

Figure 11: RTP Header of FEC Packet #1

0 1 2 3
01234567890123456789012345678901
+- +-+-+-+-+-+ T S S T o T S S e S T Ll Sy S S S
|0]0]0|0O]O O 0/]0/]00110010000000000001000]
T T S S T o S o Rl s SIS S SRt
|]O0O0O00000000D000D0D0D0OD0OD0ODODODODODODODODO0DO0DO01 1 0
T T T S S T S S S s ks sl s S S S SRt
|[O0O0O0000001000100]
T T i S S S SRS

E: 0 [this specification]
L: 0 [short 16-bit mask]

Prec.: 0 [0 XOR 0 XOR 0 XOR 0]
X rec.: 0 [0 XOR 0 XOR 0 XOR 0]
CCrec.: 0 [0 XOR 0 XOR 0 XOR 0]
Mrec.: 0 [1 XOR 0 XOR 1 XOR 0]
PT rec.: 25 [11 XOR 18]

SN base: 8 [min(8,9)]

TS rec.: 6 [3 XOR 5]

len. rec.: 68 [ 200 XOR 140]

Fi gure 12: FEC Header of ULP FEC Packet #1
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0 1 2 3

01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S
|]O0O0O0000001000110/210000000000000 0]
T T S i S S S T S S S S S S

LO: 70
mask: 49152 [with Bits 1 and 2 marked accordingly for
Packets 8 and 9]

The payload length for level 0 is 70 bytes.
Figure 13: FEC Level Header (Level 0) for FEC Packet #1

The resulting FEC packet #2 will have the RTP header as shown in
Figure 14. The FEC header for FEC packet #2 will be as shown in
Figure 15. The level 0 ULP header for #2 will be as shown in Figure
16. The level 1 ULP header for #2 will be as shown in Figure 17.

0 1 2 3
01234567890123456789012345678901
+- + T S T S S s S S S S i e S S
| 00011111111 121000000000000001 0]
+- + T S T S S s ST S S s Sy SIS S e A St
|]O0O0O00000000000D0D0D0OD0OD0OD0ODODODODODODODO0DO0D100 14
+

I

+

e s

0/0|0|0O
O
T S S S T o S S e e T Sl S S S S i o NS

1
00000000000O0D0O0D0O0D0O0D0ODODODODODODODODODODODODODODOO0O 1 0
T T S e T S S S T o S i S e i Tk S S S

Ver si on: 2
Paddi ng: 0
Extension: O
Mar ker : 1
PT: 127
SN: 2
TS: 9
SSRC. 2

Figure 14: RTP Header of FEC Packet #2
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1 2 3
1234567890123456789012345678901
T T o i S S S =
| 0] 0] O] O] O 0/]0/]00110010000000000001000]
e T T S T S S
|]O0O0O00000000D000D0D0D0OD0OD0ODODODODODODODODO0D0O01121 0
+
I
+

o
o

00

B i o T i i i S I T sl e S
000000010011 0000|
B T T o ST S S S S S S S i

E: 0 [this specification]
L: 0 [short 16-bit mask]
Prec.: 0 [0 XOR 0 XOR 0 XOR 0]
X rec.: 0 [0 XOR 0 XOR 0 XOR 0]
CCrec.: 0 [0 XOR 0 XOR 0 XOR 0]
Mrec.: 0 [1 XOR 0 XOR 1 XOR 0]
PT rec.: 25 [11 XOR 18]
SN base: 8 [mMn(8,9, 10, 11)]
TS rec.: 14 [7 XOR 9]
len. rec.: 304 [ 100 XOR 340]

Fi gure 15: FEC Header of FEC Packet #2

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
|O00000000100011000110000000000 00
il s T T S S S S S i N T i ST S S S S S e e L T 2

LO: 70

mask: 12288 [with Bits 3 and 4 marked accordingly for

Packets 10 and 11]
The payload length for level 0 is 70 bytes.

Figure 16: FEC Level Header (Level 0) for FEC Packet #2
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0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S
|]O0O00000001011010/2111000000000000]
T T S i S S S T S S S S S S

L1: 90
mask: 61440 [with Bits 1, 2, 3, and 4 marked accordingly for
Packets 8, 9, 10, and 11]

The payload length for level 1 is 90 bytes.
Figure 17: FEC Level Header (Level 1) for FEC Packet #2
3. An Exanple with FEC as Redundant Codi ng

This exanmple illustrates FEC sent as redundant coding in the same
stream as the payload. W assune that five nedia packets are to be
sent, A, B, C D and E, from SSRC 2. Their sequence nunbers are 8,
9, 10, 11, and 12, respectively, and have tinestanps of 3, 5, 7, 9,
and 11, respectively. Al the nedia data is coded with primary
codi ng (and FEC as redundant coding only protects the primary coding)
and uses payload type 11. Packet A has 200 bytes of payl oad, packet
B 140, packet C 100, packet D 340, and packet E 160. Packets A and C
have their marker bit set.

The FEC schenme we use will be with one level as illustrated by Figure
6 in Section 10.1. The protection length LO = 340 octets.

A redundant codi ng packetization is used with payload type 100. The
payl oad type of the FEC is assuned to be 127. The first four RED
packets, RED #1 through RED #4, each contains an individual nedia
packet, A, B, C, or D, respectively. The FEC data protecting the
nmedia data in the first four nmedia packets is generated. The fifth
packet, RED #5, contains this FEC data as redundant coding along with
nmedi a packet E

RED Packet #1: Medi a Packet A

RED Packet #2: Medi a Packet B

RED Packet #3: Medi a Packet C

RED Packet #4: Medi a Packet D

RED Packet #b5: FEC Packet, Medi a Packet E

RED packets #1 through #4 will have the structure as shown in Figure

18. The RTP header of the RED packet #1 is as shown in Figure 19,
with all the other RED packets in simlar format with correspondi ng
sequence nunbers and tinmestanps. The primary encodi ng bl ock header
of the RED packets is as shown in Figure 20.
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il s T T S S S S S i N T i ST S S S S S e e L T 2
| RTP Header (RED) - 6 octets |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Primary Encodi ng Bl ock Header (RED) - 1 octet |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Medi a Packet Data |
il s T T S S S S S i N T i ST S S S S S e e L T 2

Figure 18: RED Packet Structure - Media Data Only

1 2 3
1234567890123456789012345678901
+ T T S
| 000011 00100000000000000000 1]
+- + il S S S S S S S o
|]O0O0O00000000D000D0D0D0OD0OD0ODODODODODODODODO0DO0DO01 0 1
+
I
+

0
0
e s

0/0|0|0O
O
T S S S T o S S e e T Sl S S S S i o NS

1
00000000000D0O0D0O0D0O0D0ODODODODODODODODODODODODODODOO0O 1 0
T T S e T S S S T o S i S e i Tk S S S

Ver si on: 2

Paddi ng: 0

Ext ensi on: O

Mar ker : 0 [ Even though nedi a packet A has marker set]
PT: 100 [ Payl oad type for RED]

SN: 1

TS: 5

SSRC: 2

Figure 19: RTP Header of RED Packet #1

01234567
T S
|0OJ]O OO0 1011
T S R S

F bit: 0 [This is the primary codi ng data]
Bl ock PT: 11 [ The payl oad type of nedia]

Figure 20: Primary Encoding Bl ock Header

The FEC data is generated not directly fromthe RED packets, but from
the virtual RTP packets containing the nedia packet data. Those
virtual RTP packets can be very easily generated fromthe RED packets
both with and wi thout redundant coding included. The conversion from
RED packets to virtual RTP packets is sinply done by (1) renoving any
RED bl ock headers and redundant coding data, and (2) replacing the PT
in the RTP header with the PT of the primary coding.
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Note: In the payload format for redundant coding as specified by
RFC 2198, the marker bit is lost as soon as the primary coding is
carried in the RED packets. So the marker bit cannot be recovered
regardl ess of whether or not the FEC is used.

As nentioned above, RED packet #5 will contain the FEC data (that
protects media packets A, B, C, and D) as well as the data of nedia
packet E. The structure of RED packet #5 is as illustrated in Figure
21.

il s T T S S S S S i N T i ST S S S S S e e L T 2
| RTP Header (RED) - 6 octets |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Redundant Encodi ng Bl ock Header (RED) - 4 octets |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| FEC Packet Data |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Primary Encodi ng Bl ock Header (RED) - 1 octet |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Medi a Packet Data |
il s T T S S S S S i N T i ST S S S S S e e L T 2

Figure 21: RED Packet Structure - Wth FEC Data

The RTP header of the RED packets with FEC included is the sane as
shown in Figure 19, with their correspondi ng sequence nunbers and
ti mest anps.

I n RED packet #5, the redundant encodi ng bl ock header for the FEC
packet data block is as shown below in Figure 22. It will be

foll owed by the FEC packet data, which, in this case, includes an FEC
header (10 octets as shown in Figure 8), ULP level 0 header (4 octets
as shown in Figure 9), and the ULP level 0 data (340 octets as set
for level 0). These are followed by the primary encodi ng bl ock that
contains the data of nedi a packet E.
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0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S
[1]12 11 111100000000000000/0101100010]
T S i T S e e i oI S S S S S i s S

F bit: 1 [This is the redundant codi ng data]
Bl ock PT: 127 [ The dynami ¢ payl oad type for FEC
TS Ofset: O [ The i nstance at which the FEC data is

transmitted]
Bl ock Len: 354 [ FEC header (10 octets) plus ULP level O header
(4 octets) and ULP level 0 data (340 octets)]

Fi gure 22: Redundant Encodi ng Bl ock Header
11. Security Considerations

There are two ways to use FEC with encryption in secure

comuni cations: one way is to apply the FEC on al ready encrypted
payl oads, and the other way is to apply the FEC before the
encryption. The first case is encountered when FEC is needed by a
not trusted node during transm ssion after the nmedia data is
encrypted. The second case is encountered when nedia data is
protected by FEC before it is transmtted through a secured
transport.

Since the protected payload of this FEC is RTP packets, applying FEC
on encrypted payloads is primarily applicable in the case of secure
RTP (SRTP) [13]. Because the FEC applies XOR across the payl oad, the
FEC packets should be cryptographically as secure as the original

payl oad. In such cases, additional encryption of the FEC packets is
not necessary.

In the follow ng discussion, it is assuned that the FEC is applied to
t he payl oad before the encryption. The use of FEC has inplications
on the usage and changi ng of keys for encryption. As the FEC packets
do consist of a separate stream there are a nunber of conbi nations
on the usage of encryption. These include:
o The FEC stream nmay be encrypted, while the nmedia streamis not.
o The nedia stream nmay be encrypted, while the FEC streamis not.

0 The medi a stream and FEC stream are both encrypted, but using
t he sane key.

0 The medi a stream and FEC stream are both encrypted, but using
di fferent keys.
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The first three of these would require all application-Ieve

signaling protocols used to be aware of the usage of FEC, and to thus
exchange keys and negoti ate encryption usage on the nedia and FEC
streans separately. |In the final case, no such additional nechani sns
are needed. The first two cases present a layering violation, as ULP
FEC packets should be treated no differently than other RTP packets.
Encrypting just one stream may al so nmake certain known- pl ai nt ext
attacks possible. For these reasons, applications utilizing
encryption SHOULD encrypt both streans, i.e., the last two options.

Furt hernore, because the encryption may potentially be weakened by
the known rel ati onship between the nedi a payl oad and FEC data for
certain ciphers, different encryption keys MJST be used for each
stream when the nedi a payl oad and the FEC data are sent in separate
streans. Note that when SRTP [13] is used for security of the RTP
sessions, different keys for each RTP session are required by the
SRTP specification.

The changi ng of encryption keys is another crucial issue that needs
to be addressed. Consider the case where two packets a and b are
sent along with the FEC packet that protects them The keys used to
encrypt a and b are different, so which key should be used to decode
the FEC packet? 1In general, old keys need to be cached, so that when
the keys change for the nedia stream the old key can be used until
it is determined that the key has changed for the ULP FEC packets as
well. Furthernore, the new key SHOULD be used to encrypt the FEC
packets that are generated from a conbi nati on of payl oad packets
encrypted by the old and new keys. The sender and the receiver need
to define how the encryption is perfornmed and how the keys are used.

Altering the FEC data and packets can have a big inpact on the
reconstruction operation. An attack by changing sone bits in the FEC
data can have a significant effect on the cal cul ation and the
recovery of the payl oad packets. For exanple, changing the length
recovery field can result in the recovery of a packet that is too
long. Also, the conputational conplexity of the recovery can easily
be affected for up to at | east one order of magnitude. Depending on
the application scenario, it may be helpful to performa sanity check
on the received payl oad and FEC data before perform ng the recovery
operation and to determne the validity of the recovered data from
the recovery operation before using them

Congesti on Consi derations

Anot her issue with the use of FECis its inpact on network

congestion. |In nany situations, the packet loss in the network is
i nduced by congestions. |In such scenarios, adding FEC when
encountering increasing network | osses should be avoided. |If it is
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used on a wi despread basis, this can result in increased congestion
and eventual congestion collapse. The applications nay include
stronger protections while at the same tine reduce the bandw dth for
t he payl oad packets. In any event, inplenentations MJST NOT
substantially increase the total anmount of bandwi dth in use
(including the payl oad and the FEC) as network | osses increase.

The general congestion control considerations for transporting RTP
data apply; see RTP [1] and any applicable RTP profile (e.g., RTP/ AVP
[14]). An additional requirenent if best-effort service is being
used is that users of this payload fornmat MJUST nonitor packet loss to
ensure that the packet loss rate is within acceptabl e paraneters.
Packet | oss is considered acceptable if a TCP fl ow across the sane
networ k path, and experiencing the sane network conditions, would
achi eve an average throughput, neasured on a reasonable tinescale,
that is not less than the RTP flow is achieving. This condition can
be satisfied by inplenenting congestion control nechani sms to adapt
the transmission rate (or the nunber of |ayers subscribed for a

| ayered nulticast session), or by arranging for a receiver to | eave
the session if the loss rate is unacceptably high

| ANA Consi der ati ons

Four new nmedi a subtypes have been registered with | ANA, as descri bed
inthis section. This registration is done using the registration
template [3] and follow ng RFC 3555 [4].

1. Registration of audio/ul pfec
Type nane: audio

Subt ype nane: ul pfec

Requi red paraneters:

rate: The RTP tinmestanp rate that is used to mark the tinme of
transni ssion of the FEC packet in a separate stream |n cases in
which it is sent as redundant data to another stream the rate
SHALL be the same as the primary encoding it is used to protect.
When used in a separate stream the rate SHALL be | arger than 1000
Hz, to provide sufficient resolution to RTCP operations. The
sel ected rate MAY be any val ue above 1000 Hz but is RECOVMENDED to
match the rate of the nmedia this stream protects.
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Opti onal paraneters:

onel evel only: This specifies whether only one | evel of FEC protection
is used. The perm ssible values are 0 and 1. |If 1 is signaled,
only one level of FEC protection SHALL be used in the stream |If
O is signaled, nore than one | evel of FEC protection MAY be used.
If omtted, it has the default value of O.

Encodi ng considerations: This format is franed (see Section 4.8 in
the tenplate docunent [3]) and contains binary data.

Security considerations: The sane security considerations apply to
these nmedia type registrations as to the payl oads for them as
detailed in RFC 5109.
Interoperability considerations: none
Publ i shed specification: RFC 5109
Applications that use this nmedia type: Miltimedia applications that
seek to inprove resiliency to loss by sending additional data with
t he nedia stream
Addi tional information: none
Person & email address to contact for further infornation:

Adam Li adaml i @wyervi si on. com

| ETF Audi o/ Vi deo Transport Working G oup
I nt ended usage: COMVON
Restrictions on usage: This nedia, type depends on RTP frami ng, and
hence is only defined for transfer via RTP [1]. Transport within
other fram ng protocols SHALL NOT be defined as this is a robustness
mechani sm for RTP.

Aut hor :
Adam Li adanli @yervi sion.com

Change controller:
| ETF Audi o/ Vi deo Transport Wirking Group del egated fromthe | ESG

2. Registration of video/ulpfec
Type nane: video

Subt ype nane: ul pfec
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Requi red paraneters:

rate: The RTP tinmestanp rate that is used to mark the tinme of
transni ssion of the FEC packet in a separate stream |n cases in
which it is sent as redundant data to another stream the rate
SHALL be the same as the primary encoding it is used to protect.
When used in a separate stream the rate SHALL be | arger than 1000
Hz to provide sufficient resolution to RTCP operations. The
sel ected rate MAY be any val ue above 1000 Hz, but is RECOMVENDED
to match the rate of the media this stream protects.

Opti onal paraneters:

onel evel only: This specifies whether only one | evel of FEC protection
is used. The perm ssible values are 0 and 1. |If 1 is signaled,
only one |l evel of FEC protection SHALL be used in the stream |If
O is signaled, nore than one | evel of FEC protection MAY be used.
If omtted, it has the default value of O.

Encodi ng considerations: This format is franed (see Section 4.8 in
the tenplate docunent [3]) and contains binary data.

Security considerations: The sane security considerations apply to
these nedia type registrations as to the payl oads for them as
detailed in RFC 5109.
Interoperability considerations: none
Publ i shed specification: RFC 5109
Applications that use this nmedia type: Miltimedia applications that
seek to inprove resiliency to loss by sending additional data with
the nedia stream
Addi tional information: none
Person & emmil address to contact for further information:

Adam Li adaml i @wyervi si on. com

| ETF Audi o/ Vi deo Transport Working G oup
I nt ended usage: COMVON
Restrictions on usage: This nedia type depends on RTP fram ng, and
hence is only defined for transfer via RTP [1]. Transport within

ot her fram ng protocols SHALL NOT be defined as this is a robustness
mechani sm for RTP.
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Aut hor :
Adam Li adanli @yervi sion.com

Change controller: |ETF Audi o/ Video Transport Wrking G oup
del egated fromthe | ESG

3. Registration of text/ul pfec
Type nane: text

Subt ype nane: ul pfec

Requi red paraneters:

rate: The RTP tinestanp rate that is used to mark the tinme of
transni ssion of the FEC packet in a separate stream |n cases in
which it is sent as redundant data to another stream the rate
SHALL be the same as the primary encoding it is used to protect.
When used in a separate stream the rate SHALL be | arger than 1000
Hz to provide sufficient resolution to RTCP operations. The
sel ected rate MAY be any val ue above 1000 Hz, but is RECOMVENDED
to match the rate of the media this stream protects.

Opti onal paraneters:

onel evel only: This specifies whether only one | evel of FEC protection
is used. The perm ssible values are 0 and 1. |If 1 is signaled,
only one |l evel of FEC protection SHALL be used in the stream |If
O is signaled, nore than one | evel of FEC protection MAY be used.
If omtted, it has the default value of O.

Encodi ng considerations: This format is franed (see Section 4.8 in
the tenplate docunent [3]) and contains binary data.

Security considerations: The sane security considerations apply to
these nedia type registrations as to the payl oads for them as
detailed in RFC 5109.

Interoperability considerations: none

Publ i shed specification: RFC 5109

Applications that use this nmedia type: Miltinmedia applications that
seek to inprove resiliency to loss by sending additional data with
the nedia stream

Addi tional information: none
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Person & email address to contact for further infornmation:
Adam Li adaml i @wyervi si on. com
| ETF Audi o/ Vi deo Transport Working G oup

I nt ended usage: COMVON

Restrictions on usage: This nedia type depends on RTP fram ng, and
hence is only defined for transfer via RTP [1]. Transport within

ot her fram ng protocols SHALL NOT be defined as this is a robustness
mechani sm for RTP.

Aut hor :
Adam Li adanli @yervi sion.com

Change controller:
| ETF Audi o/ Vi deo Transport Wirking Group del egated fromthe |IESG

4. Registration of application/ulpfec
Type nane: application

Subt ype nane: ul pfec

Requi red paraneters:

rate: The RTP tinestanp rate that is used to mark the tinme of
transni ssion of the FEC packet in a separate stream |n cases in
which it is sent as redundant data to another stream the rate
SHALL be the same as the primary encoding it is used to protect.
When used in a separate stream the rate SHALL be | arger than 1000
Hz to provide sufficient resolution to RTCP operations. The
sel ected rate MAY be any val ue above 1000 Hz, but is RECOMVENDED
to match the rate of the media this stream protects.

Opti onal paraneters:

onel evel only: This specifies whether only one | evel of FEC protection
is used. The perm ssible values are 0 and 1. |If 1 is signaled,
only one |l evel of FEC protection SHALL be used in the stream |If
O is signaled, nore than one | evel of FEC protection MAY be used.
If omtted, it has the default value of O.

Encodi ng considerations: This format is franed (see Section 4.8 in
the tenplate docunent [3]) and contains binary data.

Security considerations: The sane security considerations apply to

these nmedia type registrations as to the payl oads for them as
detailed in RFC 5109.
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Interoperability considerations: none
Publ i shed specification: RFC 5109
Applications that use this nmedia type: Miltimedia applications that
seek to inprove resiliency to loss by sending additional data with
t he nedia stream
Addi tional information: none
Person & email address to contact for further infornmation:

Adam Li adaml i @wyervi si on. com

| ETF Audi o/ Vi deo Transport Working G oup
I nt ended usage: COMVON
Restrictions on usage: This nedia type depends on RTP fram ng, and
hence is only defined for transfer via RTP [1]. Transport within
other fram ng protocols SHALL NOT be defined as this is a robustness
mechani sm for RTP.

Aut hor :
Adam Li adanli @yervi sion.com

Change controller:
| ETF Audi o/ Vi deo Transport Wrking Group del egated fromthe |IESG

Mul ti pl exi ng of FEC
The FEC packets can be sent to the receiver along with the protected
payl oad primarily in one of two ways: as a separate stream or in the
same stream as redundant encoding. The configuration options MJST be
i ndi cated out of band. This section also describes how this can be
acconpl i shed using the Session Description Protocol (SDP), specified
in RFC 2327 [8].
1. FEC as a Separate Stream

When t he FEC packets are sent in a separate stream several pieces of
i nformati on nust be conveyed:

0 The address and port to which the FEC is being sent
o The payl oad type nunber for the FEC

o Wiich nedia streamthe FEC is protecting
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There is no static payl oad type assignment for FEC, so dynanmic

payl oad type nunbers MJST be used. The SSRC of the FEC stream MJST
be set to that of the protected payl oad stream The association of
the FEC streamwith its corresponding streamis done by |ine grouping
in SDP [5] with the FEC semantics [6] or other external neans.

Fol Il owi ng the principles as discussed in Section 5.2 of RFC 3550 [1],
mul tiplexing of the FEC stream and its associ ated payl oad streamis
usual Iy provided by the destination transport address (network
address and port nunber), which is different for each RTP session
Sendi ng FEC together with the payload in one single RTP session and
mul tiplex only by SSRC or payl oad type precludes: (1) the use of

di fferent network paths or network resource allocations for the

payl oad and the FEC protection data; (2) reception of a subset of the
media if desired, particularly for the hosts that do not understand
FEC, and (3) receiver inplenentations that use separate processes for
the different media. In addition, nultiplexing FEC with payl oad data
streans will affect the timng and sequence nunber space of the
original payload stream which is usually undesirable. So the FEC
stream and t he payl oad stream SHOULD be sent through two separate RTP
session, and nultiplexing them by payload type into one single RTP
sessi on SHOULD be avoided. |In addition, the FEC and the payl oad MJST
NOT be multiplexed by SSRC into one single RTP session since they

al ways have the sanme SSRC

Just |ike any nmedia stream the port nunber and the payl oad type
nunber for the FEC stream are conveyed in their mline in the SDP
There is no static payl oad type assignment for FEC, so dynanmic

payl oad type nunbers MJST be used. The binding to the nunber is
indicated by an rtpmap attribute. The name used in this binding is
"ul pfec". The address that the FEC streamis on is conveyed in its
corresponding c |ine.

The association relationship between the FEC stream and t he payl oad
streamit protects is conveyed through nedia |ine grouping in SDP
(RFC 3388) [5] using FEC semantics (RFC 4756) [6]. The FEC stream
and the protected payl oad stream form an FEC group
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The following is an exanple SDP for FEC application in a multicast
sessi on:

0
adam 289083124 289083124 I N I P4 host. exanpl e. com
ULP FEC Semi nar

t=0 0

c=IN I P4 224.2.17.12/ 127

a=group: FEC 1 2

a=group: FEC 3 4

mFaudi o 30000 RTP/ AVP 0O

a=md: 1

mFappl i cati on 30002 RTP/ AVP 100

a=rt pmap: 100 ul pfec/ 8000

a=md: 2

mevi deo 30004 RTP/ AVP 31

a=md: 3

mrappl i cati on 30004 RTP/ AVP 101

c=IN I P4 224.2.17.13/ 127

a=rtpmap: 101 ul pfec/ 8000

a=md: 4

\Y
(0)
S

The presence of two a=group lines in this SDP indicates that there
are two FEC groups. The first FEC group, as indicated by the
"a=group: FEC 1 2" line, consists of stream 1 (an audi o stream using
PCM[14]) and stream 2 (the protecting FEC stream. The FEC stream
is sent to the same nmulticast group and has the sane Tine to Live
(TTL) as the audio, but on a port nunber two higher. The second FEC
group, as indicated by the "a=group: FEC 3 4" line, consists of stream
3 (a video strean) and stream4 (the protecting FEC stream). The FEC
streamis sent to a different nulticast address, but has the sane

port nunber (30004) as the payl oad video stream

2. FEC as Redundant Encodi ng

When the FEC streamis being sent as a secondary codec in the
redundant encoding format, this nmust be signaled through SDP. To do
this, the procedures defined in RFC 2198 [7] are used to signal the
use of redundant encoding. The FEC payload type is indicated in the
sane fashion as any other secondary codec. The FEC MJST protect only
the main codec, with the payl oad of FEC engine coming from virtual
RTP packets created fromthe main codec data. The virtual RTP
packets can be very easily converted fromthe RFC 2198 packets by
sinply (1) renoving all the additional headers and the redundant
codi ng data, and (2) replacing the payl oad type in the RTP header
with that of the primary codec.
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Note: In the payload format for redundant coding as specified by
RFC 2198, the marker bit is lost as soon as the primary coding is
carried in the RED packets. So the marker bit cannot be recovered
regardl ess of whether or not the FEC is used.

Because the FEC data (including the ULP header) is sent in the sane
packets as the protected payl oad, the FEC data is associated with the
protected payl oad by being bundled in the sane stream

When the FEC streamis sent as a secondary codec in the redundant
encoding format, this can be signaled through SDP. To do this, the
procedures defined in RFC 2198 [7] are used to signal the use of
redundant encodi ng. The FEC payl oad type is indicated in the same
fashion as any other secondary codec. An rtpnmap attribute MJST be
used to indicate a dynanic payl oad type nunber for the FEC packets.
The FEC MJUST protect only the nain codec.

For exanmpl e:

mFaudi o 12345 RTP/ AVP 121 0 5 100
a=rtpmap: 121 red/ 8000/ 1
a=rtpmap: 100 ul pfec/ 8000

a=fmp: 121 0/5/100

This SDP indicates that there is a single audio stream which can
consi st of PCM (nedia format 0), DVI (media format 5), the redundant
encodi ngs (indicated by nedia fornmat 121, which is bound to red
through the rtpmap attribute), or FEC (nedia format 100, which is
bound to ul pfec through the rtpmap attribute). Although the FEC
format is specified as a possible coding for this stream the FEC
MUST NOT be sent by itself for this stream |Its presence in the m
line is required only because non-primary codecs nust be |isted here
according to RFC 2198. The fntp attribute indicates that the
redundant encodi ngs format can be used, with DVI as a secondary
coding and FEC as a tertiary encodi ng.

3. Ofer / Answer Consi deration

Sone consi derations are needed when SDP is used for offer / answer
[ 15] exchange.

The "onel evel only" paraneter is declarative. For streans declared as
sendonly, the value indicates whether only one level of FEC will be
sent. For streans declared as recvonly or sendrecv, the val ue

i ndi cat es what the receiver accepts to receive.
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When the FEC is sent as a separate stream and signal ed through nedi a
line grouping in SDP (RFC 3388) [5] using FEC semantics (RFC 4756)
[6], the offering side MJST inplenment both RFC 3388 and RFC 4756.
The rules for offer / answer in RFC 3388 and RFC 4756 SHALL be
followed with the bel ow additional consideration. For all offers
with FEC, the answerer MAY refuse the separate FEC session by setting
the port to O, and renove the "a=group" attribute that groups that
FEC session with the RTP session being protected. |If the answerer
accepts the usage of FEC, the answerer sinply accepts the FEC RTP
session and the grouping in the offer by including the sane grouping
in the answer. Note that the rejection of the FEC RTP sessi on does
not prevent the nedia sessions from being accepted and used wit hout
FEC.

When the FEC streamis sent as a secondary codec in the redundant
encoding format (RFC 2198) [7], the offering side can indicate the
FEC stream as specified in Section 14.2. The answerer MAY reject the
FEC stream by renoving the payl oad type for the FEC stream To
accept the usage of FEC, the answerer nust in the answer include the
FEC payl oad type. Note that in cases in which the redundancy payl oad
format [7] is used with FEC as the only secondary codec, when the FEC
streamis rejected the redundant encodi ng payl oad type SHOULD al so be
r enoved.

Appl i cation Statenent

Thi s docunent describes a generic protocol for Forward Error
Correction supporting a wi de range of short block parity FEC

al gorithms, such as sinple and interl eaved parity codes. The schene
is limted to interleaving parity codes over a di stance of 48
packets. This FEC algorithmis fully conpatible with hosts that are
not FEC-capable. Since the nmedia payload is not altered and the
protection is sent as additional information, the receivers that are
unaware of the generic FEC as specified in this docunent can sinply
ignore the additional FEC information and process the main nedia
payl oad. This interoperability is particularly inportant for
conmpatibility with existing hosts, and also in the scenario where
many different hosts need to communicate with each other at the sane
time, such as during nmulticast.

The generic FEC al gorithm specified in this docunent is also a
generic protection algorithmw th the following features: (1) it is
i ndependent of the nature of the nedia being protected, whether that
medi a is audio, video, or otherwise; (2) it is flexible enough to
support a wide variety of FEC nmechani snms and settings; (3) it is
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desi gned for adaptivity, so that the FEC paraneters can be nodified
easily without resorting to out-of-band signaling;, and (4) it
supports a nunber of different nechanisns for transporting the FEC
packet s.

The FEC specified here also provides the user with Unequal Error
Protection capabilities. Some other algorithnms may al so provide the
Unequal Error Protection capabilities through other nmeans. For
exanpl e, an Unequal Erasure Protection (UXP) schene has been proposed
in the AVT Working Goup in "An RTP Payl oad Fornmat for
Erasure-Resilient Transm ssion of Progressive Miltinedia Streans".
The UXP schene applies unequal error protection to the nmedia payl oads
by interleaving the payload streamto be protected with the
addi ti onal redundancy information obtai ned usi ng Reed- Sol onon

operati ons.

By altering the structure of the protected nmedi a payl oad, the UXP
schenme sacrifices the backward conpatibility with ternminals that do
not support UXP. This nakes it nore difficult to apply UXP when
backward conpatibility is desired. 1In the case of ULP, however, the
nmedi a payl oad remai ns unaltered and can al ways be used by the
terminals. The extra protection can sinply be ignored if the
receiving ternminals do not support ULP

At the sane tinme, also because the structure of the nmedia payload is
altered in UXP, UXP offers the unique ability to change packet size

i ndependent of the original media payload structure and protection
applied, and is only subject to the protocol overhead constraint.
This property is useful in scenarios when altering the packet size of
the nmedia at transport level is desired.

Because of the interleaving used in UXP, delays will be introduced at
bot h the encodi ng and decodi ng sides. For UXP, all data within a
transm ssion bl ock need to arrive before encoding can begin, and a
reasonabl e nunmber of packets nust be received before a transm ssion
bl ock can be decoded. The ULP schenme introduces little delay at the
encodi ng side. On the decoding side, correctly received packets can
be delivered i mediately. Delay is only introduced in ULP when
packet | osses occur.

Because UXP is an interleaved schene, the unrecoverable errors
occurring in data protected by UXP usually result in a nunber of
corrupted holes in the payload stream In ULP, on the other hand,

t he unrecoverable errors due to packet loss in the bitstreamusually
appear as contiguous missing pieces at the end of the packets.
Dependi ng on the encodi ng of the nedia payl oad stream nany
applications may find it easier to parse and extract data froma
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17.
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packet with only a contiguous piece nissing at the end than a packet
with multiple corrupted holes, especially when the holes are not
coi ncident with the independently decodabl e fragnent boundari es.

The exclusive-or (XOR) parity check operation used by ULP is sinpler
and faster than the nore conpl ex operations required by Reed- Sol onon
codes. This nmakes ULP nore suitable for applications where
conmput ati onal cost is a constraint.

As di scussed above, both the ULP and the UXP schenes apply unequa
error protection to the RTP nedia stream but each uses a different
techni que. Both schenmes have their own uni que characteristics, and
each can be applied to scenarios with different requirenents.
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