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Thi s docunment specifies an Internet standards track protocol for the
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O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

RFC 3270 defines how to support the Diffserv architecture in MPLS

net wor ks, including howto encode Diffserv Code Points (DSCPs) in an
MPLS header. DSCPs may be encoded in the EXP field, while other uses
of that field are not precluded. RFC 3270 makes no statenent about
how Explicit Congestion Notification (ECN) marking m ght be encoded
in the MPLS header. This docunent defines how an operator m ght
define sone of the EXP codepoints for explicit congestion
notification, w thout precluding other uses.
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1. Introduction
1.1. Background

[ RFC3168] defines Explicit Congestion Notification (ECN) for IP. The
primary purpose of ECNis to allow congestion to be signalled wthout
dr oppi ng packets.

[ RFC3270] defines how to support the Diffserv architecture in MPLS
net wor ks, including howto encode D ffserv Code Points (DSCPs) in an
MPLS header. DSCPs may be encoded in the EXP field, while other uses
of that field are not precluded. RFC 3270 nakes no statenent about
how Explicit Congestion Notification (ECN) marking m ght be encoded
in the MPLS header

Thi s docunent defines how an operator m ght define some of the EXP
codepoints for explicit congestion notification, wthout precluding
other uses. In parallel to the activity defining the addition of ECN
to I P [RFC3168], two proposals were made to add ECN to MPLS

[ Fl oyd] [ Shayman]. These proposals, however, fell by the wayside.
Wth ECN for I P now being a proposed standard, and devel opi ng
interest in using pre-congestion notification (PCN) for adm ssion
control and flow ternmination [PCN], there is consequent interest in
bei ng able to support ECN across | P networks consisting of MPLS-
enabl ed domains. Therefore, it is necessary to specify the protoco
for including ECN in the MPLS shi m header and the protocol behavior
of edge MPLS nodes.

W note that in [RFC3168], there are four codepoints used for ECN
mar ki ng, which are encoded using two bits of the I P header. The MPLS
EXP field is the logical place to encode ECN codepoints, but with
only 3 bits (8 codepoints) available, and with the sanme field being
used to convey DSCP information as well, there is a clear incentive
to conserve the nunber of codepoints consuned for ECN purposes.
Efficient use of the EXP field has been a focus of prior docunents

[ Fl oyd] [ Shayman], and we draw on those efforts in this docunent as
wel | .

We al so note that [RFC3168] defines default usage of the ECN field,
but it allows for the possibility that sonme Diffserv Per Hop

Behavi ors (PHBs) m ght include different specifications on how the
ECN field is to be used. This docunment seeks to preserve that
capability.
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1. 2. I nt ent

Qur intent is to specify how the MPLS shi m header [ RFC3032] shoul d
denote ECN marki ng and how MPLS nodes shoul d under stand whet her the
transport for a packet will be ECN capable. W offer this as a
bui I di ng bl ock, fromwhich to build different congestion-notification
systens. W do not intend to specify how the resulting congestion
notification is fed back to an upstream node that can mtigate
congestion. For instance, unlike [Shayman], we do not specify edge-
t o- edge MPLS domai n feedback, but we also do not preclude it.
Nonet hel ess, we do specify how the egress node of an MPLS donai n
shoul d copy congestion notification fromthe MPLS shiminto the
encapsul ated | P header if the ECNis to be carried onward towards the
| P receiver; but we do *not* mandate that MPLS congestion
notification nmust be copied into the | P header for onward

transm ssion. This docunent ains to be generic for any use of
congestion notification in MPLS. Support of [RFC3168] is our prinmary
notivation; sone additional potential applications to illustrate the
flexibility of our approach are described in Section 9. In
particular, we aimto support possible future schenes that nay use
nore than one | evel of congestion marking.

1.3. Terminol ogy

Thi s docunent draws freely on the term nology of ECN [ RFC3168] and
MPLS [ RFC3031]. For ease of reference, we have included some
definitions here, but refer the reader to the references above for
conpl ete specifications of the relevant technol ogi es:

0 CE: Congestion Experienced. One of the states with which a packet
may be marked in a network supporting ECN. A packet is marked in
this state by an ECN-capable router to indicate that this router
was experiencing congestion at the tinme the packet arrived.

0 ECT: ECN - capable Transport. One of the ECN states that a packet
may be in when it is sent by an end system An end system marks a
packet with an ECT codepoint to indicate that the endpoints of the
transport protocol are ECN-capable. A router may not mark a
packet as CE unl ess the packet was marked ECT when it arrived.

0 Not-ECT: Not ECN capable transport. An end system narks a packet
with this codepoint to indicate that the endpoints of the
transport protocol are not ECN capable. A congested router cannot
mar k such packets as CE, and thus it can only drop themto
i ndi cate congesti on.
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o EXP field. A 3-bit field in the MPLS | abel header [RFC3032] that
may be used to convey Diffserv information (and is also used in
this docunent to carry ECN i nfornation).

o PHP. Penultinate Hop Popping. An MPLS operation in which the
penul ti mate Label Switching Router (LSR) on a Label Switched Path
(LSP) renoves the top |label fromthe packet before forwarding the
packet to the final LSR on the LSP

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Use of MPLS EXP Field for ECN

We propose that LSRs configured for explicit congestion notification
shoul d use the EXP field in the MPLS shi m header. However, [RFC3270]
al ready defines use of codepoints in the EXP field for differentiated
services. Although it does not preclude other conpatible uses of the
EXP field, this clearly seenms to |limt the space avail able for ECN
given the field is only 3 bits (8 codepoints).

[ RFC3270] defines two possible approaches for requesting
differentiated service treatnent froman LSR

0 In the EXP-Inferred-PSC LSP (E-LSP) approach, different codepoints
of the EXP field in the MPLS shim header are used to indicate the
packet’s per hop behavi or (PHB)

o In the Label-Only-Inferred-PSC LSP (L-LSP) approach, an MPLS | abel
is assigned for each PHB scheduling class (PSC, as defined in
[ RFC3260], so that an LSR determ nes both its forwarding and its
schedul i ng behavior fromthe | abel

If an MPLS donain uses the L-LSP approach, there is likely to be
space in the EXP field for ECN codepoint(s). Wuere the E-LSP
approach is used, codepoint space in the EXP field is likely to be
scarce. This docunent focuses on interworking ECN marking with the
E- LSP approach, as it is the tougher problem Consequently, the sane
approach can also be applied with L-LSPs.

We reconmend that explicit congestion notification in MPLS should use

codepoints instead of bits in the EXP field. Since not every PHB
will necessarily require an associ ated ECN codepoint, it would be

Davi e, et al. St andar ds Track [ Page 5]



RFC 5129 ECN for MPLS January 2008

wasteful to assign a dedicated bit for ECN. (There nmay al so be cases
where a given PHB might need nore than one ECN-|i ke codepoint; see
Section 9.4 for an exanple).

For each PHB that uses ECN marki ng, we assune one EXP codepoint wll
be defined as not congestion marked (Not-CM, and at |east one other

codepoint will be defined as congestion marked (CM. Therefore, each
PHB t hat uses ECN marking will consune at |east two EXP codepoints,
but PHBs that do not use ECN marking will only consune one.

Further, we wish to use nminimal space in the MPLS shim header to tel
interior LSRs whether each packet will be received by an ECN capabl e
transport (ECT). Nonetheless, we nust ensure that an endpoint that
woul d not understand an ECN nark will not receive one, otherwise it
will not be able to respond to congestion as it should. In the past,
three solutions to this problem have been proposed:

0 One possible approach is for congested LSRs to nark the ECN field
in the underlying |IP header at the bottom of the |abel stack.
Al t hough nmany commercial LSRs routinely access the |IP header for
ot her reasons (equal cost multi-path - ECMP), there are numerous
drawbacks to attenpting to find an I P header beneath an MPLS | abel
stack. Notably, there is the challenge of detecting the absence
of an I P header when non-1P packets are carried on an LSP
Therefore, we will not consider this approach further

o In the schene suggested by [Floyd], ECT and CE are overl oaded into
one bit, so that a O nmeans ECT while a 1 might either nean Not-ECT
or it mght nean CE. A packet that has been marked as havi ng
experienced congestion upstream and then is picked out for
mar ki ng at a second congested LSR, will be dropped by the second
LSR since it cannot determ ne whether the packet has previously
experienced congestion or if ECNis not supported by the
transport.

Wil e such an approach seened potentially pal atable, we do not

reconmend it here for the followi ng reasons. |In sone cases, we
wish to be able to use ECN marki ng | ong before actual congestion
(e.g., pre-congestion notification). In these circunstances,

marki ng rates at each LSR m ght be non-negligible nost of the
time, so the chances of a previously marked packet encountering an
LSR that wants to mark it again will also be non-negligible. 1In
the case where CE and not-ECT are indistinguishable to core
routers, such a scenario could |lead to unacceptable drop rates.

If the typical marking rate at every router or LSRis p, and the
typi cal dianmeter of the network of LSRs is d, then the probability
that a marked packet will be chosen for marking nore than once is
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3.

1-[Pr(never marked) + Pr(nmarked at exactly one hop)] = 1- [(1-p)~d
+ dp(1l-p)~(d-1)]. For instance, with 6 LSRs in a row, each
marking ECN with 1% probability, the chances of a packet that is
al ready nmarked bei ng chosen for marking a second tinme is 0.15%
The bit-overl oadi ng schene would therefore introduce a drop rate
of 0.15% unnecessarily. G ven that nost nodern core networks are
sized to introduce near-zero packet drop, it may be unacceptable
to drop over one in a thousand packets unnecessarily.

0o A third possible approach was suggested by [ Shayman]. In this
schene, interior LSRs assunme that the endpoints are ECN capabl e,
but this assunption is checked when the final |abel is popped. |If
an interior LSR has marked ECN in the EXP field of the shim
header, but the |IP header says the endpoints are not ECN capabl e,
the edge router (or penultimate router, if using penultinate hop
poppi ng) drops the packet. W recommend this schene, which we
call ‘per-domain ECT checking , and define it nore precisely in
the followi ng section. |Its chief drawback is that it can cause
packets to be forwarded after encountering congestion only to be
dropped at the egress of the MPLS domain. The rationale for this
decision is given in Section 8. 1.

Per - Domai n ECT Checki ng

For the purposes of this discussion, we define the egress nodes of an
MPLS domai n as the nodes that pop the last MPLS | abel fromthe | abe
stack, exposing the IP (or, potentially non-1P) header. Note that
such a node nmay be the ultimate or penultinmate hop of an LSP
dependi ng on whet her penultimte hop popping (PHP) is enpl oyed.

In the per-domain ECT checki ng approach, the egress nodes take
responsibility for checking whether the transport is ECN capabl e.
Thi s docunent does not specify how t hese nodes shoul d pass on
congestion notification because different approaches are likely in
different scenarios. However, if congestion notification in the MPLS
header is copied into the | P header, the procedure MJST conformto

t he specification given here.

I f congestion notification is passed to the transport without first
passing it onward in the |IP header, the approach used nust take
simlar care to check that the transport is ECN capabl e before
passing it ECN markings. Specifically, if the transport for a
particul ar congestion marked MPLS packet is found not to be ECN
capabl e, the packet MJST be dropped at this egress node.

In the per-domain ECT checki ng approach, only the egress nodes check
whet her an | P packet is destined for an ECN capabl e transport.
Therefore, any single LSR within an MPLS dormai n MJUST NOT be

Davi e, et al. St andar ds Track [ Page 7]



RFC 5129 ECN for MPLS January 2008

configured to enable ECN marking unless all the egress LSRs
surrounding it are already configured to handl e ECN nar ki ng.

We call a domain surrounded by ECN capabl e egress LSRs an ECN enabl ed
MPLS domain. This termonly inplies that all the egress LSRs are
ECN- enabl ed; sone interior LSRs nay not be ECN enabl ed. For

i nstance, it would be possible to use sone | egacy LSRs incapabl e of
supporting ECN in the interior of an MPLS donain as long as all the
egress LSRs were ECN-capable. Note that if PHP is used, the

"penul timate hop" routers that performthe pop operation do need to
be ECN-enabl ed since they are acting in this context as egress LSRs.

4. ECN-Enabl ed MPLS Domai n

In the foll owi ng subsections, we describe various operations
affecting the ECN nmarking of a packet that may be perfornmed at MPLS-
edge and core LSRs.

4.1. Pushing (Adding) One or Mdre Labels to an | P Packet

On encapsul ating an | P packet with an MPLS | abel stack, the ECN field
must be translated fromthe I P packet into the MPLS EXP field. The
Not - CM (not congestion marked) state is set in the MPLS EXP field if
the ECN status of the I P packet is Not-ECT or ECT(1) or ECT(0). The
CM state is set if the ECN status of the I P packet is CE. If nore
than one | abel is pushed at one tinme, the sane val ue shoul d be placed
in the EXP value of all |abel stack entries.

4.2. Pushing One or Mdre Labels onto an MPLS Label ed Packet
The EXP field is copied directly fromthe topnost | abel before the
push to the newly added outer label. If nore than one | abel is being
pushed, the sane EXP value is copied to all |abel-stack entri es.

4.3. Congestion Experienced in an Interior MPLS Node
If the EXP codepoint of the packet maps to a PHB that uses ECN
mar ki ng, and the marking algorithmrequires the packet to be marked,
the CMstate is set (irrespective of whether it is already in the CM
state).
If the buffer is full, a packet is dropped.

4.4, Cossing a Diffserv Domain Boundary
I f an MPLS-encapsul at ed packet crosses a Diffserv donai n boundary, it

may be the case that the two domains use different encodings of the
sane PHB in the EXP field. 1In such cases, the EXP field nust be
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rewitten at the donmain boundary. |If the PHB is one that supports
ECN, then the appropriate ECN marki ng shoul d al so be preserved when
the EXP field is mapped at the boundary.

I f an MPLS-encapsul ated packet that is in the CMstate crosses froma
domain that is ECN-enabled (as defined in Section 3) to a domain that
is not ECN-enabled, then it is necessary to performthe egress
checki ng procedures at the egress LSR of the ECN- enabl ed donai n.

This neans that if the encapsul ated packet is not ECN capable, the
packet MJUST be dropped. Note that this inplies the egress LSR nust
be able to | ook beneath the MPLS header wi thout popping the | abel

st ack.

The rel ated i ssue of Diffserv tunnel npdels is discussed in
Section 4.7.

4.5. Popping an MPLS Label (Not the End of the Stack)

Wien a packet has nore than one MPLS | abel in the stack and the top

| abel is popped, another MPLS | abel is exposed. In this case, the
ECN i nformation should be transferred fromthe outer EXP field to the
inner MPLS | abel in the following manner. |If the inner EXP field is

Not-CM the inner EXP field is set to the sane CMor Not-CM state as
the outer EXP field. If the inner EXP field is CM it remains
unchanged whatever the outer EXP field. Note that an inner val ue of
CM and an outer value of not-CM should be considered anomal ous, and
SHOULD be | ogged in some way by the LSR

4.6. Popping the Last MPLS Label in the Stack

When the | ast MPLS | abel is popped fromthe packet, its payload is
exposed. If that packet is not |IP, and does not have any capability
equivalent to ECT, it is assuned Not-ECT, and it is treated as such
That neans that if the EXP value of the MPLS header is CM the packet
MUST be dropped.

Assum ng an | P packet was exposed, we have to exam ne whether or not
t hat packet is ECT. A Not-ECT packet MJST be dropped if the EXP
field is CM

For the remminder of this section, we describe the behavior that is
required if the ECN information is to be transferred fromthe MPLS
header into the exposed | P header for onward transm ssion. As noted
in Section 1.2, such behavior is not mandated by this docunent, but
may be sel ected by an operator.
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If the inner I P packet is Not-ECT, its ECN field remains unchanged if
the EXP field is Not-CM If the ECN field of the inner packet is set
to ECT(0), ECT(1), or CE, the ECN field remains unchanged if the EXP
field is set to Not-CM The ECN field is set to CEif the EXP field
is CM Note that an inner value of CE and an outer val ue of not-CM
shoul d be consi dered anonal ous, and SHOULD be | ogged in sone way by
the LSR

4.7. Diffserv Tunneling Mdels

[ RFC3270] describes three tunneling nodels for Diffserv support
across MPLS Donmins, referred to as the uniform short pipe, and pipe
nodel s. The differences between these nodels lie in whether the
Diffserv treatnment that applies to a packet while it travels along a
particular LSP is carried to the ingress of the last hop, to the
egress of the last hop, or beyond the |last hop. Depending on which
node is preferred by an operator, the EXP val ue or DSCP val ue of an
exposed header following a | abel pop nay or may not be dependent on
the EXP value of the label that is renbved by the pop operation. W
believe that, in the case of ECN marking, the use of these nodels
should only apply to the encoding of the Diffserv PHB in the EXP

val ue, and that the choice of codepoint for ECN shoul d al ways be made
based on the procedures described above, independent of the tunneling
nodel .

5. ECN-D sabl ed MPLS Domai n

If ECN is not enabled on all the egress LSRs of a dommin, ECN MJUST
NOT be enabl ed on any LSRs throughout the domain. |If congestion is
experienced on any LSR in an ECN di sabl ed MPLS domai n, packets MJST
be dropped; they MJST NOT be nmarked. The exact algorithmfor
deci di ng when to drop packets during congestion (e.g., tail-drop
RED, etc.) is a local matter for the operator of the domain.

6. The Use of Mire Codepoints with E-LSPs and L-LSPs

[ RFC3270] gives different options with E-LSPs and L-LSPs, and sone of
those coul d potentially provide anpl e EXP codepoi nts for ECN

However, deploying L-LSPs vs. E-LSPs has many inplications, such as
pl atf orm support and operational conmplexity. The above ECN MPLS

sol ution should provide sone flexibility. |If the operator has

depl oyed one L-LSP per PHB scheduling class, then EXP space will be a
non-issue, and it could be used to achieve nore sophisticated ECN
behavior if required. |If the operator wants to stick to E-LSPs and
uses a handful of EXP codepoints for Diffserv, it may be desirable to
operate with a mni num nunber of extra ECN codepoints, even if this
comes with some conprom se on ECN optimality. See Section 9 for

di scussi on of sone possi bl e depl oynment scenari os.
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W note that in a network where L-LSPs are used, ECN marki ng SHOULD
NOT cause packets fromthe sanme nicroflow, but with different ECN
mar ki ngs, to be sent on different LSPs. As discussed in [ RFC3270],
packets of a single mcrofl ow should always travel on the same LSP to
avoi d possi ble m sordering. Thus, ECN marking of packets on L-LSPs
SHOULD only affect the EXP val ue of the packets.

7. Relationship to Tunnel Behavior in RFC 3168

[ RFC3168] defines two nodes of encapsul ati ng ECN-marked | P packets
i nside additional |P headers when tunnels are used. The two nodes
are the "full functionality" and "limted functionality" nodes. In
the full functionality node, the ECT information fromthe inner
header is copied to the outer header at the tunnel ingress, but the
CE information is not. In the limted functionality node, neither
ECT nor CE information is copied to the outer header, and thus ECN
cannot be applied to the encapsul ated packet.

The behavior that is specified in Section 4 of this docunent
resenbles the "full functionality" node in the sense that it conveys
sone information frominner to outer header, and in the sense that it
enabl es full ECN support along the MPLS LSP (which is anal ogous to an
| P tunnel in this context). However it differs in one respect, which
is that the CE information is conveyed fromthe inner header to the
outer header. Qur original reason for this different design choice
was to give interior routers and LSRs nore informati on about upstream
marking in nulti-bottleneck cases. For instance, the flow

term nati on marki ng nechani sm proposed for PCN works by only

consi dering packets for marking that have not already been narked
upstream Unless existing flow term nation marking is copied from
the inner to the outer header at tunnel ingress, the nechanism
doesn’t term nate enough traffic in cases where anomal ous events hit
mul ti pl e domai ns at once. [RFC3168] does not give any reasons

agai nst conveying CE information fromthe inner header to the outer
in the "full functionality" node. Furthernore, [RFC4301] specifies
that the ECN marking shoul d be copied frominner header to outer
header in I PSEC tunnels, consistent with the approach defined here.

[ BRI SCOE- ECN] di scusses this issue in nore detail. In sumary, the
approach described in Section 4 appears to be both a sound technical
choi ce and consistent with the current state of thinking in the | ETF.

8. Depl oynent Consi derations
8.1. Marking Non-ECN Capabl e Packets
What are the consequences of marking a packet that is not ECN

capable? Even if it will be dropped before |eaving the domain,
doesn’t this consume resources unnecessarily?
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The problemonly arises if there is congesti on downstream of an
earlier congested queue in the sane MPLS domain. Congested LSRs
downstream m ght forward packets already marked, even though they
will be dropped |l ater when the inner |P header is found to be Not-ECT
on decapsul ation. Such packets m ght cause the downstream LSRs to
mark (or drop) other packets that they would ot herw se not have had
to.

We expect congestion will typically be rare in MPLS networks, but it
m ght not be. The extra unnecessary |oad at downstream LSRs wi |l not
be nore than the fraction of marked packets from upstream LSRs, even
in the worst case where no transports are ECN capable. Therefore,

t he anobunt of unnecessary narking (or drop) on an LSR will not be
nmore than the product of its local marking rate and the marking rate
due to upstream LSRs within the sane domain -- typically the product
of two small (often zero) probabilities.

This is why we decided to use the per-domai n ECT checki ng approach --
because the nost likely effect would be a very slightly increased
marking rate, which would result in very slightly higher drop only
for non-ECN-capabl e transports. W chose not to use the [Fl oyd]
alternative, which introduced a | ow but persistent |evel of
unnecessary packet drop for all tine, even for ECN capable
transports. Although that scheme did not carry traffic to the edge
of the MPLS donmin only to be dropped on decapsul ation, we felt our
m nor inefficiency was a small price to pay; and it would get snaller
still if ECN deploynment wi dened.

A partial solution would be to preferentially drop packets arriving
at a congested router that were already nmarked. There is no solution
to the problem of marking a packet when congestion is caused by

anot her packet that should have been dropped. However, the chance of
such an occurrence is very low, and the consequences are not
significant. It merely causes an application to very occasionally
slow down its rate when it did not have to.

8.2. Non-ECN Capabl e Routers in an MPLS Domain

What if an MPLS domain wants to use ECN, but not all |egacy routers
are able to support it?

If the I egacy router(s) are used in the interior, this is not a
problem They will sinply have to drop the packets if they are
congested, rather than mark them which is the standard behavi or for
| P routers that are not ECN- enabl ed.

If the I egacy router were used as an egress router, it would not be
able to check the ECN-capability of the transport correctly. An
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operator in this position would not be able to use this solution and
therefore MJUST NOT enable ECN unless all egress routers are ECN
capabl e.

9. Exanple Uses
9.1. RFC 3168-Style ECN

[ RFC3168] proposes the use of ECNin TCP, and it introduces the use
of ECN Echo and Congesti on W ndow Reduced (CWR) flags in the TCP
header for initialization. The TCP sender responds accordingly (such
as not increasing the congestion wi ndow) when it receives an ECN Echo
(ECE) ACK packet (that is, an ACK packet with ECN-Echo flag set in
the TCP header), then the sender knows that congestion was
encountered in the network on the path fromthe sender to the
receiver.

It would be possible to enable ECN in an MPLS domain for Diffserv
PHBs |i ke AF and best efforts that are expected to be used by TCP and
simlar transports (e.g., DCCP [ RFC4340]). Then, end-to-end
congestion control in transports capabl e of understandi ng ECN woul d
be able to respond to approachi ng congestion on LSRs wi t hout having
to rely on packet discard to signal congestion.

9. 2. ECN Co- Exi stence with D ffserv E-LSPs

Many operators today have depl oyed Diffserv using the E-LSP approach
of [RFC3270]. |In many cases, the nunber of PHBs used is less than 8,
and hence there renmain avail able codepoints in the EXP space. If an
operator wi shed to support ECN for a single PHB, this could be
acconpl i shed by sinply allocating a second codepoint to the PHB for
the CM state of that PHB and retaining the old codepoint for the
not-CM state. An operator with only four deployed PHBs coul d, of
course, enable ECN marking on all those PHBs. It is easy to imagine
cases where sone PHBs m ght benefit nore fromECN than others -- for
exanpl e, an operator might use ECN on a prem um data service but not
on a PHB used for best-effort Internet traffic.

As an illustrative exanple of how the EXP field m ght be used in this
case, consider the exanple of an operator who is using the aggregated
service classes proposed in [TSVWW. He may choose to support ECN
only for the Assured El astic Treatnment Aggregate, using the EXP
codepoint 010 for the not-CM state and 011 for the CMstate. Al

ot her codepoints could be the same as in [TSYWWF. O course, any

ot her conbi nati on of EXP val ues can be used according to the specific
set of PHBs and marking conventions used within that operator’s

net wor k.
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9. 3.

9. 4.

10.

Dav

Congesti on- Feedback- Based Traffic Engi neering

Shayman’ s traffic engi neering [ Shayman] presents anot her exanple
application of ECN feedback in an MPLS donmain. Shayman proposed the
use of ECN by an egress LSR feeding back congestion to an ingress LSR
to nmitigate congestion by enploying dynamc traffic engi neering

t echni ques, such as shifting flows to an alternate path. It proposed
a new Resource Reservation Protocol (RSVP) nessage, which was sent by
the egress LSR to the ingress LSR (and ignhored by transit LSRs) to

i ndi cate congestion along the path. Thus, rather than providing the
same style of congestion notification to endpoints as defined in

[ RFC3168], [Shayman] limts its scope to the MPLS domain only. This
application of ECN in an MPLS domai n coul d make use of the ECN
encoding in the MPLS header that is defined in this docunent.

PCN Fl ow Adm ssion Control and Fl ow Term nati on

[ PCN] proposes using pre-congestion notification (PCN) on routers

wi thin an edge-to-edge Diffserv region to control adm ssion of new
flows to the region and, if necessary, to term nate existing flows in
response to disasters and other anomal ous routing events. |In this
approach, the current level of PCN nmarking is picked up by the
signaling used to initiate each flowin order to informthe adm ssion
control decision for the whole region at once. For exanple,
extensions to RSVP [ LEFAUCHEUR] and Next Steps in Signaling (NSIS)
[NSI S], [ ARUMAI THURAI] have been proposed.

If LSRs are able to nmark packets to signify congestion in MPLS, PCN
mar ki ng coul d be used for adm ssion control and flow term nation
across a Diffserv region, irrespective of whether it contained pure
| P routers, MPLS LSRs, or both. Indeed, the solution could be
sonewhat nore efficient to inplenment if aggregates could identify
thensel ves by their MPLS |l abel. Appendix A describes the nechanisns
by which the necessary markings for PCN could be carried in the MPLS
header .

Security Considerations
We believe no new vulnerabilities are introduced by this docunent.

We have consi dered whet her nalicious sources mght be able to exploit
the fact that interior LSRs will mark packets that are Not-ECT,
relying on their egress LSRto drop them Although this mght allow
sources to engineer a situation where nore traffic is carried across
an MPLS domain than should be, we figured that even if we hadn’'t
introduced this feature, these sources would have been able to
prevent these LSRs dropping this traffic anyway, sinply by setting
ECT in the first place.
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11.

An ECN sender can use the ECN nonce [RFC3540] to detect a nisbehaving
receiver. The ECN nonce works correctly across an MPLS donmain

wi t hout requiring any specific support fromthe proposal in this
docunent. The nonce does not need to be present in the MPLS shim
header to detect a nisbehaving receiver. As long as the nonce is
present in the I P header when the ECN information is copied fromthe

| ast MPLS shim header, it will be overwitten if congestion has been
experienced by an LSR.  This is all that is necessary for the sender
to detect a misbehaving receiver. |If there were a need for an ECN

nonce in the MPLS shimheader (e.g., to detect if one LSR were
erasi ng the markings of an upstream LSR in the sanme donain), we
believe this proposal does not preclude the |ater addition of an ECN
nonce capability for specific DSCPs, just as it does not preclude any
ot her use of the EXP codepoints.
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Appendi x A.  Extension to Pre-Congestion Notification

Thi s appendi x descri bes how t he nmechani sms described in the body of
t he docunment can be extended to support PCN [PCN]. Qur intent here
is to show that the mechanisns are readily extended to nore conpl ex
scenari os than ECN, particularly in the case where nore codepoints
are needed, but this appendix may be safely ignored if one is
interested only in supporting ECN. Note that the PCN standards are

still very rmuch under devel opnent at the tinme of witing; hence, the
preci se details contained in this appendi x may be subject to change,
and we stress that this appendix is for illustrative purposes only.

The rel evant aspects of PCN for the purposes of this discussion are:

0 PCN uses 3 states rather than 2 for ECN -- these are referred to
as adm ssion marked (AM, term nation marked (TM, and not marked
(NM states. (See Section 9.4 for further discussion of PCN and
the possibility of using fewer codepoints).

o A packet can go fromNMto AM fromNMto TM or fromAMto TM
but no other transition is possible.

0 The deternination of whether a packet is subject to PCN is based
on the PHB of the packet.

Thus, to support PCN fully in an MPLS domain for a particular PHB, a
total of 3 codepoints need to be allocated for that PHB. These 3
codepoi nts represent the adni ssion narked (AM, term nation marked
(TM, and not marked (NM) states. The procedures described in
Section 4 above need to be slightly nodified to support this
scenari o. The followi ng procedures are i nvoked when the topnost DSCP
or EXP value indicates a PHB that supports PCN

A. 1. Label Push onto I P Packet
If the I P packet header indicates AM set the EXP val ue of al
entries in the label stack to AM If the |IP packet header indicates
TM set the EXP value of all entries in the |abel stack to TM For
any other marking of the I P header, set the EXP value of all entries
in the |label stack to NM

A. 2. Pushing Additional MPLS Labels

The procedures of Section 4.2 apply.
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A 3.

A 4.

A. 5.

Dav

Adm ssion Control or Flow Term nation Marking |Inside MPLS Domai n

The EXP val ue can be set to AMor TM according to the sane procedures
as described in [BRISCOE-CL]. For the purposes of this docunent, it
does not matter exactly which algorithnms are used to deci de when to
set AMor TM all that matters is that if a router would have marked
AM (or TM in the IP header, it should set the EXP value in the MPLS
header to the AM (or TM codepoint.

Poppi ng an MPLS Label (Not End of Stack)

When poppi ng an MPLS Label exposes another MPLS | abel, the AMor TM
mar ki ng shoul d be transferred to the exposed EXP field in the
foll ow ng manner:

o If the inner EXP value is NM then it should be set to the sane
mar ki ng state as the EXP val ue of the popped | abel stack entry.

o If the inner EXP value is AM it should be unchanged if the popped
EXP value was AM and it should be set to TMif the popped EXP
value was TM If the popped EXP val ue was NM this should be
| ogged in sone way, and the inner EXP val ue shoul d be unchanged.

o If the inner EXP value is TM it should be unchanged what ever the
popped EXP val ue was, but any EXP val ue other than TM shoul d be
| ogged.

Poppi ng the Last MPLS Label to Expose | P Header

When popping the |last MPLS Label exposes the |IP header, there are two
cases to consider:

0 the popping LSRis *not* the egress router of the PCN region, in
whi ch case AM or TM mar ki ng should be transferred to the exposed
| P header field; or

0 the popping LSR *is* the egress router of the PCN region.

In the latter case, the behavior of the egress LSR is defined in
[PCN] and is beyond the scope of this docunent. In the fornmer case,
the marki ng should be transferred fromthe popped MPLS header to the
exposed | P header as foll ows:

o If the inner IP header value is neither AMnor TM and the EXP
value was NM then the |IP header should be unchanged. For any
ot her EXP value, the | P header should be set to the sane nmarking
state as the EXP val ue of the popped | abel stack entry.
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If the inner IP header value is AM it should be unchanged if the
popped EXP value was AM and it should be set to TMif the popped
EXP value was TM |If the popped EXP value was NM this should be
| ogged in sonme way and the inner |P header val ue should be
unchanged.

If the I P header value is TM it should be unchanged what ever the
popped EXP val ue was, but any EXP val ue other than TM shoul d be
| ogged.
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