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On the Use of Channel Bindings to Secure Channel s
Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

The concept of channel binding allows applications to establish that
the two end-points of a secure channel at one network |ayer are the
same as at a higher |ayer by binding authentication at the higher

| ayer to the channel at the | ower layer. This allows applications to
del egate session protection to | ower |ayers, which has various

per f ormance benefits.

Thi s docunent discusses and formalizes the concept of channel binding
to secure channel s.
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1. Introduction

In a nunber of situations, it is useful for an application to be able
to handl e authentication within the application [ayer, while

si mul taneously being able to utilize session or transport security at
a |l ower network layer. For exanple, |Psec [RFC4301] [RFC4303]

[ RFC4302] is anenable to being accelerated in hardware to handl e very
hi gh link speeds, but |Psec key exchange protocols and the |Psec
architecture are not as anmenable to use as a security nechani sm

wi thin applications, particularly applications that have users as
clients. A nethod of conbining security at both layers is therefore
attractive. To enable this to be done securely, it is necessary to
"bi nd" the mechani snms together -- so as to avoid man-in-the-mddle
vul nerabilities and enable the nmechanisns to be integrated in a

seam ess way. This is the objective of "Channel Bindings".

The term "channel binding", as used in this docunment, derives from
the Generic Security Service Application Programl|nterface (GSS-API)
[ RFC2743], which has a channel binding facility that was intended for
bi ndi ng GSS- APl aut hentication to secure channels at | ower network

| ayers. The purpose and benefits of the GSS-API channel binding
facility were not discussed at |ength, and sone details were |eft
unspecified. Now we find that this concept can be very useful
therefore we begin with a generalization and formalization of
"channel bindi ng" independent of the GSS-API.

Al t hough inspired by and derived fromthe GSS-APlI, the notion of
channel binding described hereinis not at all limted to use by GSS-
APl applications. W envision use of channel binding by applications
that utilize other security frameworks, such as Sinple Authentication
and Security Layer (SASL) [RFC4422] and even protocols that provide
their own authentication mechanisnms (e.g., the Key Distribution
Center (KDC) exchanges of Kerberos V [ RFC4120]). W also envision
use of the notion of channel binding in the analysis of security

pr ot ocol s.

The main goal of channel binding is to be able to del egate
cryptographi c session protection to network | ayers bel ow t he
application in hopes of being able to better |everage hardware

i npl ement ati ons of cryptographic protocols. Section 5 describes sone
i nt ended uses of channel binding. Al so, sone applications nmay
benefit by reducing the anpbunt of active cryptographic state, thus
reduci ng overhead in accessing such state and, therefore, the inpact
of security on |atency.
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The critical security problemto solve in order to achi eve such

del egation of session protection is ensuring that there is no man-
in-the-mddle (MTM, fromthe point of view the application, at the
| ower network | ayer to which session protection is to be del egat ed.

There may well be an MTM particularly if either the | ower network
| ayer provides no authentication or there is no strong connection
between the authentication or principals used at the application and
t hose used at the | ower network |ayer.

Even if such M TM attacks seem particularly difficult to effect, the
attacks must be prevented for certain applications to be able to nake
effective use of technol ogi es such as | Psec [ RFC2401] [ RFC4301] or
HTTP with TLS [RFC4346] in certain contexts (e.g., when there is no
aut hentication to speak of, or when one node’'s set of trust anchors
is too weak to believe that it can authenticate its peers).

Addi tionally, secure channels that are susceptible to M TM attacks
because they provide no useful end-point authentication are useful
when conbi ned with application-layer authentication (otherw se they
are only sonmewhat "better than nothing" -- see Better Than Not hing
Security (BTNS) [ BTNS-AS]).

For exanmple, Internet Small Conputer Systens Interface (i SCSI)

[ RFC3720] provides for application-layer authentication (e.g., using
Kerberos V), but relies on IPsec for transport protection; iSCSI does
not provide a binding between the two. iSCSI initiators have to be
careful to make sure that the name of the server authenticated at the
application layer and the nanme of the peer at the IPsec |ayer match
-- an informal form of channel binding.

Thi s docunent describes a solution: the use of "channel binding" to
bi nd authentication at application |layers to secure sessions at | ower
| ayers in the network stack

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Definitions

0 Secure channel: a packet, datagram octet stream connection, or
sequence of connections between two end-points that affords
cryptographic integrity and, optionally, confidentiality to data
exchanged over it. W assune that the channel is secure -- if an
attacker can successfully cryptanal yze a channel’s sessi on keys,
for exanple, then the channel is not secure.
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0 Channel binding: the process of establishing that no man-in-the-
n ddl e exi sts between two end-points that have been authenticated
at one network layer but are using a secure channel at a | ower
network layer. This termis used as a noun.

o Channel bindings: [See historical note bel ow ]

General ly, some data that "nanes" a channel or one or both of
its end-points such that if this data can be shown, at a higher
network | ayer, to be the sane at both ends of a channel, then
there are no M TMs between the two end-points at that higher
network layer. This termis used as a noun.

More formally, there are two types of channel bindings:
+ uni que channel bindings:

channel bindings that name a channel in a cryptographically
secure nmanner and uniquely in tine;

+ end-poi nt channel bindings:

channel bindings that nane the authenticated end-points, or
even a single end-point, of a channel which are, in turn,
securely bound to the channel, but which do not identify a
channel wuniquely in tine.

0 Cryptographic binding: (e.g., "cryptographically bound") a
cryptographi c operation that causes an object, such as a private
encryption or signing key, or an established secure channel, to
"speak for" [Lanmpson9l] sone principal, such as a user, a
computer, etcetera. For exanple, a Public Key Infrastructure for
X. 509 Certificates (PKIX) certificate binds a private key to the
name of a principal in the trust domain of the certificate’'s
i ssuer such that a possessor of said private key can act on behal f
of the user (or other entity) named by the certificate.

Crypt ographi ¢ bi ndings are generally asymetric in nature (not to
be confused with symetric or asymmetric key cryptography) in that
an object is rendered capable of standing for another, but the
reverse is not usually the case (we don't say that a user speaks
for their private keys, but we do say that the user’s private keys
speak for the user).

Note that there may be many instances of "cryptographic binding" in
an application of channel binding. The credentials that authenticate
principals at the application |layer bind private or secret keys to
the identities of those principals, such that said keys speak for
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them A secure channel typically consists of symmetric session keys
used to provide confidentiality and integrity protection to data sent
over the channel; each end-point’s session keys speak for that end-
poi nt of the channel. Finally, each end-point of a channel bound to
authentication at the application |ayer speaks for the principal
authenticated at the application |ayer on the sane side of the
channel .

The terns defined above have been in use for many years and have been
taken to nmean, at least in sonme contexts, what is stated bel ow.
Unfortunately this nmeans that "channel binding" can refer to the
channel binding operation and, sonetines to the nane of a channel

and "channel bindings" -- a difference of only one letter --
generally refers to the name of a channel

Note that the Extensible Authentication Protocol (EAP) [ RFC3748] uses
"channel binding" to refer to a facility that nay appear to be
simlar to the one decribed here, but it is, in fact, quite
different. See Section 2.2 for node details.

2.1. Properties of Channel Binding

Applications, authentication frameworks (e.g., the GSS-APlI, SASL),
security mechanisnms (e.g., the Kerberos V GSS-API nechani sm

[ RFC1964] ), and secure channel s nust neet the requirenments and should
follow the recommendations that are |isted bel ow

Requi rement s:

0 In order to use channel binding, applications MJST verify that the
same channel bindings are observed at either side of the channel
To do this, the application MJUST use an authentication protocol at
the application layer to authenticate one, the other, or both
application peers (one at each end of the channel).

* |f the authentication protocol used by the application supports
channel binding, the application SHOULD use it.

* An authentication protocol that supports channel binding MJST
provide an input slot inits APl for a "handle" to the channel
or its channel bindings.

* |f the authentication protocol does not support a channel
bi ndi ng operation, but provides a "security layer" with at
| east integrity protection, then the application MJST use the
authentication protocol’s integrity protection facilities to
exchange channel bindi ngs, or cryptographi c hashes thereof.
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* The nanme of the type of channel binding MJUST be used by the
application and/ or authentication protocol to avoid ambiguity
about which of several possible types of channels is being
bound. If nested instances of the sane type of channel are
avai |l abl e, then the innernost channel MJST be used.

o0 Specifications of channel bindings for any secure channels MJST
provi de for a single, canonical octet string encoding of the
channel bindings. Under this framework, channel bindings MJST
start with the channel binding unique prefix followed by a colon
(ASCI | 0x3A).

0 The channel bindings for a given type of secure channel MJST be
constructed in such a way that an M TM coul d not easily force the
channel bindings of a given channel to match those of another

0o Uni que channel bindings MJST bind not only the key exchange for
the secure channel, but also any negotiations and authentication
that nmay have taken place to establish the channel

0o End-point channel bindings MJST be bound into the secure channel
and all its negotiations. For exanple, a public key as an end-
poi nt channel binding should be used to verify a signature of such
negotiations (or to encrypt them), including the initial key
exchange and negotiati on nessages for that channel -- such a key
woul d then be bound into the channel. A certificate nane as end-
poi nt channel binding could al so be bound into the channel in a
simlar way, though in the case of a certificate nanme, the binding
al so depends on the strength of the authentication of that nane
(that is, the validation of the certificate, the trust anchors,
the algorithns used in the certificate path construction and
val i dation, etcetera).

o End-point channel bindings MAY be identifiers (e.g., certificate
names) that nust be authenticated through some infrastructure,
such as a public key infrastructure (PKI). 1In such cases,
applicati ons MJST ensure that the channel provi des adequate
aut hentication of such identifiers (e.g., that the certificate
validation policy and trust anchors used by the channel satisfy
the application’s requirenents). To avoid inplenmentation
difficulties in addressing this requirenent, applications SHOULD
use cryptographic quantities as end-poi nt channel bindings, such
as certificate-subject public keys.

0 Applications that desire confidentiality protection MJST use
application-layer session protection services for confidentiality
protecti on when the bound channel does not provide confidentiality
protection.
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The integrity of a secure channel MJUST NOT be weakened shoul d
their channel bindings be revealed to an attacker. That is, the
construction of the channel bindings for any type of secure
channel MUST NOT | eak secret information about the channel. End-
poi nt channel bi ndi ngs, however, MAY |eak information about the
end- poi nts of the channel (e.g., their nanes).

The channel binding operation MJUST be at |east integrity protected
in the security mechani smused at the application |ayer

Aut henti cation franmeworks and nechani sns that support channe
bi ndi ng MUST conmuni cate channel binding failure to applications.

Applications MUST NOT send sensitive information, requiring
confidentiality protection, over the underlying channel prior to
conpl eting the channel binding operation.

Recommendat i ons:

(0]

End- poi nt channel bindi ngs where the end-points are neani ngful
nanes SHOULD NOT be used when the channel does not provide
confidentiality protection and privacy protection is desired.

Al ternatively, channels that export such channel bindi ngs SHOULD
provide for the use of a digest and SHOULD NOT i ntroduce new

di gest/hash agility problens as a result.

Opti ons:

(0]

Aut henti cation franmeworks and nechani sns that support channe
bi nding MAY fail to establish authentication if channel binding
fails.

Applications MAY send information over the underlying channel and
without integrity protection fromthe application-|ayer

aut hentication protocol prior to conpleting the channel binding
operation if such information requires only integrity protection.
This could be useful for optimnstic negotiations.

A security mechani sm MAY exchange integrity-protected channe
bi ndi ngs.

A security nechani sm MAY exchange integrity-protected digests of
channel bindings. Such nmechani sms SHOULD provi de for hash/di gest

agility.

A security mechani sm MAY use channel bindings in key exchange,
aut hentication, or key derivation, prior to the exchange of
"aut henti cator" nessages.
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2.2. EAP Channel Binding

This section is informative. This docunent does not update EAP
[ RFC3748], it neither normatively describes, nor does it inpose
requi rements on any aspect of EAP or EAP net hods.

EAP [ RFC3748] includes a concept of channel binding described as
foll ows:

The comuni cation within an EAP nethod of integrity-protected
channel properties such as endpoint identifiers which can be
conpared to val ues comuni cated via out of band nechani snms (such
as via a AAA or |ower |ayer protocol).

Section 7.15 of [RFC3748] describes the problem as one where a

Net wor k Access Server (NAS) (a.k.a. "authenticator") nay lie to the
peer (client) and cause the peer to nmke incorrect authorization
decisions (e.g., as to what traffic may transit through the NAS).
This is not quite |ike the purpose of generic channel binding (MTM
detection).

Section 7.15 of [RFC3748] calls for "a protected exchange of channe
properties such as endpoint identifiers" such that "it is possible to
mat ch t he channel properties provided by the authenticator via out-
of - band nechani sns agai nst those exchanged within the EAP nethod".

Thi s has sonetinmes been taken to be very simlar to the generic
noti on of channel binding provided here. However, there is a very
subtl e difference between the two concepts of channel binding that
makes it much too difficult to put forth requirenents and
reconmendations that apply to both. The difference is about the

| ower - | ayer channel :

o In the generic channel binding case, the identities of either end
of this channel are irrelevant to anything other than the

construction of a nanme for that channel, in which case the
identities of the channel’s end-points nust be established a
priori.

0 Wereas in the EAP case, the identity of the NAS end of the
channel, and even security properties of the channel itself, nay
be established during or after authentication of the EAP peer to
the EAP server.

In other words: there is a fundanental difference in nechanics
(timng of |ower-layer channel establishnent) and in purpose

(aut hentication of |ower-|ayer channel properties for authorization
pur poses vs. M TM detection).
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After some di scussion we have concluded that there is no sinple way
to obtain requirenents and recommendati ons that apply to both generic
and EAP channel binding. Therefore, EAP is out of the scope of this
docunent .

3. Authentication and Channel Binding Semantics

Sonme aut henti cation frameworks and/or mechani snms provide for channe
bi ndi ng, such as the GSS-API and some GSS- APl nechani sns, whereas

ot hers may not, such as SASL (however, ongoing work is addi ng channel
bi ndi ng support to SASL). Semantics may vary with respect to
negoti ati on, how the binding occurs, and handling of channel binding
failure (see bel ow).

Where suitabl e channel binding facilities are not provided,
application protocols MAY include a separate, protected exchange of
channel bindings. |In order to do this, the application-I|ayer

aut hentication service nmust provide nessage protection services (at
| east integrity protection).

3.1. The GSS-API and Channel Binding

The GSS-API [ RFC2743] provides for the use of channel binding during
initialization of GSS-APlI security contexts, though GSS-API
nmechani sns are not required to support this facility.

Thi s channel binding facility is described in [RFC2743] and
[ RFC2744] .

GSS- APl nechani snms nust fail security context establishnent when
channel binding fails, and the GSS-API provides no nechanismfor the
negoti ati on of channel binding. As a result GSS-APlI applications
must agree a priori, through negotiation or otherw se, on the use of
channel bi ndi ng.

Fortunately, it is possible to design GSS-APlI pseudo-nechani sms t hat
sinmply wap around existing mechani snms for the purpose of allow ng
applications to negotiate the use of channel binding within their

exi sting nethods for negotiating GSS-API nmechani snms. For exanpl e,
NFSv4 [ RFC3530] provides its own GSS-API mechani sm negoti ation, as
does the SSHv2 protocol [RFC4462]. Such pseudo- nechani sns are being
proposed separately, see [ STACKABLE].
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3.2. SASL and Channel Binding

SASL [ RFC4422] does not yet provide for the use of channel binding
during initialization of SASL contexts.

Wrk is ongoing [ SASL-GS2] to specify how SASL, particularly its new
bridge to the GSS-API, performs channel binding. SASL will [likely
differ fromthe GSS-API in its handling of channel binding failure
(i.e., when there may be an MTM in that channel binding
success/failure will only affect the negotiation of SASL security

| ayers. That is, when channel binding succeeds, SASL shoul d sel ect
no security layers, |eaving session cryptographic protection to the
secure channel that SASL aut hentication has been bound to.

4. Channel Bindings Specifications

Channel bindings for various types of secure channels are not
descri bed herein. Some channel bindings specifications can be found

in:
T o m o m o e e e e e e memema—ooo- +
| Secure Channel | Reference |
| Type I I
T o m o m o e e e e e e memema—ooo- +
| SSHv2 | [ SSH CB] |
I I I
| TLS | [TLS-CB] |
I I I
| I Psec | There is no specification for |Psec channel |
| | bindings yet, but the IETF Better Than |
| | Nothing Security (BTNS) W is working to |
| | specify IPsec channels, and possibly |Psec |
| | channel bindings. |
T o m o m o e e e e e e memema—ooo- +

4.1. Exanpl es of Unique Channel Bindings

The following text is not normative, but is here to show how one
m ght construct channel bindings for various types of secure
channel s.

For SSHv2 [RFC4251] the SSHv2 session ID should suffice as it is a
cryptographic binding of all relevant SSHv2 connection paraneters:
key exchange and negoti ati on.

The TLS [RFC4346] session IDis sinply assigned by the server. As

such, the TLS session ID does not have the required properties to be
useful as a channel binding because any MTM posing as the server
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can sinply assign the sane session IDto the victimclient as the
server assigned to the MTM Instead, the initial, unencrypted TLS
finished nmessages (the client’s, the server’s, or both) are
sufficient as they are the output of the TLS pseudo-random functi on,
keyed with the session key, applied to all handshake material .

4.2. Exanples of End-Point Channel Bindings

The following text is not normative, but is here to show how one
m ght construct channel bindings for various types of secure
channel s.

For SSHv2 [ RFC4251] the SSHv2 host public key, when present, should
suffice as it is used to sign the algorithm suite negotiation and
Diffie-Hell man key exchange; as long the client observes the host
public key that corresponds to the private host key that the server
used, then there cannot be an MTMin the SSHv2 connection. Note
that not all SSHv2 key exchanges use host public keys; therefore,

t hi s channel bindings construction is not as useful as the one given
in Section 4.1.

For TLS [ RFC4346]the server certificate should suffice for the sanme
reasons as above. Again, not all TLS cipher suites involve server
certificates; therefore, the utility of this construction of channe
bindings is limted to scenarios where server certificates are
comonl y used.

5. Uses of Channel Binding
Uses for channel binding identified so far

o0 Del egating session cryptographic protection to | ayers where
hardware can reasonably be expected to support relevant
crypt ographi ¢ protocol s:

* NFSv4 [ RFC3530] with Renote Direct Data Pl acenent (RDDP)
[ NFS-DDP] for zero-copy reception where network interface
controllers (NI Cs) support RDDP. Cryptographic session
protection woul d be del egated to Encapsul ating Security Payl oad
(ESP) [ RFC4303] / Authentication Headers (AHs) [RFC4302].

* (SCSI [RFC3720] with Renote Direct Menory Access ( RDMA)
[ RFC5046] . Cryptographic session protection would be del egated
to ESP/ AH.

* HITP with TLS [RFC2817] [RFC2818]. In situations involving

proxies, users may want to bind authentication to a TLS channel
between the last client-side proxy and the first server-side
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proxy ("concentrator"). There is ongoing work to expand the
set of choices for end-to-end authentication at the HITP | ayer,
that, coupled with channel binding to TLS, would allow for
proxi es while not forgoing protection over public internets.

0 Reducing the nunber of live cryptographic contexts that an
application nust rmaintain:

*  NFSv4 [RFC3530] nultiplexes nmultiple users onto individua
connections. Each user is authenticated separately, and users’
renote procedure calls (RPCs) are protected with per-user GSS-
APl security contexts. This means that |arge tinesharing
clients nmust often maintain many cryptographic contexts per-
NFSv4 connection. Wth channel binding to I Psec, they could
mai ntain a much smal |l er nunmber of cryptographi c contexts per-
NFSv4 connection, thus reduci ng nenory pressure and
interactions with cryptographi c hardware.

For exampl e, applications that wish to use RDDP to achi eve zero-copy
semanti cs on reception may use a network |ayer understood by NICs to
of fl oad delivery of application data into pre-arranged nmenory
buffers. Note that in order to obtain zero-copy reception semantics
either application data has to be in cleartext relative to this RDDP
| ayer, or the RDDP inplenmentati on nust know how to inpl enment
cryptographi c session protection protocols used at the application

| ayer.

There are a nultitude of application-Ilayer cryptographic session
protection protocols available. It is not reasonable to expect that
NI Cs shoul d support many such protocols. Further, sone application
protocols nay maintain nmany cryptographi c session contexts per-
connection (for exanple, NFSv4 does). It is thought to be sinpler to
push the cryptographi c session protection down the network stack (to
| Psec), and yet be able to produce NICs that offload other operations
(i.e., TCP/IP, ESP/AH, and DDP), than it would be to add support in
the NIC for the many session cryptographic protection protocols in
use in comon applications at the application |ayer.
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The followi ng figure shows how the various network | ayers are

rel at ed:
o m e e e e e e oo +
| Application |ayer | <---+
|<-+ ] In cleartext, relative
LT + | | to each other.
| RDDP | <---+
o e e e e e e o oo + |
| TCP/ SCTP | <-+
oo + | Channel binding of app-I|ayer
| ESP/ AH | <-+ authentication to | Psec
o m e e e e e e oo +
| 1P I
o m e e e e e e oo +
I I
o m e e e e e e oo +

6. Benefits of Channel Binding to Secure Channels

The use of channel binding to del egate session cryptographic
protection include:

o Performance inprovenents by avoi di ng doubl e protection of
application data in cases where IPsec is in use and applications
provide their own secure channels.

o Performance inprovenents by | everagi ng hardware-accel erated | Psec.

o Performance inprovenents by allow ng RDDP hardware offloading to
be integrated with | Psec hardware accel erati on.

Where protocol s | ayered above RDDP use privacy protection, RDDP
of fl oad cannot be done. Thus, by using channel binding to

| Psec, the privacy protection is noved to | Psec, which is

| ayered bel ow RDDP. So, RDDP can address application protoco
data that’s in cleartext relative to the RDDP headers.

0 Latency inprovenents for applications that nultiplex nultiple
users onto a single channel, such as NFS wi th RPCSEC_GSS
[ RFC2203] .

Del egati on of session cryptographic protection to | Psec requires
features not yet specified. There is ongoing work to specify:

0 |Psec channels [ CONN- LATCH|
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o Application programming interfaces (APIs) related to | Psec
channel s [ BTNS- 1 PSEC] ;
0 Channel bindings for |Psec channels;
0 Lowinfrastructure |IPsec authentication [ BTNS- CORE].
7. | ANA Consi derati ons

| ANA has created a new registry for channel bindings specifications
for various types of channels.

The purpose of this registry is not only to ensure uni queness of

val ues used to nanme channel bindings, but also to provide a
definitive reference to technical specifications detailing each
channel binding avail able for use on the Internet.

There is no nam ng convention for channel bindings: any string
conposed of US-ASCII al phanuneric characters, period ('.’), and dash
("-") will suffice.

The procedure detailed in Section 7.1 is to be used for registration
of a value naming a specific individual nechanism

7.1. Registration Procedure

Regi strati on of a new channel binding requires expert review as
defined in BCP 26 [ RFC2434].

Regi stration of a channel binding is requested by filling in the
follow ng tenplate:

0 Subject: Registration of channel binding X

o Channel binding unique prefix (nane):

0 Channel binding type: (One of "unique" or "end-point")
o Channel type: (e.g., TLS, IPsec, SSH, etc.)

0 Published specification (recommended, optional):

0 Channel binding is secret (requires confidentiality protection):
yes/ no

0 Description (optional if a specification is given; required if no
publ i shed specification is specified):
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0 Intended usage: (one of COVMON, LIMTED USE, or OBSOLETE)

o Person and enmil address to contact for further information:
0 Omer/ Change controll er nane and enail address:

o Expert reviewer nanme and contact information: (leave bl ank)

0 Note: (Any other information that the author deens rel evant nay be
added here.)

and sending it via electronic mail to <channel -binding@etf.org> (a
public mailing list) and carbon copying | ANA at <i ana@ ana. or g>.
After allowing two weeks for comunity input on the mailing list to
be determ ned, an expert will determ ne the appropriateness of the
regi stration request and either approve or disapprove the request
with notice to the requestor, the nailing list, and | ANA

I f the expert approves registration, it adds her/his nane to the
submitted registration

The expert has the prinmary responsibility of naking sure that channel
bi ndi ngs for | ETF specifications go through the | ETF consensus
process and that prefixes are uni que.

The review should focus on the appropriateness of the requested
channel binding for the proposed use, the appropriateness of the
proposed prefix, and correctness of the channel binding type in the
registration. The scope of this request review my entail

consi deration of relevant aspects of any provided technical

speci fication, such as their | ANA Consi derations section. However,
this reviewis narrowy focused on the appropriateness of the
requested registration and not on the overall soundness of any
provi ded techni cal specification.

Aut hors are encouraged to pursue comunity review by posting the
techni cal specification as an Internet-Draft and soliciting conmrent
by posting to appropriate IETF mailing lists.

7.2. Conmments on Channel Bindings Registrations
Comments on registered channel bindings should first be sent to the
"owner" of the channel bindings and to the channel binding mailing
list.
Submitters of coments nay, after a reasonable attenpt to contact the

owner, request |ANA to attach their comment to the channel binding
type registration itself by sending mail to <iana@ana.org> At
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| ANA's sole discretion, |ANA may attach the comment to the channe
bi ndi ngs registration.

7.3. Change Contro

Once a channel bindings registration has been published by | ANA the
aut hor may request a change to its definition. The change request
follows the sanme procedure as the registration request.

The owner of a channel bindings may pass responsibility for the
channel bindings to another person or agency by informing IANA, this
can be done without discussion or review

The | ESG may reassign responsibility for a channel bindings

regi stration. The npst conmon case of this will be to enabl e changes
to be made to nmechani snms where the author of the registration has

di ed, has noved out of contact, or is otherw se unable to nmake
changes that are inportant to the comunity.

Channel bi ndi ngs registrations may not be del eted; nechani sns that
are no |longer believed appropriate for use can be decl ared OBSOLETE
by a change to their "intended usage" field. Such channel bindings
will be clearly marked in the lists published by | ANA

The IESG is considered to be the owner of all channel bindings that
are on the | ETF standards track.

8. Security Considerations

Security considerations appear throughout this docunent. In
particul ar see Section 2. 1.

When del egati ng session protection fromone |ayer to another, one
will alnpost certainly be maki ng sone session security trade-offs,
such as using weaker cipher nodes in one layer than m ght be used in
the other. Evaluation and conparison of the relative cryptographic
strengths of these is difficult, nay not be easily automated, and is
far out of scope for this docunent. |Inplenentors and adm nistrators
shoul d understand these trade-offs. Interfaces to secure channels
and application-layer authentication frameworks and nmechani sns coul d
provi de sone notion of security profile so that applications may
avoi d del egati on of session protection to channels that are too weak
to match a required security profile.

Channel bi ndi ng makes "anonynous"” channel s (where neither end-point

is strongly authenticated to the other) useful. |Inplenmentors should
avoid making it easy to use such channel s w thout channel binding.
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The security of channel binding depends on the security of the
channel s, the construction of their channel bindings, and the
security of the authentication nechani smused by the application and
its channel binding nethod.

Channel bindi ngs should be constructed in such a way that revealing
t he channel bindings of a channel to third parties does not weaken

the security of the channel. However, for end-point channel bindings
di scl osure of the channel bindings nmay disclose the identities of the
peers.

8.1. Non-Uni que Channel Bindings and Channel Bi nding Re-Establishnent

Application devel opers may be tenpted to use non-uni que channe
bi ndi ngs for fast re-authentication follow ng channel re-
establishment. Care nust be taken to avoid the possibility of
attacks on multi-user systens.

Consi der a user nultiplexing protocol Iike NFSv4 using channel
binding to I Psec on a nulti-user client. [|f another user can connect
directly to port 2049 (NFS) on sone server using |IPsec and nerely
assert RPCSEC_GSS credential handles, then this user will be able to
i npersonate any user authenticated by the client to the server. This
i s because the new connection will have the sane channel bindings as
the NFS client’s! To prevent this, the server nust require that at

| east a host-based client principal, and perhaps all the client’s
user principals, re-authenticate and perform channel binding before
the server will allowthe clients to assert RPCSEC GSS cont ext

handl es. Alternatively, the protocol could require a) that secure
channel s provide confidentiality protection and b) that fast re-

aut hentication cookies be difficult to guess (e.g., |arge nunbers

sel ected randon y).

In other contexts there nay not be such problens, for exanple, in the
case of application protocols that don't nultiplex users over a
singl e channel and where confidentiality protection is always used in
t he secure channel
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