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Abstract
Thi s docunent provi des exanpl es of Session Initiation Protocol (SIP)

test nessages designed to exercise and "torture" the code of an
| Pv6- enabl ed SIP inplenentation
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1. Overview

This docunent is informational, and is *not normative* on any aspect
of SIP

Thi s docunent contains test nessages based on the current version
(2.0) of the Session Initiation Protocol as defined in [ RFC3261].

This docunent is expected to be used as a conpani on docunent to the
nmore general SIP torture test docunment [RFC4475], which does not
i nclude specific tests for 1Pv6 network identifiers.

Thi s docunent does not attenpt to catal og every way to nmake an
invalid nessage, nor does it attenpt to be conprehensive in exploring
unusual , but valid, nmessages. Instead, it tries to focus on areas
that nay cause interoperability problems in | Pv6 depl oynents.

2. Docunent Conventions
Thi s docunent contains many exanpl es of SIP nessages with I Pv6
network identifiers. The appendi x contains an encoded binary form

containing the bit-exact representation of all the nmessages and the
script needed to decode theminto separate files.
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The | Pv6 addresses used in this docunment correspond to the 2001
DB8: : /32 address prefix reserved for docunentation [RFC3489].

Li kewi se, the | Pv4 addresses used in this docunment correspond to the
192. 0. 2.0/ 24 address bl ock as described in [ RFC3330].

Al though SIP is a text-based protocol, sone of these exanpl es cannot
be unanbi guously rendered w thout additional markup due to the
constraints placed on the formatting of RFCs. This docunment uses the
<al | OneLi ne/ > markup convention established in [RFC4475] to avoid
anbiguity and neet the Internet-Draft |ayout requirenents. For the
sake of conpl eteness, the text defining this markup from Section 2.1
of [RFC4475] is reproduced in its entirety bel ow

Several of these exanples contain unfolded |ines |onger than 72
characters. These are captured between <al |l OneLine/> tags. The
single unfolded Iine is reconstructed by directly concatenating

all lines appearing between the tags (discarding any line feeds or
carriage returns). There will be no whitespace at the end of
lines. Any whitespace appearing at a fold-point will appear at

t he beginning of a Iine.
The followi ng represent the sanme string of bits:
Header - nane: first value, reallylongsecondval ue, third val ue

<al | OneLi ne>

Header - nane: first val ue,
real | yl ongsecondval ue

, third val ue

</ al | OneLi ne>

<al | OneLi ne>
Header - nane: first val ue,
real |yl ong
second
val ue,
third val ue
</ al | OneLi ne>

Note that this is NOT SIP header-line folding, where different
strings of bits have equival ent neaning.
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3.

SIP and | Pv6 Network Configuration

System | evel issues |ike deploying a dual-stack proxy server

popul ating DNS with A and AAAA Resource Records (RRs), zero-
configuration discovery of outbound proxies for IPv4 and | Pv6

net wor ks, when a dual -stack proxy should Record-Route itself, and
medi a i ssues also play a najor part in the transition to IPv6. This
docunent does not, however, address these issues. Instead, a
conpani on docunent [sip-trans] provides nore gui dance on these

i ssues.

Parser Torture Tests

The test nessages are organized into several sections. Sone stress
only the SIP parser and others stress both the parser and the
application above it. Sone nessages are valid and sone are not.
Each exanple clearly calls out what nakes any invalid nmessages

i ncorrect.

Pl ease refer to the conpl ete Augnented Backus-Naur Form (ABNF) in

[ RFC3261] on representing | Pv6 references in SIP nessages. |Pv6
references are delinmted by a "[" and "]". Wen an |IPv6 reference is
part of a SIP Uniform Resource Identifier (URI), RFC 3261 mandates
that the "I Pv6reference" production rule be used to recognize tokens
that conprise an | Pv6 reference. Mre specifically, the ABNF states
the foll ow ng:

Sl P- URI = "sip:" [ userinfo ] hostport
uri-paraneters [ headers ]
host port = host [ ":" port ]
host = hostnanme / | Pv4address / | Pv6reference
| Pvd4addr ess = 1*3D0@T "." 1*3DAET "." 1*3DDEAT "." 1*3DIAT
| Pv6reference = "[" |Pv6address "]"
| Pv6addr ess = hexpart [ ":" |Pv4address ]
hexpart = hexseq / hexseq "::" [ hexseq ] / "::" [ hexseq ]
hexseq = hex4 *( ":" hex4)
hex4 = 1*4HEXDI G
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4.

4.

Valid SIP Message with an | Pv6 Reference

The request belowis well-formatted according to the granmar in
[ RFC3261]. An IPv6 reference appears in the Request-URI (R-URI), Via
header field, and Contact header field.

Message Details: ipv6-good

REG STER si p: [ 2001: db8::10] SIP/ 2.0

To: sip:user @xanpl e. com

From sip:user @xanpl e. comtag=81x2

Via: SIP/2.0/UDP [2001: db8::9: 1]; branch=z9hG4bKas3- 111
Cal | -1 D: SS&559905523997077@! au_4100

Max- Forwards: 70

Contact: "Caller" <sip:caller@2001: db8::1]>

CSeq: 98176 REQ STER

Content-Length: O

Invalid SIP Message with an | Pv6 Reference

The request belowis not well-formatted according to the grammar in
[ RFC3261]. The I Pv6 reference in the R-UR does not contain the
mandated delimters for an I Pv6 reference ("[" and "]").

A SIP inplenentation receiving this request should respond with a 400
Bad Request error.

Message Details: ipv6-bad

REG STER si p: 2001: db8::10 SIP/ 2.0

To: sip:user @xanpl e. com

From sip:user @xanpl e. comtag=81x2

Via: SIP/2.0/UDP [2001: db8::9: 1]; branch=z9hG4bKas3- 111
Cal | -1 D: SS&559905523997077@! au_4100

Max- Forwards: 70

Contact: "Caller" <sip:caller@2001: db8::1]>

CSeq: 98176 REQ STER

Content-Length: O
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4.3. Port Ambiguous in a SIP UR

| Pv6 uses the colon to delimt octets. This may lead to anbiguity if
t he port number on which to contact a SIP server is inadvertently
conflated with the I Pv6 reference. Consider the REG STER request

bel ow. The sender of the request intended to specify a port nunber
(5070) to contact a server, but inadvertently, inserted the port
nunber inside the closing "]" of the IPv6 reference. Unfortunately,
since the IPv6 address in the RRURI is conpressed, the intended port
nunber becones the | ast octet of the reference.

From a parsing perspective, the request below is well-forned.

However, froma semantic point of view, it will not yield the desired
result. Inplenentations nust ensure that when a raw | Pv6 address
appears in a SIP URI, then a port nunber, if required, appears
outside the closing "]" delimting the IPv6 reference. Raw |Pv6
addresses can occur in many header fields, including the Contact,
Rout e, and Record-Route header fields. They also can appear as the
result of the "sent-by" production rule of the Via header field.

| npl ementers are urged to consult the ABNF in [ RFC3261] for a
conplete list of fields where a SIP URI can appear.

Message Details: port-anbi guous

REG STER si p: [ 2001: db8:: 10: 5070] SIP/ 2.0

To: sip:user @xanpl e. com

From sip:user @xanpl e. comtag=81x2

Via: SIP/2.0/UDP [2001: db8::9: 1]; branch=z9hG4bKas3- 111
Cal | -1 D: SS&559905523997077@! au_4100

Contact: "Caller" <sip:caller@2001: db8::1]>

Max- Forwards: 70

CSeq: 98176 REQ STER

Content-Length: O
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4.4. Port Unanbiguous in a SIP URI

In contrast to the exanple in Section 4.3, the foll owi ng REG STER
request | eaves no anbi guity whatsoever on where the | Pv6 address ends
and the port nunber begins. This REQ STER request is well formatted
per the granmmar in [ RFC3261].

Message Details: port-unanbi guous

REG STER si p: [ 2001: db8::10]: 5070 SIP/ 2.0

To: sip:user @xanpl e. com

From sip:user @xanpl e. comtag=81x2

Via: SIP/2.0/UDP [2001: db8::9: 1]; branch=z9hG4bKas3- 111
Cal | -1 D: SS&559905523997077@! au_4100

Contact: "Caller" <sip:caller@2001: db8::1]>

Max- Forwards: 70

CSeq: 98176 REQ STER

Content-Length: O

4.5. | Pvbe Reference Delimters in Via Header

| Pv6 references can al so appear in Via header fields; nore
specifically in the "sent-by" production rule and the "via-received"
production rule. In the "sent-by" production rule, the sequence of
octets conprising the IPv6 address is defined to appear as an

"I Pv6ref erence"” non-termnal, thereby mandating the "[" and "]"
delimters. However, this is not the case for the "via-received"
non-termnal. The "via-received" production rule is defined as

foll ows:

vi a-received = "received" EQUAL (I Pv4address / |Pv6address)

The "1 Pv6address” non-terminal is defined not to include the
delimting "[" and "]". This has led to the situation docunented
during the 18th SIP Interoperability Event [Email-SIPit]:

Those testing I Pv6 made different assunptions about encl osing
literal v6 addresses in Vias in []. By the end of the event, npst
i mpl ement ati ons were accepting either. Its about 50/50 on what
gets sent.

While it would be beneficial if the same non-ternina

("I Pvereference") was used for both the "sent-by" and "via-received"
production rules, there has not been a consensus in the working group
to that effect. Thus, the best that can be suggested is that

i npl ementations nust follow the Robustness Principle [ RFCL122] and be
liberal in accepting a "received" paraneter with or wi thout the
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delimting "[" and "]" tokens. When sending a request,
i npl ementations nust not put the delimting "[" and "]" tokens.

The two test cases bel ow are designed to stress this behavior. A SIP
i npl eentation receiving either of these nmessages nust parse them
successful ly.

The request bel ow contains an | Pv6 address in the Via "received"
paraneter. The IPv6 address is delinited by "[" and "]". Even
though this is not a valid request based on a strict interpretation
of the grammar in [RFC3261], robust inplenentati ons nust nonet hel ess
be able to parse the topnost Via header field and continue processing
t he request.

Message Details: via-received-paramwth-delim

BYE sip:[2001: db8::10] SIP/ 2.0

To: sip:user @xanpl e. com t ag=bd76ya
From sip:user @xanpl e. comtag=81x2
<al | OnelLi ne>

Via: SIP/2.0/UDP [2001: db8::9: 1];recei ved=[ 2001: db8: : 9: 255] ;
branch=z9hG4bKas3-111

</ al | OneLi ne>

Cal | -1 D: SS&559905523997077@! au_4100
Max- Forwar ds: 70

CSeq: 321 BYE

Content-Length: O

The OPTI ONS request bel ow contains an | Pv6 address in the Via
"recei ved" paraneter wi thout the adorning "[" and "]". This request
is valid according to the granmar in [ RFC3261].

Message Details: via-received-paramno-delim

OPTI ONS si p: [ 2001: db8::10] SIP/ 2.0

To: sip:user @xanpl e. com

From sip:user @xanpl e. comtag=81x2

<al | OnelLi ne>

Via: SIP/2.0/UDP [2001: db8::9: 1] ;recei ved=2001: db8: : 9: 255;
branch=z9hG4bKas3

</ al | OneLi ne>

Cal |l -1 D SS&5523997077@l au_4100

Max- Forwards: 70

Contact: "Caller" <sip:caller@2001: db8::9:1]>
CSeq: 921 OPTIONS

Content-Length: O
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4.6.

4.

7.

SIP Request with | Pv6 Addresses in Session Description Protocol
(SDP) Body

This request belowis valid and well-formed according to the granmar
in [RFC3261]. Note that the IPv6 addresses in the SDP [ RFC4566] body
do not have the delimting "[" and "]".

Message Details: ipv6-in-sdp

I NVI TE si p: user @ 2001: db8::10] SIP/ 2.0

To: sip:user@2001: db8:: 10]

From sip:user @xanpl e. comtag=81x2

Via: SIP/2.0/UDP [2001: db8::20]; branch=z9ht4bKas3- 111
Cal | -1 D: SS&559905523997077@! au_4100

Contact: "Caller" <sip:caller@?2001: db8:: 20]>

CSeq: 8612 INVITE

Max- Forwards: 70

Cont ent - Type: application/sdp

Content - Lengt h: 268

v=0

o=assi stant 971731711378798081 0 IN | P6 2001: db8:: 20
s=Live video feed for today' s neeting

c=IN I P6 2001: db8:: 20

t =3338481189 3370017201

mFaudi o 6000 RTP/ AVP 2

a=rtpmap: 2 Gr26- 32/ 8000

mevi deo 6024 RTP/ AVP 107

a=rt pmap: 107 H263- 1998/ 90000

Multiple I P Addresses in SIP Headers

The request belowis valid and well-formed according to the granmmar
in [RFC3261]. The Via list contains a mix of |Pv4 addresses and | Pv6
ref erences.
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Message Details: nmult-ip-in-header

BYE si p: user @ost . exanpl e.net SIP/ 2.0

Via: SIP/2.0/UDP [2001: db8::9: 1] : 6050; br anch=z9hAbKas3- 111
Via: SIP/2.0/UDP 192.0. 2. 1; branch=z9h&4bKj hj a8781hj uai j 65144
<al | OnelLi ne>

Via: SIP/ 2.0/ TCP [2001: db8::9: 255]; branch=z9hG4bK451j j ;
recei ved=192. 0. 2. 200

</ al | OneLi ne>

Call-1D 997077@ au_4100

Max- Forwards: 70

CSeq: 89187 BYE

To: sip:user @xanpl e. net;tag=9817--94

From sip:user @xanpl e. comtag=81x2

Content-Length: O

4.8. Miltiple IP Addresses in SDP

The request belowis valid and well-fornmed according to the gramar
in [RFC3261]. The SDP contains nmultiple nmedia |lines, and each nedia
line is identified by a different network connection address.

Message Details: nult-ip-in-sdp

I NVI TE sip: user @ 2001: db8::10] SIP/ 2.0

To: sip:user@2001: db8:: 10]

From sip:user @xanpl e. comtag=81x2

Via: SIP/2.0/UDP [2001: db8::9: 1]; branch=z9hG4bKas3- 111
Call -1 D: SSGE559905523997077@l au_4100

Contact: "Caller" <sip:caller@2001: db8::9:1]>

Max- Forwards: 70

CSeq: 8912 INVITE

Cont ent - Type: application/sdp

Content -Length: 181

v=0

o=bob 280744730 28977631 IN I P4 host.exanpl e.com
S=

t=0 0

mFaudi o 22334 RTP/ AVP 0

c=IN1P4 192.0.2.1

mevi deo 6024 RTP/ AVP 107

c=IN IP6 2001:db8::1

a=rt pmap: 107 H263- 1998/ 90000
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4.9. | Pv4-Mapped | Pv6 Addresses

An | Pv4-mapped | Pv6 address is usually represented with the |ast 32
bits appearing as a dotted-decimal |Pv4 address; e.g., ::ffff:
192.0.2.1. A SIP inplenentation receiving a nmessage that contains
such a mapped address nust be prepared to parse it successfully. An
| Pv4- mapped | Pv6 address may appear in signaling, or in the SDP
carried by the signaling nmessage, or in both. |If a port nunber is
part of the URI represented by the |Pv4-napped | Pv6 address, then it
nmust appear outside the delimiting "]" (cf. Section 4.4).

The nmessage below is well-formed according to the grammar in

[ RFC3261]. The Via list contains two Via headers, both of which

i nclude an | Pv4-mapped | Pv6 address. An | Pv4-napped | Pv6 address

al so appears in the Contact header and the SDP. The topnopst Via
header includes a port nunber that is appropriately delimted by "]".

Message Details: ipv4-nmapped-ipv6

I NVI TE si p: user @xanpl e.com SIP/ 2.0

To: sip:user @xanpl e. com

From si p: user @ast. exanpl e. com t ag=81x2

Via: SIP/2.0/UDP [::ffff:192.0.2.10]:19823; branch=z9hG4bKbh19
Via: SIP/2.0/UDP [::ffff:192.0.2.2];branch=z9h4bKas3-111
Cal | -1 D: SS&559905523997077@! au_4100

Contact: "T. desk phone" <sip:ted@::ffff:192.0.2.2]>
CSeq: 612 INVITE

Max- Forwards: 70

Cont ent - Type: application/sdp

Content - Lengt h: 236

v O

ssistant 971731711378798081 O IN IP6 ::ffff:192.0.2.2
Il me soon, please!
INIP6 ::ffff:192.0.2.2
3338481189 3370017201
mFaudi o 6000 RTP/ AVP 2
a=rtpmap: 2 Gr26- 32/ 8000
mevi deo 6024 RTP/ AVP 107
a=rt pmap: 107 H263-1998/ 90000

0O wmwo<
1 Ilg)ll 1l

4.10. |1Pv6 Reference Bug in RFC 3261 ABNF
It is possible to follow the | Pvéreference production rule of RFC
3261 ABNF -- the relevant portion of which is reproduced at the top
of Section 4 -- and arrive at the follow ng construct:

[ 2001: db8:::192.0. 2. 1]
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Note the extra col on before the |IPv4 address in the above construct.
The correct construct, of course, is:

[ 2001: db8: : 192. 0. 2. 1]

The ABNF pertaining to | Pv6 references in RFC 3261 was derived from
RFC 2373 [ RFC2373], which has been obsol eted by RFC 4291 [ RFC4291].
The specific behavior of inserting an extra colon was inherited from
RFC 2373, and has been renedied in RFC 4291. However, follow ng the
Robust ness Principle [ RFCL122], an inplenentation nmust tol erate both
of the above constructs.

The nmessage bel ow i ncludes an extra colon in the I Pv6 reference. A
SIP inplenmentation receiving such a nessage nay exhi bit robustness by
successfully parsing the I1Pv6 reference (it can choose to ignore the
extra colon when parsing the I1Pv6 reference. |If the SIP

i npl enentation is acting in the role of a proxy, it may additionally
serialize the nessage without the extra colon to aid the next
downst r eam server).

Message Details: ipv6-bug-abnf-3-colons

OPTI ONS si p: user @2001: db8:::192.0.2.1] SIP/ 2.0

To: sip:user@2001: db8:::192.0. 2. 1]

From sip: user @xanpl e. comtag=810x2

Via: SIP/2.0/UDP | abl. east. exanpl e. com branch=z9hG4bKas3- 111
Cal | -1 D: (9559905523997077@l au_4100

CSeq: 689 OPTI ONS

Max- Forwar ds: 70

Content-Length: O

The next nessage has the correct syntax for the IPv6 reference in the
R- URI .

Message Details: ipv6-correct-abnf-2-colons

OPTI ONS si p: user @ 2001: db8::192.0.2.1] SIP/2.0

To: sip:user@2001: db8::192.0. 2.1]

From sip: user @xanpl e. comt ag=810x2

Via: SIP/2.0/UDP | abl. east. exanpl e. com branch=z9hG4bKas3- 111
Cal | -1 D: (39559905523997077@l au_4100

CSeq: 689 OPTI ONS

Max- Forwar ds: 70

Content-Length: O
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5.

7.

7.

1.

Security Considerations

Thi s docunent presents exanples of SIP nessages with | Pv6 references
contained in the signaling headers and SDP payl oad. While this
docunment may clarify the behavior of SIP el enments processing a

nmessage with 1 Pv6 references, it does not normatively change the base
SI P [ RFC3261] specification in any way. Consequently, all security
consi derations in [ RFC3261] apply.

Parsers nust carefully consider edge conditions and malicious input
as part of their design. Attacks on nany Internet systens use
crafted input to cause inplenentations to behave in undesirabl e ways.
Many of the nessages in this docunment are designed to stress a parser
i npl enentation at points traditionally used for such attacks. This
docunent does not, however, attenpt to be conprehensive. It contains
sone common pitfalls that the authors have di scovered while parsing
IPv6 identifiers in SIP inplenmentations.
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Appendi x A, Bit-Exact Archive of Each Test Message

The followi ng text block is an encoded, gzip conpressed TAR archive
of files that represent each of the exanple nessages discussed in
Section 4.

To recover the conpressed archive file intact, the text of this
docunment may be passed as input to the followi ng Perl script (the
out put should be redirected to a file or piped to "tar -xzvf -").

#! [/ usr/ bi n/ perl
use strict;
ny $bdata = "";
use M MVE: : Baseb64;
whil e(<>) {
if (/-- BEGN MESSAGE ARCHI VE --/ .. /-- END MESSAGE ARCHI VE --/) {
if ( mMMs*[MNs]+H s*$/) {
$bdata = $bdata . $_;
}

} }
print decode_base64($bdata);
Alternatively, the base-64 encoded bl ock can be edited by hand to

renove docunent structure lines and fed as input to any base-64
decoding utility.
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A. 1. Encoded Reference Messages

-- BEG N MESSAGE ARCHI VE - -

H4s| CPuj DOcAA21zZy50YXI A7Vpbc6M2GPUzvOLdl 74U ckl HUnbXY39XS760ncz
HQEMY5s FBuv DRSWIN+mvr wAb303¢c2GB4byAj YSEpHO+i 1Rv1E4OCCnkEKor RJyl 1+
R2dk 1RQ60E4ARNXRNT/ CCHGa8bpular TaJ YhKr J6ef +3nJ+PJDhnuf zD8ku+Li dPB3
gDTeYUnOsgkA6ur pnx28DI ggZpbvntHy FOF/ NPWIL/ FFFcg8f vyi Ze+f y3Pt 60CuU9A
5Ab2JJLhubwix42Ak6z1/ DK5b7QauQ63j 21sLaOODf 7z8SERxf en5WEz6 TRPAY+3GF
f b8dYO/ 3r bBX7Z9p2A] S/ 1Tx3UELIVWI cl ZNxReb9D81xpcOu5v3QGyi nvj 27Vl i

K60hDt Qox Geuut gnl19aRmEZUHDWMVBY OOT8f DASK 7+pWovahe/ Fohf b4E2nDhwZzf Qb
BwPf kG Bj 8nm2xdMA3W xJu7i W 9i Al vy QR+F/ f 6ez/ 81 kl nsgHP3i u9WOB8BNI G
imjtydi 1/ cakRPkTz9l r x8Pbl AJO7RpE2p+U0SRg9al FwOLI 06UKiI LCTWSZOEQAQ
vZAq83Aep+0qgJl 8MBhLEPMHOWN@BYAI +Z3Wa+6qETcJl SY1ETI t QAhPAE oh0sZNMX
FcHz C1l sFVp934+aYNsCaaYRwor bAXuOSY6QRBTFVCFZ+6] kyKY50XV5ReVFA/ wK+
YqWrkLLNhJRzRnnvt V5] pP907w | dGnX6Dykl Sv8Z5AZEnPNE/ 7FBWKX/ JeDg3WKr

uvPuKI Vxr Ebedr gnr en6uPo/ TvgXbVg2eqJubxXcTM TN8hwpuCO9M 5Ut s012/ LV
GsSzl dh@Sh9r JI asb/ vu+f TgCK+W8s+1 9pyn9OKv +vDKzwf 5kg8LZSgFegADP+u5
6UXNI Tt VEU 0G5/ zHKKX2X7nBvQl/ CVi P/ x4j Aat | nqwCGB4t f CvgvGpTnr zi HE
bMwL25Y7pCK2D+5Ugi x+upPSAXd+CCLf EQ f RyqUKk 7Hr 9Rc R3Er dKngr 8ETUGHPJ
KNbd| DEBAyntvSL3/ 1Dk/ 61 11 +s/ wj DN/ xECK/ OvAb/ 8uST+A38pgef JAIf /i f QZ
t CAOOR8026e81ur MBwmvhcl NNBhChDt kBgJOt XLnYglhbBj r poMaaDg8C2VPKI V1mm
mMKzETc2syMyB7nM MRFj | 5SEANOHYHW 1Pat 8S91HXLf oo j VOZcr / D+RCLj Ef 85
Zzn+MWIPW 6K/ y XgK/ DY nh4FPt oBt NKwbzf f ¢5f WWASQMA uAXb9Ls AnbJRy At Wi
pRY3QZNnR8GKWCYRINRUThwEMHf ZMCZk4YTBueNHF6g5213b4i Si | h+u3gj 8M\bFu
Ov2J/ 4kOsUaK8z/ GLN9R4ARI 91 +NYMX/ Er A7/ 2MokH8bSaCDcj 47yP9ak0Az/ k+8Ey
r Al f ynGKX8p8So+F8COuUR/ UwGo+P/ S+T91hT6PI / RAhGKse77uyJE7PI | bhf xni /1
f g6X7Pwzzav+nDHxqd1qf Pl 4/ 3/ ZPHqqvBf abkr AuBOf dDr K\WN4AQWAr Nxef FCsJ X/

X9x4cEQFKOQ Xt h/ | 4v/ GcMV/ 8vAPP93I PdTgncdzh7EKWNKVH35A3I | QUEUTZJ7
L10ehdi fv5r 0t dF17vTi d7zR7531C gnP/ Z+W M3 Pf SUygKvz X2Vg2f 6vJ/ cWh3
CLE4AFLZYsFAW ThJHoovr GEel CBu8NC7LzuaaVE OdG70L+j / 3f ISNGF 97f qguOwid
0AB9ZAwr 5j 1j OF +UFpPZf SUDF/ xKwj / 8HOL9i f 4UKFSp8Y/ gPIMAg1AAGAAA=

-- END MESSAGE ARCHI VE - -
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